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Abstract

Concept Drift (CD) is a phenomenon in which the data distribution in datasets
shifts over time, which negatively affects the performance of prediction mod-

els in software engineering (SE), such as software defect prediction (SDP)

models. Detecting CD in SE datasets and improving the prediction perfor-

mance of models impacted by CD is a challenge. Over time, a long-running

software project experiences several versions, producing high volumes of
data and making non-stationary data distribution. Furthermore, the relation-

ship between data variables changes (i.e., concept drift). We can assume that

data of project versions appear in the form of temporal data distributions.

Predicting defects of such a project is challenging.

In SDP, the prediction models utilize historical data (from which the pre-
diction model is built) and predict the defects for upcoming projects (with
which the prediction model is tested). The performance of prediction mod-
els is known to be dependent on the datasets used for training the models.
To improve the information content of the training datasets that appear over
time, the impact of concept drift should be considered, which has not been
extensively investigated. Among the SDP techniques, cross-version defect
prediction (CVDP) is a process where the historical data is retrieved from the
previous version of the software project and tested on the current version of
the same project, which is considered more practical and realistic. In such
a realistic scenario, the software project version is updated and maintains a
chronological order of the project versions. The impact of concept drift on

the performance of classification-based SDP models has never been explored
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over the chronological defect datasets. Unfortunately, the defect datasets are
imbalanced, with the non-defective modules dominating the defective mod-
ules. Class rebalancing techniques that modify the distribution of training
datasets have been shown to improve the prediction performance of defect
prediction models in prior research. Since class rebalancing techniques try to
produce a similar representation of the classes, it may eliminate drift and im-
pact the performance of classification-based SDP models, which has not been
thoroughly investigated yet. Furthermore, prior works show the effective-
ness of feature selection techniques to improve the performance of SDP. Re-
searchers attributed that the prediction results fluctuate due to the changes in
the data features. Therefore, feature selection techniques may avoid CD due
to the variation of selecting features in each version of the software project,
which has not yet been examined.

In this thesis, we investigate the impact of CD on SDP performances. A
systematic investigation is conducted to examine whether class rebalancing
could help eliminate CD from chronological defect datasets. To deal CD
while considering class imbalance issue, we propose a novel concept drift
detection (CDD) framework to detect CD in the cross-version (CV) defect
datasets and investigate the feasibility of alleviating CD in CVDP models us-
ing class rebalancing techniques. The framework consists of four steps, in
which the first pre-processes the CV defect datasets and forms a CV data
stream, the second constructs the CV defect models, the third calculates the
test statistics, and the fourth provides a hypothesis-test based CD detection
method. We demonstrated the ability of the CDD framework by conducting
experiments on 36 versions of 10 open-source software projects. We found
that 50% of the CV defect datasets are drift-prone. Additionally, the class
rebalancing techniques had a positive impact on the prediction performance

for CVDP by correctly classifying the CV defective modules and detected CD
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by up to 31% on the resampled datasets. We observed that the class rebalanc-
ing techniques are beneficial when the practitioners wish to increase the abil-
ity to correctly classifying the CV defective modules. In addition to this, we
formulate CVDP as a temporal chunk-based learning problem in which the
data of different versions of a software project appear at each time step. To
assess the impact of DP while using feature selection techniques in chunk-
based temporal learning for improving the CVDP models, we investigated
whether applying feature selection techniques separately on each version of
the project when building classification-based CVDP models could improve
prediction performance and the robustness of these trained CVDP models
to CDs. The Friedman and Nemenyi Post-hoc test results indicate that there
were statistical differences between the prediction results with and without
feature selection techniques when evaluated with the AUC, Recall, and pf.
CVDP models trained on the most recent versions are not always the best
cross-version defect predictors. When the prediction models were updated
by selecting the features from each version, the feature selection techniques
could help reduce drift from the defect datasets.

Keywords: Software Defect Prediction, Concept Drift, Class Rebalancing Tech-

niques, Feature Selection Techniques, Empirical software engineering
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Chapter 1

Introduction

1.1 Introduction

Software system is spreading through with all aspects of our daily lives, with
the online banking system, automatic vehicles, and Al personal assistants
such as Alexa that have involvement into finances and safety. Over time,
the software system is being mature and undergoes multiple changes by in-
corporating new requirements, and the system becomes more complex. The
increasing demands of using such a complex software system make it ex-
tremely difficult to ensure quality. Based on the US National Institute of Stan-
dards and Technology (NIST) survey, the software failure cost the national
economy ranges from $22.2 to $59.5 billion per year [142]. Other studies re-
ported that the enormous loss of revenue for the software system causes due
to software bugs [138]. In 2018 and 2019, two subsequent fatal plane crashes
happened on Boeing 737 MAX airplane killing everyone on board. Investi-
gations reported that there was a defect in the Boeing simulation software
used by the pilots [79]. The two deadly crashes damaged colossal property
and cost of human life [65]. Such fatal cases arise a realization that quality
improvement of such critical software systems has become more and more
crucial. Software Quality Assurance (SQA) assures such a critical software
system that satisfies a specific quality level by maintaining the SQA efforts
[154].
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A large number of recent research has focused on the proper utilization
of SQA efforts. Out of the research works, software defect prediction (SDP)
has received significant attention in the past decade. In SDD, the classification
models are used to classify the classes or modules that are likely to be faulty
in the future (e.g., [77] and [66]). Efficient identification (prediction) of defec-
tive or faulty modules helps to prioritize the SQA efforts [155]. In particular,
the classification models are built using machine learning (ML) techniques
by utilizing the historical data (from which the prediction model is built) that
assists software developers to focus on the modules, which need special at-
tention concerning allocate the scarce testing resources, code inspection and
others [15, 47].

Recently, several classification-based SDP models based on historical de-
fect datasets [31, 72, 103] have been developed. These defect datasets, how-
ever, do change over time [16]. A long-running software project experiences
several versions after a stable period, appearing in temporal order and mak-
ing non-stationary data distributions. Over time, the relationship between
data variables changes, i.e., referred to as concept drift. Concept drift appears in
the data distribution that changes after a stable period by changing the prior
probabilities of classes or class conditional probabilities [118]. Figure 1.1
shows the impacts of concept drift in a classification model. It can be seen
that there is a clear shift in the decision boundary after changes in the incom-
ing data in Figure 1.1 (b) and (c), implying that concept drift has a significant
effect on the classification performance. Based on Bayesian decision theory
[32], as an example, the classification model can be framed for a given in-
stance A based on the prior probabilities p(c|A) for the classesc € 1,...,n
as p(c|A) = p(c)p(Alc)/p(A) where p(A) =Y1p(c)p(A|c). Figure 1.1 (b)
shows the shifts in the decision boundary, exhibiting that concept drift occurs
in the prior probabilities p(c|A) by changing the feature space as the decision

boundary shifts. In Figure 1.1 (c), the decision boundary remains the same
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FIGURE 1.1: Impact of classification model: circle (o) and dia-
mond (<) represent the two class labels.

as in the original form (Figure 1.1 (a)) and concept drift occurs wherever the
class conditional probabilities p(A|c) are prone to change with the feature
space.

The obvious fact is that if the historical data changes over time, the classi-
fication model becomes outdated [113]. The research efforts that studied the
long-running software projects for SDP [31, 72, 78, 95, 98, 103, 153, 156, 179,
181, 183] considered the learning distributions are stationary (i.e., no concept
drift). Ekanayake et al. [35, 36] observed that changes (fixes) to software
tiles tend to change the concept in data distribution [36] that consequently
impacting the performance of software defect predictions. Their studies sug-
gest considering concept drift that can improve the performance of prediction
models. This thesis focuses on the effect of concept drift and the performance
of prediction models.

Before we examine in details, we initially conducted an empirical study
to detect drift in the chronological defect datasets by adopting the drift de-
tection strategy DDM (Drift Detection Method) [43] and to evaluate its sta-
tistical significance using the chi-square test with the Yates’ continuity cor-
rection [135]. Two projects with different versions are extracted from NASA
[2] and Jureczko defect datasets [82]. In details, three versions of jm1 and
25 versions of prop projects were used. The jm1 project contains 25,157 mod-

ules and prop contains 67,346 modules, respectively. From our experiment,
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we find the existence of concept drift in the defect datasets affects the predic-
tion performance. The models are trained with the same settings to monitor
the performance curves. We observe the fluctuation of the error-rates. Our
findings suggest that the performance of defect prediction models is highly
influenced by concept drifts in defect datasets that impact the quality of pre-

diction.

1.1.1 Problem Statement

We formulate the thesis statement based on the experimental results from

our preliminary investigation (See Chapter 3).

Thesis Statement: Concept drift influences the prediction performance of SDP
models. Empirical studies on the impact of concept drift on the performance of

SDP models are needed to achieve more practical implications from SDP models.

Due to the rapid development of the software industry, the software de-
velopment environment becomes an evolving process where a mature soft-
ware project undergoes multiple changes by incorporating new requirements.
Over time, the software project’ version is updated and maintains a chrono-
logical order of the project versions [183]. The updated version becomes
more complicated during this process due to refactoring or module deletion
from the previous version. This causes concept drift i.e., distribution changes
among the versions of the same software project over time. Few studies [16,
35, 36, 58] observed that prediction accuracy fluctuates over the chronolog-
ical datasets that are used for model training. The impact of concept drift
on the performance of classification-based SDP models has never been ex-
plored over the chronological defect datasets. In addition to this, Menzies
et al. [124] suggested improving the training datasets” information content

for improving prediction models. To improve the information content of the
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training datasets that appear over time, the impact of concept drift should be
considered, which has not been extensively investigated.

Furthermore, several researchers have raised concerns about the impact
of datasets used for defect prediction models in software engineering predic-
tion research. Researchers have suggested that the datasets should be pre-
processed properly before training the prediction models [52]. For process-
ing the defect datasets, several SDP models have been developed considering
the imbalance nature of class distribution [15, 161, 172] of the defect datasets.
Researchers have tried to show performance improvement for SDP models
by adopting rebalancing techniques [15, 161]. Tantithamthavorn et al. [161]
showed the impact of class rebalancing techniques on SDP models. They
pointed out that drift develops when the class distributions of training and
testing sets are not similar. Moreover, the change of prior probabilities of
classes is responsible for drift [118]. Since class rebalancing techniques try
to produce a similar representation of two classes, it may eliminate drift and
impact the performance of classification-based SDP models, which has not
been thoroughly investigated yet.

In an attempt to improve the performance of SDP models, feature selec-
tion techniques are known to have a significant impact on SDP. Prior works
[46, 93, 180] showed that carefully selected features could achieve accept-
able prediction performance in SDP. In the studies [16, 35, 36], the authors
attributed that the prediction results fluctuate due to the changes in the data
teatures. Therefore, feature selection techniques may avoid concept drift due
to the variation of selecting features in each version of the software project,
which has not yet been examined.

Thus, this thesis aims to investigate and assess the impact of concept drift
on SDP performances. A systematic investigation is conducted to examine
whether class rebalancing could help eliminate concept drift from chrono-

logical defect datasets. In addition to this, an empirical study is conducted to
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investigate whether applying feature selection techniques separately on each
version of the software project when building the classification-based SDP
models could improve prediction performance and examine the robustness

of the model to concept drift.

1.1.2 Thesis Contributions

This thesis investigates the impact of concept drift on the performance of
SDP models. A comprehensive investigation of class rebalancing and feature
selection techniques on the performance of SDP models and examine the ro-
bustness of the prediction models to concept drift. We present a variety of

contributions to the field. We highlight the key contributions as follows:

1. We empirically detect drift in the chronological defect datasets by adopt-
ing the strategy of the drift detection method. The statistical signifi-
cance test, the chi-square test with the Yates continuity correction, en-
ables us to understand better the adopted drift detection technique that
identifies the types of concept drift in software defect datasets. The em-
pirical study suggests that the classification-based SDP models need to

be updated after the drift to obtain better prediction performances.

2. We develop a drift detection method that potentially identified the drift’s
where the prediction accuracy varies in the software versions” during
the learning process and observes that an exponential increase of the

error-rate addresses the drift’s in the chronological defect datasets.

3. We propose a concept drift detection framework to detect drift in the
chronological defect datasets and investigates the feasibility of alleviat-

ing drifts in the chronological defect datasets.
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4. We empirically check whether class rebalancing can help reduce the
detection rate of concept drift from chronological defect datasets and

impact the prediction performance for cross-version defect prediction.

5. We contribute by providing recommendations on which feature selec-
tion method to use that is robust for predicting defects for cross-version

software projects.

1.1.3 Thesis Organization

The thesis is organized as follows. Chapter 2 summarizes several related
works and state-of-art literature relevant to drift detection techniques. Data
management techniques for a chunk-based learning environment are also
presented in this chapter. In Chapter 3, a motivating study investigates the
existence of concept drift and its associated effects on software defect predic-
tion performance. Since the software project versions appear as chunks by
changing the class distribution and data features of the consequent version of
software projects, we are driven to examine and conduct more experiments
to assess the impact and benefits of class rebalancing techniques and fea-
ture selection techniques on the performance of defect prediction models. In
Chapter 4, a drift detection method is proposed that monitors the learning al-
gorithms error-rate by employing a no-memory data management technique.
In Chapter 5, we investigated whether class rebalancing techniques can elim-
inate drift from the chronological defect datasets and impact the prediction
performance of defect prediction models. We found that up to 50% of the
chronological defect datasets are drift-prone while applying the most pop-

ular classifiers used from the defect prediction literature. Additionally, the
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class rebalancing techniques had a positive impact on the prediction perfor-
mance for cross-version defect prediction by correctly classifying the cross-
version defective modules and detected less drifts (i.e., 31%) on the resam-
pled datasets. In Chapter 6, we assessed the impact of feature selection tech-
niques on the performance of cross-version defect prediction using temporal
chunk-based learning. We applied feature selection techniques separately
on each version of the project when creating cross-version defect prediction
models to check whether it improved prediction performance and examine
the robustness of the model to concept drift. The empirical results indicated
that there were statistical differences between the prediction results with and
without feature selection techniques when evaluated with the AUC, Recall,
and pf. Cross-version defect prediction models trained on the most recent
versions are not always the best cross-version defect predictors. The Au-
toSpearman outperformed among the studied feature selection techniques.
When the prediction models were updated by selecting the features from
each version, the feature selection techniques could help reduce drift from
the defect datasets. We conclude the thesis in Chapter 7 with a discussion
of findings from all the experiments conducted in the previous Chapters and

highlight some promising future directions.



Chapter 2

Background

2.1 Concept Drift

The concept of dataset shift or drift was first identified in the data-stream
mining community [112, 167]. Detecting dataset drift is very challenging
in non-stationary environments because the data change over time. Lu et
al. [112] pointed out that the uncertainty of a dataset is an inherent prop-
erty of streaming data. Change is unavoidable and inevitably deteriorates
the prediction results. The concept of dataset shift in software engineering-
prediction models was introduced by Turhan [167], who cautioned about its
effects and attempted to account for changes in data distributions. How-
ever, drift-identification techniques used for analysis of chronological soft-
ware datasets remain suboptimal. As shown by [35, 36, 86], the accuracy of
such prediction models degrades over time due to the changes in software
defect datasets.

The concept of dataset shift refers to the changes of data distributions.
More formally, the problem is formulated as follows. Suppose that v is the

version index of a chronological dataset at a discrete time index.

E = [v1,v2,03,..., UN] (2.1)
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The total dataset consists of the number of N in versions = of the dataset. By
Equations 2.1 and 2.2, we can define the dataset as { £, ®} where each version
v contains the number of p in modules m = 1,2,3,...,p. In Equation 2.2,
matrix ® is constructed to describe the modules m of the versions &. As an
example, suppose there are two versions, v; and v, at the discrete time t.
The data of these two distributions change after a certain period of time. If
the joint probability changes in the data of versions &, it can be defined as
v1 # vy where (1, N) =1,2,3,.., N.

As seen in Figure 2.1, we decompose the chronological datasets according
to version v that contains the number of p in modules m at time points t. We
separate the corresponding versions with their modules. CD occurs between

the versions = if their distributions change after a stable period.

________________________

Lvo [ v [ ven ]
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Module
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R »
0 1 i N Time

FIGURE 2.1: Decomposition of versions of the chronological
datasets.

The CD in distributions can manifest in various forms by changing the

probability functions A and b at time .

10
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FIGURE 2.2: Sources of CD. At time t, empty circle(o) and
empty diamond (¢) are the two class labels; At time (f + 1),
circle (o) and diamond () filled with black color indicate the
class labels of the two dimensional data distributions {x1, x5 }.

In Figure 2.2, we portray how CD can occur for classification problem
that contains two class labels. For this, we assume a two-dimensional data
distribution A = {x1, x2} with the class labels b = {y1,y2}, where empty
circles (0) and diamonds (<) indicate the data distributions at time t. Black
circles (o) and black diamonds (#) indicate the data distributions at time f +
1. CD has the effect of changing the joint probability, which corresponds to
iff 3t:Pi(A,b) # Pr1(A,b). Thejoint probability P;(A, b) can be defined as
Pi(A,b) = P(A) x P¢(b|A). Figure 2.2 depicts the following ways in which

CD can occur:

1. CD Source I: In Figure 2.2(a), CD occurs at time f + 1 when P,(A) #
P;1(A). In this case, the CD does not influence the decision boundary.

Therefore, P;(A) and Py, 1(b|A) are the same.

2. CD Source II: In Figure 2.2(b), CD changes the decision boundary at
time f + 1 when P;(A) # Pr41(b|A). In this case, P(A) and Py 1(A) are

the same.

3. CD Source III: In Figure 2.2(c), CD results in changes in both cases,

Pi(A)and P;(b|A), at time t + 1. This alters the feature space and in turn

11
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the decision boundary when P;(A) # P, 1(A) and P;(A) # Pry1(b|A).

2.2 Class Rebalancing Approaches for Defect Pre-

diction Models

2.2.1 Random Over Sampling (OVER)

Majority Class Minority Class

r 1
| |
| |
| |

Original Datasets l

| o)
| |
| |
| |

N

Re-sampled Datasets
FIGURE 2.3: An example of class over sampling technique.

The random over sampling technique is called as up-sampling that ran-
domly increases the samples by replicating the number of minority class ex-
amples. In the re-sampled datasets, the minority class will be the same size
as the majority class examples. This class rebalancing technique doesn’t loss
information. With the same time, it may lead to overfitting due to the replica-
tion of the original minority class examples. This technique has been widely
implemented in the empirical studies of software engineering [15, 161]. Fig-

ure 2.3 illustrates an example of random over sampling technique.

2.2.2 Random Under Sampling (UNDER)

The random under sampling (UNDER) technique reduces the number of ma-
jority instances of the original datasets by randomly removing the instances
to be the same number of minority instances. In other words, the minority
instances are kept intact whilst the majority instances are decreased. The UN-

DER is also called as down-sampling. UNDER is more appropriate because

12
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Majority Class Minority Class
C T T T 1 [
[ [
e L
Original Datasets l

Re-sampled Datasets
FIGURE 2.4: An example of class under sampling technique.

the datasets have a relatively large number of majority instances to avoid
huge training time. A significant disadvantage of UNDER is that it removes
the majority class instances that may cause loss of information, influencing

the model’s performance.
2.2.3 Synthetic Minority Oversampling Technique (SMOTE)

Majority Class Minority Class

r 1
| |
| |
| |

Original Datasets l

r Ir
| Il |
! Y

R e e

Minority Class ~ Synthetic Class

Re-sampled Datasets

FIGURE 2.5: An example of synthetic minority oversampling
technique.

Synthetic Minority Oversampling Technique (SMOTE) was proposed by
Chawla et al. [22] that creates artificial instances (synthetic instances) in the
area of minority class region. SMOTE was proposed to combat the drawback
of OVER and UNDER class rebalancing techniques. For each minority class

instance, SMOTE executes the following steps:

* Select a minority class instance and find the k minority class instances

that are nearest neighbors instances, where k=5.

13
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* Create new synthetic instances that join the each neighbour of that se-

lected minority class instance.
2.24 Bootstrap Random Oversampling Examples (ROSE)

Majority Class Minority Class
—————————— 1

1
| Il |
| I |
| Il |

——— A

]

________________________________

Re-sampled Datasets

FIGURE 2.6: An example of class bootstrap random oversam-
pling examples technique.

Bootstrap Random Oversampling Examples (ROSE) [115] generates syn-
thetic balanced instances in the feature space. ROSE creates augmented in-
stances by combining OVER and UNDER techniques according to the ap-
proach of smoothed-bootstrap. It handles instances for categorical and con-

tinuous data and generates synthetic instances [161].

2.3 Feature Selection Methods for Defect Predic-

tion Models

2.3.1 Correlation-based Feature Selection

In prior studies [46, 76, 93, 146, 180] of SDP, as a filter-based subset selec-
tion technique, correlation-based feature selection [53] is reported as best
performing technique. This feature selection technique selects a subset of
features based on correlation, meaning that the selected features have strong
correlations with the class levels. In the other word, the selected feature sets

share the most substantial relationship with the outcome variable and having

14
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a low correlation with the other feature sets. In our study, we consider this
technique as one of the benchmark method, which searches the best subset

of features (i.e., metrics set) among the considered metrics.

2.3.2 Consistency-based Feature Selection

Consistency-based feature selection [26], a deterministic technique, selects
the feature sets by using consistency measure. This technique aims at se-
lecting the consistent features whose rate is equal to all the features. It uses
consistency of the class levels of the features and selects the best subset of
features from the original datasets. This technique utilizes search techniques
i.e., BestFirst, Genetic, and Rank search for selecting minimal feature sets.
Based on the studies of Ghotra et al. [46], BestFirst search performed best in

selecting the best feature sets in PROMISE data sets.

2.3.3 AutoSpearman

AutoSpearman is an automated feature selection approach (i.e., hybrid-based
feature selection approach) based on Spearman rank correlation and variance
inflation factor (VIF) analysis [74]. Recently, Jiarpakdee et al. [75] proposed
this approach for interpreting defect models. It alleviates correlated metrics
[76]. It elects a feature that achieves the least correlation from the feature
sets to select one feature from the feature space. This technique is performed
in unsupervised fashion where outcome levels are not required. We use the
implementation of AutoSpearman using the AutoSpearman function as pro-

vided by the AutoSpearman R package [74].
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TABLE 2.1: Confusion Matrix for Two-Class Problem

Positive Negative

Prediction | Prediction
Actual Positive | TP FN
Actual Negative | FP TN

2.4 Evaluation of Defect Prediction Models

2.4.1 Performance Measures

Confusion matrix is considered for the evaluation of the most prediction
models [14]. In defect prediction literate, this matrix is widely used for defec-
tive modules classification and prioritization [143]. In this matrix, the defect-
prone class is considered as the positive instance and non defect-prone class
is classified as the negative instance. From Table 2.1, the outcomes are de-

scribed as follows:

True Positives (TP): defective modules predicted as defective and clas-

sified correctly.

* False Positives (FP): non-defective modules predicted as defective and

also classify incorrectly as defective.

* True Negatives (TN): non-defective modules predicted as non-defective

and classified correctly.

* False Negatives (FN): defective modules classify incorrectly as non-

defective.

False Positive Rate

False Positive Rate is referred as to probability of false alarms (pf). pf is mea-

sured by the total number of non-defective modules predicted as defective
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among all the non-defective modules.

FP

PP = TN 23)

Recall

Recall is referred as probability of detection (pd) or true positive rate. Recall
is calculated by the ratio of correctly classified the predictive modules to the

total number of total number of predicted defective modules.

TP

Gmean

. . . . . TP
Gmean is the geometric mean of recall and precision where recall is (TP+EN)

and precision is % Gmean is calculated by the following equation:

Gmean = +/ precision x recall (2.5)

F-measure

F-measure is the harmonic mean of recall and precision. F-measure is the
trade-offs between recall and precision. For example, we will get high val-
ues of recall if the prediction of test data as defective, but we will get low

precision. We calculate F-measure by the following equation:

Precision x Recall
— =2 2.6
F = measure % Precision + Recall (2.6)

Area Under the ROC Curve (AUC)

Area Under the ROC Curve (AUC) is the curve measured the under ROC
(receiver operating characteristic) curve area. ROC curve is plotted by using

true positive rate (pd) and false positive rate (pf) (Figure 2.7). The value of

17
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FIGURE 2.7: ROC plot [150].

curve that is close to top left corner considered as better value. A model is
perfect when the pd value of 1 and pf value of 0. The curve in the Figure 2.7
implies that the probability of detecting defective or non-defective modules
is equal, which has been recommended in the studies of SDP. The higher
value of AUC refers to better prediction performance and when the AUC

value is 0.5, the model is considered as a random prediction model [145].

2.5 Chapter Summary

In this chapter, definition and source of concept drift are presented. Popu-
lar class rebalancing techniques and feature selection methods are also ex-
plained. In the next chapter, we conduct a motivation study to assess the
impact of concept drift in software defect prediction. The empirical study
indicates that the concept drift occurs in software defect datasets, and its ex-
istence subsequently degrades the performance of software defect prediction
models. We suggest concept drift should be considered by software quality

assurance teams when building the defect prediction models.
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Chapter 3

A Motivating Study: Assessing the
Significant Impact of Concept Drift

in Defect Prediction

3.1 Introduction

Software defect prediction models are developed from historical software
data to improve the quality by fixing the bugs of the software [95, 98]. These
types of models have been developed over years to identify bugs in the
source code to reduce the development cost [174]. If the historical data (fixed
distributions) changes over time, the prediction model becomes outdated
[31]. Rahul et al. [95] caution that if the prediction model changes because
of the changing historical data, managers will get less faith in the potential
of the trained prediction model leading to inefficient use of scarce testing
resources.

The characteristics of data distribution changes over time i.e. referred to
as concept drift. In another way, the changes in probability distribution in
high-speed data streams is also referred to as concept drift. Recently, several
defect prediction models based on historical data (fixed distribution) [31, 72,
78,95, 98,103, 153] have been proposed and developed. These defect datasets
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do change over time [95]. Rahul et al. studied over 15 defect datasets (i.e.,
chronological datasets). Their results showed that the accuracy of defect pre-
diction model varies in these chronological datasets. According to Dong et
al. [31], a well-trained prediction model could give more inaccurate results if
the incoming data starts to drift over time. Inconsistencies between the his-
torical data and current incoming data makes thus makes the model training
process more challenging [132, 157] and learning process more complicated
[103]. This leads to wrong prediction which disrupts the goal of achieving
quality software [95].

Several software defect prediction models [31, 72, 78, 95, 98, 153] de-
veloped over the years are constructed with C&K (Chidamber & Kemerer
object-oriented) [24] and process metric datasets. To significantly improve
prediction performance, these studies consider different factors such as fea-
ture selection methods, data preprocessing techniques, sampling strategy
and others. The impact of the data distribution changes over time on pre-
diction performance has not been considered by many. Few studies [16, 35,
36] observed that prediction accuracy fluctuates when chronological datasets
are used for model training. They attribute the fluctuating results to changes
in the data features. In the data mining literature, changes to data distribu-
tion over time is referred to as concept drift. The first to investigate the notion
of concept drift in software defect prediction was Ekanayake et al. [35, 36].
By examining the bug fixing process and files of software programmers, they
observed that changes (fixes) to software files tend to change the concept in
data distribution [36] consequently impacting the performance of defect pre-
dictions.

According to concept drift literature, it is a very complex task to learn un-
der it due to the streaming data [113]. There have been developed many
methods to detect the concept drift over the last years as well as to know

when and how the data starts to drift that affects in the accuracy of prediction
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models [6, 43]. Drift detection methods are applied in many domains such as
fraud detection (where the target variable is fraudulent) and weather predic-
tion (where the target variable is temperature). The studies by Ekanayake et
al. [35, 36] provides the foundation to investigate for concept drift in software
defect prediction studies and to examine and assess the impact of concept
drift on prediction performance. The studies of Ekanayake et al. [35, 36] is
limited and not comprehensive considering most defect prediction models
are built using static code metrics. Additionally, evaluation of the statistical
significance of concept drift effects on prediction performance using robust
statistical tests are yet to be done. To our best knowledge, this is the first
attempt to identify drift in software engineering domain (i.e. detecting the
defect in the source code where the target variable is ‘defect’) by applying
with concept drift detection method and statistically favored chi-square test
with the Yates” continuity correction.

In this chapter, we conduct empirical experiments to detect drift in the
chronological defect datasets by adopting the drift detection strategy DDM
(Drift Detection Method) [43] and to evaluate its statistical significance using
the chi-square test with the Yates” continuity correction [135]. Two projects
with different versions are extracted from NASA [2] and Jureczko datasets
[82]. In details, three versions of jm1 and 25 versions of prop projects were
used. The jm1 project contains 25,157 modules and prop contains 67,346 mod-
ules respectively. Since DDM works on the two-time windows-based data
distributions [43], for the jm1 dataset, we increase 500 modules in each trial
as the recent window (i.e. new data) and compare it with the previous trial
(i.e. historical data or previous window) to find the changes between the two
trials. For the prop datasets, we add the instances of the previous versions
(historical data or previous window) and compare with the added version
(new window or new data). In summary, this work makes the following

contribution:
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* investigate the existence and types of Concept Drift in software defect

datasets

e investigate the significance of Concept Drift in software defect predic-

tion

3.1.1 Chapter Organization

The remaining parts of this chapter are structured as follows. Section 3.2 dis-
cusses the related studies on defect prediction. In section 3.3, we describe our
experimental methodology and evaluation measures. Section 3.4 presents
the empirical results. Discussion together with the threats to validity of this
empirical study is presented in Section 3.4.1. Finally, section 3.5 concludes

the summary of our work and future directions.

3.2 Related Work

Several studies have been conducted in the domain of Software Defect Pre-
diction (SDP). Most often, researchers are concerned with the prediction per-
formance instability in SDP. Bernstein et al. [16] argued that prediction per-
formance depends on the temporal features of the data. They conducted an
experiment by using non-linear models to find the hidden relationship be-
tween the features of the data that controls the performance of predictions
models. In their experiment, they extracted the temporal features of the
data from the Eclipse projects obtained from the bug reporting repository,
Bugzilla! and version control system, CVS?. Temporal features such as revi-
sion numbers and reported issues within a time frame were extracted for the
experiment. By using the tree-based induction algorithms to compare the fea-

tures and monitoring the changes of the features, the authors assumed that

1h’ctps: / /www.bugzilla.org/
2h’rtps: //www.nongnu.org/cvs/
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the prediction performance varies because of the changes in the bug genera-
tion process. After their first experiment (i.e., finding the hidden relationship
between the data features) [16], Ekanayake et al. [35] extended their previ-
ous study and investigated why the prediction quality varies in time in terms
of accuracy. They increased their experimental datasets by extracting other
three open source projects, Mozilla, Open Office, and Netbeans. They no-
ticed that the defect prediction model becomes unstable and unsuitable due
to the changes of the features. Based on our literature, this is the first work in
software defect prediction where concept drift is adapted to find the changes
in the concept (i.e., bug generation process). Their experiment illustrates that
the concept changes due to the changing of the bug fixing process.

Furthermore, Ekanayake et al. [36] investigated the instability of the accu-
racy of the defect prediction model by observing the features of the projects
that cause the changes of the quality of prediction model as well as to find
the period of consistency of the quality of defect prediction. They proposed
an accuracy estimation approach that suggests the changes in the accuracy of
the prediction model. To assess their proposed model, the features that are
extracted from the streaming data are used to produce the accuracy of the
model by comparing the predicted values of the different trials. They took a
little amount of data at a time on each run to obtain the accuracy for compar-
ing the accuracies of the previous run and recent run. Thereby, the predicted
model is evaluated to find the stability of the prediction performance. In their
experiments, they observed that the data vary over time that affects the qual-
ity of the prediction model. By analyzing the historical data for different time
periods, they observed that the number of authors changes to a file in fixing
bugs does affect the quality of the prediction model. Finally, they conclude
that the quality of the prediction model significantly varies over time due to
feature changes of software projects.

Note that these studies [16, 35, 36] investigated the reason why the quality
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of the prediction model changes over time and to identify the stability of the
prediction model on different versions of open source bug datasets. Afore-
mentioned that these datasets are formed by extracting the data features such
as versioning system features, bug tracker features, component features, and
project level features.

These previous works examined the open source projects’ features (e.g.,
bug tracker features) to find the hidden relations that influence the quality of
the prediction model and for the reason of the stability and variability of the
accuracy of the prediction models as well. By conducting their experiments,
they got the notion of concept drift in software projects affecting the prediction
quality.

Over the years, several prediction model [31, 72, 78, 95, 98, 103, 153] using
the C&K metrics based defect datasets have been developed. In our study,
we investigate the C&K metrics-based defect datasets to identify drifts and
its types by adapting the strategy of the drift detection method, DDM and to
evaluate its statistical significance by adopting the statistical favoured test,

the chi-square test with the Yate’s Continuity Correction.

3.3 Experimental Setting

In this section, we discuss the datasets used in this experiment which are
publicly available in the SeaCraft repository. Experiments are conducted us-
ing the statistical tool R [162]. The packages, Caret [96] and 1071 [29] were

used in the experiment.

3.3.1 Datasets

In this experimental study, we considered two projects (i.e., jm1 and prop)

that contain in total 28 versions collected by Menzies et al.[2] and Marian
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TABLE 3.1: Summary of studied 28 datasets collected from

SEACRAFT repository
Studied Project | Version # of # of Faulty | % Faulty
Dataset ) Modules | Modules Modules
1.0 7782 1672 21.49%
NASA jm1 1.2 9593 1759 18.34%
1.3 7782 1672 21.49%
4 3022 264 8.74%
9 4255 149 3.50%
40 4053 466 11.50%
44 4620 389 8.42%
85 3077 948 30.81%
92 3557 1269 35.68%
121 2998 425 14.18%
128 3527 220 6.24%
157 2496 367 14.70%
164 3457 319 9.23%
185 2825 268 9.49%
192 3598 85 2.36%
Jureczko | prop 225 1810 147 8.12%
236 2231 76 3.41%
245 1962 103 5.25%
256 1964 625 31.82%
285 1694 177 10.45%
292 2285 209 9.15%
305 2344 89 3.80%
318 2395 365 15.24%
347 2871 162 5.64%
355 2791 924 33.11%
362 2854 213 7.46%
452 256 33 12.89%
453 192 20 10.42%

Jureckzo [82]. These datasets are collected from the SeaCraft repository3 . Ta-
ble 3.1 provides a general summary of our selected datasets. These datasets
are comprised of C&K (Chidamber & Kemerer object-oriented) metrics [158].
More explanations of the metrics could be found in [24]. These datasets
were widely used by several researchers in software defect prediction [95,
131, 132]. Three (3) versions of jm1 and twenty-five (25) versions of prop
projects were used in this experiment. Although these datasets consist very
high imbalanced percentage of faulty modules. For each experimental run,
we increased 500 instances of jm1 datasets and added the next version with

the previous version of prop datasets to monitor the prediction performance.

Shttps:/ /zenodo.org/communities/seacraft/
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3.3.2 Classifiers

In software defect prediction, it has been a challenge as to which classifier is
better for building efficient predictions? Agrawal et al. [1] conducted a rank-
based study to select better classifiers in their experiments. They argued that
the classifier is "good" if it compares with multiple classifiers considering
data imbalance problem. According to their study, the Naive Bayes and De-
cision Tree classifiers were ranked as "good". The classifiers were trained on
C&K metrics. Worth mentioning that we selected C&K metrics-based soft-
ware defect datasets since it is widely used than process metrics [1].

In our experiment, we used Naive Bayes and Decision Tree for detecting
concept drift in the C&K metrics-based datasets. In the drift detection liter-
ature (i.e., error-rate based drift detection methods), the classifiers, Naive
Bayes and Decision Tree, were used [43, 71, 135]. Nishida et al. [136] con-
ducted an experiment to detect concept drift by leveraging prior knowledge
of the context. In their experiment, they used decision tree as a base learner
to produce the accuracy measure. Gama et al. [43] proposed DDM by study-
ing the learning problem in non-stationary environments. They produced
on-line error-rate for monitoring the changes in data streams. They also used
the decision tree classifier to produce the error-rate. Cabral et al. [100] im-
plemented efficient Fisher’s Exact test for detecting concept drift in streaming
datasets. In their experiments, they used Naive Bayes as a learner to test the
methods. In addition, these classifiers have been frequently used [100] in the

drift detection MOA framework?.

4h’rtps: //moa.cms.waikato.ac.nz/

26



3.3. Experimental Setting

3.3.3 Evaluation Measures

Confusion matrix is considered for the evaluation of the most prediction
models [14]. In defect prediction literate, this matrix is widely used for defec-
tive modules classification and prioritization [143]. In this matrix, the defect-
prone class is considered as the positive instance and non defect-prone class
is classified as the negative instance. From Table 3.2, the outcomes are de-

scribed as follows:

True Positives (TP): defective modules predicted as defective and clas-

sified correctly.

¢ False Positives (FP): non-defective modules predicted as defective and

also classify incorrectly as defective.

¢ True Negatives (TN): non-defective modules predicted as non-defective

and classified correctly.

* False Negatives (FN): defective modules classify incorrectly as non-

defective.

TABLE 3.2: Confusion Matrix

Positive Negative
Prediction | Prediction
Actual Positive | TP FN
Actual Negative | FP TN

In this study, the error-rate is computed to assess the performance of the
learners and monitor the fluctuation to detect the changes in data distribu-
tions. The detailed description of these measures can be found in [143] and
[10]. The mathematical definitions of these measures are presented in equa-

tion 3.1 and 3.2.
TP+ TN
TP+ FP+FN+TN

Accuracy = (3.1)
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Error — rate = 1 — Accuracy (3.2)

Nishida et al. [135] mentioned in their drift detection method that if the
accuracy of the two-time window-based data distributions significantly de-
creases over time, that indicates the concept is changing. On the other hand,
if the accuracy remains the same across both distributions, the concept is
not changing (i.e., stationary). According to Gama et al. [43], the error-rate
decreases if the distribution is stationary. Significant increases of error-rate

reveal that the distribution changes.

3.3.4 Statistical Test

The statistical test, chi-square test with Yates” continuity correction was rec-
ommended by Nishida et al. [135], Gama et al. [43], Minku et al. [126], and
Lu et al [113] for comparing two data distributions for identifying the drift
data point. This robust test was also implemented and suggested for the de-
tection of concept drift by [135].

We took into consideration the statistically favored, chi-square test with
Yates’ continuity correction [152] to discover the existence and its statistically
significant difference between two distributions that change over time. Since,
our evaluation measures were illustrated in 2 x 2 probability table. This test
suited for 2 x 2 contingency table used by [152]. The statistically significant
value was computed using « = 0.05. Nishida et al. [135] conducted an exper-
iment for detecting concept drift in two-time window-based data distributions
named as STEPD (Statistical Test of Equal Proportions Detection) where the
warning level for drift detection was defined as (p-value) as 0.05 (i.e., the
observed significant level) [135]. Later, this determined significant level was
used as the warning level in our experiment that was executed by different

researchers [100, 113] for drift detection.
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In our experiment, we applied the following hypothesis:
e Hj: There is no difference between two distributions.
e H;: There is a difference between two distributions.

If the observed significant level is less than the significant level (0.05), the
null hypothesis (Hp) is rejected and alternative hypothesis (H;) is accepted
that is to say, concept drift is detected.

The test statistic is calculated as follows:

la| —0.5b

T(CCO, CCr, ODo, RDn) == 7 (3-3)
p(1—p)b
where,
a= |CC0/OD0 — CC,/RDr|,
b= (1/0D,+1/RDy),
and

p = (CC,+ CC,)/(OD, + RD,).

In equation 3.3, the CC, is the number of correct classifications among the
overall, OD, distributions and CC, = number of correct classifications among

the recent, RD, distributions.

3.3.5 Experimental Procedure

We investigated the existence and types of Concept Drift in software defect
datasets. For this purpose, we used two open source defect datasets, jm1 and
prop as described in Section 3.3.1. The jm1 dataset includes three versions
from where initially we took 500 instances in the first experimental run and
increased it by 500 instances for subsequent runs. For each run, the model

was trained on the data by taking 20% as the training set and rest of the data
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was used as test data to compute the performance measures. Afterwards,
the next batch of data (500 instances) was added with the old (previous) in-
stances and maintained the same procedure to build the model to compute
the error-rate. This process was iterated until the datasets have been used
for this experiment. By computing error-rate, it was monitored to detect the
changes (significant increases or decreases of error-rate) for drift detection as
followed in the drift detection approaches by [18, 43, 68]. As mentioned, we
repeated the same procedure to build the model that helped to produce the
error-rate of each run. By using the equation 3.3, the p-values were calcu-
lated of each trial to find the statistical significance. Algorithm 1 illustrates
the process followed for the experiments. From the algorithm 1, steps 1 to
2 initializes the parameter s to take the inputs. These parameters are the in-
put variables for the experiments. From steps 3 to 8, the process continues
by increasing 500 instances where classifiers are constructed on the training
data (Dy,4i) and then tested on the test data (Dy,st). Afterwards, error-rates
computed in step 6 and stored it in S; in step 7. From the prop datasets, we
included 25 versions in our experiments as described in the Table 3.1. We
took the initial version to conduct the first trial and added the next version
for subsequent runs. This procedure was iterated until the versions of this
datasets have been used. We monitored the significant changes in error-rates
to detect changes in the distributions. For computing the error-rate, like jm1,
the classifiers are construed using the 20% of the training data and rest as
the testing data. In Algorithm 1, the procedure continues for computing the
error-rate from the step 10 through to 17 where classifiers are generated and
computed the error-rate (E;). The error-rates are stored in S; for the further
investigation. Algorithm 2 presents the process to evaluate the statistical sig-
nificance using the statistical test presented in equation 3.3. This algorithm
inputs the error-rates, (5;,S;) computed by executing the classifiers Naive

Bayes and Decision Tree. From the algorithm 2, lines 1 and 2 calculate the
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p-values and store in i. Line 3 initializes the warning threshold for detecting
the significance value as 0.05. From the line 4 through to 9, the significance
values (i) are identified by comparing with the warning threshold («) 0.05

used as warning level by the authors of the drift detection methods [43, 113].

Algorithm 1 Outline of the Experiment

Input: The historical data, OD,,, VD,
Output: drift point, 4*
1: Data < OD,,;; Data, < VD,,
2: Initialize r = [20]; C = [NB, DT]| repeat where r = is the split ratio of the
data into 20:80 ratio as training and test set
3: fori = 500;i = i + 500; while i < Data do
4:  exData < Datal[l : i] //Adding 500 instances in each trial
5:  Generate: Training sets, Dy,j, and test sets, Dyes; from exData by fol-
lowing r
6:  Compute: error-rate, E, for the classifier C; on Dy data after the train
the data by the classifier, C;
7 S; <+ E,;
8: end for
9: until OD,, is empty
10: if (Data,) then
11:  for each item v in Data, do

12: Generate: training sets, Dy, and test sets, Dy,s; from exData by fol-
lowing split ratio, r

13: Compute: error-rate, E;, for the classifier C; on Dy data after the
train the data by the classifier, C;

14: S]' — Ep

15: v <— adding the next version of Data, for each trial

16:  end for

17: end if

3.4 Experimental Results

In this section, we describe the empirical results for finding the drift points
and its type in chronological datasets using the drift detection method dis-
cussed in Section 3.3.

We present the prediction performance in terms of error-rate and its statis-
tical significance to identify the drift points in our considered software defect

datasets. Considering the 25 versions of the prop datasets, Table 3.3 presents
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Algorithm 2 Significant drift point identification by using the equation 3.3
Input: The obtained error-rate, [S;, Sj] of the classifiers, C = [NB, DT]
Outputsignificant drift point,

1: Calculate: p-value by the equation 3.3
2: Store the calculated p-value in i
3: Initialize warning threshold, « = 0.05
4: if i > 0.05 then
5:  Return True
6:  Significant value, 7 < i; // Hy: Alternative Hypothesis is accepted
7: else

8:  Return False; // Hp: Null Hypothesis is accepted

9: end if

the error-rates and its corresponding p-values. We demonstrated the error-
rates of the overall distributions of the trials to monitor the changes in the
next trial. Here, the bold highlighted values are the significant values of its
corresponding observed versions.

To illustrate the results, we discuss the first drifting point introduced by
using the Naive Bayes classifier when the overall distributions or instances
(i.e., called as reference window) are 29,109. In this trial, the instances of
previous versions are added. After adding the 2998 instances of the target
version (i.e., 128), the number of instances becomes 29,109. We monitored
the changes between the overall instances of the previous trial’s instances
25,582 with the subsequent trial’s instances 29,109. The error-rates of these
two trials are 0.222 and 0.233. To statically evaluate, the obtained p-value of
the trial (where the overall instances are 29,109) is 0.046. It reaches the below
of the warning level (i.e., 0.05) for drift point identified as used by [43]. It is
also less than the significant value meaning that concept drift is detected i.e.,
the alternative hypothesis is accepted and null hypothesis is rejected. By us-
ing the Naive Bayes classifier, we observed the significant fluctuation of the
error-rates at the data points, 29109, 41485, 45526, 55775, and 61041. The cor-

responding versions of these data points are 121, 185, 225, 292, and 318 where
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the error-rates are 0.233, 0.241, 0.238, and 0.234 respectively noticed maxi-
mum changes of error-rate compared to previous error-rates (Table 3.3). The
p-values of these data points are 0.046, 0.032, 0.044, 0.045, and 0.046 which
are also less than the significant level indicating the warning level (i.e., 0.05
[43]) of drift point. Figure 3.1(A) portraits the five (5) drifting points and its
performance curve for Naive Bayes classifier of prop datasets. From the drift
identification literature [43, 103], we noticed that the drift point is indicated
by a vertical line. Gama et al. [43] also indicated the changes of concept by
vertical lines. In Figure 3.1, the drifting points are also identified by vertical

lines.
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FIGURE 3.1: Performance curve across the twenty-five (25) ver-

sions of the prop datasets. 5(A) and 5(B) portrait the error-rate

fluctuation in different versions. By using the Naive Bayes and

Decision Tree classifier, 5(A) and 5(B) identify five and four
drifts respectively that marked by vertical lines.

By using the decision tree classifier, we observed the significant fluctu-
ation of the error-rates at the data points 11330, 19027, 49452, 63832 that
change the concepts of data distributions. The corresponding observed ver-
sions of these data distributions are 9, 44, 245, and 347. The statistically sig-
nificant values are 0.038, 0.037, 0.043, and 0.037 (Table 3.3) which satisfy the

alternative hypothesis and identified four drifting point (Figure 3.1(B)) by
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TABLE 3.3: Performance observation to detect the concept drift
in terms of error-rate and p-value across twenty-five (25) ver-
sions of the prop datasets. The significant changes of error-rate
indicate the changes of concept. These error-rates were calcu-
lated by using the Naive Bayes and Decision Tree classifier. The
significant p-values are highlighted in bold.

prop Dataset
# of Overall # of New (Recent) Observed Naive Bayes Decision Tree
Instances (ODo)|Instances (RDr) Version
Historical Data [New Data P-value (B)|Error-rate (y)|P-value (B)|Error-rate (y)
3022 - - - 0.104 - 0.127
7277 4255 4 0.202 0.053 0.302 0.054
11330 4053 9 0.658 0.086 0.038* 0.075
15950 4620 40 0.132 0.128 0.264 0.091
19027 3077 44 0.106 0.152 0.037* 0.091
22584 3557 85 0.149 0.186 0.045 0.131
25582 2998 92 0.14 0.222 0.331 0.162
29109 3527 121 0.046* 0.233 0.088 0.167
31605 2496 128 0.135 0.234 0.155 0.163
35062 3457 157 0.054 0.236 0.164 0.164
37887 2825 164 0.057 0.239 0.187 0.162
41485 3598 185 0.032* 0.241 0.052 0.168
43295 1810 192 0.064 0.239 0.225 0.15
45526 2231 225 0.044* 0.238 0.093 0.143
47488 1962 236 0.051 0.247 0.119 0.138
49452 1964 245 0.718 0.234 0.043* 0.144
51146 1694 256 0.095 0.232 0.655 0.142
53431 2285 285 0.059 0.234 0.399 0.145
55775 2344 292 0.045*% 0.247 0.081 0.143
58170 2395 305 0.168 0.233 0.273 0.139
61041 2871 318 0.046* 0.234 0.119 0.142
63832 2791 347 0.186 0.237 0.037% 0.134
66686 2854 355 0.056 0.239 0.197 0.147
66942 256 362 0.326 0.235 0.689 0.147
67134 192 452 0.209 0.245 0.183 0.143
67346 - 453 0.134 0.241 0.303 0.139

" Statistical Significance: *p<0.05 and reached the drift level. According to Nishida [135], if
the p-value is less than 0.05, it identifies the changes of concept in data distributions called as
concept drift.
using Decision Tree classifier. From Figure 3.1, we also observed that the
error-rate gradually changed and replaced the old concept by the new con-
cept. By definition (Figure 3.1), this type of changes in the concept is called
as gradual drift identified in prop datasets.

The jm1 project comprises three chronological datasets. In the section
3.3.5, for each experimental run, the distributions were increased by 500 in-

stances and the error-rate computed. We monitored the error-rate of every
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TABLE 3.4: Performance observation to detect the concept drift
in terms of error-rate and p-value across three (3) versions of
the jm1 datasets. These error-rates were calculated by using the
Naive Bayes and Decision Tree classifier. Significant p-values

are highlighted in bold.
jm1 Dataset

?(;)]gg))verall Data Recent Data (RDr)|Observed Naive Bayes Decision Tree
Historical Data |New data Version P-value (B)|Error-rate (y)\P-value (B)Error-rate (7y)
500 - - - 0.225 - 0.3
1000 500 1.0 0.249 0.304 0.747 0.28
1500 500 1.0 0.296 0.242 0.475 0.292
2000 500 1.0 0.717 0.284 0.603 0.268
2500 500 1.2 0.102 0.275 0.078 0.282
3000 500 1.2 0.027* 0.38 0.025* 0.419
3500 500 1.2 0.121 0.035 0.222 0.042
4000 500 1.3 0.041* 0.1 0.041* 0.077
4500 - 1.3 0.313 0.301 0.656 0.278

" Statistical Significance: *p<0.05 and reached the drift level. if the p-value is less than 0.05, it
identifies the changes of concept in data distributions called as concept drift.
run. From the performance curve of the learners in Figure 3.2, we observed
the fluctuations in the error-rates across all runs. Form Table 3.4, the bold
highlighted values of error-rate and its corresponding p-value indicate the
drifting points. For the Naive Bayes and Decision Tree classifiers, the drifting
points are identified at the 3000 and 4000 data points of the version 1.2 and
1.3 of the jm1 datasets respectively. Considering the p-values of these data
points, the null hypothesis is rejected and the alternative hypothesis is ac-
cepted implying that concept drift is detected. By observing the performance
curve in Figure 3.2, we noticed that the concept changes suddenly within a

short period called as sudden drift.

Concept drift identified in the chronological defect datasets. It significantly
affected the performance of prediction models that requires to update the
classification model for better prediction performance. Results also showed
that the concept gradually detected and replaced by the old concept in the
prop datasets called as gradual drift. In the jm1 datasets, sudden drift occurred

by changing the old concept within a short period.
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FIGURE 3.2: Error-rate fluctuation for the different training ex-

amples for the same model. By using Naive Bayes and Decision

Tree classifiers, we identified two drifts in jm1 dataset by the
statistical test where drifts are marked by vertical lines.

3.4.1 Discussion
Implication of Results

Our experiment result shows that the existence of concept drift in the defect
datasets affects the prediction performance. The models are trained with the
same settings to monitor the performance curves. We observe the fluctuation
of the error-rates (Figure 3.1 and 3.2) and mark by vertical lines. This indi-
cates that the model needs to be updated after the drift to obtain the better
prediction performances. The identification of drift points is helpful for Soft-
ware Quality Assurance (SQA) Engineer/ teams as drift changes indicate
that the prediction model needs to be updated or changed to obtain better
prediction performance. It helps to classify the defect and clean modules to
test the defect modules. The significant p-value for the corresponding data
points identified the chronological datasets and prioritized the versions of

those datasets that help the SQA teams to retrain the model again to get the
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better prediction performance.

We agree with the previous findings [35, 36] that concept drift exists in
software defect datasets. Our experiments clearly show that the presence
of concept drifts in the C&K metrics-based defect datasets impact the quality
of prediction. The comparisons between the error-rates with the different
versions of prop datasets are demonstrated in Table 3.3. Analyzing the drift
data points for Naive Bayes and Decision Tree classifier, we identify concept
drifts when the versions 9, 44, 121, 185, 225, 245, 292, 318, and 347 introduced
into the prop chronological datasets thus suggesting the model be updated
after the drift to produce better prediction performance.

The concept gradually changes in these versions of prop datasets. This
type of changes is called as gradual drift. In the jm1 datasets, the sudden drift
occurs by changing the concept within a very short period. We suggest con-

sidering concept drift in the defect prediction studies for better classification.

Threats to Validity

As a preliminary study, we investigate to identify the presence of concept drift
in software defect datasets. We discuss the possible threats to validity to our
empirical results.

In this experiment, we used two chronological software defect datasets,
jm1 and prop. These datasets are widely studied [2, 95, 131, 132] in software
defect predictions. These studied datasets are however open source projects
and the use of commercial projects is left for future studies. Furthermore, em-
pirical outcomes may not be optimistically generalized beyond these studied
chronological datasets.

Regarding the statistical test, chi-square test with Yates’ continuity correc-

tion is adopted to find the statistical significance results. This statistical test

37



3.5. Chapter Summary

is widely recommended in the concept drift detection literature [43]. In addi-
tion, we comparatively used large datasets, jm1 and prop, since the statistical
test is favored for large sample [43, 113].

In this study, we considered two main learning algorithms namely Naive
Bayes and Decision Tree. These learning algorithms have been widely used
in concept drift detection [43, 135, 136] studies. We choose these learners be-
cause they have been used widely in literature and increased the prediction

performances as reported by Gama et al. [43].

3.5 Chapter Summary

Previous studies have revealed that concept drift may occur in chronological
defect datasets. However, the studies did not adopt and apply any drift de-
tection method to identify concept drift in those datasets.

This chapter adopts a well-known and widely accepted drift detection
method, DDM and investigate the existence of concept drift in the NASA and

Jureczko datasets.

3.6 Concluding Remarks

From the NASA project, our experimental analyses identified two drifts in
the version 1.2 and 1.3 of jm1 datasets. By monitoring the error-rate of the
learning algorithms, sudden drift occurred in these datasets indicating that to
obtain better prediction performance, the old learner needs to be updated or
in some cases replaced by a new one.

From the Jureczko datasets, we considered 25 versions of the prop datasets
containing 67,346 modules. Among the versions, drifts were identified in the
versions of 9, 44, 121, 185, 225, 245, 292, 318, and 347. The drifts occurred

gradually in these versions referred to as gradual drift.
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3.6. Concluding Remarks

This experimental study could be enhanced in several ways. As future
work, we aim to investigate the concept drift by considering the class im-
balance issue in defect datasets and how class imbalance and concept drift
impacts the prediction performance. Additionally, we intend to examine the
small software defect datasets with Fisher’s Exact test to monitor the data dis-

tributions to find the changes of concept that affect prediction performance.
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Chapter 4

A Drift Propensity Detection
Technique for Improving
Cross-Version Software Defect

Prediction Performance

41 Introduction

Software defect prediction (SDP) is nowadays pervasive in both Software
Engineering (SE) academia and industry [15]. The SDP models classify the
modules that are likely to be faulty [31]. Efficient identification of defective
modules help to allocate the testing resources [121]. It is inevitable to identify
the faulty modules for producing a quality software product [45, 67].

In the past decade, several prediction models including machine learn-
ing and statistical approaches have been proposed. Traditional SDP mod-
els utilize the historical data to predict defects of the unlabeled data [98].
For Within-Project Defect Prediction (WPDP), prediction models are trained
on labeled data and tested on the unlabeled data within the same project.

In WPDP, cross-validation techniques are used to partition the training and
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test datasets within the same project version, and, moreover, is called Inner-
Version Defect Prediction (IVDP) [4]. However, the development of software
projects are becoming more sophisticated and the development process ex-
periences frequent changes over time [47]. For the projects with multiple
versions, the prediction model is more appropriate if the training data is ob-
tained from the previous version and conducts the prediction of the upcom-

ing version. This is called Cross-Version Defect Prediction (CVDP).

4.1.1 Motivation

The software development environment is an evolving process where a ma-
ture project undergoes multiple changes by incorporating new requirements
when the version is updated [47]. During this process, the updated version
becomes more complicated due to refactoring and module deletion from the
previous version. This causes distribution differences among the versions of
the software project [4, 181]. The studies of [4, 181, 183] argued that the data
distribution differences among the versions make the prediction results mis-
leading. Dong et al. [31] affirmed that the prediction results of a well-trained
prediction model could be inaccurate if the historical data differs over time.
However, in the domain of SE prediction research, not many researchers have
investigated it. In the CVDP setting, it is recommended by the studies of [4,
181, 183] to consider the previous version of the contemplated project as a
training dataset for getting a better prediction since the prior version yields
the related distribution information [156]. These studies noticed a certain
degree of differences in the data distributions, which impacts the prediction
performance.

Recent studies of Xu et al. [179, 181, 183] considered the issue of data
distribution differences of the versions for CVDP. The proposed framework

of Xu et al. [179] adapted an active learning method for modules selection
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from the current version and merged the selected modules with prior ver-
sions to improve the information content of the training set. By doing such,
they tried to alleviate the data distribution differences of two consecutive
versions for predicting defects of current version. Later, Xu et al. [183] uti-
lized an optimization technique for suitable modules selection and evaluated
the performance of CVDP on 67 versions. Furthermore, in the study of [181],
Xu et al. preferred to take the advantage of subset selection methods based
on dissimilarity and tried to mitigate the differences in data distributions.
The subset selection method picked the effective modules from the previous
version and applied it to classify the defective modules of the current ver-
sions. The recent two studies (i.e., [179, 181]) of Xu et al. considered either
the previous version or current version for subset selection using the selec-
tion methods. In both ways, useful information could be removed during the
reduction process, as claimed by Xu et al. [183].

However, no studies considered that data comes in streaming fashion,
taking all the versions into account in the context of CVDP. According to
streaming data analytic, the learning process becomes more complicated due
to the non-stationary environment leading to changes in data distributions
[113]. The changes in data distribution are referred to as concept drift in the
tield of data streaming mining [42]. Ekanayake et al. [35, 36] investigated the
phenomenon of concept drift and conducted an empirical study (i.e., [35]) to
assess the reason why the prediction accuracy fluctuates in SDP. However,
the studies of [35, 36] mainly focused on finding the location of significant
changes in data distribution and not comprehensive in the context of CVDP.
To the best of our knowledge, this is the first attempt to consider the data
that comes in streaming fashion. We refer to this situation as Drift Propen-
sity (DP): significant changes in data distribution among the versions and
if the DP is not addressed in the data distribution, it results in poor predic-

tion performance. Identification of DP is essential to take necessary steps for
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improving prediction performance in the cross-version scenario. Since the
differences of data across the versions have adverse influences on the predic-
tion performance of CVDP.

In this work, we address the concern as DP and propose a DP detection
technique that identify the DP’s in the chronological defect datasets. By rec-
ognizing DP’s in the datasets, practitioners could take necessary steps to en-
hanced the prediction results. We conduct an empirical study on 26 versions
of six projects from the SEACRAFT repository ! to evaluate the effectiveness

of our proposed DP detection method.

4.1.2 Contributions
We highlight the main contributions as follows:

1. We propose a DP detection method potentially identified the DP’s where
the prediction accuracy varies in the versions during the learning pro-
cess. We trigger three flags (i.e., DP, warning, and control flag) to take

necessary steps during the DP detection process.

2. We provide analysis by performing experiments on 26 versions of six
benchmark datasets. To our best knowledge, this is the first effort to

identify DP by conducting experiments in the cross-versions defect datasets.

3. We employ fisher’s based statistical test to identify the significant DP
values during the detection process. Furthermore, we use the scheme of
two-window based data management technique, no-memory, to man-

age the versions and to create the scenario of cross-version.

4. The effect size computation for the pair-wise comparison, Hedges’g,
ensures that the identified DP’s are meaningful and practically signifi-
cant. Based on the results, we observe that an exponential increase of

the error-rate addresses the DP’s in the chronological defect datasets.

thttps:/ /zenodo.org/communities /seacraft
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We inspire the use of the DP detection technique for the identification of
DP in the chronological defect datasets for CVDP. The DP’s are critical to
classification problems due to inequality in the decision boundary, thereby
influences the model performance. By identifying DP, necessary steps can
be taken to improve the prediction performance. The exponential increases
of error-rate cause DP in the versions of software defect datasets and conse-

quently exhibit poor prediction performance.

4.1.3 Chapter Organization

The rest of this work is structured as follows. Section 4.2 describes the related
work on CVDP. Section 4.3 presents the definition of DP. The two-window
based DP detection process is described in section 4.4. We introduce fisher’s
based statistical significant DP detection process in the section 4.5. In section
4.6, we determine the configuration settings of our experiment. We outline
the experimental results in section 4.7. Section 4.8 points the potential threats

and section 4.9 concludes this work by outlining future direction.

4.2 Related Work

CVDP has drawn high interest because of its applicability to the real develop-
ment scenario where the previous version is used to predict defects in the cur-
rent version of the same project, and distribution differences among the ver-
sions influence the prediction performance. However, not many researchers
have considered it.

Yang and Wen [184] examined the ridge and lasso regression model for
investigating the performance of CVDP. By employing 11 projects with 41
versions, they tried to find the strong correlations among the predictors and

found the existence of multicollinearity in the considered datasets. Their
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work focused on ranking the defects. They avoided the task of feature se-
lection and specified that it loses the information during the selection pro-
cess. However, they didn’t focus on the issue of data distributions differ-
ences, which affects prediction performance.

Shukla et al. [156] considered CVDP in their experiment and explained it
as the problem of multi-objective optimization with two objectives: maximiz-
ing recall with minimizing the cost of misclassification and quality assurance.
They studied 11 projects containing 41 versions and revealed that the multi-
objective regression outperformed the single-objective regression. This study
didn’t focus on the distribution differences among the versions in CVDP, and
it’s applicability of building prediction models in cross-version settings.

Bennin et al. [11] performed cross-release performance evaluation of 25
software projects comprised of only two releases by considering Norm(F, ;)
effort-aware performance measure where M5 and k* outperformed 9 other
prediction models. They observed the strong correlation between the accura-
cies for intra-version and cross-version. However, the conducted 11 models
were not statistically significant. This study also didn’t consider the distri-
bution differences among the releases that make the prediction accuracies
outdated.

Luetel. [110] considered the data distribution differences and performed
feature selection task by using active learning method for CVDP and tried
to alleviate distribution differences. However, the selected modules were
unable to act as representative modules of the recent version as claimed by
Huang et al. [70].

Xuetal. [179] developed a framework by combining principal component
analysis and hybrid active learning for selecting informative and representa-
tive modules from the current versions and tried to alleviate the distribution
differences. By experimenting on ten projects comprising of 31 releases, they

attempted to improve the prediction performance and further improved the
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work of Lu et al. [110]. In this work, the selected modules were added to
previous versions, which required extra effort in labeling the modules.

Later, Xu et al. [181] proposed a subset selection technique based on dis-
similarity for CVDP. They selected the representative modules from the pre-
vious version and combined them with current versions. In the work of [179],
they chose the modules from the current version and added them to the prior
release by using a hybrid active learning approach. Similar to the work in
[181], they selected the modules from the previous version and added them
to the current version. In both ways, they tried to alleviate the distribution
differences by combining the selected modules to previous and current ver-
sion accordingly. However, it requires extra effort to label the selected mod-
ules in the combining procedure.

The studies of [110, 156, 184] developed the prediction model for cross-
version projects by using all the modules of the previous version without
taking the issue of distribution differences into account. Besides, the studies
in [179, 181, 183] used a feature selection method to alleviate the distribution
differences. For combining the selected modules to the considered versions
for training the model, it requires extra effort during the adding process.
None of these studies considered that the data across the versions come in
streaming fashion, where data drifting within the versions can influence the

prediction performance in cross-version settings.

4.3 Drift Propensity

This section provides a formal definition of Drift Propensity (DP), which may

manifest in various ways in the data distributions.
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DP describes unforeseeable variations in the data distributions by chang-
ing the statistical properties over time. The changes might occur for the hid-
den changes of variables. Formally, DP can be defined as follows: For a clas-
sification problem, given in a time period (0, t), with a set of data samples
D,z = {do,d1,..,d+} in which each instance d contains (X, y) where X is
feature with the class label (y € Y). DP occurs at the time ¢, if the distribution
of D is significantly different from the D ;1) (X, y) as simply defined as
Do,)(X,¥) # D(111)00(X,y). DP is critical for classification problem. Par-
ticularly, in CVDDP, the data distribution comes over time and trained data is
derived from the previous version of the defect datasets where current ver-
sion is considered as test data. DP creates such differences that may lead to

inequality in the decision boundaries, thereby decreasing learning accuracy.
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FIGURE 4.1: DP detection in target feature space by changing
the decision boundary. White circle and square are the two class
labels at time ¢ where black circle and square of class labels at
time (t +1).
DP in the distributions can manifest in multiple forms by changing the

probability F of X and y at time t. Figure 4.1 portraits how DP occurs in a

feature space. It may occur in the following ways (Figure 4.1):
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1. Feature Space DP: The decision boundary of Figure 4.1a and Figure 4.1b
remain unchanged though F;(X) # Fi11(X). In this case, F;(X) and

Fi11(y|X) are same.

2. Decision Boundary DP: In Figure 4.1c, DP causes by changing the de-
cision boundary where F;(X) # F11(y|X). In this case, F(X) and

Fi11(X) are same.

3. Feature Space with Decision Boundary DP: In Figure 4.1d, DP occurs
for the both cases, changing the feature space with decision boundary

where F;(X) # F;11(X) and F(X) # Fri1(y|X).

4.4 DP Detector

In this work, we propose a DP detection technique to compare the two con-
secutive data distributions. As a base learner, we use Naive Bayes (NB) in
our experimental study. For detecting DP in the chronological software de-
fect datasets, we assume that the data comes in streaming fashion. In our
proposed DP technique, we assume the two consecutive versions of a soft-
ware project as two-window based data distributions that arrive over time.
In the CVDDP, the prior version of a software project is considered as histor-
ical data, and the model is built on that data to predict defects for the next
release or version of the software project. We employ the scheme proposed
by Drift Detection Method (DDM) [43] to identify DP in the chronological de-
fect datasets in the CVDP settings. The idea behind the method is to monitor
the algorithm’s error-rate. If the difference between two adjacent versions
of defect datasets is significant, it indicates DP that exits in the examined
versions. The remedy is to retrain or enhance the model again to get better

performance.
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In this method, we assume that the data comes over time (i.e., in chunk
tashion). We observe the error-rate (r) from the incoming n data samples that
contains the number of instances i.

Suppose, the instances can be presented as a pair of (@, b) where @ is
the values with different attributes and b is the label of class. For the i — th
instances, it can be presented as ( @/ ,b;). When the prediction model is built
the class level can be either (b; = b;) or (b; # b;) where the error-rate is a
random variable in Bernoulli trails. The general scheme is adopted from the
drift detection method, DDM [43]. In binomial distribution, the probability
of random variable illustrates the error of i instances. The error-rate is com-
puted for i instances with standard deviation d; = /7;(1 —r;)/i at time t.
The DP detector stores the values of error-rate r; and standard deviation d;
during the learning process. When the new chunk arrives, the model is built
and stored the error-rate with its standard deviation. The binomial distribu-
tion is considered as a normal distribution for a large number of data distri-
butions, and consequently, it contains approximately the same variance and
mean. The probability distribution should not changed unless the changes
of the data distributions happens and then the 1 — 5 confidence interval for
error-rate er; with 7 instances is (er; £ a  sd;) where the parameter « relies on
the confidence level.

During the learning process, the DP detector manages two registers for
minimum values of error-rate r,, and standard deviation d;,,. From the
stored error-rate r; and standard deviation d;, the detector compares with r;,,
and dj,, to the target version of datasets. This comparison helps to identify
the data distribution differences of the the adjacent defect datasets. For de-
tecting DP in cross-version settings, we set the confidence level for triggering
the warning flag to 95% (a = 0.05) with the threshold r; + d; > 7y, + 2d)5y-
The confidence level for triggering the DP flag has been determined to 99%
(a = 0.01) with the threshold r; + d; > 71,4, + 3d)4y as suggested by Gama et
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al. [43].

During the detection process, the DP detector triggers three flags to iden-
tify the DP in the data distributions: DP flag, warning flag, and control flag.
The flag of DP is triggered, if r; + d; > 114, + 3d}oy,. Warning flag is triggered,
if ri +d; > 11 + 2djp,. DP flag indicates that DP is detected, where the
necessary actions are imminent to achieve more reliable prediction perfor-
mance. By triggering the warning flag, it implies that the target distributions
will tend to be drift. Otherwise, the distribution is stationary by triggering
the control flag. If the DP exits on that version, the current model will be
outdated, and it needs to be retrained or updated. Thereby, DP is detected

by processing the data that arrives in bundles.

Algorithm 3 Outline of DP Detector
Input:
The old window O; and recent window R;
Learning algorithm L
The sample of train and test i
Result:
DP F;,, Warning F;, and Control F,.
Process:
1: fort =1,2,...do
2:  Build the learner on O;
Learner predicts on R;
Calculate error-rate r;
Calculate d; = \/r;(1 —r;) /i
Store r;, d; and find the minimum error-rate r;,,, and standard devia-
tion dj,,, during the process
7. if (ri +d; > 1190 + 3d}p) then
8: F;, detected // DP flag
9: elseif (r; +d; > 11y + 2dj,) then

10: Fy, detected // warning flag
11:  else

12: F. // control flag

13:  end if

14: end for

Algorithm 1 presents the pseudo-code of DP detector. The model is built
on the old window Oy and tested on recent window R; based data distribu-

tions. DP detector detects the differences in data distributions by treating the
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data as chunk by chunk. However, error-rate is calculated r; with standard
deviations d; (lines 2 to 5) of the considered versions of the defect datasets.
The minimum values of error-rate r,,,, and its standard deviation d,,,, are
kept in register to compare it with the recent values. In this DP detection
settings, more than two versions are considered for this learning process and
also to make the scenario of cross-version of the software project. The DP de-
tector triggers the flags to identify DP in the data distribution by executing

lines 7 to 13.

4.5 Fisher’s based Statistical Significant DP Detec-
tion

Fisher’s Exact test is proposed to analyze contingency table and considered
as exact test [39]. This test doesn’t lose precision because it is not dependent
on approximation and is not influenced by data behavior (e.g., imbalanced
data) [100]. This test can be applied to analyze m x n dimensional tables. It
is generally used 2 x 2 contingency tables, which fit the case of two-window
based data distribution.

Assume, we have two distributions which indicate two chunks: recent
chunk and old chunk. The confusion matrix for the recent chunk and old

chunk is given below (e.g., in Table 4.1 and 4.2).

TABLE 4.1: For recent chunk

Positive Negative
Prediction | Prediction
Actual Positive | q1 1
Actual Negative | s1 th

The primary reason for adopting a statistical test is to ensure that DP is not

caused by sampling error and the DP value is statistically significant. Fisher’s
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TABLE 4.2: For old chunk

Positive Negative
Prediction | Prediction
Actual Positive | g )
Actual Negative | sy tr

TABLE 4.3: Adapted generalized contingency table for recent

and old chunk
Labels Recent chunk | Old chunk | Total
# of Errors S t s+t
# of Correct Classes | q r q+r
Total q+s r+t n=q+r+s+t

Exact test is implemented for the two-window based data distributions using
the 2 x 2 contingency tables presented in Tables 4.1 and 4.2 and explained
below.

Definition 1. Given labeled datasets X; and X; are transformed into vec-
tor space V; = (q1,71,81,t1) and V; = (q2,72,52,t2) of the recent and old
chunk, accordingly in Table 4.1 and 4.2. Most classification models are as-
sessed employing a confusion matrix. Two-window based data distribu-
tions (i.e., recent chunk and old chunk) where four types of outcomes are
achieved as follows: g1, g2 are the faulty instances that are correctly classified
as faulty; sq, s, are non-faulty instances incorrectly classified as faulty; r1, 7,
are the faulty instances incorrectly classified as not faulty; ¢1, ¢, are non-faulty
instances classified as not faulty. Therefore, for the recent chunk, the total
number of correct classification g = g1 + t; and misclassification s = s; + 1.
For the old chunk, the total number of correct classification » = g, + ¢ and
misclassification t = s, + 5.

In the Eq. 4.1 and 4.2, p denotes as probability matrix of any event, m =
1 — p, and ! is factorial of the data. From the Table 4.3, the  occurrences in the

independent events of s +  can be expressed by ((s +#)!/(s! x t!)) xp® x m'.
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Similarly, the events of probability g in g + r is determined by ((g +7)!/(g! x
1)) x p7 x m". According to 2 x 2 contingency table, the probability of the
2 chunks can be presented by the Table 4.3 and determined by the Eq. 4.1.
By using the combined analysis, Yates [186] and de Lima Cabral et al. [100]
proved that the Eq. 4.1 could be formed by the Eq. 4.2.

(g+71) X (s+1)!

_ + +t
P = st P )
_ UXCH @t 5D x (g +s)!x (r+ 1) (4.2)

p = ) - g x ! x s! x t! x n! '

Assuming, the null hypothesis is that the distribution on both windows
X; and X is not similar if and only if the observed p — values are less than
the significant level. Furthermore, our concern is to check if the chunks are
affected by the DP or not. The null hypothesis that the error of both chunks
should be rejected if and only if the observed values of p (0.05) are less than
at 5% significant level.

We calculate the p — values from the Eq. 4.2. The factorial functions of
each item from the data distributions [0...n] where 7 is the seen examples. As
suggested by Lu et al. [113], the size of the window can be determined by
the user. For simplicity, without discarding any instance, we consider the full
data of the two consecutive versions as old and new chunk of the data distri-
butions. Thus, we implement the Fisher’s Exact test for two-window based

data distributions to identify the significant DP of the considered datasets.

4.6 Experimental Methodology

In this section, we describe the experimental configuration in detail contain-

ing the chronological software defect datasets, and the illustration of the DP
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detection process with the data management technique.

4.6.1 Benchmark datasets

In this empirical study, we consider 26 versions of six benchmark datasets
extracted from the SEACRAFT Repository which were provided by Jureczko
and Madeyski [83, 117]. These datasets have been used in the studies of
CVDP [179, 181, 183, 184]. The statistics of the considered datsets are shown
in Table 4.4 where #Modules, #DefectiveM, and %DefectiveM denote the
number of modules, the number of faulty modules, and the ratio of defect,
respectively. This study requires datasets that include several versions of the
same projects to prepare the scenario of CVDP. The datasets comprise mod-
ules where each module is characterized by the label of defective or non-

defective with 20 static code software metrics (Table 4.5).

4.6.2 Evaluation setup

In this section, we describe the evaluation process of our empirical study.
Learning from such environment where the data comes over time is very
challenging task [135]. In streaming mining, the drift detection techniques
are limited, in the sense that the methods are performed over every data
instance in the streaming and are threshold dependent [171].

However, this study uses the DP detection process (see Section 4.4) to
identify the DP in the chronological datasets. Following the DP detector
method, error-rate is computed for each version by building the prediction
model where train data is used as previous version and tested the classifica-
tion model on the new version. Most of the models are evaluated from the

confusion matrix and error-rate is computed described in Table 4.6 where

(TP+TN)
TP+TN+FP+FN

error — rate = 1 — accuracy. Accuracy is computed as ( ) where

True Positives (TP) are the defective modules that are correctly classified,
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TABLE 4.4: Summary of Selected Benchmark Datasets

Project | Version | #Modules | #DefectiveM | %DefectiveM
1.3 126 20 15.9%
1.4 178 40 22.5%
ant 1.5 293 32 10.9%
1.6 352 92 26.1%
1.7 745 166 22.3%
1.0 339 13 3.8%
camel 1.2 608 216 35.5%
1.4 872 145 16.6%
1.6 965 188 19.5%
3.2 272 90 33.1%
4.0 306 75 24.5%
jedit 41 312 79 25.3%
42 367 48 13.1%
4.3 492 11 2.2%
1.5 237 141 59.5%
poi 2.0 314 37 11.8%
2.5 385 248 64.4%
3.0 442 281 63.6%
24 723 110 15.2%
walan 2.5 803 387 48.2%
2.6 885 411 46.4%
2.7 909 898 98.8%
init 162 77 47.5%
erces 1.2 440 71 16.1%
1.3 453 69 15.2%
1.4 588 437 74.3%

False Positives (FP) are the non-defective modules that are incorrectly clas-
sified, True Negatives (TN) are the non-defective modules as non-defective,
and False Negatives (FN) are the defective modules that are incorrectly clas-
sified as non-defective, respectively.

Our proposed DP detection approach operates the data based on the two-
window based data management technique. We adopt the data processing
scheme of no-memory data management technique to handle the data and

execute it as two-window (see Figure 4.2). In Figure 4.2, versions of the data
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TABLE 4.5: Description of Metrics Used in the Chronological

Defect Datasets

Abbreviation | Description

WMC the sum of weighted methods in a class

DIT the level of depth of inheritance tree for a class

NOC the number of direct successor of a class

CBO the number of coupling classes between objects

REC the number of methods responded from where
received messages

LCOM the set of methods not related to share the class fields

Ca the number of other classes uses the specific class

Ce the number of other classes are used by specific class

NPM the number of declared public methods

LCOM3 a variant of LCOM

LOC the number of line of code

DAM the number of protected attributes declared

MOA measuring the part-whole relationship

MFA measuring the number of methods inherited meaning
functional abstraction

CAM cohesion among methods of class

IC inheritance coupling

CBM measuring the number of methods where methods are
coupled

AMC average method complexity

MaxCC the maxir.num values of cyclomatic complexity of
methods in a class
the average number of arithmetic mean of

Avg(CC) cyclomati% complexity of methods in a Class

BUG bugs in the class

TABLE 4.6: Confusion matrix setup for two-class problem

Predicted | Predicted
Positive | Negative
Actual Positive | TP FN
Actual Negative | FP TN

distributions that shifts over time are observed by modifying the version up-
date. Cross-version scenario is designed by considering the two adjacent
versions as portrayed in Figure 4.2. As an example, the model is trained by

employing poi 1.5 and tested on poi 2.0. Our evaluation process adopts the
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FIGURE 4.2: Adopted No-memory data management approach
to manage the versions of the chronological defect datasets.
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FIGURE 4.3: Evaluation process

single base learner Naive Bayes (NB) to compute the error-rate. The evalua-
tion process is illustrated in Figure 4.3. In the learning process, error-rate is
monitored by triggering the flags as proposed in Algorithm 1. As mentioned

above, the proposed DP detector triggers three flags values. By triggering

58



4.6. Experimental Methodology

the DP flag, it implies that DP is detected in the examined version, where
the necessary steps (e.g., updating or retraining the model) are imminent
to obtain more reliable prediction performance. By triggering the warning
flag, it suggests that the target distributions will tend to be drift. The control
flag determines the stability of the environment (i.e., the distributions do not
change over time). By executing fisher’s based statistical significant test (Sec-
tion 4.5), we ensure that the DP’s are not caused by sampling error, but they

are statistically significant as well.

4.6.3 Effect size computation for two-sample case

Effect size (ES) is considered as a quantitative measure of magnitude that has
been applied in many studies of behavioural science [177]. Carl et al. [20]
recommended the use ES in empirical studies to obtain practical significant,
and meaningful results.

Moreover, the conclusion extracted from hypothesis testing might be im-
precise because of the sufficient number of experimental subjects and the
p — values may also become inaccurate. Thus, weak inferences are not eval-
uated as part of the experimental settings [88]. Therefore, it is also recom-
mended by [33, 88, 89, 125] to consider effect sizes in the experimental study
of SE along with significant statistical test for getting practical and meaning-
ful results. Kampenes and Sjoberg [88] mentioned that 1% increase in defect
detection would be highly practical significance for critical software if the
defects belong to more critical defects.

As a robust ES computation standardized method, Hedges’g [63, 170] is
considered to affirm the practical significance of our empirical study. This
test reveals the significant differences between two consecutive data distri-
butions and indicates meaningful and practical significance. Furthermore, it

is an unbiased method and helps to find the identified differences that are
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significant for the small size of data distributions [20]. It is calculated by
employing the means and the sample based standard deviations of the two
data groups where the ES component is indicated as Hedges’s g [125]. Sup-
pose two data distributions are considered as two sequential versions of the
chronological defect datasets. These two sequential data distributions are
treated as control and experimental condition where the ES is defined by the
Eq. 4.3.

XO‘U - XT’U

Hedges'¢ = (4.3)

S pooled

Eq. 4.3 implies the ratio of the two means (X,, and X;;,) of the sequential
defect datasets considered as old and recent version in the control and exper-
imental condition. The difference between the two means is divided by the
pooled standard deviation Spy,e4. Since the versions of the defect datasets
are dissimilar in size from each other, we calculate the pooled standard devi-

ation by the Eq. 4.4.

(noy - 1) * S%’() + (nyv - 1) X S%U
= 4.4
SPooled \/ Moy + 1y — 2 (4.4)

In Eq. 44, ny, Sov, 1y, and s,, are the number of subjects, measurement
of standard deviation of old version, the number of subjects, and measure-
ment of standard deviation of recent version, respectively. We consider the
absolute values of Hedges’g that are interpreted as follows: the values of
Hedges’g < 0.20 indicate as the small effect, the values of about 0.50 inter-
pret as moderate effect, and the values of about 0.80 explain as large effects

using Cohen’s benchmarks [25] and also adopted in the studies of [44, 48].

4.7 Experimental results and discussion

In this section, we discuss the results of this experimental study. The results

are presented based on the proposed DP detection technique and identify
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statistically significant values of DP in the chronological defect datasets using

Hedges'g effect size and fisher’s based statistical test at 5% significant level.

TABLE 4.7: Performance observation of the DP detection tech-
nique in the chronological defect datasets. Two-window based
Fisher’s Exact test results and effect sizes of the pairwise com-
parison for two consecutive data distributions. Large effect
sizes point to a practical significance in favor of DP detection.

Project | OVersion | #iInsOWin | RVersion | #iInsRWin | DP value | p-value P.ooled effec’t
size Hedges’g
1.3 125 14 178 491 2.62E-03* | 1.526**
ant 14 178 1.5 293 15.10 8.69E-10* | 0.856**
15 293 1.6 351 2.40 0.157 0.046
1.6 351 1.7 745 1.02 0.093 0.092
1.0 339 1.2 608 9.72 6.29E-07* | 0.834**
camel 1.2 608 1.4 872 5.04 6.16E-05* | 0.805**
1.4 872 1.6 965 1.02 0.0864 0.085
3.2 272 4.0 306 10.20 0.032* 1.902**
odit 4.0 306 4.1 312 2.42 0.101 0.019
J 4.1 312 42 367 2.19 0.059 0.317
42 367 43 492 0.97 0.061 0.438
15 237 2.0 314 1.02 0.285 0.178
poi 2.0 314 2.5 385 15.85 1.53E-03* | 1.262**
2.5 385 3.0 442 1.51 0.114 0.017
24 723 2.5 803 4.07 1.77E-08* | 0.850**
xalan 2.5 803 2.6 885 11.07 1.14E-03* | 1.457**
2.6 885 2.7 909 2.34 0.798 0.035
init 162 1.2 440 4.45 0.004* 0.868**
xerces | 1.2 602 1.3 453 1.00 0.055 0.025
1.3 1055 1.4 588 27.34 1.07E-05* | 1.456**

Old version (OVersion); Recent version (RVersion); number of instances in old window
or version (#InsOWin); number of instances in recent window or version (#InsRWin);

Drift Propensity value (DP value).

exall

p.

el

donates the values of 5% statistical significance

denotes the practical significance at Hedges’'g > 0.80 calculated for large effect
size and unequal data distributions.

In this experimental study, we consider defect datasets which had at least

four versions to establish a solid scenario of cross-version and to perform

more generalizable results. The aim of this empirical study is to detect the

distribution differences among the versions that are responsible for DP in

the defect datasets. Mentioned above, the versions of the defect datasets are

managed by the no-memory data management approach (Figure 4.2) and to

establish the scenario of CVDP. The predictive error-rates are computed to
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FIGURE 4.4: Performance curve and portrait the error-rate fluc-

tuation of the versions of the considered datasets, using NB.

Significant DP’s are marked by vertical lines of the chronologi-
cal datasets.

identity the DP in the datasets based on the proposed DP detector. Please
note that the experiment is conducted very carefully specifically in selecting
the data distributions of the versions and group comparisons to eliminate
any randomness in the experimental settings. In this case, the no-memory
data management approach plays a vital role in our study.

The datasets contain several versions considered as chronological where
the versions are created over time (Table 4.4). Experimental results are illus-
trated by adopting a two-window based approach. In Table 4.7, we observe
the error-rate attained using the two consecutive versions where IVersion,
#InsOWin, and #InsRWin refer the initial version, number of instances of old
version, and recent version, respectively. The values of DP obtained from the
experiment are illustrated in the Table 4.7. To summarize the results and for

Zeall

easy understanding, we use “*" to denote the significant values of the DP’s
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in the associated versions. Further, we use “**" to indicate the practical sig-
nificance using pair-wise comparison with effect size test across the versions
of the defect datasets. The effect size Hedges’g test is considered along with
significant statistical analysis to ensure practical and meaningful results, and
to avoid misleading p — values. Since the experiment includes fewer subjects
in the settings, it is recommended by [125] to consider ES test as part of the SE
empirical study. The boldface values represent the best results gained from
our proposed algorithm and illustrate the identification of DP’s in the asso-
ciated versions of the project. The DP flags are triggered on those versions
according to our detection process. Results from the DP detection process by
pair-wise comparison among the two adjacent data distributions, we identify
DP in the ant 1.3 and 1.4 versions among the seven versions, which achieve
the best significant values (p — value < 0.001). These versions gain large
effect size (i.e., > 0.80). In this case, the most guided practice is to update or
retrain the model if DP is identified in the data distributions to get more reli-
able prediction performance. In addition, the flags of DP are triggered in the
versions of 1.0 and 1.2 for camel, 3.2 for jedit, 2.0 for poi, 2.4 and 2.5 for xalan,
and init and 1.3 for xerces, which are statistically significant and achieve the
more substantial effect in pair-wise comparisons.

A depiction of the performance curve of the considered datasets is pre-
sented in Figure 4.4. The DP’s are marked by vertical lines where the flags
of DP’s are triggered. It indicates to update the model when DP is identi-
tied in a particular version to get better prediction performance for the target
data distributions. The error-rate fluctuation can be observed in this figure
expressing an observation; the DP’s are identified when the error-rate of the
learning algorithm exponentially increased.

The proposed DP detection technique identifies the number of DP’s and
their positions across the versions of the defect datasets. It is worth mention-

ing that the adaptation of fisher’s exact test is computationally costly because
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of astute inability of factorial calculation, as also identified as limitation in
[100]. Fisher’s based statistical test for significant DP detection itself, a wor-
thy contribution, can be utilized for similar types of problems. In addition
to this, it can be applied in two-window based data distributions in offline
cases as well. Apart from this, the effect size computation for the pair-wise
comparison, Hedges’g, ensures that the identified DP’s are meaningful and
practically significant.

One can speculate how DP can impede the prediction performance for
the projects of cross-versions. In order way, how identification of DP can
help to improve the prediction performance for CVDP. To illustrate, please
consider the following scenario. The poi project contains four versions. If the
model is built using the data of poi 2.0 as historical data to predict defects for
consecutive versions, the prediction model won’t be able to detect defects ac-
curately. Again, The xerces project contains four versions. As the last model,
if the model is built using the data of xerces 1.3 as historical data to predict
defects for consecutive versions, the prediction model won’t be able to de-
tect defects accurately. In these case, the software developers or practitioners
could know which models are DP-prone or not. Based on the results of our
empirical study, we observe that the model needs to be updated for predict-
ing defects for the version of 2.5 for poi and xerces 1.4 because the difference
of the data distributions is statistically significant, causing DP in that version
and resulting in the deterioration of model performance. Therefore, we sug-
gest addressing DP in the versions of the defect datasets for defect prediction

in cross-version settings.

4.8 Threats to validity

In the empirical study;, it is necessary to be aware of threats to validity of the

obtained results [8]. Basili et al. [9] argued that it is challenging to make a
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general conclusion from an experiment in SE because the experimental pro-
cess requires a large number of relevant context variables.

We consider 26 cross-versions defect datasets from six benchmarks projects.
To make the cross-versions scenario, we take the datasets that have at least
four versions. For managing the data, we consider a two-window based data
management technique, no-memory approach. Others could have different
preferences to make the scenario and for managing the defect datasets of the
versions.

In our empirical study, we consider a single base learner to execute our
proposed DP detection method. One could explore other classifiers to know
the prediction performances. The aim of this study is to recognize the signif-
icant distribution differences that make the prediction misleading. Another
possible threat is the adopted statistical test. We calculate the magnitudes of
differences using Hedges’g. One could consider the other post hoc tests to
identify the DP’s in the datasets. As a consequence, the results might be dif-
ferent, although our adopted techniques work better on such large datasets

in CVDP.

4.9 Chapter Summary

Cross-version defect prediction (CVDP) is a more realistic scenario for pre-
dicting defects of software projects compared with cross-project. Very few
studies have been conducted in the domain of CVDP specifically data with
different distributions. In this work, we formalize the issue of data dis-
tributions difference of two consecutive versions of defect datasets as drift
propensity (DP) in cross-version settings. In our work, we propose a DP
detection method that identifies the distribution differences of two consecu-
tive versions of the defect datasets. We conduct our empirical study on 26

versions of six projects. We observe that significant distribution differences
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affect the prediction performance. The considered statistical test ensure that
the DP’s are statistically significant and obtain large effect size by calculating
the magnitudes of the data distribution differences. It is observed that the
exponential increase of the error-rate indicates the DP’s in the cross-version
of chronological defect datasets. Therefore, the identification of DP’s in the
versions may be useful for building more reliable prediction techniques for
CVDP.

In the future, we seek to find the sources of DP’s in the defect datasets. We

intend to investigate the proposed DP detection technique in other domains.
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Chapter 5

The role of Class Rebalancing
Techniques in Eliminating Concept
Drift in Chronological Defect

Datasets

5.1 Introduction

Software defect prediction (SDP) has been one of the most prominent re-
search areas in software engineering (SE) in recent decades [121, 123]. SDP
helps developers to perform early identification of faulty modules in soft-
ware and assists project managers in maintaining a trade-off between quality
and time-to-market [49, 98].

In the context of prediction models, if the underlying data distributions
change after a stable period for any unforeseeable reason, the performances
of models based on these data also degrade [111]. This phenomenon is re-
ferred as “Concept Drift” (CD), which can be formally defined as follows.
Given two distinct time-points defining the time interval [t, t + A], with fea-
ture vector x and the class label I then the distribution is provided as Dy, 4)

(x,1). CD occurs between two distinct time-points, t and (t + A), iff 3 ¢ :
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5.1. Introduction

D (x,1) # D(pay(x,1) where Di(x,1) = Di(I|x)D¢(x) denotes the joint
probability distribution at time t between the attributes in feature vector x
and class label I.

Identifying CD is a relatively new research area in data mining and ma-
chine learning [31], but is a well-known phenomenon in data-stream min-
ing [51, 111]. When the underlying distribution changes over time in non-
stationary environments [51], the data behavior is susceptible to CD. This
problem was first reported as “data drift” by Schlimmer and Granger [151]
who observed it while working on noisy data that was changing over time
[111, 114]. This aspect of SDP has received little attention and also, little is
known about how drift-prone the defect datasets are.

To build more effective prediction models, the research community needs
to tackle the challenge of data distributions that change after minimal sta-
ble period [167]. Therefore, it is necessary to be conscious of dataset shifts
and their implications in the SE domain. Dataset shifts can generate biased
prediction results, for example due to changes in class prior probabilities.
Changes in data probability, including probability distributions, can lead to
inaccurate results, and even a well-trained prediction model will become out-
dated in the face of such drift, as noted by Dong et al. [31]. Furthermore,
other researchers [11, 156, 179, 181, 183, 184] have reported that the distribu-
tion changes among the versions in chronological defect datasets. Findings
from streaming data analytics verify that if the historical data change over
time, the prediction models become outdated [111]. Likewise, Ekanayake et
al. [35, 36] and Bennin et al. [13] confirmed that the accuracy of SDP mod-
els fluctuates if the chronological data changes over time, meaning that the
prediction performance varies.

There are many SDP models that use machine learning to predict faulty

modules in software [61, 67, 140, 187, 190]. These models use the historical
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data (on which a prediction model is trained) and predict defects for upcom-
ing projects. Among these SDP techniques, cross-version defect prediction
(CVDP) [183] is a process wherein the historical data from prior versions of
a project are used to train models to predict defects in the latest version of
the same project. As this reflects the actual process of software development,
it is more realistic and effective than cross-project and cross-validation de-
fect prediction [66, 144, 178]. This approach to determining the training and
test sets is also referred to as chronological splitting [109, 127] in the area of
software-effort prediction.

In addition to the practical relevance of CVDP, two seemingly contradic-
tory key facts motivated us to conduct our study in the CVDP context. 1) The
use of long-standing software results in the co-existence of several versions,
and consequently the characteristics of development-related data, which are
used to build prediction models, might change with each release after a sta-
ble period, and 2) at the same time, the defect-inducing patterns of previous
versions might be relevant to defect prediction for the latest version. There-
fore, a prediction model built upon a prior version of the same project may
produce better results than a prediction model that uses data from differ-
ent projects [156], as the latter would share similar distribution information
among releases.

Software defect datasets are usually imbalanced with defective and non-
defective modules [15]. Previous studies have tried to show performance
improvement for SDP models by adopting rebalancing techniques [15, 161].
For example, Tantithamthavorn et al. [161] show the impact of class rebal-
ancing techniques on SDP models. They point out that drift develops when
the class distributions of training and testing sets are not similar. Further-
more, the change of prior probabilities of classes is responsible for drift [118].
Since class rebalancing techniques try to produce a similar representation of

two classes, it may eliminate drift and impact the performance of CVDP.
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In this work, we conduct a systematic investigation to examine and assess
how drift-prone the chronological defect datasets are and examine whether
class rebalancing could help eliminate CD from chronological defect datasets
and impact the prediction performance for CVDP. In other words, we assess
how drift-prone the resampled datasets are and impact the performance of

CVDP. Thereby, we design the following two research questions:

(RQ1) How drift-prone are the chronological defect datasets?

(RQ2) Does class rebalancing eliminate CD from chronological defect datasets

and impact the performance of CVDP?

Based on the above research questions, we conduct empirical investiga-
tion on 36 versions of 10 open-source software projects donated by Madeyski
and Jureczko [117]. Our results reveal that 50% of the chronological defect
datasets are drift-prone while applying the most popular classifiers used
from the defect prediction literature and the class rebalancing techniques im-
pact the prediction performance of CVDP models and eliminate the CD of
the chronological defect datasets by up to 31%.

To the best of our knowledge, this study comprises the first endeavor to
detect CD in the chronological defect datasets and empirically check whether
class rebalancing can help reduce the detection rate of CD and impact the
prediction performance.

We encourage the practitioners to identify CD in chronological defect
datasets for CVDP and suggest adding class rebalancing in the CD elimi-

nation process to improve the prediction performance.
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5.1.1 Chapter Organization

The rest of the work is organized as follows: Section 5.2 summarizes the
closely related work describing the studies about CVDP. Section 5.3 summa-
rizes the preliminaries by describing the background information and the de-
scription for concept drift for the cross-version defect prediction. Section 5.4
presents the concept drift detection (CDD) framework for detecting concept
drift in chronological defect datasets and illustrates its fundamental steps.
In Section 5.5, we describe the experimental methodology, studied datasets,
class rebalancing techniques, defect prediction models, performance evalua-
tion measures, statistical test, and experimental setup. The experimental re-
sults and analysis are presented in Section 5.6. Further analysis with discus-
sions are presented in Section 5.7. Section 5.8 highlights the potential threats

to validity of our experimental results and finally, we conclude in Section 5.9.

5.2 Related work

5.2.1 Cross-version defect prediction

CVDP has drawn significant attention because of its applicability in practice.
Among the CVDP literature, most works using machine learning models as-
sume that the historical data collected from software projects used to build
prediction models maintain chronological order.

For a realistic evaluation, prediction models have been carried out for
defect prediction using multiple versions of software projects [11, 168, 183].
For example, Bennin et al. [11] carried out a comparative study of 11 density-
based prediction models using effort-ware measures. The empirical results
show that K-star and M5 as the best performers in the CVDP context. Xu et al.

[183] mentioned that the differences of the prediction performance obtained
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from the experimental results were not statistically significant among all the
methods.

Recent work has either emphasized to enhance the training sets or uti-
lized the cross-project defect prediction (CPDP) approaches for CVDP. Xu
et al. [179] proposed a framework for CVDP by leveraging hybrid active
learning combined with kernel principal component analysis (KPCA) where
features are selected from the current version and merge with the previous
version and prepared a representative module sets (i.e., mixed training sets).
The proposed framework tried to enrich the training sets. However, con-
siderable effort is required to label selected modules and produce a suitable
training set. Another shortcoming of this approach is that it requires one to
convert the metrics back to the datasets for an estimator, and it influences the
result of estimation while the models are constructed, as described by [184].
Furthermore, the study of Amasaki [3] focused on the effects of CPDP ap-
proaches under CVDP. These studies were conducted by utilizing multiple
older versions. However, some methods from CPDP were not considered
to compare with the proposed methods. Moreover, Shukla et al. [156] ad-
dressed the problem of multi-objective optimization in CVDP (i.e., maximiz-
ing recall by minimizing cost and misclassification) and conducted experi-
ments on 30 versions from 11 projects.

An insightful work [184] in CVDP is based on the ranking task. In this
work, Yang and Wen addressed CVDP as the problem of multicollinearity.
They investigated ridge and lasso regression in 41 versions from 11 projects.
Ridge regression performed better compared with baseline methods. How-
evert, their work focuses on ranking tasks, but not on the defect classification.

The works described above do not consider the practical scenario that the
software companies grow with time, and the developed techniques may be

obsolete after a certain time point. The works [3, 11, 179, 184] discussed are
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likely to be developed for stationary environments. Changes in the distri-
butions, can lead to inaccurate results, and even a well-trained prediction
model will become outdated in the face of such CD, as noted by Dong et al.

[31].

5.2.2 CVDP considering distribution differences

In this section, we present the works that tried to remove the distribution
differences between two adjacent versions of the software system for CVDP.

Xu et al. [181] tried to mitigate the distribution differences between the
two versions by utilizing dissimilarity-based spare subset selection (DS3).
The study was conducted on 56 versions of 15 projects for CVDP. They dis-
covered that distribution differences degraded the prediction performance
of all the models. They tried to alleviate the distribution difference between
two adjacent versions by deleting labeled modules. Moreover, if modules are
deleted from the prior version, it hinders an effective prediction model’s per-
formance. However, it requires extra effort to level the representative mod-
ules. To overcome this issue, Xu et al. [183] proposed a two-stage training
subset selection method by conducting a large-scale experiment on 50 ver-
sions of 17 projects. In both studies [181, 183], modules were removed from
project versions in an attempt to alleviate the distribution differences and
produce a suitable training set. Inevitably, this caused loss of data carrying
information about the current and prior versions of the projects. These losses
of information are a drawback to the performance of such models.

Even though the studies above considered the chronology of the projects’
versions, they did not consider the CVDP as an learning scenario where the
versions appear after a certain period of time. For this, it may be leading
to data drift. Consequently, the prediction performance drop could occur in

case concept drift occurs in the associated versions.
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Concerning concept drift, very few studies examined it in SDP [13, 35,
36]. For instance, Ekanayake et al. [36] conducted an investigation in open
source projects for change-level defect prediction. They observed the impact
of concept drift leading to prediction performance deterioration in SDP. In
our prior works [85, 86], we also observe the significant impact of concept
drift in SDP. To a large extent, these studies guide us to consider the chrono-
logical defect datasets as CV data stream to reflect the CVDP in practice. In
the current state of CVDP research, the detection of CD is required for im-

proving prediction performance in the CV settings.

5.3 Preliminaries

5.3.1 Concept of dataset shift

The recent prevalence of technology has created an enormous amount of data
available in streaming format. In general, streaming data are assumed to be
non-stationary [30]. The data-generating process in non-stationary environ-
ments is variously characterized by data shift, or concept drift [30, 100]. The
phenomenon has been defined by various researchers in data-stream mining
[111, 167, 175], and is also known as prior probability shift [175]. Data drift
occurs if the probability of X at time ¢ changes. Formally, it can be defined
as Pi(X) # Pi1(X). Furthermore, data drift can be explained from the per-
spective of two-window-based data distributions known as historical data
and new data. In Figure 5.1, the historical data D; to D;¢ are considered as
the old window and the new data D; 7 are considered as the recent window,
and are defined by the user as specified by Lu et al. [111]. The windows con-
tinually move as new data appear over time. To adapt to the changes in data
distribution, the prediction model needs to be regularly updated, as widely

acknowledged in the literature [31, 111, 114].
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FIGURE 5.1: Two-window based data distribution at timestamp
t+7.

5.3.2 Data drift detection methods

The drift detection methods could be categorized in three methods: error es-
timations, distribution change detection, and statistical-test based methods.
In this section, we briefly describe some of them.

Error-rate based methods: These methods focus on monitoring the error-
rate of the learning algorithms [114]. Drift Detection Method (DDM) de-
signed for online scenarios is the most traditional technique in the data-
streaming literature [173]. DDM was the first model to be developed to de-
fine a warning level and a drift level according to the changes in the data
distribution. The learning model makes a decision whenever the data be-
come available. Another widely used method is early drift detection method
(EDDM) [6]. EDDM considers the average distance between two error-rates
and the standard deviation of the classification model. Both DDM and EDDM
are threshold-dependent and use a single instance to identify the drift in
streaming data. ADaptive WINdow (ADWIN) is a two-time window-based
drift detection method [17]. The sliding window is maintained to adapt to
the concept drift where window size changes according to the distribution
changes. The Hoeffding Drift Detection Method (FHDDM) [139] also utilizes
the sliding window. It monitors the changes in the probability of current
predictors with the previous predictor of maximum probability.

Distribution-based methods: This type of detection method considers the

distance metric to identify dissimilarity between the current and historical
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distribution. If the dissimilarity between current and historical distribution is
dissimilar enough to cross a (user supplied) threshold, the algorithm triggers
an alarm to update the model. The users define historical and recent data to
identify drift. Figure 5.1 shows sliding two-window based data distribution
at different timestamp where historical data D; to D;¢ are considered as the
old window and the new data D;,7 are considered as the recent window.
More information about distribution-based drift detection methods can be
found in the literature [31, 42, 111, 175].

Hypothesis-test based methods: This type of method also considers the
sliding window approach with different statistical testing strategies. The
Statistical Test of Equal Proportions Detection (STEPD) assesses two-time
windows, i.e., the most recent window and overall window, and computes
the changes of error-rate for each timestamp. The users define the window
size. De Lima Cabral et al. [100] uses Fisher’s Exact test with two windows
and monitors prediction results of the two windows. Similar to the work of
Cabral et al., in our proposed framework, we adopt the strategy of the sliding

window.

54 The CDD framework

This section lays out the concept drift detection (CDD) framework for detect-
ing CD in chronological defect datasets. This framework has four primary
steps: 1) data processing, 2) construct CV defect models, 3) agreement and
disagreement measurement (calculation of test statistics), and 4) significance
test (hypothesis test). Figure 5.2 provides an overview of the CDD frame-
work.

Step 1 (Data processing): For implication in practice, we formulate the chrono-

logical defect data as a CV data stream (i.e., windowed stream). The adopted

version-based moving-window approach (Figure 5.3) used to build the CV
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FIGURE 5.2: An overview of CDD framework.

classifiers is the most closely related to actual practice, and thus the most
practical strategy is to create the window using the method suggested by

Klinkenberg et al. [91]. We collect all the available versions from the sources
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FIGURE 5.3: Version-based moving window, where window
size refer to one version’s defect data.
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and restructure them according to chronological order. The windowing tech-
nique manages the versions. The old windows” distributions are discarded
by following the moving-window approach. This is the chronological split-
ting procedure [108, 109, 127] in the window-based operation, known as the
data-management approach, used in studies of data-stream mining [91]. The
distributions of each version considered as one window.

Step 2 (Construct cross-version defect models): In CVDP, two nearest versions

are considered for the defect prediction, bearing in mind that consecutive
versions share similar characteristics, which helps to train the model accu-
rately, as suggested by Amasaki [3-5]. Defect prediction models are trained
on the earlier version and used to predict the defects of the subsequent ver-
sion. As discussed above, we utilize the version-based moving window ap-
proach to split the versions, as prior work applied a similar strategy (i.e., split
the versions). For example, Xu et al. [181] consider splitting the versions of
the defect datasets and tried to mitigate the distribution differences between
two consecutive versions. For instance, for project ant (see Table 5.2), it con-
tains five versions (1.3 to 1.7). The prediction model is trained on version 1.3
and used to test the model on version 1.4. Afterwards, the prediction model
will be trained on the version 1.4 and tested on the version 1.5.

Step 3 (Test statistics calculation): Test statistics are the measurement of pair-

wise agreement and disagreement (e.g., diversity) measures of two consecu-
tive CV defect predictors. Several studies [100, 118] calculated the agreement
and disagreement of the classifiers to detect drift in data streams. For exam-
ple, De Lima Cabral et al. [100] calculated the diversity of the classifiers using
sliding windows. We adopt a similar strategy to calculate the agreement and
disagreement of two consecutive CV defective models using a version-based
moving window approach. As an example, let X = xj, ..., x,, be a distribu-
tion and 07 = [01(x1),...,01(x,)] is a binary vector that represents the output

of the classifier c. Suppose for a pair of classifiers c; and ¢, and n? is the all
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TABLE 5.1: The test statistics of a pair of classifiers at time t and

t+1.
Instances window at timet window attimet+1
#of correct (g1 + 1) (92 + t2)
# of incorrect (r1 + s1) (r2 +s2)
(g1 +t (g2 + t2
Total 4711+ s1) +75 + 57)

possible outcomes of instances x; € X for which ¢ (x;) = a and c2(x;) = b.
We calculate the test statistics for consecutive pairs of CV defect mod-
els. Let R; and O; be the distributions obtained from two consecutive CV
data at time f and t + 1. The two feature spaces are transformed into V; =
(q1,71,51,t1) and Vi = (g2, 12,52, t2). For t time window, (g1, t1) are the cor-
rectly classified positive and negative instances, and (s1, r1) are the wrongly
classified positive and negative instances, respectively. Similarly, for t + 1
time window, (g2, tp) are the correctly classified positive and negative in-
stances and (sy, 12) are the wrongly classified positive and negative instances,
respectively. Thereby, the test statistics are calculated. The agreement and
disagreement measures are the consistent and inconsistent decisions of the
total considered observations. These reflect the variety of responses of the
pair of CV predictors that changes at time t and ¢ 4 1, i.e., probability of di-
versity between a pair of CV learners. Thus, from 2 x 2 contingency table
(Table 5.1), the test statistic of correctly and incorrectly classified instances
att and t + 1 time windows (i.e., variety) are calculated where (g1 + t1) (i.e.,
agreement) are the number of correctly classified instances and (r1 + s1) (i.e.,
disagreement) are the number of incorrectly classified instances among the
(g1 + t1 + r1 + 51) total number of instances at t time window, respectively.
Furthermore, (92 + t7) (i.e., agreement) are the number of correctly classi-
tied instances and (2 + s7) (i.e., disagreement) are the number of incorrectly
classified instances among the (72 + t» + 2 + s2) total instances at t + 1 time

window, respectively.
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Step 4 (Hypothesis test): Prior research effort on concept drift detection [91,

100, 116, 135] assumes that a prediction model trained on a time window
(past data) would have no statistical difference in the prediction performance
of the model of consecutive time window (data of next period) when there is
no CD. We follow the same hypothesis to measure the CDs. If a defect pre-
diction model trained from the previous version’s data exhibits a statistically
significant difference of prediction performance for identifying defective or
non-defective modules of the models of consecutive version’s data, then a
CD exists. We conduct Fisher’s Exact test at a 5% significant level to assess
the statistical significance of the changes observed in two consecutive ver-

sions data obtained from step 3.

5.5 Methodology

5.5.1 Studied Datasets

To choose chronological defect datasets, we consider a corpus of publicly-
available datasets containing 36 versions of 10 benchmark open-source soft-
ware projects. This corpus was gathered by Jureczko and Madeyski [117]
and has been well used in studies of CVDP [86, 179, 181, 183]. We collect the
corpus from the SEACRAFT repository! [164] (which was formerly known
as the PROMISE repository [163]). The statistics of these datasets are pre-
sented in Table 5.2 including the versions with their release date, the number
of defective modules, defects, and the percentages of defects, respectively.
The release date is in the form of day-month-year. Our selected open-source
projects contain specified versions that appear in chronological order. The re-

lease date of the versions is collected from version-control repositories, which

Thttps:/ /zenodo.org/communities/seacraft/
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TABLE 5.2: A statistical summary of selected chronological de-
fect datasets.

Project  Version Release Date #Modules #Defects Defects(%)
ant ant-1.3 12-08-2003 125 20 15.90%
ant-1.4 12-08-2003 178 40 22.50%
ant-1.5 12-08-2003 293 32 10.90%
ant-1.6 18-12-2003 351 92 26.10%
ant-1.7 13-12-2006 745 166 22.30%
camel camel-1.0 19-01-2009 339 13 3.80%
camel-1.2 19-01-2009 608 216 35.50%
camel-1.4 19-01-2009 872 145 16.60%
camel-1.6 17-02-2009 965 188 19.50%
poi poi-1.5 24-06-2007 1988 141 59.50%
poi-2.0 24-06-2007 9277 37 11.80%
poi-2.5 24-06-2007 1988 248 64.40%
poi-3.0 24-06-2007 125 281 63.60%
log4j log4j-1.0 08-01-2001 135 34 25.20%
log4j-1.1 20-05-2001 109 37 33.90%
log4j-1.2 10-05-2002 205 189 92.20%
xerces xerces-init 08-11-1999 162 77 47.50%
xerces-1.2 23-06-2000 440 71 16.10%
xerces-1.3 29-09-2000 453 69 15.20%
xerrces-1.4  26-01-2001 588 437 74.30%
velocity  velocity-1.4  01-12-2006 196 147 75.00%
velocity-1.5  06-03-2007 214 142 66.40%
velocity-1.6  01-12-2008 229 78 34.10%
ivy ivy-1.1 13-06-2005 111 63 56.80%
ivy-1.4 09-11-2006 241 16 6.60%
ivy-2.0 18-01-2009 352 40 11.40%
lucene lucene-2.0 26-05-2006 195 91 46.70%
lucene-2.2 17-06-2007 247 144 58.30%
lucene-2.4 08-10-2008 340 203 59.70%
synapse synapse-1.0 13-06-2007 157 16 10.20%
synapse-1.1  12-11-2007 222 60 27.00%
synapse-1.2  09-06-2008 256 86 33.60%
xalan xalan-2.4 28-08-2002 723 110 15.20%
xalan-2.5 10-04-2003 803 387 48.20%
xalan-2.6 27-02-2004 885 411 46.40%
xalan-2.7 06-08-2005 909 898 98.80%

are used in the studies of Bangash et al. [7]. Each module of these datasets in-

cludes 20 static metrics with a labeled feature (BUG) for java classes listed in

the Table 5.3. The defects (BUG) are in class-level. In the datasets, if the value

of BUG is 0, the module is non-defective; and otherwise defective. Therefore,

our experiment is conducted for CVDP on class-level.
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TABLE 5.3: Description of the static code metrics [38] used in

this study.
Metric Description
WMC Weighted methods per class
DIT Depth of inheritance tree
NOC Number of children
CBO Coupling between objects classes
REC Response for a class
LCOM  Lack of cohesion in methods
Ca Afferent coupling
Ce Effective coupling
NPM Number of public methods
LCOM3 Lack of cohesion in methods, different from LCOM
LOC Number of lines of code
DAM Data access metric
MOA Measure of aggregation
MFA Measure of functional abstraction
CAM Cohesion among methods of class
IC Inheritance coupling
CBM Coupling between methods
AMC Average method complexity
Maximum values of CC methods
MaxCC .. .
in a investigated class
Avg(CC) Arit}.lmetic' mean of CC methods
in a investigated class
BUG Indicate the number of fault in a class

5.5.2 Apply Class Rebalancing Approaches

We apply four class rebalancing approaches in this empirical study. These
are: Random Over Sampling (OVER), which increases the minority class
samples created by randomly selecting and duplicating the minority samples
that be the same size as majority class samples. Random Under Sampling
(UNDER), which randomly reduces the “majority class” to be the same num-
ber of the minority class. A significant drawback of the UNDER approach
is that it losses important information [161]. Synthetic Minority Oversam-
pling Technique (SMOTE) over samples the minority class by creating “syn-
thetic” instances. Bootstrap Random Oversampling Examples (ROSE) gener-

ates augmented instances under minority instance. In a practical scenario,

82



5.5. Methodology

class rebalancing techniques are applied on training sets [161]. In our ex-
periment, we use the techniques on the training sets. To apply OVER, UN-
DER, and ROSE, we utilize the implementation of the functions, upSample,
downSample, and ROSE, respectively, provided by the caret package [97]. To
apply SMOTE, we utilize the SMOTE function of the R DMwR package [165]
with the default setting, k-neighbour value was set to five. The value of
perc.over=100 that refers the number of how many extra cases from the mi-
nority class are generated. The value of perc.under=200 that refers the the
number of how many extra cases from the majority classes are selected for
each case generated from the minority class. As future work, I plan to utilize
the different number of nearest neighbors to examine whether the results is

sensitive to the number of nearest neighbors used.

5.5.3 Construct Cross-Version Defect Models

There is a plethora of methods used in software defect prediction [12, 161].
We adopt a manageable amount of classification techniques for our empiri-
cal investigation. For the experiments, we choose six machine learning algo-
rithms to construct the cross-version defect predictors, i.e, Naive Bayes (NB),
Random Forest (RF), Decision Tree (DT), Support Vector Machine (SVM), K-
Nearest Neighbor (KNN), and Logistic Regression (LR).

NB, a probability-based method, estimates score by simplifying the Bayes
law that has been widely used in the defect prediction literature [121]. RF,
a powerful machine learning method, builds multiple decision trees from
bootstrap data samples. DT, a decision-based method, produces reasonable
prediction results with various input data. SVM, kernel-based technique, de-
termines hyperplane that separates negative and positive instances. LR is a
regression-based method which measures the relationship between depen-

dent and independent variables. KNN, an instance-based method, utilizes
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the similarity of features to predict the new data based on how closely to the
assigned values. Since the considered methods have settings of configurable
parameter, we utilize the implementation of caret parameter optimization
prior to building the models by the train function with the option of nb, rf,

rpart, svmLinear, knn, and glm, respectively.

5.5.4 Calculate Model Performance

TABLE 5.4: Confusion matrix.

Predicted Predictive

Positive  Negative
Actual Positive TP FN
Actual Negative FP TN

The defect dataset is classified into two groups: non-defective and defec-
tive. These performance indicators are calculated from the prediction mod-
els” outcome. To that end, the performance results of defect prediction clas-
sification models are assessed using the results calculated from a confusion
matrix (Table 5.4) where the defective modules are considered as positive and
non-defective modules as negative. The outcomes are classified as follows:
(1) true positives (TP) refers to correctly classified positive samples as posi-
tive; (2) false positives (FP) refers to wrongly classified negative samples as
positive samples; (3) true negatives (TIN) refers to correctly classified negative
samples as negative samples; and (4) false negatives (FIN) refers to incorrectly
classified positive samples as negative samples. The considered performance
indicators have been used to precisely detect defective classes by several de-
fect prediction studies [12, 15, 62, 161]. Using the confusion matrix described
in Table 5.4, the measures are calculated and defined to assess the defect pre-
diction models. Metrics such as the probability of false alarms (pf) and Recall

(pd) were recommended as stable metrics for imbalanced datasets by Menzies
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et al. [121]. To achieve high recall and precision simultaneously is challeng-
ing in practice, and such a measure, F-measure, calculates the harmonic mean
between these two measures. Menzies et al. [122] also refuted precision as an
unstable measure. We do not consider precision and F-measure in our em-
pirical study. Measures such as Recall (pd), pf, and Gmean are considered in
our study. A high pd and low pf indicate as best predictor. Higher values of
Gmean denote better performance. Egs. 5.1 to 5.3 define the mathematical

definitions of Gmean, pf, and pd.

FP
Pf= i TN (5.1)
TP
TP TN
Gmean = \/TP TN X P+ TN (5.3)

5.5.5 Statistical Analysis of the Experiment
Statistical Comparison

To make a statistical evaluation and determine whether the performance dif-
ferences are statistically significant across the benchmark methods, we assess
the prediction results through the Mann-Whitney-U test at a 5% significant
level and adopt Win-Tie-Loss statistic [92]. Using this statistic, we conduct a
pairwise comparison between two predictors, i.e., a predictor without em-
ploying the class rebalancing technique with a predictor while utilizing the
class rebalancing technique for CVDP. Three counters are computed: If the
compared two predictors are not statistically different, they are marked as
tie; win counter refers to the significance of a predictor while the other pre-

dictor is marked as loss.

85



5.5. Methodology

Effect size Computation

To examine the practical and statistical significance of the empirical results,
we adopt a robust effect-size computation method, (Cliff’s ¢), to compute the
magnitude of the performance differences. The method of computing Cliff’s
0) effect size was recommended by Kitchenham et al. [90] for its effectiveness
in handling tied results. The values of é ranges from zero to plus one (+1).
A high value indicates more practical and significant results, where zero (0)
values denotes that the results are identical. We interpret the practical sig-
nificance using the magnitude thresholds of Romano et al. [148] as follows:
negligible effect (6 < 0.147), small effect (0.147 < § < 0.33), medium effect
(0.33 < 6 < 0.474), and large effect (6 > 0.474).

5.5.6 Experimental Setup

The main goal of this empirical study is not only focused on applying the
class rebalancing techniques on each version for CVDP, but it also evaluates
the robustness of the impact on CD. Thus, we conduct on empirical analysis
to answer the RQs.

(RQ1) How drift-prone are the chronological defect datasets?

Motivation: CD refers to the data distributions that are being collected
may vary after a minimum stable period [41, 42]. Such drift may negatively
influence the prediction performance of a model trained on past datasets
when applied to the new datasets, as noted by Dong et al. [31]. Based on our
previous works [85, 86], we confirm that the accuracy of prediction models
negatively affect due to the changes of defect data distributions. However,
little is known about how drift-prone the chronological defect datasets are.
Therefore, we set out to explore the studied chronological datasets through

the RQ1. In particular, we leverage statistical test to identify CD.
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Approach: Prior research effort on CD detection [100, 116, 135] assumes
that there is no CD if a prediction model trained on a time window (past
data) would have no statistical difference in the prediction performance of
the model of the consecutive time window (data of next period). We follow
the same hypothesis to measure the CDs in the chronological defect datasets.
If a defect prediction model trained from the previous version’s data exhibits
a statistically significant difference of prediction performance for identifying
defective or non-defective modules of the models of consecutive version’s
data, then a CD exists. Section 5.4 provides an overview of CD detection
process for chronological defect datasets. We plot the CD detection distribu-
tions for each prediction model in Figure 5.4.

(RQ2) Does class rebalancing eliminate CD from chronological defect
datasets and impact the performance of CVDP?

Motivation: Class rebalancing approaches aim to rebalance the classes
of the training datasets before constructing a model. Such approaches try
to produce a similar representation of the defective and non-defective mod-
ules (two-class) prior to developing a defect prediction classification model.
Turhan [167] alluded class rebalancing approaches may lead to influence for
CD. Tantithamthavorn et al. [161] pointed out that drift develops when the
class distributions of training and testing sets are not similar. Again, the
change of prior probabilities of classes is responsible for CD [118]. Since class
rebalancing techniques try to produce a similar representation of two classes,
it may eliminate CD and impact the performance of CVDP. Furthermore,
the findings of prior research efforts have revealed the benefits of adapting
class rebalancing approaches for SDP [15, 161]. Through the RQ2, we assess
whether class rebalancing techniques can help reduce CD and impact the
performance of CVDP.

Approach: We compute and analysis the CD detection and CVDP per-

formance values between the results of with and without class rebalancing
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techniques. As mentioned in Section 5.4, we consider the chronological order
of the versions to build the CVDP models, such that we train a model using
a version and test it with subsequent version’s defect datasets.

To assess whether class rebalancing techniques can help reduce CD, we
compare the CD detection results with and without class rebalancing tech-
niques among the classification techniques. We plot the CD detection distri-
butions while utilized class rebalancing techniques in Figure 5.6. Besides, we
compute the differences of the CD detection rate by subtracting the results of
with and without class rebalancing techniques in Figure 5.7.

To compute whether class rebalancing techniques impact the performance
of CVDP models, we compare the results of each performance measure with
and without class rebalancing techniques. In this experimental setup, we
use each resampling set generated by a class rebalancing technique as in-
put to the studied five defect prediction models. We consider 10 benchmark
projects containing 36 versions. As mentioned, the experiment is conducted
in the cross-version scenario. Therefore, each model has 26 performance val-
ues for 26 consecutive pairs for each performance measure. We adopt three
performance measures. For the baseline, our experiment yields 468 perfor-
mance measure values (26 performance values x 6 classifiers x 3 perfor-
mance measures). For 4 class rebalancing techniques, our experiment yields
(468 x4) 1872 performance measure values. After that, we plot the distri-
bution of performance differences using the boxplots for each performance
measure corresponding to each classifier and class rebalancing techniques in

Figure 5.8.

5.6 Results

(RQ1) How drift-prone are the chronological defect datasets?
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FIGURE 5.4: CD detection in the studied benchmark datasets
while considered all metric sets (default datasets). A green
symbol indicates that there is no drift between two consec-
utive versions of the project (p-value<0.05 in Fisher’s Exact
Test); while a red symbol indicates otherwise (p-value>0.05 in

Fisher’s Exact Test).
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FIGURE 5.5: The percentage of CD detection across the predic-

tion models of the 36 chronological versions of 10 open-source

software projects. Here, a high value defines the worst score,
i.e., the CD detection rate is high.

Figure 5.4 presents the CDs for each version of the considered chronolog-
ical defect datasets corresponding to each classification technique. The dif-
ferent number of CDs identified by the prediction models may be due to the
different models have different sensitivity to the evaluation of the datasets.
We observe no drift for the ivy defect datasets when considered the classifi-

cation techniques. On the other hand, all the versions of 1og4j and velocity

projects are drift-prone when considered among the classification techniques.
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FIGURE 5.6: CD detection in the chronological defect datasets
while considered class rebalancing techniques. A red symbol
indicate a drift between two consecutive versions of the project
(p-value<0.05 in Fisher’s Exact Test); while a green symbol in-
dicates otherwise (p-value>0.05 in Fisher’s Exact Test).

We notice that classification techniques attain the different CD percentages
among all the CV predictors, even if they are applied on the same chronolog-
ical defect datasets (Figure 5.5). We find that 50% of datasets are drift-prone
when KNN is applied, which is the maximum CD detection. DT achieves
the minimum score of drift-proneness, i.e., 35%. Overall, we observe that a
maximum of 50% datasets are drift-prone when the prediction models con-
sidered the default data with KNN. Furthermore, the use of deep learning-
based models could improve the CD detection results, which are considered
as future steps of this study. From the experiments, we observe that CD
detection in chronological defect datasets is model-aware. This observation

will help the practitioners to produce an effective drift adaptation technique
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FIGURE 5.7: The percentage of CD elimination difference when

applying class rebalancing techniques to 36 cross-version defect

datasets. Here, a high value represents the best score, i.e., the
CD elimination rate is high.

for detecting defects in such CVDP scenario. Furthermore, this observation
agrees with the conclusion of Haug et al. [59] that concept drift detection is
model-dependent. The instability of the CD detection rate among the clas-
sification models provides practical implications. In such a realistic CVDP
scenario where false alarm rates are expensive, model-awareness reduces the
sensitivity of CD from chronological defect datasets.

(RQ2) Does class rebalancing eliminate CD from chronological defect
datasets and impact the performance of CVDP?

Figure 5.6 plots the CD detection distributions for each version of the con-
sidered defect datasets corresponding to each classifier and each class rebal-
ancing technique. Like RQ1, the different number of CDs identified while
considered class rebalancing techniques corresponding to each classification
model. Figure 5.7 presents the percentage of the CD detection rate of the

datasets while applying the class rebalancing techniques. The studied class
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FIGURE 5.8: The CVDP performance difference, when employ-
ing class rebalancing techniques. A red line indicates no im-
provement (i.e., the performance difference, zero).

rebalancing techniques reduce the CDs by balancing the datasets by up to
(CD detection for original dataset - CD detection with the resampled dataset,
i.e., 46%-15.38%) almost 31% while employing ROSE with RF. It yields the
highest average pd (i.e., 84%), which fulfill the prediction performance crite-
ria defined by He et al. [62]. We also observe that ROSE with NB achieves
a maximum score on average 84% for pd with (CD detection for original
dataset - CD detection with resampled dataset, i.e., 42%-12%) 30% CD elim-
ination rate. In contrast, while utilizing the default datasets, 42% drift-prone
of that datasets, while a maximum mean pd of 62% was achieved by NB,
followed by DT with an average score of 59%. The noteworthy observation

is that ROSE with NB has a positive impact on reducing CD by up to 31%
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FIGURE 5.9: Mann-Whitney-U test win-tie-loss comparison

with Cliff’s || effect size magnitudes of without class rebalanc-

ing vs. with class rebalancing techniques across cross-version

defect prediction models. The complete green box indicates sig-
nificant values.

and yields 84% performance improvement for pd of CVDP models. Look-
ing at Figure 5.7, we observe that resampling the chronological datasets with
class rebalancing techniques eliminates CD from the considered datasets and
improves prediction performance. To avoid CD, this observation guides us
to recommend practitioners to maintain the high performance of the predic-
tion models over time for such a practical CVDP scenario where pd rates are
costly.

Figure 5.8 presents the results of the performance differences when class
rebalancing techniques are applied to CVDP models for each of the three
performance measures. We present our experimental findings of each per-
formance measure that are (1) not impacted the prediction performance and

(2) impacted the performance by utilizing the class rebalancing techniques.
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From Figure 5.8, we observe that the considered class rebalancing tech-
niques impacted positively on Gmean for most of the CVDP models per-
formance improvement. For the ROSE technique, the Gmean measure is
less sensitive. Figure 5.8 shows that the ROSE class rebalancing technique
yields unstable conclusions when applied to CVDP models. This observa-
tion supports the conclusion of Tantithamthavorn et al. [161], who observed
that the ROSE technique produces a negative and positive impact on Gmean.
From our experiment, we observe that the ROSE technique produces a neg-
ative impact when the CVDP models are built with RE. The SMOTE, under-
sampling, and oversampling techniques substantially improve Gmean and
shows a positive impact on the performance of CVDP models. The perfor-
mance values of the Gmean for 75% (i.e., the values of 1%*-3" quartiles) CVDP
models vary from -5% to 19%. Overall, when employing the SMOTE, under-
sampling, and oversampling techniques, we find that the performance dif-
ference of Gmean for 75% (i.e., the values of 15t-37d quartiles) of the CVDP
models vary from 0% to 21%. These results indicate that these techniques
tend to positively impact Gmean when they are employed for CVDP mod-
els.

Across all the CV models, the class rebalancing techniques substantially
improve pd (i.e., probability of detection) and achieve a maximum score on
average 84%. We find that while employing the ROSE with NB and RF, the
proportion of CV defective modules that are accurately classified improves
the models” performance on average up to 84%. From Figure 5.8, it can be
seen that the SMOTE, undersampling, and oversampling techniques have a
positive impact on the performance for correctly classifying the CV defec-
tive modules. Overall, we observe that the performance of pd for 75% (i.e.,
the values of 1%-3™ quartiles) of the CVDP models vary from 4% to 19%.
Interestingly, the class rebalancing techniques substantially decrease pf and

increase pd, which implies the positive impact of class rebalancing techniques
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in classifying the CV defective modules.

To make a statistical evaluation and determine whether the effect of class
rebalancing techniques are statistically significant on the CVDP models, we
assess the results by comparing the performance of models trained on default
imbalanced datasets with the performance of the models trained on the class
rebalancing techniques using Win-Tie-Loss statistic. For a record in Figure 5.9
for the performance metrics used, the status of a win (solid green circle) and
large effect size (empty green colored box) attached to the “circle” indicates
the class rebalancing techniques outperformed the default (original) dataset
trained models. A solid black box (combination with a black circle and an
empty black box) shows otherwise. Class rebalancing techniques with more
green circles and embedded green empty boxes indicate better performance.
The noteworthy findings are: Undersampling and SMOTE trained models
outperform the prediction models for all the performance measures. In some
cases, oversampling and SMOTE techniques perform better when considered
with Gmean. For all considered performance measures, the application of
SMOTE and undersampling techniques based prediction models statistically
outperform the prediction models trained on default (original) chronological
defect datasets. For the pd performance measure, some losses are listed when
oversampling method is applied to the CV prediction models. Based on the

empirical analysis and statistical tests, we observe the followings:

1. ROSE technique eliminates CD by balancing the datasets by up to 31%.
Overall, the added benefit of class rebalancing techniques is noticeable

and reduces CD from the chronological defect datasets.

2. The experiment results allow us to guide practitioners to maintain high

prediction performance of CVDP models over time to eliminate CDs.

3. The impact of SMOTE and undersampling techniques on CVDP mod-

els are statistically and practically significant regarding the considered
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performance metrics.

5.7 Discussion

Is retraining a model actionable enough to remove CD?

To eliminate drift, the most common remedy in such a situation is to up-
date the existing model [42, 111]. In Figure 5.10, we illustrate how a model is
updated periodically. In Figure 5.10 (a), a stationary model is trained based
on the historical data and tested on the new data. The model is never up-
dated during the learning process. In Figure 5.10 (b), the prediction model
is updated periodically when the new data becomes available. Lyu et al.
[116] considered this strategy to update the models for artificial intelligence-
dependent IT solutions. They observed that periodically updated models
help eliminated the drifts. In our experimental setup, we follow the same
strategy for defect prediction in the cross-version scenario. The CV models
are updated in chronological order by maintaining a version-based moving
window (Figure 5.3). Note that we do not use all the historical data of previ-
ous versions to retrain the model. Lin et al. [101] alluded that using all histor-
ical data may not lead to better performance. Through the RQ1, we update
the prediction models by maintaining the sliding window that moves for-
ward in chronological order where each window refers to one version data.
Through the RQ2, we adopt the class rebalancing technique while updating
the models. We observe that only retaining the model may not actionable
enough, and the added class rebalancing techniques improve prediction per-
formance and reduce drift. In summary, the experiment results reveal that
when the studied classification techniques are trained on the default datasets,
up to 50% of the datasets are drift-prone. The class rebalancing techniques
improve the prediction performance of CVDP models and eliminate the drift

of the chronological defect datasets by up to 31%.
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FIGURE 5.10: Scenario for periodically updated models [116].

By conducting this comprehensive and systematic empirical study, we
discuss the following two observations from our analysis.

Model-awareness. We observe from the experiment that the classifiers’
choice is too sensitive to the drift of the chronological defect datasets. NB
achieves the best results without applying any class rebalancing techniques.
However, 50% of the datasets are drift-prone with KNN. Among the consid-
ered classifiers, DT yields the minimum percentage of drift-proneness, i.e.,
35%, while it could not obtain satisfying prediction performances. Our ob-
servation shows that model-awareness reduces the sensitivity of drift.

Update the model-not actionable. From the data streaming mining lit-
erature, the most guided strategy to adapt the CD is to update the model
[42]. Our experiment reveals that updating the model does not always im-
prove the prediction performance and does not reduce the drift from the
data. While employing class rebalancing techniques during the drift detec-
tion process, we observe that the class rebalancing techniques eliminates drift

up to 31% from the chronological defect datasets and improves prediction
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performance. Therefore, we suggest adopting and applying class rebalanc-
ing techniques in the CD elimination process from the chronological defect
datasets and improving prediction performance.

Looking at Figure 5.4 and 5.6, we observe that some versions of the projects
have CDs while employed the class rebalancing techniques. However, there
were no drifts when the models are updated without applying class rebal-
ancing techniques. For example, for ivy project, CDs appear after employ-
ing ROSE techniques with KNN. But, there were no drifts when only the
models are updated over the versions. This observation guides us to recom-
mend practitioners to consider the class rebalancing technique as an atten-
tion technique for CD adaptation in chronological defect datasets. Overall,
the class rebalancing technique can be thought of as one of the properties of
drift adaptation in such a CVDP practical environment. From this empiri-
cal investigation, we provide a guideline to software engineering researchers
and practitioners - If they wish to eliminate CD from the chronological defect
datasets, they should be aware of the models and consider class rebalancing

as an attention technique.

5.8 Threats to validity

5.8.1 Construct and internal validity

From the available benchmark defect datasets, we select those that maintain
the chronological order of the software development cycle. We consider the
chronological-split approach to make the CV scenario. Others could make
different choices to conduct experiments in CVDP. Furthermore, the adopted
empirical approach for this study does have an impact on the CD-detection
and elimination results for CVDP. It should be noted that our CDD frame-

work relies on the available class labels of testing data. Detection of CD in
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the absence of class labels is beyond this empirical study, although this is
quite an important limitation in practice.

One possible threat is about the ground truth information. Chronological
defect data usually does not provide any ground truth information about the
location of CD. From the considered datasets, Xu et al. [183] observed that
40% of the modules of the next versions were defective, which indicates the
distribution differences. Such differences can make the versions drift-prone
if it is considered as in a CV data stream. Based on our previous works [85,
86], we affirm the existences of CD in the software defect datasets.

In our comprehensive and systematic empirical study, we characterise
the software with static code metrics, which may not capture other aspects
captured by process metrics. This is a limitation imposed by the choice of
datasets used. However, the considered static code metrics are widely-used

in the CVDP literature [179, 181, 183].

5.8.2 [External validity

We consider a limited number of cross-version systems. As a result, the con-
clusions may not be generalizable beyond the experimental environment and
datasets used. However, to the best of our knowledge, our empirical study
considers the chronological defect datasets that have been used in the studies
of CVDP [11, 156, 179, 181, 183, 184]. Furthermore, Basili et al. [9] stated that
it is difficult to make a general conclusion from an experiment in SE because
the experimental process requires a very large number of relevant context
variables.

In addition, the results of this empirical study rely on cross-version de-
fect prediction. However, there are various scenarios of defect prediction in

the literature (e.g., just-in-time defect prediction [37] and cross-project defect
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prediction [64, 144]). Therefore, the lessons learned from the experimental re-
sults may differ from other defect prediction scenarios. We studied three per-
formance measures. Our results may vary to threshold-independent perfor-
mance measures (e.g., Area Under the receiver operator characteristic Curve

(AUC) and Brier score) that can be explored in future work.

5.9 Chapter Summary

In this work, we conducted an investigation on concept drift (CD) and impact
of four class rebalancing techniques, i.e., SMOTE, ROSE, undersampling, and
oversampling on CD for chronological defect datasets. We conduct the exper-
iment on 36 versions of 10 software projects where project versions appear in
chronological order after a certain period. We train the cross-version (CV)
models using six classification techniques and evaluate the performance us-
ing three performance measures. A version-based moving window approach
is adopted to investigate the CD in the CV data stream. Through a compre-

hensive and systematic empirical study, we observe the following:

e Up to 50% of the chronological defect datasets are drift-prone while
applying the most popular classifiers used from the defect prediction

literature.

* The class rebalancing techniques improve the prediction performance
of CVDP models and eliminate the CD of the chronological defect datasets
by up to 31%.

* The class rebalancing techniques exhibit noteworthy significant and
practical performance improvement when considering Recall and Gmean.
Additionally, the models yield better performance enhancement when

employing the SMOTE and undersampling techniques.
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59.1 Concluding Remarks

Based on the findings of the experimental results, we make the following

suggestions:

1. The class rebalancing techniques are beneficial when the practitioners
wish to increase the ability of correctly classifying the CV defective

modules.

2. We suggest to add class rebalancing techniques in the drift elimination
process if practitioners wish to alleviate CD from chronological defect

datasets.
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Chapter 6

Cross-Version Defect Prediction
with Feature Selection using

Temporal Chunk-based Learning

6.1 Introduction

Software defect prediction (SDP) is considered as one of the predominant re-
search topics by the software engineering (SE) community [66, 119, 160, 166].
In SDP, the prediction models are built using machine learning (ML) tech-
niques to identify defective modules or classes that are likely to be defective
[15, 119, 121, 137, 159]. This assists software developers to focus on those
modules, which need special attention concerning allocate the scarce testing
resources or code inspection [15, 93]. Over the years, many ML techniques
have been proposed to build the classification models for SDP [56, 64, 66, 80,
120]. The SDP classification models utilize historical data (from which the
prediction model is built) and predict the defects (with which the prediction
model is tested). Among the SDP classification studies, within-project SDP
is a scenario that trains a classification model on labeled modules and tests

the model on the unlabeled modules within the project. This scenario can
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be categorized into two schemes [56], which are inter-project SDP and intra-
project SDP. Intra-project SDP utilizes the current version to build the predic-
tion model and testing data from the same version of the software project,
whereas cross-version defect prediction (CVDP) is a process where the his-
torical data is retrieved from the previous version of the software project and
tested on the current version of the same project, which is considered as more
practical and realistic [156, 179, 181].

In the past decade, SE researchers pay attention to study in the CVDP con-
text due to some unique aspects [156, 179, 181, 183]. For example, Shukla et
al. [156] mentioned that prior version of a software project is more appropri-
ate for building the prediction models for better results. Shukla et al. alluded
that the project characteristics regarding architectural design will be more
or less the same across the versions. Therefore, prior version becomes the
more suitable training set for predicting the defects. We were able to iden-
tify the cited works (i.e., [3-5, 11, 56, 80, 156, 179, 181, 183, 184]) that studied
long-running software projects for predicting defects in the CVDP context
through our SDP literature review. Xu et al. [179, 181, 183] tried to mitigate
the distribution difference among two consecutive versions. The studies of
Amasaki [3-5] focused on the effects of cross-projects SDP approaches under
CVDP. The studies [11, 56, 80, 156, 184] discussed are likely to be developed
for stationary environments.

Due to the rapid development of the software industry, the prevalence
of software systems has led to massive data volumes, making as a critical
system versions over time [58]. Data generated in these environments are
non-stationary [86]. The effects of non-stationary environments (NSE) are
detrimental, and it poses challenges to learn from such an environment [176].
For example, data probabilistic properties change over time [30] which con-
sequently can make a previously well-performing prediction model trained

in a stationary environment become obsolete [94]. Furthermore, software
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projects produce several versions that appear in temporal order and become
complex due to the frequent changes made in each version [179]. For in-
stance, the current version of a software project becomes more complicated
due to the frequent changes made in some modules in the prior version,
which leads to the changes in data distribution among the versions. If the
relationship between variables of underlying data distribution changes (i.e.,
concept drift [30, 167]) due to unforeseeable reasons after a stable period, the
prediction model would not be reliable [111]. In such a scenario, the learning
environment is unlikely to be stationary. The researchers who studied CVDP
seem reluctant to consider cross-version defect datasets as non-stationary
data distribution and investigate further by considering the temporal order
of the distributions. Since each version’s data appears as a chunk in tempo-
ral order, the learning environment becomes temporal chunk-based learning.
We formulate CVDP as a temporal chunk-based learning problem in which
the data of different versions of a software project appear at each time step.
In an attempt to enhance the performance of SDP models, feature selec-
tion (FS) techniques are known to have a significant impact on SDP. Prior
works [46, 93, 180] show that carefully selected features could achieve ac-
ceptable prediction performance in SDP. Therefore, it is needed to appraise
the usability of FS techniques in the CVDP context while considering tem-
poral chunk-based learning over the versions of a software project. Further-
more, FS techniques may avoid concept drift due to the variation of select-
ing features in each version of cross-version defect datasets. Therefore, our
study investigates whether applying FS techniques separately on each ver-
sion of the project when building CVDP classification models could improve
prediction performance and the robustness of these trained CVDP models
to concept drifts. Moreover, in temporal chunk-based learning, this could
potentially improve performance of the prediction models and reduce the

negative effect of concept drift on the defect data. Specifically, we perform
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an empirical study aimed at answering the following two research questions

(RQs):

* (RQ1) How do the FS techniques impact the performance of CVDP?

* (RQ2) Which ES method is more robust to concept drift?

Based on the above RQs, we conduct the experiments on 36 versions of
10 software projects provided by Madeyski and Jureczko [83, 117]. These
datasets are selected because they have several versions and are widely used
in the studies of SDP. The datasets contain static code metrics and are used
for predicting defects for cross-version at the class levels. We consider: three
best-performing FS techniques (correlation-based FS [26], consistency-based
FS [27], and AutoSpearman [75], five prediction models (DT, KNN, LR, NB,
and RF) and three evaluation measures (AUC, Recall, and pf). To the best
of our knowledge, this study is the first endeavor to assess the impact of FS
techniques on the performance of CVDP using temporal chunk-based learn-
ing. Thus, the contributions of our empirical study can be summarized as

follows.

* Findings and insights which are useful to the software engineering re-

searchers interested in improving the prediction performance of CVDP.

e Identify FS techniques that help to reduce the concept drifts and im-

prove the prediction performance of CVDP.

The empirical study reveals that there are statistically significant differ-
ences in performance values between the results with and without FS tech-
niques when evaluated with AUC, Recall, and pf. We find that 50% of the
cross-version defect datasets are drift-prone while applying the considered
classifiers. The FS techniques improve the prediction performance of CVDP

models and reduce the drifts from the defect datasets.
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6.1.1 Chapter Organization

The rest of the work is organized as follows: Section 6.2 summarizes the
closely related work describing the studies about CVDP. Section 6.3.1 formu-
lates the problem for cross-version software defect prediction. Section 6.4
describes the methodological procedure applied to conduct the empirical
study. We report the results obtained from the experiments in Section 6.5.
Section 6.6 discusses the impacts. Section 6.7 highlights the potential threats

to validity of our experimental results and finally, we conclude in Section 6.8.

6.2 Related Work

CVDP has drawn significant attention because of its applicability in practice.
Among the CVDP literature, most work using ML models assumes that the
historical data collected from software projects is used to build prediction
models. In this section, we discuss some of them.

Xu et al. [181] tried to mitigate the distribution differences between the
two versions by utilizing dissimilarity-based sparse subset selection (DS3).
The study was conducted on 56 versions of 15 projects for CVDP. They dis-
covered that distribution differences degraded the prediction performance of
all the models and attempted to mitigate the distribution difference between
two adjacent versions by spare subset selection. However, it needs further
effort to level the representative modules, as claimed by Xu et al. [183]. To
overcome this issue, Xu et al. [183] proposed a two-stage training subset se-
lection method by conducting a large-scale experiment on 50 versions of 17
projects. In the first stage, the modules are selected by leveraging a sparse
modeling approach. In the second stage, the modules are refined by using
a dissimilarity-based sparse subset selection method. The selected modules
are used for defect prediction by using a weighted extreme machine learning

classifier.
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For a realistic evaluation, prediction models have been carried out for
SDP using multiple versions of software projects. For example, Bennin et
al. [11] conducted an empirical study with a pair of open-source software
systems using effort-ware measures. The empirical results show that K* and
M5 achieved the best results among the 11 models, but they are affected by
the size and defect ratio. Furthermore, Xu et al. [183] affirmed that the results
obtained are not statistically significant among all prediction models.

Recent work has either focused on enhancing the training sets or utiliz-
ing the inter-project defect prediction (CPDP) approaches for CVDP. Xu et
al. [179] proposed a two-phase framework by combining hybrid learning
strategy and kernel principal component analysis (KPCA) where features are
selected from the current version and merged with the previous version to
obtain a representative module set (i.e., mixed training sets). By leveraging
KPCA, mapped training sets are selected, and a linear regression model is ap-
plied to predict defects. The proposed framework tried to enrich the training
sets; however, it required extra effort to produce suitable training sets.

The studies of Amasaki [3-5] focused on the effects of CPDP approaches
under CVDP. These studies were conducted by utilizing multiple older ver-
sions. Furthermore, Shukla et al. [156] considered CVDP as a multi-objective
problem (i.e., maximizing recall by minimizing cost and misclassification)
and conducted experiments on 30 versions from 11 projects. However, these
studies may not be sufficient to provide comprehensive guidelines on how
to learn from NSE for CVDP.

An insightful work [184] in this area is based on the ranking of the pre-
dicted number of defects. In this work, Yang and Wen addressed CVDP as
the problem of multicollinearity. They investigated ridge and lasso regres-
sion in 41 versions from 11 projects. Ridge regression performed better com-
pared with the linear and negative binomial regression. However, this study

focuses on ranking tasks but not on defect classification.

108



6.3. Method

Harman et al. [58] conducted an investigation on 8 Hadoop versions for
SDP by considering the learning environment as a temporal problem. They
developed the prediction models by a tuned SVM classifier. They found that
the prediction models developed with the recent version are not always the
best predictors.

The methods described above do not consider the fact that software com-
panies grow with time, and the developed techniques may be obsolete after
a certain time point. The works [3-5, 11, 156, 179, 184] discussed are likely
to be developed for stationary environments. For instance, Dong et al.[31]
affirmed that a well-trained prediction model could be deceptive if the dis-
tribution changes over time. Even though the studies above considered the
chronology of the projects” versions, they did not consider CVDP as a tem-
poral chunk-based learning problem, although the versions appear after a
certain period. This may lead to data drift [167]. Consequently, the predic-
tion performance degradation could occur in case concept drift occurs in the
associated versions. Concerning concept drift, very few studies examined
it in SDP [13, 35, 36]. For instance, Ekanayake et al. [36] investigated sev-
eral open-source projects and observed the impact of concept drift leading to
model performance deterioration. In our previous studies [85, 86], we also
observe the notable impact of concept drift in SDP. To a large extent, these
studies guide to consider the temporal chunk-based learning to reflect the

CVDP in practice.

6.3 Method

6.3.1 Problem Formulation

In this work, we formulate CVDP as the problem of temporal learning in

which each version of the project is considered as a training dataset at each
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time step. The training dataset is used to build CVDP models. At each time
step, the model is updated when the subsequent version arrives. Since each
version’s data appears as a chunk in temporal order, the learning environ-
ment becomes temporal chunk-based learning. An example of version-wise
data chunk is shown in Figure 6.1. As the first data chunk at time ; for ver-
sion rq, there are two classes denoted by circles and diamonds. After some
duration at time f;, a data chunk enters in the chunk-based learning pro-
cess where the feature space and decision boundary have changed for the
version r,. The term “chunk-based learning” refers to learning the data as
chunk based on the “discard-after-learn” concept [81]. Here, the data chunk
is used for learning only once and then discarded from the learning pro-
cess to keep the memory space available for the next data chunk. In contrast,
batch learning refers to only one subset of data presented for each epoch. The
epoch numbers are not manageable because the data is trained repeatedly for
the weights until they reach the stopping condition, affecting the datum or-
der during the learning (i.e., the sensitivity of the learning data sequence)
[81]. Junsawang et al. [81] suggested learning data as a chunk at a time to
overcome the impact of sensitivity of the learning data sequence. Overall,
we formulate CVDP as a temporal chunk-based learning problem in which
the data of different versions of a project appear at each time step. Here,
the data of each version is considered as a chunk. We consider the learning
method based on the concept of discard-after-learn for temporal data chunks,
in which the data of each chunk is utilized one single time.

In CVDP, two nearest versions are considered for the defect prediction.
At each time step, the defects are predicted in the next version in CVDP,
bearing in mind that consecutive versions share similar characteristics, which
helps to train the model accurately, as suggested by Amasaki [3-5]. Based on
this setting, we conduct 26 pairs of cross-versions of the considered defect

datasets.
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FIGURE 6.1: An example of version-wise chunk data with dif-
ferent classes.

To manage the data in temporal learning environment, windowing tech-
niques [188] have been developed to manage the data [94]. In our case, the
data of each version arrives as a chunk. Therefore, a chunk-based learning
strategy is more appropriate. Moreover, the version-based moving window
is validated and recommended by Harman et al. [58], where window size
refers to one version’s data (i.e., chunk). In our study, we consider the same
strategy to build the prediction models for CVDP. In particular, the defect
data is generated in such a manner so that the sequence of examples (ay, by)
arrives at time step t. The examples a; belong to feature vector and b; rep-
resents the discrete class label at time point f, in which each example is gen-
erated with the joint probability distribution p;(a,b). The examples can be
produced by chunk-based (CB) settings [30, 94]. In each setting, a tuple
Dy = {(at, by)} is provided to the learning algorithm. The training exam-
ples could be generated by CB settings and form data D = (Dy, Dy, D3, ...),
in which a key issue could occur, i.e., concept drift, for which the predic-
tive model may become outdated, resulting in the performance of predictive
models degrading, as noted by Ditzler et al. [30]. Minku [128] defines con-
cept drift and chunk-based (CB) learning as follows.

Concept drift: Given at each point in time ¢, the joint probability distribu-
tion (i.e., concept) can be defined for every example as p;(a,b) = p¢(b|a)p:(a)

where p(a) is the class prior probabilities and p(b|a) is the class conditional
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probability. Concept drift occurs at two distinct time-points, t and (t + A),
iff 3t:D(a,b) # Drya)(a,b).

CB learning: In CB learning, the prediction learner [g is processed for
the CB learning, where data Dy = {(agi),bgi)) lpff ~iid pe(a,b); pmy > 1
where pm; is the training data size at time ¢t which is gather than 1 [128];
(agi), bt(i))eA x B; and p¢(a,b) is a joint probability distribution at time t. At

time t, we train the model f; : A x B based on the data chunk.

6.3.2 Framework

As shown in Figure 6.2, the framework contains six steps: data pre-processing,
instance selection by feature processing, construct cross-version defect pre-
diction models, statistical test calculation, hypothesis test, and analyse model
performance.

@ Data pre-processing: For implication in practice, we formulate the chrono-
logical defect data as a cross-version data stream (i.e., windowed stream).
The adopted version-based moving-window approach used to build the cross-
version classifiers is the most closely related to actual practice, and thus the
most practical strategy is to create the window using the method. We collect
all the available versions from the sources and restructure them according to
chronological order. The windowing technique manages the versions. The
old windows’ distributions are discarded by following the moving-window
approach. The distributions of each version considered as one window. Each
version of the software project collectively constitute a window.

@ Instance selection: This step is for instance selection by applying fea-
ture selection techniques. In this step, we adopt correlation and consistency-
based feature selection, and AutoSpearman feature selection technique. De-

tails of feature selection techniques are illustrated in the Section 6.4.2.
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FIGURE 6.2: Framework for cross-version defect prediction us-
ing temporal chunk-based learning.

@ Construct cross-version defect models: In CVDP, two nearest versions are
considered for the defect prediction, bearing in mind that consecutive ver-
sions share similar characteristics, which helps to train the model accurately,
as suggested by Amasaki [3-5]. Defect prediction models are trained on the
earlier version and used to predict the defects of the subsequent version. As
discussed above, we utilize the version-based moving window approach to
split the version, as prior work applied a similar strategy (i.e., split the ver-
sion). For instance, for project ant, it contains five versions (1.3 to 1.7). The
prediction model is trained on version 1.3 and used to test the model on ver-

sion 1.4. Afterwards, the prediction model will be trained on the version 1.4
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TABLE 6.1: The test statistics of a pair of classifiers at time t and

t+1.
Instances window at timet window attime t +1
#of correct (g1 + t1) (92 + t2)
# of incorrect (r; + 1) (r2 +s2)
(g1 +t (g2 + t2
Total
ota +7r1 +51) +7p + 57)

and tested on the version 1.5.

@ Test statistics calculation: Test statistics are the measurement of pair-
wise agreement and disagreement (e.g., diversity) measures of two consecu-
tive cross-version defect predictors. Several studies [100, 118] calculated the
agreement and disagreement of the classifiers to detect drift. For example,
De Lima Cabral et al. [100] calculated the diversity of the classifiers using
sliding windows. We adopt a similar strategy to calculate the agreement
and disagreement of two consecutive cross-version defective models using a
version-based moving window approach. As an example, let X = xq, ..., x,
be a distribution and 01 = [01(x1),...,01(x,)] is a binary vector that repre-
sents the output of the classifier c. Suppose for a pair of classifiers c; and c;
and n is the all possible outcomes of instances x;j € X for which c1(x;) = a
and ¢, (x;) = b. We calculate the test statistics for consecutive pairs of cross-
version defect models. Let R; and O; be the distributions obtained from two
consecutive cross-version data at time t and t 4+ 1. The two feature spaces
are transformed into V; = (q1,71,51,t1) and Vi, = (q2,12,52,t2). For t time
window, (41, t1) are the correctly classified positive and negative instances,
and (s1, 71) are the wrongly classified positive and negative instances, respec-
tively. Similarly, for t 4 1 time window, (g, t2) are the correctly classified
positive and negative instances and (s, r7) are the wrongly classified posi-
tive and negative instances, respectively. Thereby, the test statistics are cal-
culated. The agreement and disagreement measures are the consistent and

inconsistent decisions of the total considered observations. These reflect the
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variety of responses of the pair of cross-version predictors that changes at
time f and ¢ + 1, i.e., probability of diversity between a pair of cross-version
learners. Thus, from 2 x 2 contingency table (Table 6.1), the test statistic of
correctly and incorrectly classified instances at f and ¢ + 1 time windows (i.e.,
variety) are calculated where (g1 + t1) (i.e., agreement) are the number of cor-
rectly classified instances and (r; + s1) (i.e., disagreement) are the number
of incorrectly classified instances among the (g; + t; + r1 + s1) total num-
ber of instances at ¢ time window, respectively. Furthermore, (g2 + t2) (i.e.,
agreement) are the number of correctly classified instances and (r + s2) (i.e.,
disagreement) are the number of incorrectly classified instances among the
(g2 + t2 + 12 + s2) total instances at t + 1 time window, respectively.

@ Hypothesis test: Prior research effort on concept drift detection [100,
116] assumes that a prediction model trained on a time window (past data)
would have a statistical difference in the prediction performance of the model
of consecutive time window (data of next period) when there is a concept
drift. We follow the same hypothesis to detect drifts. If a defect predic-
tion model trained from the previous version’s data exhibits a statistically
significant difference of prediction performance for identifying defective or
non-defective modules of the models of consecutive version’s data, then a
CD exists. We conduct Fisher’s Exact test at a 5% significant level to assess
the statistical significance of the changes observed in two consecutive ver-
sions data obtained from step 4. As mentioned in the previous chapter, this
statistical test has recently been adapted for concept drift detection and rec-
ommended by de Lima Cabral et al. [100]. Nishida et al. [135] suggested
employing this test when the sample sizes are small. The rationale behind
employing this test is that the sample size (i.e., number of modules) of each
version is small (see Section 6.4.1). In particular, we conduct the statistical

analysis on the test statistics acquired from the two windows.
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@ Analyse model performance: We collect performance report of the mod-
els of using all feature sets (default datasets). We report prediction perfor-
mance values for the models constructed by feature selection techniques for

cross-version defect prediction using chunk-based learning.

6.4 Methodology

To answer the RQs and empirically validate the results, we conduct a system-
atic investigation by selecting appropriate cross-version benchmark datasets
(Section 6.4.1), choosing best-performing FS techniques from SDP literature
(Section 6.4.2), selecting widely-used learning algorithms (Section 6.4.3), eval-
uating the results using several performance metrics (Section 6.4.4), apply-
ing the robust statistical tests to obtain reliable experimental results (Sec-
tion 6.4.5), and conducting experimental setup (Section 6.4.6). To gain a
comprehensive understanding of the impact of FS techniques for CVDP us-
ing a temporal chunk-based learning environment, we conduct several ex-
periments. First, we investigate the impact of each FS technique to answer
RQ1. For each FS technique, we calculate the prediction results of each per-
formance measure. We train the CVDP model on the previous version and
test the subsequent version within the same software project as a practical
scenario. Before preparing the model, we first preprocess the data based on
chronology. We split the versions from the main datasets into train and test
sets based on the version’s order. Thus, the datasets behave as a windowed
stream containing v versions (see Figure 6.2). The train and test sets are pro-
cessed to build the model by following the window-based operation, where
each version is considered as a window. We build the prediction models by
utilizing the defaults datasets and calculate the model performance. To un-
derstand the impact of the FS technique, we then apply the FS techniques

on the default datasets. After that, the prediction models are built on the
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selected features and calculate the model performance of each performance
measure. As mentioned in Section 6.3.1, we consider chunk-based learning
where the data of each version is considered as chunk and processed based
on the concept of discard-after-learn in the temporal order. This strategy
ensures the memory space available for the subsequent data chunk. The pre-
diction model development and evaluation were conducted in R Core Team
[162]. To answer RQ2, we conduct a hypothesis test to detect concept drift.
We calculate the test statistics of two consecutive CVDP models and compute
the diversity of the two consecutive prediction models. We consider Fisher’s
Exact test to assess the statistically significant differences of two consecutive
time windows that identify the drifts. Section 6.4.6 discusses the motivation
behind these RQs and illustrates the experimental setup. Furthermore, Fig-

ure 6.2 provides an overview of our empirical study.

6.4.1 Benchmark datasets

We conduct our empirical investigation on a corpus of publicly available
datasets containing 36 versions of 10 benchmark open-source software projects
provided by Jureczko and Madeyski [83, 117], Jureczko and Spinellis [84].
These cross-version defect datasets have been widely utilized in the studies
of CVDP [3, 4, 11, 156, 179, 181, 183, 184]. We collect the corpus from the
SEACRAFT repository! [164] (which was formerly known as the PROMISE
repository [163]. A summary of the datasets, including versions and number
of modules, is shown in Table 6.2. Each instance or module of these datasets
includes 20 static code metrics with a labeled feature (BUG) listed in Table 6.3.
The original datasets contain the number of defects of each module. We con-
vert it for binary classification, where a class is defective if the BUG number
is one (1). Otherwise, a class is defined as non-defective by annotating it as

zero (0). From the considered datasets, Xu et al. [183] observed that 40% of

!https:/ /zenodo.org/communities/seacraft/
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the modules of the subsequent versions were defective, which indicates the
distribution differences. Such differences can make the versions drift-prone.

Our selected open-source software projects contain specified version that
appears in chronological order. The version date of the versions is collected
from version-control repositories, which are used in the study of Bangash
et al. [7]. As mentioned in the Section 6.3.1, each version’s data appears as
a chunk in temporal order, and the learning environment becomes chunk-
based learning. Suppose that the ant project has five versions from 1.3 to 1.7
(Table 6.2). It appears in temporal order and creates temporal chunk-based
learning environments. Furthermore, the project considered in our empirical

study has at least three versions for constructing the scenario of CVDP.

6.4.2 Apply feature selection techniques

In prior studies of SDP, several feature selection (FS) techniques have been
adopted to improve the prediction performance. Since it is unrealistic to con-
sider all the utilized FS methods, we select those that have demonstrated
better performance than others. In particular, filter-based (FS) techniques are
widely adopted for classification models in SDP [46, 93, 146, 180]. We ap-
ply three FS techniques in this empirical study. These are - correlation and
consistency-based FS techniques and the AutoSpearman FS technique.
Several recent investigations have revealed the impact of FS techniques
on SDP [46, 76, 93, 146, 180]. Ghotra et al. [46] conducted a large-scale empiri-
cal study by considering 30 FS techniques applied on software defect datasets
with 21 classification models. They found that correlation-based FS tech-
nique performed based among the others, which is recommended to consider
while building classification-based prediction models for SDP. Another em-
pirical investigation containing 32 FS techniques conducted by Xu et al. [180]

on software defect datasets. Based on their experiment, they observed that
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TABLE 6.2: A statistical summary of selected chronological de-
fect datasets.

Project  version version Date #Modules #Defects Defects(%)
ant ant-1.3 12-Aug-2003 125 20 15.90%
ant-1.4 12-Aug-2003 178 40 22.50%
ant-1.5 12-Aug-2003 293 32 10.90%
ant-1.6 18-Dec-2003 351 92 26.10%
ant-1.7 13-Dec-2006 745 166 22.30%
camel camel-1.0 19-Jan-2009 339 13 3.80%
camel-1.2 19-Jan-2009 608 216 35.50%
camel-1.4 19-Jan-2009 872 145 16.60%
camel-1.6 17-Feb-2009 965 188 19.50%
poi poi-1.5 24-Jun-2007 1988 141 59.50%
poi-2.0 24-Jun-2007 9277 37 11.80%
poi-2.5 24-Jun-2007 1988 248 64.40%
poi-3.0 24-Jun-2007 125 281 63.60%
log4j log4j-1.0 08-Jan-2001 135 34 25.20%
log4j-1.1 20-May-2001 109 37 33.90%
log4j-1.2 10-May-2002 205 189 92.20%
xerces xerces-init ~ 08-Nov-1999 162 77 47.50%
xerces-1.2 23-Jun-2000 440 71 16.10%
xerces-1.3 29-Nov-2000 453 69 15.20%
xerrces-1.4  26-Jan-2001 588 437 74.30%
velocity velocity-1.4  01-Dec-2006 196 147 75.00%
velocity-1.5  06-Mar-2007 214 142 66.40%
velocity-1.6  01-Dec-2008 229 78 34.10%
ivy ivy-1.1 13-Jun-2005 111 63 56.80%
ivy-1.4 09-Nov-2006 241 16 6.60%
ivy-2.0 18-Jan-2009 352 40 11.40%
lucene  lucene-2.0  26-May-2006 195 91 46.70%
lucene-2.2 17-Jun-2007 247 144 58.30%
lucene-2.4  08-Oct-2008 340 203 59.70%
synapse synapse-1.0 13-Jun-2007 157 16 10.20%
synapse-1.1  12-Nov-2007 222 60 27.00%
synapse-1.2  09-Jun-2008 256 86 33.60%
xalan xalan-2.4 28-Aug-2002 723 110 15.20%
xalan-2.5 10-Apr-2003 803 387 48.20%
xalan-2.6 27-Feb-2004 885 411 46.40%
xalan-2.7 06-Aug-2005 909 898 98.80%

among the filter-based FS techniques, correlation and consistency-based FS

techniques performed best compared to other techniques. The study of Kondo

et al. [93] on FS techniques for feature reduction on SDP models demon-

strated that correlation and consistency-based FS techniques outperformed

other techniques. We give a brief description of these two techniques. Correlation-

based FS searches the best subset of features among the considered features.

The selected features share the most substantial relationship with the out-

come variable and have a low correlation with the other feature sets [53].
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TABLE 6.3: List of the static code metrics used in this empirical

study [60].

Abbreviation Description

WMC
DIT
NOC
CBO
REC
LCOM

CE
CA

MOA
CAM
MFA

DAM
NPM

LCOM3
IC
AMC
CBM

AVG_CC
MAX_CC

LOC

BUG

CK suite (6)

Weighted methods per class
Depth of inheritance tree
Number of children
Coupling between objects
Response for classes
Lack of cohesion in methods

Martins metric (2)
Efferent couplings
Afferent couplings

QMOOM suite (5)
Measure of aggregation
Cohesion among methods
Measure of functional abstraction
Data access metric
Number of public methods

Extended CK suite (4)
Normalized version of LCOM
Inheritance coupling
Average method complexity
Coupling between methods
McCabe’s CC (2)

Mean values of methods in the same class
Maximum values of methods in the same class

Lines of code

Bugs or no-bug

Consistency-based FS, a deterministic technique, selects the feature sets by

using consistency measures. This technique aims at selecting the consistent

features whose rate is equal to all the features [26]. We denote Correlation-

based FS method as CFS and Consistency-based FS method as CONFS through-

out our experimental analysis. We utilize the implementation of the func-

tions, cfs and consistency, respectively, provided by the R FSelector pack-

age [149].

Recently, Jiarpakdee et al. [75] proposed an approach called AutoSpear-

man for interpreting defect models. They conducted an investigation to as-

sess the impact of FS techniques on the interpretation of SDP models. They

considered 11 FS techniques that are commonly used in the studies of SDP
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to compare with their proposed one, AutoSpearman, an automated FS ap-
proach based on Spearman rank correlation, and variance inflation factor
analysis [74]. From their experimental study, they observe that AutoSpear-
man alleviates the correlated metrics better than other FS techniques [76].
In our empirical study, we adopt this automated FS technique. We use the
implementation of AutoSpearman using the AutoSpearman function as pro-
vided by the AutoSpearman R package [74]. We refer to this automated FS
method as AUTOS in this study. To compare the performance of the consid-
ered FS method in the scenario of CVDP using temporal chunk-based learn-
ing, we consider all metric sets as a baseline method that is widely used in

the existing studies.

6.4.3 Construct cross-version defect models

There are a plethora of classification methods used in SDP. We adopt a man-
ageable amount of classification techniques for our empirical investigation.
Hall et al. [54] show that Random Forest (RF) and Logistic Regression (LR)
are the most widely used techniques found in SDP. Naive Bayes is also used
for classification in SDP and shows better performance. For example, He et
al. [60] conduct an empirical study on 34 versions of defect data sets from
the PROMISE repository for cross and within-project defect prediction. They
observed that NB was able to show better performance compared to other
classifiers. Furthermore, Menzies et al. [121] affirm the effectiveness of NB on
NASA defect data sets. For our experimental study, we choose commonly-
used five machine learning algorithms to construct the cross-version defect
predictors, i.e., Naive Bayes (NB), Random Forest (RF), Decision Tree (DT),
K-Nearest Neighbor (KNN), and Logistic Regression (LR).

Since the considered algorithms have settings of configurable parame-

ter, we utilize the implementation of caret parameter optimization prior to
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building the models by the train function with the option of nb, rf, rpart,

knn, and glm, respectively.

6.4.4 Calculate model performance

TABLE 6.4: Confusion matrix.

Predicted Predictive

Positive  Negative
Actual Positive TP FN
Actual Negative FP TN

For a comprehensive evaluation of the prediction models, three perfor-
mance indicators are employed: Recall, pf (probability of false alarm), and
AUC. The defect dataset is classified into two groups: non-defective and
defective. These performance indicators are calculated from the prediction
models” outcomes. When the model is built to predict the defective mod-
ules, the prediction comes with the result i.e., either defective or not. To that
end, the performance results of the classification models are computed from
a confusion matrix (Table 6.4) where the defective modules are considered as
positive and non-defective modules as negative. The outcomes are classified

as follows:
1. True Positives (TP) refers to correctly classified positive samples as pos-
itive samples;

2. True Negatives (TN) refers to correctly classified negative samples as

negative samples;

3. False Positives (FP) refers to wrongly classified negative samples as

positive samples; and

4. False Negatives (FN) refers to incorrectly classified positive samples as

negative samples.
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Using the confusion matrix described in Table 6.4, the measures are calcu-
lated and defined as follows: Recall is ﬁ and pf is ﬁ Metrics
such as the probability of false alarms (pf) and Recall were recommended
as stable metrics for imbalanced datasets by Menzies et al. [121]. Menzies
et al. [122] also refuted precision as an unstable measure. We do not con-
sider precision and F-measure in our empirical study. The Recall is the com-
pleteness of the prediction performance that achieves a high value of 100%
if the false negatives are zero. AUC refers to Area Under the receiver operator
characteristic Curve that is used to measure the discrimination power of the
prediction models [55]. It computes the region under the curve that outlines
the true and false-positive rate for x and y-axis, respectively. The value of

AUC ranges between 0 and 1. A high Recall and low pf indicate as the best

predictor. Higher values of AUC denote better performance.

6.4.5 Statistical tests

The authenticity of empirical results can only be verified using statistical
tests. Demsar [28] recommended using a non-parametric statistical test for
comparing the prediction results of multiple classifiers obtained from an ex-
periment, which is validated and recommended by Malhotra [120] and Less-
mann et al. [98]. Haouari et al. [56] advocated the Friedman test to determine
performance differences statistically significant. Later, the pairwise compar-
isons of the ML techniques are completed the Post-hoc analysis utilizing Ne-
menyi test [134].

To make a statistical evaluation and determine whether the performance
differences of the predictors are statistically significant across the methods
over the datasets, we assess the prediction results through the non-parametric
statistical test, Friedman test [40], at a 5% significant level. Two types of pre-

dictors are developed in our study: (1) a predictor with only the classification
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model (i.e., without FS-based predictor) and (2) a predictor is a combination
of the prediction model and FS technique (i.e., with FS-based predictor). Us-
ing the Friedman test, we find the mean ranks based on the evaluated Recall,
pf, and AUC performance measure of the methods (predictors). We deter-
mine the null hypothesis (HO) that all the methods have the same perfor-
mance results. We reject the null hypothesis (HO) if the performance results
are statistically different at a 5% significant level. The lower position of rank
becomes, the better method is. If the prediction performances are statisti-
cally significant, we perform the Post-hoc analysis utilizing the Nemenyi test
to examine whether the performance differences between any two methods
(predictors) are significant, which is widely used in the previous studies of
SDP [34, 50, 56, 64, 73, 98, 99, 120, 133, 182, 183]. We present the mean ranks
of the methods for each performance measure in Table 6.6, post-hoc analysis

using the Nemenyi test presented in Tables 6.7 and ??2.

6.4.6 Experimental setup

The main goal of this empirical study is not only focused on applying the
FS techniques separately on each version for CVDDP, but it also evaluates the
robustness of the impact on concept drift. Thus, we conduct an empirical

analysis to answer the RQs.

(RQ1) How do the FS techniques impact the performance of CVDP?

Motivation: The findings of prior research have revealed the benefits of
adapting FS techniques to predict software defects [46, 76, 147, 180]. For
example, Ghotra et al. [46] studied the impact of FS techniques on SDP. Still,
the conclusion derived from their study is not compatible with the scenario

of CVDP concerning temporal chunk-based learning. At the same time, the
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main goal of our empirical study is to investigate whether FS techniques per-
formed separately for each version of the project while creating prediction
models that can improve prediction performance. We set out to explore the
impact of the best-performing FS techniques retrieved from the literature on
the performance of CVDP models through the RQ1.

Approach: To assess whether FS techniques impact CVDP, we compute
and analyze the prediction performance of CVDP models that are created
using the subsets of metrics generated by the FS techniques and a baseline
(without applying FS technique, i.e., all metrics of an cross-version defect
dataset). In the CVDP scenario, we utilize a temporal chunk-based learning
strategy using the versions’ order. Then we train a model using a version and
test it with subsequent version defect datasets. We use each metric set gener-
ated by a FS technique as input to the studied five defect prediction models.
We adopt three performance measures. We consider 10 benchmark open-
source software projects containing 36 versions. As mentioned, the experi-
ment is conducted in the cross-version scenario. Therefore, each model has
26 performance values for 26 consecutive pairs for each performance mea-
sure. For the baseline, our experiment yields 390 performance measure val-
ues (26 performance values x 5 classifiers x 3 performance measures). For
3 FS techniques, our experiment yields (390x3) 1170 performance measure
values. We compare the results of each performance measure with baseline
(default datasets) and considered FS techniques. After that, we plot the dis-
tribution of performance differences using the boxplots for each performance

measure corresponding to each classifier and FS techniques in Figure 6.3.

(RQ2) Which FS method is more robust to concept drift?

Motivation: In data mining and machine learning, concept drift refers to the
changes of data distributions over time [41, 94]. Such drift may negatively

influence the prediction performance of a model trained on past datasets
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when applied to the new datasets, as noted by Dong et al. [31]. Based on
our previous works [85, 86], we confirm that the accuracy of prediction mod-
els negatively affected due to the changes of defect data over time. Due to
the variation of FS for different versions, the FS technique may avoid concept
drift. Therefore, in this research question, we investigate the studied bench-
mark datasets and evaluate which FS techniques are robust to concept drift.
In particular, we leverage the statistical test to identify the concept drift.

Approach: Prior research effort on concept drift detection [100, 118] as-
sumes that a prediction model trained on a time window (past data) would
have a statistically significant difference in the prediction performance of the
model of the consecutive time window (data of next period) when there is a
concept drift. We follow the same hypothesis to measure the concept drift. If
a defect prediction model trained from the previous version’s data exhibits a
statistically significant prediction performance difference for identifying de-
fective or non-defective modules of the models of consecutive version data,
then a concept drift exists.

In this experimental study, we use the version-based moving window to
split the versions, as prior work applied a similar strategy (i.e., split the ver-
sions). For example, Xu et al. [181] consider splitting the versions of the
defect datasets and tried to mitigate the distribution differences between two
consecutive versions. The experimental setup is as follows: (1) We collect
all the available versions from the sources and restructure them into a time
frame. The windowing technique manages the versions whereas two time
period contains two consecutive versions. (2) We train the prediction mod-
els using the version’s data from the period and test the model using the
version’s data for the next period. (3) Similar to prior work [100, 118], we cal-
culate the test statistics of two consecutive CVDP models. We calculate the

diversity of the two prediction models, i.e., agreement (number of correctly
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classified instances at two-time windows) and disagreement (number of in-
correctly classified instances at two-time windows) between two prediction
models. (4) We conduct Fisher’s Exact test at a 5% significant level to assess
the statistical significance of the difference based on diversity observed in
two consecutive time windows. If a prediction model trained on the previ-
ous version’s defect data shows a significant difference on the new version’s
data, then a drift exists. This statistical test has recently been adapted for con-
cept drift detection and recommended by de Lima Cabral et al. [100]. Nishida
et al. [135] suggested employing this test when the sample sizes are small.
The rationale behind employing this test is that the sample size (i.e., number
of modules) of each version is small (see Table 6.2). In particular, we conduct
the statistical analysis on the test statistics acquired from the two windows.
We portray the drift detection results in Figure 6.7 A for default datasets. Af-
ter that, we conduct the test again on metric sets obtained by performing the
FS techniques separately for every version and show the results in Figure 6.7

B.

6.5 Results

In this section, we present the results of our empirical study with respect to

the following two RQs.

(RQ1) How do the FS techniques impact the performance of CVDP?

Results: To assess the abilities of FS techniques on CVDP in the temporal
learning environment, we consider three performance measures. These are
Recall, pf, and AUC. Table 6.5 compile the prediction results in which include
max, min, and average performance of each performance measure. The bold

font values describe the best values reported upon all the methods.
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TABLE 6.5: Summary of prediction results of cross-version de-
fect prediction across the algorithms.

Recall pf AUC

AVG MAX MIN AVG MAX MIN AVG MAX MIN
NB 062 092 0.04 075 100 0.04 054 078 020
RF 057 094 0.04 0.67 1.00 0.07 048 077  0.00
DT 061 094 003 070 1.00  0.00 030 073  0.00
KNN 055 094 0.04 0.66 1.00 0.03 039 0.67  0.00
LR 057 093  0.04 0.68 1.00 0.06 046 074 0.16
CFS-NB 080 1.00 0.11 052 090 0.03 072 090 054
CFS-RF 073 1.00 0.04 047 099 0.04 070 089 0.53
CFS-DT 071 1.00 0.00 044 0.89 0.00 061 078 0.50
CFS-KNN 071 1.00 0.03 048 098 0.03 064 088 046
CFS-LR 072 1.00 0.04 046 097  0.00 070 087 0.55

CONFS-NB 075 1.00 0.00 050 094 0.00 066 087 048
CONFS-RFE 0.67 1.00 0.03 049 097 0.03 0.68 0.88 0.54
CONFS-DT 070 1.00 0.00 042 093  0.00 061 078  0.50
CONFS-KNN 0.68 1.00 0.00 048 098  0.00 0.65 0.85 0.50
CONFS-LR 0.68 1.00 0.00 051 1.00 0.00 069 087 055
AUTOS-NB 081 1.00 0.38 053 091 0.06 072 0.89 0.49
AUTOS-RF 071 100 015 045 099 0.02 071 090 052
AUTOS-DT 073 1.00 0.00 038 092 0.00 070 090 0.50
AUTOS-KNN 0.68 1.00 0.01 044 1.00 0.00 065 078 048
AUTOS-LR 072 100 023 051 098 0.02 070 084 0.56

From Table 6.5, AUTOS with NB achieves maximum average Recall, the
probability of defective modules that are correctly classified by 81% and out-
performs others in the range from 1% to 26%. In terms of Recall values, KNN
achieves the lowest mean values than the FS-based models by 55%. Among
all the models, the FS-based models reach a perfect Recall score of 100%, re-
sulting in a high probability for detecting defective modules correctly; for
example, the FS-based models classify all defect-prone modules when the
models are trained with camel-1.0 and tested with the consecutive version
camel-1.2. Overall, the results demonstrate that FS-based models are compet-
itive for correctly classifying the defective modules in the temporal learning
environment and produce better CVDP.

In terms of probability of false alarm pf, the prediction models that do not
consider FS achieves high pf. Among all of the methods, the models trained
with NB achieve maximum pf by 75%. In contrast, among all the methods,

those methods that achieve 0 pf score mean that the models can identify all
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defective software modules, resulting in less testing effort. Among all of the
methods, ATUOS-DT has the lowest average pf by 38%, meaning that it de-
tects the minimum amount of software modules that are not defective. In
practice, we want to achieve low pf with high Recall that reduces the high
testing effort for a critical software system [21, 56, 73]. Especially for a critical
software system, where each version changes over time, the proper iden-
tification (prediction) will be more effective in practice in such a temporal
chunk-based learning environment.

The outcomes of the AUC measure range from 0.30 to 0.72 score, with the
worst average prediction performance for DT and the best one for AUTOS-
NB, and CFS-NB, followed by AUTOS-NB with an average highest Recall
score of 0.81. This means that AUTOS-NB has the ability to detect defective
modules for CVDP and reduces the testing effort. The FS-based models’ out-
come ranges from 0.61 to 0.72 AUC score. Overall, CFS-NB and AUTOS-NB
achieve a maximum average AUC of 72% and outperform others in the range
from 2% to 42%. The best value of AUC is recorded by 90% for CFS-NB,
ATUOS-RF, and AUTOS-DT, respectively. However, in Table 6.5, we observe
that RE, DT, and KNN gain the AUC values of 0, meaning that the models
whose predictions achieve maximum errors (100% wrong prediction). From
these empirical results, we observe that the choice of classifier employed with
FS techniques is as important as the temporal defect data used to build the
CVDP models in such a realistic environment.

Figure 6.3 presents the performance difference values between the re-
sults with and without FS techniques for each of the three performance mea-
sures. We present our experimental findings that (1) are not impacted the
prediction performance and (2) impacted the performance by utilizing the
FS techniques. In the figure, the distributions centered at zero indicate that
the performance measures are not impacted negatively or positively by FS

techniques for CVDP. Figure 6.3 shows that when applying FS techniques,
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FIGURE 6.3: The performance difference when employing FS
techniques to cross-version defect prediction models. A red line
indicates no performance improvement.

we find that the performance difference of AUC measure varies from -16% to
90% (i.e., min-max). We observe that the performance distribution of the AUC
measure for 75% CVDP models varies from 8% to 37% (i.e., the values of 1°-
3" quantiles). This result indicates that FS techniques tend to have a positive
impact on AUC when they are employed to CVDP models. In terms of Re-
call values, the performance distributions that are centered at zero indicate
that the Recall is not impacted positively or negatively by FS techniques for
CVDP models. As mentioned above, FS-based CVDP models are effective for
correctly classifying the defective modules in this temporal learning environ-
ment. We observe that the performance distribution of the Recall measure for

75% CVDP models varies from -5% to 97% (i.e., min-max). We also observe
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that the performance distribution of the Recall measure for 75% CVDP mod-
els varies from -3% to 22% (i.e., the values of 15t-37d quantiles). Overall, from
the Figure 6.3, it can be seen that the FS techniques have a positive impact
on the performance for correctly classifying the cross-version defective mod-
ules. pf is measured by the total number of non-defective modules predicted
as defective. Interestingly, AUTOS, CFS, and CONEFS FS techniques decrease
pf and increase Recall, which implies the positive impact of FS techniques in

classifying the cross-version defective modules.
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FIGURE 6.4: CVDP models performance across the versions of
the considered datasets for Recall.

The prediction performance values across the versions of the considered
datasets are depicted in the Figures 6.4 to 6.6. We observe that the Recall and
AUC scores do not always increase over the versions with time in the tem-
poral learning environment (Figure 6.4 and 6.5), which means that the latest

version does not always give the height values of Recall and AUC. In some
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cases, the initial versions are more suitable for correctly classifying the defec-

tive modules. For example, as a training set for an CVDP model, synapse-

1.0 is able to classify the defective modules correctly (i.e., high Recall) than
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synapse-1.1. For pf values, initial versions across the considered datasets
are more effective that have low rate of pf (Figure 6.6). We also see that the
CVDP models remain competitive throughout the versions in the temporal
chunk-based learning environment. Another observation can be drawn from
the Figures 6.4 to 6.6: the CVDP models trained on the most recent versions
do not always yield the best cross-version defect predictors. This observa-
tion agrees with the results of Harman et al. [58]. They found that the latest
version is not always the best predictor when considered SDP as a temporal
learning problem suggested by Harman et al. [58], dynamic adaptive predic-
tion systems [57] could be employed to recognize the best model. Point to be
noted that the ability to underline the best models among the CVDP models
is out of the scope of our study.

TABLE 6.6: The Friedman means ranks of the with and without

FS-based predictive models based on pf, Recall, AUC-score. The

lower position of rank becomes, the better model is. ALL refers
to all feature sets are considered to develop the models.

ALL CFS CONFS AUTOS

NB RF DT LR KNN NB RF DT KNNLR NB RF DT KNNLR NB RF DT KNNLR

Recall89 7.1 85 6.6 5.6 13310412.610.8 11.7 13.84.8 11.810.2 10.6 14.010.513.210.0 11.6
pf 16.416.5169164163 97 73 84 91 87 97 78 70 89 92 10767 54 88 10.1
AUC 55 52 3.6 33 23 16214.88.7 10.3 143 11.712.99.2 10.8 13.9 15.115.012.910.8 13.5

To achieve reliability and statistical validation, Demsar [28] alluded not
to depend only on mean values of performance measures while compared
with multiple classifiers over datasets and recommended considering an ad-
ditional statistical test to verify the comparison of the prediction results. In
this section, we show the results for pf and Recall. In particular, we assess the
prediction results using the non-parametric Friedman statistical test amongst
the methods. The null hypothesis (HO) is that all the methods have the same
performance. We reject HO if and only if the test is statistically significant.
Here, we set the p-value to reject HO at 5% significant level (p-value<0.05).
We compare twenty classification methods over the defect datasets in our se-

lection. Therefore, the degree of freedom is 19. The computed Friedman test
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6.5. Results

statistics for the Recall are 84.243, 202.533 for pf, finally 272.565 for AUC. The
p-value for recall, pf, and AUC measures are 3.42E-10, 1.07E-32, and 8.07E-47,

respectively.
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TABLE 6.7: The result of the post-hoc analysis. 0 refers to there is no statistical difference between the pair of classifiers
otherwise, there is a statistical difference in terms of P for pf and R for Recall. ALL refers to all feature sets considered to

develop the predictive models.

ALL CFS CONFS AUTOS
NB RF DT KNN LR NB RF DT KNN LR NB RF DT KNN LR NB RF DT KNN
RF 0 - - - - - - - - - - - - - - - - - -
DT 0 0 - - - - - - - - - - - - - - - - -
KNN 0 0 0 - - - - - - - - - - - - - - - -
LR 0 0 0 0 - - - - . - - - - - - - - . -
CFS-NB PRA PRA PRA PRA PRA - - - - - - - - - - - - - -
CFS-RF PRA PRA PRA PRA PRA 0 - - - - - - - - - - - - -
CFS-DT PR PR PR PRA PR A A - - - - - - - - - - - -
CFS-KNN PR PR PRA PRA PRA 0 0 0 - - - - - - - - - -
CFS-LR PRA PRA PRA PRA PRA 0 0 0 0 - - - - - - - - - -
CONFS-NB PRA PRA PRA PRA PRA 0 0 0 0 0 - - - - - - - - -
CONFS-RF PRA PRA PRA PRA PRA 0 0 0 0 0 0 - - - - - - - -
CONFS-DT PR PR PR PRA PR A 0 0 0 0 0 0 - - - - - - -
CONFS-KNN PR PR PRA PRA PRA 0 0 0 0 0 0 0 0 - - - - - -
CONFS-LR PRA PRA PRA PRA PRA 0 0 A 0 0 0 0 0 0 - - - - -
AUTOS-NB A A PRA A A 0 0 A 0 0 0 0 A 0 0 - - - -
AUTOS-RF PRA PRA PRA PRA PRA 0 0 0 0 0 0 0 0 0 0 0 - - -
AUTOS-DT PRA PRA PRA PRA PRA 0 0 0 0 0 0 0 0 0 0 0 0 - -
AUTOS-KNN PR PR PRA PRA PRA 0 0 0 0 0 0 0 0 0 0 0 0 0 -
AUTOS-LR PRA PRA PRA PRA PRA 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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6.5. Results

After observing the statistical test results of the Friedman test, we reject
the null hypothesis, meaning that there is a statistically significant difference
between the compared methods. Therefore, we can now adopt a Post-hoc test
using Nemenyi’s Post-hoc test to verify if each pair of methods or classifiers
is different statistically. The mean ranks obtained from the Friedman test are
shown in Table 6.6, regarding the Post-hoc test results displayed in Table 6.7.
In Table 6.7, O refers to there is no statistical difference between the pair of
classifiers otherwise, there is a statistical difference in terms of P for pf and
R for Recall. From the pairwise comparison, 71 is found to be statistically
significant for pf and Recall.

Results drawn from Tables 6.6 and 6.7, in terms of Recall, CONFS-RF
achieved the best average rank among the classifiers, followed by KNN with
an average rank of 5.6. The Post-hoc test results manifest that there is a sta-
tistically significant difference among the without FS-based classifiers. All
the FS-based classifiers are not statistically significant from each other, which
makes it hard to determine which FS-based classifier is best based on Recall.
In terms of pf, AUTOS-DT achieved the best average rank of 5.4 among the
classifiers, followed by AUTOS-RF with an average rank of 6.7. From the
Post-hoc results, they are the statistically significant difference among the
without FS-based classifiers. When it comes to FS-based classifiers, they are
not statistically significant from each other. On the other hand, without FS-
based classifiers ranked the best average ranks among all the classifiers when
it comes to AUC (see Table 6.7). From the results, KNN achieved the best av-
erage rank with an average rank of 2.3, followed by LR with an average rank
of 3.3. But, they are not statistically significant based on the Post-hoc test
results. Overall, we observe that the performance differences between with
and without FS-based classifiers are statistically significant. However, the
performance differences are not statistically significant among the FS-based

classifiers, confirming the observation that FS-based classifiers are suitable
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for CVDP when the learning environment is temporal chunk-based learning.

Summary

When there is a need to identify (predict) the most defect-prone mod-
ules for a critical software system, we require to choose the predic-
tion models that achieve high Recall [21, 56, 73]. Especially for CVDP,
where the software system becomes more critical by changing its func-
tions in each version, we need to choose the models with high Recall
scores. When we consider exploring the impact of FS-based classifi-
cation models in comparison without FS-based classification models
for a chunk-based temporal learning environment in an CVDP sce-
nario, the FS-based prediction models surpassed all the without FS-
based models. Our experiment shows that the AUTOS-NB achieves
the highest average Recall, followed by CFS-NB with an average score
of 0.80. They also achieve the highest average AUC values with low pf
scores. From the Post-hoc analysis, the performance differences are sta-
tistically significant compared with the without FS-based classification
models. We observe that the CVDP models trained on the most recent
versions do not always yield the best cross-version defect predictors

(Figures 6.4 to 6.6).

(RQ2) Which FS method is more robust to concept drift?

Results: Figure 6.7 represents the status of concept drift for each version of
the defect datasets. Figure 6.7 A depicts the detection of drift while consid-
ered all feature sets, and Figure B exhibits drifts while employed FS tech-
niques. The various number of drift identified by the prediction models may
be due to the different models have different sensitivity to the evolution of
the cross-version defect data. For example, the NB and RF models are proba-

bly more sensitive to the specific pattern in each version of the cross-version
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FIGURE 6.7: Concept drift detection in the studied benchmark

datasets. Figure A shows the detection of drift while considered
all metric sets (all features) and Figure B exhibits the drift detec-
tion while considered AUTOS, CFS, and CONFS FS techniques.
A red symbol indicate a drift between two consecutive ver-
sions of the project (p-value<0.05 in Fisher’s Exact Test); while
a green symbol indicates otherwise (p-value>0.05 in Fisher’s

defect data. We observe the maximum drift while considered the full fea-
ture sets (i.e., default data) with KNN by 50%. When FS techniques are ap-
plied to each version, the considered techniques help eliminate drift from the
datasets. Figure 6.8 shows the drift detection in percentage when FS tech-
niques are applied to the datasets. We observe that CONFS with DT is the
robust technique to concept drift that detects only 12% drift among the con-

sidered datasets. We also observe that while applying the CFS technique with

Exact Test).
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FIGURE 6.8: The percentage of concept drift identification

when applying FS techniques. Figure A shows the detection of

drift in percentage while considered all metric sets and Figure B

exhibits the drift detection in percentage while considered AU-

TOS, CFS, and CONEFS. Here, a low value represents the best
score.

DT, it achieves noteworthy improvement on average for Recall 71% and for
AUC 61%. By considering the CVDP as temporal chunk-based learning, we
observe that while the FS techniques are applied separately on each version
of the project, it eliminated the drift from all of the versions of the ivy, log4j,
and xerces projects, whereas most of the versions contain drift in the default
datasets. This observation guides us to recommend practitioners to consider
the FS technique as an attention technique for concept drift adaptation [42] in
the defect datasets that arrive in temporal order. Overall, the findings sug-
gest that FS techniques play an important role in concept drift reduction and

improve the performance of CVDP models. Note that elimination of concept

139



6.6. Discussion

drift entirely in the defect datasets is beyond of this empirical study.

'_] Summary
From the experiment, we observe that concept drift exists in the cross-

version defect datasets, which can be described by the fact that the re-
lationship between the features in the datasets changes over time. We
tind that almost 50% of the cross-version defect datasets are drift-prone
while employed the classifiers only. The FS techniques help mitigate
the drift up to 88% and improve the CVDP scenario’s prediction per-
formance. Researchers and practitioners should consider concept drift
for CVDP while learning environment as chunk-based temporal learn-
ing. For the concept drift adaptation process [42], the FS technique

could be used as an attention technique.

6.6 Discussion

In this section, we first discuss results obtained from the RQ2 related to con-
cept drift and then present a comparative discussion to verify the discrimi-
nating capacity of the FS techniques with the state-of-the-art methods for the

CVDP performance concerned with RQ1.

6.6.1 Is continuously retraining a model actionable enough?

Prior research effort affirms that concept drift exists in the defect data and
deteriorates the performance of prediction models, i.e., the models trained
on past data may become obsolete over time [35, 86]. To eliminate concept
drift, the most common remedy in such a situation is to update the existing
model [42]. However, from the RQ2, the results obtained from our empiri-
cal study are in disagreement with the common findings from data mining

and machine learning, i.e., continuously retraining the model may not help
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reduce concept drifts and improve the prediction performance [42]. We elab-
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release 1 || release 2 | | | Test Data
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>
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FIGURE 6.9: CVDP-based moving window, where window size
refer to one version’s defect data.

orate on how continuously a model is updated and how an FS technique
helps eliminate the drift while updating the model and calibrate the model
to be more actionable using the version-based moving window strategy. This
strategy can be called 'learning based on project chronology.” In software ef-
fort estimation (SEE), the use of project chronology has demonstrated as a
valuable method for improving prediction performance [104-109, 127, 129,
130]. In SDP, Harman et al. [58] conducted a study on 8 Hadoop versions
where chronology played an important role in predicting defect over time.
Like Harman et al. [58] work, in our empirical study, a model is retrained
using the next version’s defect data. As mentioned above, a version-based
moving window technique is adopted to update the model (see Figure 6.9).
We do not use all the historical data of previous versions to retrain the model.
Furthermore, updating the prediction models using all the data of previous
versions may not lead to better prediction performance [102]. Please note
that we split the versions from the main datasets into train and test sets based
on the version’s order (i.e., version-based splitting). In Figure 6.7 A, we ex-
hibit the drifts detection for each version of the datasets. Figure 6.7 B shows
the drift detection when we applied the considered FS techniques during the

model retraining process. From the experiment, we observe that adopting
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FS techniques during retraining the models helps reduce concept drifts and
improve the prediction performance. We also notice that detection of drift in
software cross-version defect datasets is model-aware, the percentage of drift
detection varies from model to model. Figure 6.8 describes the drift detec-
tion in percentages per classifiers, i.e., sensitive to the models. Even if we
adopt the CFS, CONFS, and AUTOS FS techniques in the drift detection pro-
cess, it shows the different rate of drift detection percentages. Accordingly,
we may conclude that drift detection in defect datasets is model-aware, and
model-awareness may reduce the sensitivity of drift detection and improve
prediction performance. Based on our experiment results, we suggest that
software engineering researchers and practitioners should consider FS tech-
niques if they wish to eliminate drift from the defect datasets. They could
also consider adding FS techniques as an attention technique in concept drift

adaptation.

6.6.2 General discussion
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FIGURE 6.10: Comparison of FS-based CVDP classification

models with DS3, HALKP, and WGNCS state-of-the-art meth-

ods using F-measure and G-mean evaluation indicators. Here,

horizontal red lines indicate the mean value obtained from the

state-of-the-art methods. The vertical red lines separate the FS-
based methods from the state-of-the-art methods.

To verify the discriminating capacity of the considered FS techniques in
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the temporal chunk-based learning environment, we compare the CVDP per-
formance using F-measure and G-mean. For comparison, we assess three
state-of-the-art methods obtained from the CVDP studies, in which two sparse
subset selection methods, DS3 [181] and HALKP [179], and one hybrid method,
WGNCS [189], considered. Briefly, Xu et al. [181] proposed a dissimilarity-
based sparse subset selection (DS3) method to enhance the CVDP perfor-
mance. Based on their experiments, DS3 outperformed two baseline meth-
ods, Turhan Filter (TF) [169] and Peter Filter (PF) [141]. In [179], Xu et al. pro-
posed hybrid active learning and kernel PCA (HALKP) method that selects
representative feature sets to enhance CVDP performance. HALKP outper-
formed its five downgraded variations. Zhang et al. [189] proposed WGNCS
(wasserstein GAN with gradient penalty and CNN-SVM), a deep learning-
based hybrid method that outperformed seven baselines CVDP models. We
report the results using the box-plots of the F-measure and G-mean perfor-
mance indicators for CVDP as depicted in Figure 6.10. To cope with chunk-
based learning, we consider the average value of each inter-version pair for
each project as the indicator value of the project. For instance, camel project
contains three inter-version pairs (camel-1.0 — camel-1.2, camel-1.2 — camel-
1.4, camel-1.4 — camel-1.6) (see Table 6.2). For the F-measure indicator value
of the camel project, we take the average value. Thereby, we report all of the
average values of all projects. From the F-measure and G-mean, we observe
that most of the FS-based methods surpassed all the state-of-the-art meth-
ods, as depicted in Figure 6.10. Compared with the state-of-the-art methods,
CFS with NB and CONFS with NB achieve average F-measure by 67% and
outperform others in the range from 1% to 21% on the evaluated software
projects. Among the methods, HALKP attains the lowest average F-measure
by 46%. In Figure 6.10, we draw a horizontal red line by the highest average
F-measure value of 0.537 obtained by the WGNCS state-of-the-art method.

We notice that FS-based methods performed best among the state-of-the-art
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methods. In terms of the G-mean, CFS with DT and CONFS with NB gain an
average value of 62% and outperform others in the range from 1% to 12%. On
average, we observe a similar G-mean of HALKP, CFS with RE, and CONFS
with LR. In this figure, the average G-mean of 0.546 is obtained by HALKP
outlined by a horizontal red line. Most prediction performance of the FS-
based CVDP models performed better than the considered state-of-the-art
methods, as shown by the red line in Figure 6.10. Furthermore, RF, LR, and
NB were used as baseline methods in the studies of SDP (e.g., [133, 187]).
In RQ1, these baseline methods are compared with the FS-based methods
that performed best in the CVDP chunk-based learning environment. Re-
sults computed for F-measure and G-mean are made available in additional
material [87]. From the results of RQs, we conclude that FS techniques do im-
prove the performance (Recall, pf, and AUC) of CVDP. The performance dif-
ferences between the results with and without FS techniques are statistically
significant among the prediction models. By conducting an empirical anal-
ysis with acceptable performance measures and statistical tests, we present
the overall findings.

Findings In a temporal learning environment where the data appears
as chunks, FS techniques do improve for correctly classifying the defective
modules by achieving high Recall scores. The Post-hoc analysis exhibits
that the performance differences are statistically significant while compared
the prediction results with FS and without FS-based models in the temporal
learning environment. The recently developed FS technique AUTOS vali-
dated with software defect data performs best to identify (predict) the most
defect-prone modules for the considered critical software systems. From the
results, we observe that the CVDP models trained on the most recent versions
do not always yield the best predictors. Even the CVDP models are more
competitive throughout the versions. In some cases, the prediction results

obtained by using first-version data are more suitable. These observations
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agree with the findings of Harman et al. [58], suggested to adaptive predic-
tion systems to find and utilize the best predictors in such temporal learning
environment. Furthermore, concept drift is a widespread problem in such a
learning environment. The use of FS techniques could eliminate drift and its

associate effects from the temporal learning environment.

6.7 Threats to validity

In our comprehensive and systematic empirical study, we consider the bench-
mark projects that maintain the temporal order of the software development
cycle. We conduct our experiment on 36 versions of 10 benchmark projects.
In addition, we consider only static code metrics. We acknowledge that our
experimental results may not generalize for other metrics. Other researchers
could have different choices to conduct the experiments in CVDP. However,
the considered benchmark projects were adopted by prior CVDP studies
where static code metrics performed well [179, 181, 183]. Besides, Basili
et al. [9] affirmed that it is challenging to gain a comprehensive judgment
from an investigation in software engineering because the experimental pro-
cess requires a vast number of relevant context variables. As a result, the
conclusions may not generalize beyond the experimental environment and
datasets. In addition, we consider three best-performing FS techniques in
temporal chunk-based learning. We carefully selected those that performed
best for SDP [46, 76, 93, 146, 180]. The impacts of other FS techniques deserve
further investigation. Five commonly used classifiers are used to build cross-
version prediction models. There are other classifiers that may be sensitive
to concept drift and performance results. We intend to extend our experi-
ment in the future. For the performance measures, we consider three perfor-
mance measures, one threshold-independent measure (i.e., AUC) and two

threshold-dependent measures (i.e., Recall and pf) that are widely adopted
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as valid measures in the study of SDP. However, the choice of measures could
influence the results. In the future, we plan to adopt more measures to gen-

eralize our experimental results.

6.8 Chapter Summary

This study focuses on the empirical assessment of the effectiveness of fea-
ture selection (FS) methods for cross-version defect prediction (CVDP). The
impact of FS techniques on CVDP has not been investigated in detail, consid-
ering temporal chunk-based learning where the relation between data vari-
ables changes (i.e., concept drift) in the inter-version defect datasets. Addi-
tionally, the effect of concept drift in CVDP is unknown. This empirical study
employs three best-performing FS techniques obtained from software defect
prediction (SDP) literature: correlation-based (CFS) and consistency-based
FS (CONFS) and AutoSpearman (AUTOS) FS methods. The study utilizes
tive machine learning (ML) classifiers, namely Naive Bayes (NB), Random
Forest (RF), Decision Tree (DT), K-Nearest Neighbor (KNN), and Logistic
Regression (LR). The primary analysis was conducted on the CVDP perfor-
mance results using three recommended performance measures, pf, Recall,
and AUC. Additionally, three state-of-the-art methods (DS3, HALKP, and
WGNCS) were adopted to compare the prediction results obtained from the
FS-based CVDP models.

We conducted a comprehensive empirical study on 36 versions, distributed
in 10 benchmark open-source software projects, and used statistical tests to
obtain a more reliable conclusion using a non-parametric Friedman test and
the Nemenyi test to compare the prediction results. The CVDP performances
of the models that use no FS techniques were compared with the prediction

performances of the models, which utilized FS techniques using temporal
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chunk-based learning. We assessed the robustness of the FS methods to con-
cept drift in the temporal chunk-based learning environment. The results

obtained from the empirical study are summarized as follows:

* From our empirical results, FS techniques significantly improved the
CVDP performance (AUC, Recall, and pf) of the CVDP models across
all the considered datasets. The CVDP predictor, trained with AUTO
FS technique with NB classifier, achieves the highest average Recall,
followed by the prediction model, CFS FS technique with NB, with an
average score of 0.80. They also achieve the highest average AUC val-
ues with low pf scores. For a software system that experiences versions
due to refactoring and organization demands, a prediction model with
high Recall and low pf is recommended [21, 56, 73]. For such a scenario
to predict defects, FS-based prediction models are suitable for better
prediction performance in the temporal chunk-based learning environ-

ment.

* Assessing the prediction results statistically, the non-parametric Fried-
man test and the post-hoc Nemenyi test confirm that the performance
differences are statistically significant between the prediction results

with and without FS-based CVDP models.

¢ In the temporal chunk-based learning environment, the CVDP mod-
els are build based on the version-based moving window and discard-
after-learn concept. For this reason, we are able to observe the predic-
tion results for each pair. From the results, we observe that the CVDP
models trained on the most recent versions do not always yield the best
inter-version defect predictors. This result agrees with the observation
of Harman et al. [58]. However, finding the best models in the CVDP

scenario is beyond this empirical study.
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¢ Compared with the state-of-the-art methods, CFS with NB and CONFS
with NB achieve average F-measure by 67% and outperform others in
the range from 1% to 21% on the evaluated software projects. Among
the methods, HALKP attains the lowest average F-measure by 46%.
In terms of the G-mean, CFS with DT and CONFS with NB gain an
average value of 62% and outperform others in the range from 1% to
12%. On average, we observe a similar G-mean of HALKP, CFS with
RF, and CONFS with LR. The most prediction performance of the FS-
based CVDP models performed better than the considered state-of-the-

art methods.

* The result obtained from our empirical study regarding concept drift
elimination is in disagreement with the common finding, retaining the
prediction model when drift occurred [42]. We observe that continu-
ously retraining the model may not help reduce concept drift and im-
prove the prediction performance. Furthermore, we notice that differ-
ent drift rates are identified for the considered classifiers, which indi-
cates the model-awareness to concept drift. We recommend adopting
the FS technique as an attention technique while retraining the CVDP
models to eliminate concept drifts and improve prediction performance
in a chunk-based temporal learning environment for software engineer-

ing researchers and practitioners.

Concluding Remarks

The empirical results indicate that there were statistical differences between
the prediction results with and without feature selection techniques when
evaluated with the AUC, Recall, and pf. CVDP models trained on the most re-
cent versions are not always the best cross-version defect predictors. The Au-

toSpearman outperformed among the studied feature selection techniques.
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When the prediction models were updated by selecting the features from
each version, the feature selection techniques could help reduce drift from
the defect datasets.

Further extensions of our work involve other open-source software projects
with more versions, utilizing the results obtained from this empirical study.
We also intend to assess the prediction performance of the cross-project de-
fect prediction scenario. By the experimental evaluation of Artificial Immune
Systems conducted by Haouari et al. [56], we plan to investigate such systems

for concept drift detection and elimination.
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Chapter 7

Conclusion

7.1 Introduction

Due to the rapid development of the software industry, the prevalence of
software systems has led to massive data volumes. Software system expe-
riences several releases after a stable period that appear in a temporal or-
der. It becomes more complex for a long-running software system due to
the frequent changes made in each release, which leads to changes in data
distribution among the releases. Software defect datasets generated in such
an environment are typically characterized by non-stationary data distribu-
tions. The effects of such data distributions are detrimental. If the relation-
ship between variables of underlying data distribution changes (i.e., concept
drift) due to unforeseeable reasons after a stable period, the prediction model
would not be reliable. However, very little is known about the impact of
concept drift for achieving the better performance of the prediction models
in a more practical scenario. The researchers who studied software defect
prediction (SDP) by considering long-running critical software systems seem
reluctant to consider the datasets as non-stationary and require further inves-
tigation by considering the temporal order of the datasets. Prior studies of
SDP demonstrate the impact of class rebalancing techniques for improving
software defect prediction models. Since class rebalancing techniques try to

produce a similar representation of classes, it may eliminate drift and impact
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the performance of classification-based SDP models. There are still inconclu-
sive conclusions regarding the impact of class rebalancing techniques regard-
ing concept drift for defect prediction performance, which has not been in-
vestigated in detail. This thesis aims to examine class rebalancing techniques
and assess the impact of concept drift on SDP performances. Furthermore,
we propose a drift detection framework to detect concept drift in the chrono-
logical defect datasets. Moreover, this thesis examines the feature selection
techniques that could avoid concept drift due to the variation of selecting
features in each version of the software project. The main research findings

and implications of this thesis are discussed in detail in the sections below.

7.2 Findings and Implications

By conducting extensive empirical experiments and robust statistical tests,
we discuss the overall findings from our analysis.

Finding 1: Our experiment results indicate that concept drift occurs in
software defect datasets and its existence subsequently degrades the perfor-
mance of prediction models.

Implications: The identified drift in the chronological datasets would
help the SQA teams to re-train the model to get better prediction perfor-
mance. Therefore, we suggest considering concept drift for improving the
performance of classification-based defect prediction models.

Finding 2: If the error-rate exponentially increases, it causes drift, resulting
in prediction performance deterioration. The proposed drift detection method
potentially identified drifts where the prediction accuracy varies in the ver-
sions during the learning process by triggering drift, warning, and control
flags. By adopting fisher’s based statistical test, we observe that the identi-

fied drifts are statistically significant.
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Implications: We inspire software engineering researchers and practi-
tioners to use the proposed drift detection technique to detect drift in the
chronological defect datasets. Further, the drift ’s are critical to classifica-
tion problem due to inequality in the decision boundary, thereby influences
the classification performance. By identifying drifts, the classification per-
formance could be improved. The exponential increases of error-rate cause
drifts in the versions of software defect datasets and consequently exhibit
poor prediction performance.

Finding 3: Concept drift detection is model-aware for software defect datasets.
We observe from the experiment that the classifiers” choice is too sensitive
to the drift of the chronological defect datasets. NB classifier achieves the
best results without applying any class rebalancing techniques. We find that
50% of datasets are drift-prone when KNN classifier is applied, which is the
maximum. DT achieves the minimum score of drift-proneness, i.e., 35%.

Implications: This observation will help the practitioners to produce an
effective drift adaptation technique for detecting defects in the cross-version
defect prediction scenario. Furthermore, this observation agrees with the
conclusion of Haug et al. [59] that concept drift detection is model-dependent.
The instability of the concept drift detection rate among the classification
models provides practical implications. In such a realistic CVDP scenario
where false alarm rates are expensive, model-awareness reduces the sensi-
tivity of concept drift from chronological defect datasets.

Finding 4: Update the model is not actionable. Our experiment reveals that
updating the model does not always improve the prediction performance
and does not reduce the drift from the defect data. While employing class
rebalancing techniques during the drift detection process, we observe that
the class rebalancing techniques eliminates drift up to 31% from the chrono-
logical defect datasets and improves prediction performance. ROSE class re-

balancing technique eliminates drifts by balancing the datasets by up to 31%.
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The impact of SMOTE and undersampling class rebalancing techniques on
cross-version defect prediction models are statistically and practically signif-
icant of the performance metrics (Gmean, pd, and pf). Overall, the added
benefit of class rebalancing techniques is noticeable.

Implications: We suggest adopting class rebalancing techniques in the
concept drift elimination process from the chronological defect datasets and
improve SDP performance. The experiment results allow us to guide practi-
tioners to maintain high prediction performance of cross-version defect pre-
diction models over time to eliminate drifts.

Finding 5: Inter-release defect prediction models trained on the most recent re-
leases do not always yield the best inter-release defect predictors. We observe that
the inter-release defect prediction models remain competitive throughout the
releases in the temporal chunk-based learning environment. This observa-
tion agrees with the conclusion of Harman et al. [58]. They found that the
latest release is not always the best predictor when considered SDP as a tem-
poral learning problem suggested by Harman et al. [58], dynamic adaptive
prediction systems [57] could be employed to recognize the best model.

Implications: When there is a need to identify (predict) the most defect-
prone modules for a critical software system, we require to choose the predic-
tion models that achieve high Recall [21, 56, 73]. Especially for inter-release
defect prediction, where the software system becomes more critical by chang-
ing its functions in each release, we need to choose the models with high Re-
call scores. When the prediction models were updated by selecting the fea-
tures from each release, the feature selection techniques could help reduce
drift from the defect datasets.

Finding 6: There were statistical differences between the prediction results with
and without feature selection techniques when evaluated with the performance mea-

sures (AUC, Recall, and pf). When we consider exploring the impact of feature
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selection-based classification models in comparison without feature selection-
based classification models for a chunk-based temporal learning environ-
ment in an inter-release defect prediction scenario, the feature selection-based
prediction models surpassed all the without feature selection-based models.
Our experiment shows that the AUTOS-NB achieves the highest average Re-
call, followed by correlation-based feature selection with NB attained an av-
erage score of 0.80. They also achieve the highest average AUC values with
low pf scores.

Implications: The feature selection techniques help mitigate the drift up
to 88% and improve the inter-release defect prediction scenario’s prediction
performance. Researchers and practitioners should consider concept drift for
inter-release defect prediction while learning environment as chunk-based
temporal learning. The findings and insights of our empirical study can be
helpful in the software engineering researchers interested in improving the
prediction performance of inter-release defect prediction. Overall, feature
selection techniques could help to reduce the concept drifts and improve the

prediction performance of inter-release defect prediction.

7.3 Research Contributions

The main contributions resulting from the empirical investigations carried in

this thesis are listed in the section below.

1. Empirical investigation conducted to detect concept drift in the chrono-
logical defect datasets. Adopted statistical test enabled us to under-
stand the drifts in the software defect datasets. Empirical studies sug-
gest that classification-based SDP models need to be updated after the

drift to obtain better prediction performances.
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2. We provide drift detection method that identify drifts by providing
three triggering flags: drift, warning, and control flags. We observe
that an exponential increase of the error-rate addresses the drift’s in the

chronological defect datasets.

3. Conducted an empirical investigation to check whether class rebalanc-
ing techniques can help reduce the detection rate of concept drift from
chronological defect datasets and impact the prediction performance
(Gmean, pd, and pf) for cross-version defect prediction. Concept drift
detection is model-aware for software defect datasets. We find that
50% of datasets are drift-prone when KNN classifier is applied, which
is the maximum. DT achieves the minimum score of drift-proneness,
i.e., 35%. Our experiment reveals that updating the model does not al-
ways improve the prediction performance and does not reduce the drift
from the defect data. We observe that the class rebalancing techniques
eliminates drift up to 31% from the chronological defect datasets and

improves prediction performance.

4. We provide recommendation on which feature selection method to use
that is robust for predicting defects for inter-release software projects.
We observe that inter-release defect prediction models trained on the
most recent releases do not always yield the best inter-release defect

predictors.

7.4 Future Research Opportunities

The research investigated conducted in this thesis presented the impacts of
concept drift and the advantages of adopting class rebalancing and feature
selection techniques during the model training of SDP models and deletion

of concept drift from the software defect datasets. Although, these empirical
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investigations have stirred up several questions. Future works could address
some of those. We present brief highlights of some of the likely future works

below.

7.4.1 Investigating the impact on other class rebalancing tech-
niques

Our empirical investigation in Chapter 5 focuses only on the Random Over
Sampling, Random Under Sampling, Synthetic Minority Oversampling Tech-
nique, and Bootstrap Random Oversampling Examples class rebalancing tech-
niques. Although prior SDP studies have also widely adopted these tech-
niques [10, 12, 14, 15, 161], our findings have entirely bound these techniques.
Future research should explore the impact of other class rebalancing tech-

niques (e.g., Adaptive Synthetic Sampling technique).
q & p Y ping q

7.4.2 Understanding the impact of configuration parameters

The thesis investigated the impacts of class rebalancing techniques using
Caret parameter optimization and feature selection techniques for detect-
ing concept drifts and SDP performance improvement. Parameters such
as nearest-neighbors, the data sample rates for class rebalancing techniques,
and parameters for convention learners could be examined on concept drift

and SDP performance improvement.
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7.4.3 Investigating the impact of other feature selection tech-
niques

Our study in Chapter 6 focuses only on the correlation and consistency-based
feature selection techniques and the AutoSpearman feature selection tech-
nique. Although prior SDP studies have also widely adopted these tech-
niques [46, 76, 93, 146, 180]. Therefore, conclusions may not hold if an-
other feature selection technique is applied. Future research should explore
Wrapper-based Feature Selection Techniques on concept drift and impact for

SDP (e.g., Recursive Feature Elimination technique).

7.4.4 Investigating the impact of deep learning models

Throughout our empirical studies in this thesis, we consider conventional
classifiers. There are various deep learning solutions that could be used to
the problem of defect predictions and concept drift detection. Since these
classification models perform automatic feature engineering, it is possible
that certain capture features are enough to minimize the effects of drift. In a

further study, we would benefit from consideration of these types of models.

7.4.5 Revisiting the impact of concept drift in various setting

of defect prediction models

Future research studies should revisit the previous studies in various settings
to examine the impact of concept drift in SDP, such as just-in-time defect pre-
diction [37, 69, 185], and heterogeneous defect prediction [23, 132]. Besides,
search-based SDP techniques could recognize the best set of classification
techniques [19] that could eliminate concept drifts from the software defect
prediction datasets, which could be explored as future research to enhance

the performance of software defect prediction models.
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