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Abstract

Despite machine learning technology has been applied to enhance the performance
of various software systems, evaluating machine learning-based software systems is
challenging, as it is difficult to distinguish correct behaviour from potentially
incorrect behaviour of the machine learning-based systems. Additionally, these
systems often provide a local optimum rather than a global optimum, leading to a
test oracle problem. A viable approach for validating these systems is needed, and
Metamorphic Testing (MT) can help alleviate the test oracle problem.

MT addresses the test oracle problem by examining the expected relationships
between input-output pairs in consecutive executions of the systems. These
“expected” relationships are expressed as Metamorphic Relations (MRS), which are
the critical components of MT. If the output results in various software executions
violate an MR, then a fault is revealed. Although MT approaches obtain encouraging
results, the creation of MRs has limitations, as traditionally, MRs are created based
on the inputs of experts and system users. The lack of participation from experts and
users can limit the creation of effective and suitable MRs, thereby impacting the
validation capacity of MT (Problem 1).

Another area of research interest is the lack of methodologically thorough
performance evaluations of plagiarism detection systems, despite the serious issue
of plagiarism. There is a need to raise awareness of the need to research validation
approach of machine learning-based educational technologies (Problem 2).

In this thesis, we deal with Problem 1 by applying a systematic rather than a
heuristic approach, to derive generic MRs of MT for validating machine learning-
based software systems. These novel approaches include adapting the existing MT
model into a generic MT model, deriving generic MRs of MT from the identified

uncertainty, and deriving generic MRs of MT from the Metamorphic Relation



Patterns (MRPs). Additionally, we choose machine learning-based educational
technologies, including plagiarism detection systems, question and answering (Q&A)
websites, software defect prediction systems, and code-generation systems, as the
systems under test for experiments to raise awareness and to address Problem 2.

Experiments are conducted to evaluate the performance of these proposed
approaches with machine learning-based systems. Initially, we focused on adapting
an existing MT model into a generic MT model. The generic MT model approach
enhances the existing MT models by mapping the identified MRs of existing MT
model with generic Data Mutation Operators (DMOs). The proposed generic MT
model contains five generic MR types, consisting of twenty-one generic MRs, for
validation. The results indicate that the generic MT model is a valuable validation
tool for machine learning-based software defect prediction systems. Two machine
learning-based software defect prediction systems did not violate any MR, and
eighteen machine learning-based software defect prediction systems did not
significantly violate one generic MR type. Additionally, results indicate that the
generic MT model is an effective validation tool for software defect prediction
systems with Agglomerative clustering and Density-Based Spatial Clustering of
Applications with Noise machine learning algorithms.

Although enhancing existing MT approaches and adapting them into generic MT
approaches can be used as a validation tool, this proposed model can only work with
numeric features. This approach might not apply to other more advanced machine
learning models, such as pre-trained language models. We then change the focus and
experiment with the concepts of uncertainty and MRP to systematically derive
generic MRs of MT.

For the concept of uncertainty, we develop a feasible approach by applying an
uncertainty matrix to identify the uncertainty of machine learning-based plagiarism
detection systems and derive the generic MRs of MT from the identified uncertainty

for validation. Results showed that this proposed approach can effectively validate



machine learning-based plagiarism detection systems. Future studies can apply this
approach to locate uncertainties to enhance systems’ robustness. However, this
approach might require users or experts to identify related uncertainty. Thus, we
change the focus and experiment with the Metamorphic Relation Patterns (MRPS)
for developing generic MRs of the MT approach that does not require users or
experts.

For the MRP approach, firstly, three MRPs are identified to derive multiple
generic MRs for validating machine learning-based plagiarism detection systems.
The result shows that the MRP approach can systematically and effectively validate
machine learning-based plagiarism detection systems. The result also demonstrates
that machine learning models that build a stronger semantic relationship with words
or sentences work better with MRs related to the meaning of contents. Secondly, we
focused only on one pattern, the “symmetry” MRP, to derive symmetric MRs, which
are also semantic-preserving MRs, to develop a more straightforward and more
applicable validation approach for machine learning-based systems. Studies proved
that the symmetric MRs could be a validation tool for the content quality
classification on Stack Overflow Question-answering (Q&A) websites using Large
Language Models (LLMSs), and code-generation LLMs. In addition, the result proves
that the symmetric MRs could support simulation metamorphic testing.

Furthermore, studies have discovered applications of symmetric MRs beyond
validation use only. They have concluded that symmetric MRs can be utilised to
explain the instability of LLMs’ outputs, and as Natural Language Processing Data
Augmentation (NLPDA) approach to systematically improve the machine common
sense of LLMs. To the best of our knowledge, we are the first to introduce the
concepts of symmetry and uncertainty to derive generic MRs of MT for validating
machine learning-based systems without requiring input from users or experts. We
are also the first to apply symmetric MRs to measure MT effectiveness, support

simulation MT, and serve as a NLPDA to enhance the machine common sense of



machine learning-based systems. We hope the promising results will stimulate
further research in these areas.

Keywords: Validation, Generic Metamorphic Testing, Uncertainty, Metamorphic
Relation Pattern, Natural Language Processing Data Augmentation, Simulation
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Chapter 1. Introduction

In software engineering, evaluating software systems is crucial as their quality is
directly linked to user trust. With the increasing application of machine learning
algorithms to enhance software performance, evaluating machine learning-based
systems has become more challenging due to the test oracle problem. Therefore, an
effective validation technique is necessary to ensure the accuracy of machine
learning-based software systems and maintain user confidence [1]. Given the
widespread application of machine learning algorithms across various domains, there
is a need for research on effective validation tools. Generic metamorphic testing has
been identified as a potential validation tool; however, research in this area,
especially concerning the evaluation of machine learning-based educational systems,
is limited. This thesis is focused on the study of enhancing software validation
through various novel approaches to metamorphic testing. In this chapter, we will
first introduce the background of research on metamorphic testing-based software

validation, and then outline the motivation and contribution of this thesis.

1.1 Background

Machine learning (ML) algorithms have been applied to different areas, such as
plagiarism detection [2], software defect detection [3-6], content quality

classification [7], Code generation [8,9], etc. Despite the advantages of applying ML,
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evaluating ML-based software systems is challenging. Although, there are several
evaluation approaches for ML-based code generation systems [9-18], those
evaluation approaches focus mainly on the performance of code generation rather
than validating the ML-based code generation systems themselves. Thus, the test
oracle problem remains because it is difficult to distinguish correct behaviour from
potentially incorrect behaviour and ML-based systems often provide a local optimum
rather than a global optimum [19-24].

We see the potential of Metamorphic testing (MT) can be a valuable validation
tool for ML-based software systems because MT has been used for oracle problem
in different domains, such as bioinformatic software [25], machine learning
classification [26-29], cryptographic software [30], online search engines [31]. MT
can also be applied in validating autonomous vehicles systems [32,33], fake news
detection systems [34], automatic image classification systems [35], and multiple
linear regression systems [36]. It is also plausible to define metamorphic relation
patterns (MRPs) for deriving multiple MRs [31]. Furthermore, it is plausible to
improve the capacity of MT by introducing simulation testing concept [37] and by
introducing effectiveness measurement of MT [38].

Metamorphic Testing (MT) was introduced by [39] as a novel approach to
alleviate the problem of test oracles by verifying the relations between the inputs and
outputs across multiple test executions of the programs or systems under
examination. These relationships, known as Metamorphic Relations (MRs), embody
the essential attributes of the target function or algorithm concerning the multitude
of inputs and their anticipated outputs [39, 40]. The methodology of MT begins with
the creation of specific program inputs known as “Source” inputs, which serve as the
foundational test cases. Using these “Source” test cases, MRs are applied to generate
new inputs, referred to as “Follow-up” test cases. In contrast to traditional testing
methods, MT thoroughly verifies both the “Source” and “Follow-up” test cases, as

well as their corresponding outputs, against the defined MRs [39, 40].
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This thesis aims at researching systematic approaches to derive generic MRs of
MT for evaluating ML-based software systems. The first phase of studies is
enhancing existing MT approaches and adapting them into generic MT approaches
for validation, followed by a second phase that aims to experiment with the concepts

of uncertainty and symmetry in systematically deriving generic MRs of MT.

1.2 Motivation

Despite the encouraging results obtained by existing MT approaches in evaluating
ML-based software systems, it requires the inputs of experts and users for the
creation of MRs. Another problem is the lack of research interest in assessment of

ML-based educational technologies. We describe these two problems in detail below.

1.2.1 Problem 1. Difficulty in identifying Metamorphic Relations of
Metamorphic Testing

Evaluating the performance of ML-based software systems is a test oracle problem
because the systems can only predict at best with the given training data and can only
find the local optimum rather than the global optimum, and MT is a commonly used
approach to address the test oracle problem [19-21, 23, 24]. However, most of the
MRs of MT are derived from the inputs of users or experts, and if in a situation in
which software modules have limited historical data and limited inputs of users or
experts, MRs could be challenging to determine [19, 23, 41]. It is crucial to have
generic MRs for evaluation, as experts or users might not be available, and there
might be limited knowledge of the trained ML models or other newly created systems.
To address this problem, this thesis aims to experiment with different novel
approaches to derive generic MRs of MT for validating different ML-based systems.
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1.2.2 Problem 2. Lack of awareness of the need to research validation

approach of machine learning-based educational systems

ML technology has been applied for enhancing the performance of educational
systems, including the performance of detection of text documents such as fraudulent
reviews, spam filtering, tag extraction and plagiarism [42-45]. A systematic review
study has found that plagiarism detection was improved by “Better semantic text
analysis methods” and “Application of machine learning” [2]. To apply ML
techniques to detecting text documents, the ML model typically works with Natural
Language Processing (NLP). NLP is one of the computation techniques to capture
the semantics of natural language texts and uses different knowledge representations
for specific purposes [46-48]. ML models can be based on representations of NLP to
make predictions. Additionally, ML has been applied to maintain the quality of
Question and Answer (Q&A) websites by applying pre-trained language models
(PLMs) to either replying the users’ questions or classifying the content quality of
the sites automatically [7, 49, 50].

Despite advanced technologies have been applied in ML-based Plagiarism
Detection Systems (PDS) to enhance performance [42-45], other advanced
technologies have also made detection more complex [51, 52]. Thus, validating the
PDSs themselves is essential because plagiarism is a severe issue in academia and
incorrect detections will cause disputes [51] and reduce trust in using the systems [1].
However, ML models are difficult to assess [53], especially since there is a lack of
research interest in ML-based educational technologies, such as PDSs. Researchers
[2, 54, 55] found a research gap in the lack of methodologically thorough
performance evaluations of PDSs. There is a need to raise awareness of the need to
research the validation approach of ML-based educational technologies. To address
this problem, this thesis uses ML-based educational technologies as systems under

test in the experiments, to bring awareness of research focus.

18



1.3 Contribution of the Thesis

The proposed approaches of this thesis aim to enhance the validation capacity of MT

with ML-based systems. The main contributions of this thesis include:

Proposed novel approaches for validating ML-based systems, specifically in
under-researched areas like validating ML-based PDSs and educational
technologies, without requiring input from users or experts.

Demonstrated that generic metamorphic relations (MRs) of metamorphic
testing (MT) can be extended to validate various domains, using different
languages and ML algorithms, including pre-trained Large Language Models
(LLMs).

Developed effective methods for deriving generic MRs accessible to
researchers and practitioners, regardless of their prior knowledge.
Discovered that symmetric MRs, derived from symmetry metamorphic
pattern (MRP), can serve as a general validation tool for different ML-based
systems. Furthermore, symmetric MRs can be used a formal Natural
Language Processing Data Augmentation (NLPDA) approach to provide
trustworthy training or testing datasets, to create non-violation regions to
support simulation MT, and to explain the instability of ML-based systems’

outputs.

1.4 Organization of the Thesis

The rest of this thesis is organised as follows. In Chapter 2, we first review the

difficulties in validating ML-based software systems and briefly describe MT and its

applications in the context of software engineering.

In Chapter 3, we investigate the possibility of using generic MRs of MT to validate

ML-based systems by introducing an adapted generic MT model to validate ML-

based SDPs. Without the input of users and experts, we adapt an existing MT model
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into a generic MT model, which includes five types of MR mapping with data
mutation operators (DMOSs). Experiment results show that the model is a valuable
validation tool for ML-based SDPs, even with limited knowledge of validating
targets.

We develop another feasible approach in Chapter 4 by applying an uncertainty
matrix to identify the uncertainty of the ML-based PDSs and derive generic MRs
from the identified uncertainty for validation. We experimented with three PDSs in
a classroom scenario. Results show that the proposed approach can effectively
validate PDSs and enhance the systems’ robustness.

In Chapter 5, we derive three generic MRs of MT based on MRPs to validate PDSs
using different ML algorithms. Experiment results show that generic MRs can
systematically and effectively validate and compare PDSs. We also concluded that
ML algorithms that build a stronger semantic relationship with words or sentences
work better with MRs related to the meaning of contents.

Chapter 6 focuses on the symmetry MRP to derive symmetric MRs for validating
ML-based systems, including code-generation systems, content quality classification
systems, and software defect prediction systems. Experiment results show symmetric
MRs can serve as a validation tool for different ML-based systems, and these
relations can also be applied to enhance the machine common sense of the systems,
to support simulation MT, and to explain the instability of ML-based systems’
outputs.

We conclude the thesis in Chapter 7, which includes the findings drawn from the

research, contributions, and suggestions for future work.
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Chapter 2. Literature Review

Machine learning technologies have been applied to various domains for enhancing
performances; however, performance evaluation of machine learning (ML) models
Is a test oracle problem since ML models deliver local optima rather than global
optima [19, 23, 24, 37]. In this chapter, we first discuss the risks of applying machine
learning (ML) to different areas; then, we discuss metamorphic testing (MT) in the
context of software engineering, which is used to validate machine learning-based

(ML-based) systems in this thesis.

2.1 Risks in applying Machine learning-based software system

Various areas, such as software engineering and education, have used ML
technologies to enhance performance [4, 42-45, 56, 57]. Pre-trained Large Language
models (LLMSs) have been applied to respond to many questions and maintain the
quality of the large volume of content on different Question-and-Answer (Q&A)
platforms [7, 49, 50, 58-63]. With the advancements in ML technologies, researchers
and software developers have shifted their focus towards leveraging ML
technologies in different software engineering tasks, and advanced code generations
have been developed because of applying LLMs, which have shown remarkable
effectiveness in solving complex tasks [8, 9, 12, 15, 16, 64, 65]. Another software

21



engineering task that utilised ML technologies to enhance performance is Software
Defect Prediction (SDP). SDP helps to identify defect tendencies in software
modules, and there are many ML-based approaches to predicting software defects
[3-6, 56, 66, 67].

However, advanced ML technologies also led to other new risks and problems.
Advanced technologies, such as Atrtificial Intelligence Generative Content (AIGC),
have made detecting plagiarism more difficult [51, 52], especially since there is still
no system that can detect plagiarism 100% correctly [51]. There was a lack of
performance evaluation of Plagiarism Detection Systems (PDSs) [54, 55]. Although
there are many advantages of using pre-trained Large Language Models (LLMs),
companies that use third-party generative Artificial Intelligence (Al) tools or LLMs
may raise safety and security concerns and risk exposing corporate secrets [68, 69].
LLMs have also been widely utilised to uphold content quality on various Q&A
websites, including medical sites and Stack Overflow platforms [7, 49, 50, 59, 60,
70]. Although the performance of LLMs is generally satisfactory, human reviews
and evaluations remain necessary to ensure the safe utilisation of LLMs [49, 50, 53].
In addition, many LLMs’ performances showed that they do not possess deep
semantic comprehension or human-level common sense [71, 72]. Thus, there is still
a gap in LLM’s ability to reach robust human-level common sense reasoning [71].
Another risk is that even though the risk of applying ML is a genuine concern, there
was a lack of research interest in evaluating the performance of ML-based systems,
especially ML-based PDSs [2, 54, 55]. Thus, the literature showed a need to research

assessment approaches for ML-based systems.

2.1.2 Validating the performance of machine learning-based systems

and Test oracle

Prediction accuracy rate (ACC) and Matthew correlation coefficient (MCC) [73] are
two of the most used metrics to evaluate the performance of ML-based systems under
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the situation that the labelled datasets are available, which means the ground truths
are available for evaluation. In addition, different metrics and approaches are
proposed to evaluate ML-based code generation systems (CGs), such as pre-defined
code testing datasets and execution successful rates of the generated codes [9-16, 18,
74]. However, most evaluation approaches focus on the performance of ML-based
systems rather than validating the systems themselves, and without validating the
systems, the performance of the systems can be contaminated. Validating ML-based
systems presents a challenge known as the test oracle problem, which makes it
challenging to differentiate between correct behaviour and potentially incorrect
behaviour [19, 23, 24, 37]. In addition, if the ML-based systems are unsupervised,
which are trained with unlabelled datasets (datasets without ground truth), it is
difficult to evaluate them as there is no prior knowledge of the unlabelled datasets,
making this an untestable situation, also referred to as the test oracle problem [5, 19-
24, 27]. Consequently, those evaluation approaches mentioned, especially ACC and
MCC, which require ground truth to measure with, cannot be used for the test oracle
problem. A systematic and practical approach is needed to address the test oracle
issue, and Metamorphic testing (MT) can be employed to mitigate this problem [19,
22-24].

2.2 Metamorphic Testing

Metamorphic Testing (MT) was introduced by [39] as a novel approach to alleviate
the problem of test oracles by verifying the relations between the inputs and outputs
across multiple test executions of the programs or systems under examination. These
relationships, known as Metamorphic Relations (MRs), embody the essential
attributes of the target function or algorithm concerning the multitude of inputs and
their anticipated outputs [39, 40]. The methodology of MT involves the initial
generation of specific program inputs, referred to as “Source” inputs, to serve as the

foundational test cases. Subsequently, leveraging these “Source” test cases, MRs are
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employed to generate new inputs, thus constituting the “Follow-up” test cases.
Unlike the conventional testing methodology, MT comprehensively verifies the
“Source” and “Follow-up” test cases and their corresponding outputs against the

specified MR [39, 40].

2.2.1 Basic Concept

MT has been used to validate the “expected” relationships between inputs and
outputs of program executions. These “expected” relationships are expressed as MRs,
and they are the core element of MT, and if the output results in various software
executions violate an MR, then a fault is revealed [19, 21, 24, 31]. So, by examining
these expected relationships between inputs and outputs, which are MRs, we can
validate the program under testing and avoid the test oracle problem. As machine
learning is composed of programs and datasets, if the machine learning model is
insensitive to data transformation, then any violation of MR can be interpreted as a
fault in the program.

The idea of MR can be illustrated by a mathematical property of the sine function,
which is “sin(x) = sin(rr — x)”. For example, if the corresponding MR has two inputs,
x1 and x2, that satisfy “x1 + x2 = =", then two function outputs should be equal, i.e.,
sin(x1) = sin(x2). Based on MR, x2 is constructed based on x1 and sin(x1). Therefore,
x1 is the source input, and x2 is the follow-up input. Such MR can be used to test the
program as if the outputs of sin(x1) and sin(x2) are different, then the implementation

of function “sin()” must have faults as it violates the above MR [23].

2.2.2 Application of Metamorphic Testing

MT has been used for the test oracle problem in different domains, such as
bioinformatics software [25], machine learning classification [26-29], cryptographic
software [30], and online search engines [31]. MT can also be applied in validating

autonomous vehicle systems [32, 33], fake news detection systems [34], automatic
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image classification systems [35], multiple linear regression systems [36], software
testing in System of Systems [75], identify incorrect compilations in Deep Learning
compilers [20] and validate the test case generation systems [23].

It is also plausible to define metamorphic relation patterns (MRPs) for deriving
multiple MRs [31]. [24]’s study further the concept of metamorphic relations and
symmetry to define metamorphic relation patterns (MRPSs) that can derive multiple
MRs. Furthermore, it is plausible to improve the capacity of MT by introducing a
simulation testing concept to enable testers or researchers to determine whether the
test case is violated or not by the location of the test case [37] and by introducing
effectiveness measurement of MT, which refers to measuring how well the

evaluation results from MT can reflect the actual performance or target system [38].

2.2.3 ldentifying Metamorphic Relations of Metamorphic Testing

We see the potential of MT in validating ML-based systems, and the key to MT
application is the identification of MRs. However, in a situation in which software
modules have limited historical data and limited experts’ or users’ inputs, MRs could
be challenging to determine [19, 23, 41]; thus, a generic approach can be applied to
rescue this situation. [24]’s study proposed the concepts of symmetry to derive
multiple concrete metamorphic relations that can be applied in different application
domains. [31]’s study presented a list of generic MRPs to assist in identifying MRs
when testing query-based systems. [75] ’s system of systems testing study showed
that abstract MRP and the concept of symmetry can generate generic MRs. Other
studies proved that the uMT model, which used Data mutation operators (DMOSs) to
construct generic MRs, is feasible [41]. Therefore, identifying MRs can also be
achieved by providing a set of DMOs and mapping rules of uMT [76]. Thus, this
thesis aims to research different novel and systematic approaches to derive generic
MRs of MT to validate ML-based systems.
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2.3 Chapter Summary

In this chapter, we describe the risks of applying ML; then, we discuss MT as a
potential validation tool of ML-based systems and the problem related to identifying
MRs of MT. Our objective is to explore various novel and systematic approaches to
derive generic MRs of MT to effectively validate ML-based systems. This thesis
aims to demonstrate the practicality and robustness of different approaches in
deriving generic MRs of MT as a validation tool through several comprehensive
scaled experiments. In the next chapter, we conduct an experiment to assess the

generic MT as a validation tool for ML-based systems.
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Chapter 3. Validating Machine
learning-based Systems with Generic

Metamorphic Testing

In this chapter, we present a novel approach that adapts an existing metamorphic
testing (MT) model into a generic MT model and utilises generic MT to effectively
validate unsupervised software defect prediction models. It is imperative to address
the challenges associated with insufficient involvement from experts and users,
which can impede the development of effective and appropriate metamorphic
relations (MRs) and ultimately affect the validation capacity of MT.

Our method identifies five categories of MRs of an existing MT, further divided
into twenty-one individual generic MRs, all formulated through generic Data
Mutation Operators (DMOs). This framework enables us to generate follow-up
datasets from the source datasets, training respective software defect prediction
models (SDPs). By comparing predictions between the “source” and “follow-up”
SDPs and identifying inconsistencies, we can assess the SDPs’ sensitivity to generic
MRs as a form of validation.

The rest of this chapter is organised as follows. Section 3.1 introduces this
experiment. Section 3.2 describes the underlying concepts of software defect

prediction using the machine learning approach and MT. Section 3.3 describes the
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motivation behind this experiment. Section 3.4 describes our proposed generic MT
model. Section 3.5 describes the experimental setup to determine the effectiveness
of the proposed model in validating SDPs and discusses the results and the threats to
the validity of this study. Section 3.6 concludes this chapter.

3.1 Introduction

As software complexity grows, defect prediction has gained more research interest
in software engineering, particularly through machine learning (ML) technologies [3,
4, 56, 57]. Supervised learning models with labelled software defect datasets, which
are Supervised Software Defect Prediction models (SSDPs), are widely used [56].
However, creating labelled software defect datasets is challenging when the software
projects have limited historical software data [56]. SSDPs cannot be applied to
datasets that do not have labels. Thus, Unsupervised Software Defect Prediction
models (USDPs) become the solution as USDPs do not need labelled datasets [56,
77]. However, USDPs pose validation challenges due to the lack of prior knowledge
about unlabelled datasets, leading to the test oracle [19].

Despite the testing challenge, MT is a widely used technique to alleviate the test
oracle problem [19-24]. Instead of verifying the outputs of software programs, MT
validates the expected relationships between inputs and outputs of multiple
executions of the software and these relationships are called MRs. If any MR is
violated after the execution of software, it is interpreted as a faulty implementation.
Through this approach, we avoid the test oracle problem. However, identifying MRs
is challenging because these expected relationships were mainly created by experts
or users [19, 23, 41].

To alleviate the challenge of identifying MR, we proposed a generic and adaptive
MT model for validating SDPs. Different from traditional models, this model is
generic and based on two proven models with no expert or user input or prior

knowledge needed. Five generic types of MRs are identified from the

28



“METamorphic Testing approach to assessing and validating unsupervised machine
Learning” model (METTLE) [19]. They are mapped with DMOs of the uMT model
[41, 76] and proposed DMOs to establish the generic MT model with twenty-one
generic MRs in this study.

We evaluate this generic MT model by conducting an experiment with twenty
SDPs using fourteen different ML algorithms on twenty publicly available high-
dimensional datasets, in order to achieve our research objective, which is to
demonstrate the feasibility of the proposed generic MT approach for validating
USDPs using clustering algorithms and SSDPs. We applied the MRs to generate
follow-up datasets to train follow-up SDPs for testing. The predictions of follow-up
SDPs would be compared with predictions of SDPs trained by the source datasets. If
there is no violation, which means no inconsistent prediction between them, the SDP
Is insensitive to the related MR and that MR could be used for validation. It is
because if SDP is insensitive to data transformation, then any violation of MR can
be interpreted as a fault in the program. The results show that the proposed model
can effectively validate SDPs, and we conduct robust statistical tests to confirm the

effectiveness of the model.

3.2 Background

This section briefly introduces software defect prediction using ML approaches and

the test oracle problem.

3.2.1 Software Defect Prediction

Software Defect Prediction helps to identify defect tendencies in software modules,
and there are different approaches to predicting defects. Xu et al. [3] proposed a
supervised technique called the Augmented-Code Property Graph-based defect
prediction method to predict certain defect types. Wang et al. [4] used supervised

gated hierarchical long short-term memory networks which extract semantic features
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of abstract syntax trees of source code and traditional features provided by the
PROMISE repository. Kumar et al. [56] proposed an unsupervised software defect
prediction approach using threshold derivation for clustering and labelling the data
points.

Supervised and unsupervised machine learning techniques are the two main types
used in software defect prediction [5, 6]. Chen et al.’s [6] study compared supervised
and unsupervised machine learning methods and found that unsupervised methods
based on the “Lines of Code” metric performed better than or the same as the
supervised methods in their study. Li et al. [5] conducted a systematic literature
review and found that unsupervised and supervised classifiers performed as well as
each other. Xu et al.’s [77] empirical study also indicated that clustering-based
unsupervised models are worse than supervised models. Software defect prediction
Is based on the features extracted from software modules to make recommendations,
and “Code metrics” and “Process metrics” are the two commonly used software
feature metrics for defect prediction [4, 66]. These metrics collect data from software

modules for training the defect prediction models using machine learning [67].

3.2.2 Machine Learning and Test Oracle

Supervised ML technique is learning with labelled data to make predictions.
However, labelled software defect data for training can be unavailable [5]. Therefore,
unsupervised techniques become popular because it is learning with unlabelled data
[5, 6]. Unsupervised ML systems perform as well as the supervised ML systems and
clustering-based prediction approaches dominate USDPs [5, 27]. However, USDPs
do not have a ground truth to refer to, which is like a test oracle problem to validate
the USDPs, and MT is a widely used approach to address the test oracle problem
[19-24]. MT has been used to validate the “expected” relationships between inputs
and outputs of program executions. These “expected” relationships are expressed as

metamorphic relations (MRs), and they are the core element of MT. If the output
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results in various software executions violate an MR, then a fault is revealed [19, 21,
24, 31]. In a situation in which software modules have limited historical data and
limited experts’ or users’ inputs, MRs could be challenging to determine [19, 23, 41],
and a generic approach can be applied. Zhou et al. [24] has defined Metamorphic
Relation Patterns (MRPS) to derive multiple concrete metamorphic relations. Segura
et al. [31] presented another list of MRPs to assist in identifying MRs in testing
query-based systems. Chua et al. [75] ’s study on generic MR generation was based
on abstract MRP and symmetry. Studies proved that the uMT model, which used
DMOs to construct MRs, is feasible [41]. Identifying MRs can be achieved by
providing a set of DMOs and mapping rules of uMT [76].

3.3 Motivation

Motivated by the necessity of more advanced testing techniques for validating ML
algorithms that suffer from the test oracle problem and situations in which software
modules have limited historical data and limited inputs of experts or users, this
experiment targets to develop a generic MT model and demonstrate the feasibility of
model validating SDPs through a comprehensive scaled experiment. MT is useful in
validating ML-based systems; however, the MRs are created mainly through users
or experts, which might not be available and might introduce human bias. Thus, we
aim to use a generic approach for MR creations to remove relying on users and
experts, in order to reduce the heuristic influence on MR creation and demonstrate
generic MT’s practicality in validating ML-based systems through a comprehensive

scaled experiment.

3.4 Proposed Approach

This section describes the validation model and how the generic MT model is
designed.
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3.4.1 Generic Metamorphic Testing model

This study adapts MT to validate SDPs. In order to establish a generic and adaptable
MT model, we followed [19]’s future direction to experiment with the METTLE
model on high-dimensional datasets with two non-scalable labels. We identified five
types of MRs from the METTLE model [19]. Then, we mapped the first three types
of MRs with generic DMOs of uMT [41, 76] and mapped the rest with our proposed
DMOs to establish the generic MRs of the MT model.

Table 3.1: Mapping table of MRs and DMOs.

MR of METTLE | DMO mappings Source
of
DMOs
MR1: MR1.1 - Swap(x1, x2) uMT
Manipulating
object order
MR2: MR2.1 - Half(Half(x)) UMT
Manipulating the | \1R2 2 - Half(x)
distinctness '
Among cluster in | MR2.3 - Double(x)
dataset MR2.4 - Double(Double(x))
MR3: ) MR3.1 - x AND Half(Half(x)) uMT
Manipulating the | \jR3 2 - x AND Half(x)
object density of
one or more MR3.3 - x AND Double(x)
glusters in the MR3.4 - x AND Double(Double(x))
ataset MR3.5 - x AND Half(x) AND Half(Half(x))
MR3.6 - x AND Double(x) AND Double(Double(x))
MR3.7 - x AND Half(x) AND Half(Half(x)) AND Double(x)
AND Double(Double(x))

MR4: ] MR4.1 - Remove the highest co-related feature Proposed
MargIOU'a“”g MR4.2 - Remove 10% of total features which are the highest
attributes correlated
MR5: MR5.1-x + 30 Proposed
Manipulating MR5.2 - % + 40
outliers T =

MR5.3-x + 50

MR5.4-x + 60

MR5.5-x + 36 AND x + 4o

MR5.6 —x + 30 AND x + 40 AND x + 50

MR5.7-x + 36 AND x + 40 AND x + 50 AND x +

60
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This adaptation enhances the model’s versatility, allowing users to apply it to
numeric data features studied by various machine learning algorithms without
understanding the underlying models. The proposed model does not include MR
“manipulating the coordinate system” of METTLE because it is challenging to
ensure the correctness of transforming the coordinates of high-dimensional datasets
and determining the outcomes. In this regard, the proposed model is more adaptable
and accessible. This study creates twenty-one individual generic MRs from five
types of MRs of METTLE mapping with DMOs of uMT and our proposed DMOs
(Table 3.1).

(1) MR1: Manipulating object order
This relation assumes that the order of objects should not affect the prediction
outcomes [19]. This MR could use “Swap” DMO of uMT [41, 76]. This MR reverses

the order of the source dataset to create the follow-up dataset.

source data = [(X11, X12, Y1), (X21, X22, Y2), (X31, X32, Y3)] —> @

L

follow-up data = [(X31, X32, Y3), (X21, X22, Y2), (X11, X12, Y1)] = @

Figure 3.1: Illustration of MR1 data transformation will not affect the clustering
results.

(2) MR2: Manipulating the distinctness among cluster in dataset
This relation assumes that shrinking and expanding proportionally to some or all
clusters towards to or away from their centroids in the dataset should not affect the
prediction outcomes [19].

We chose “Half” and “Double” DMO of uMT [41, 76], which means half and
double all the values of all features, for this MR. In addition, this study applied the
same DMO again to increase the levels of shrinking and expanding, which means a

quarter times and four times all the values of all features.
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Boe 90
(@) (b)

Figure 3.2: (a) Hlustration of MR2 shrinking in proportion will not affect the
clustering results. (b) Illustration of MR2 expanding in proportion will not affect
the clustering results.

(3) MR3: Manipulating the object density of one or more clusters in the dataset
This relation assumes that adding objects into clusters in the dataset to increase the
object densities of these clusters should not affect the prediction outcomes [19]. This
MR reused the follow-up datasets created in MR2 and added them to the source

dataset to create different levels of densities for testing.

OIS T

Figure 3.3: (a) Hlustration of MR3 increases density with instances that are
shrinking in proportion will not affect the clustering results. (b) lllustration of MR3
increases density with instances that expanding in proportion will not affect the
clustering results.

(4) MR4: Manipulating attributes matched with removing highly correlated
features

This relation assumes a high correlation indicates that an attribute can be considered
redundant and, hence, to be removed [19]. This study proposed using the removal of
highly correlated features as DMO. Two MRs are proposed. One is to remove the
highest correlated attribute in the dataset. The other one is to remove about 10% of

total attributes, which are the highest correlated attributes.
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(5) MR5: Manipulating outliers
This relation assumes the clustering system will handle outliers by filtering them or

assigning new cluster labels; thus, it should not affect the prediction outcomes [19].

Data
transformation % +36 %-36
Label
+ve label 4 4
-ve label 4 4
Total Outliners 8 8
(a) MR5.1
Data
transformation $+36 | 5-36 | 5+46 | %-40
Label
+ve label 2 2 2 2
-ve label 2 2 2 2
Total Outliners 4 4 4
(b) MR5.5
Data Xl 0% 15X |x-
transformation | * |35 |7 |46 | |56
Label 30 40 56
+ve label 1 1 1 1 1 1
-ve label 1 1 1 1 1 1
Total Outliners 2 2 2 2 2 2
(c) MR5.6

Data
transformation | x+ | x- | X+ | X- | X+ | X- | X+ | X-
36 | 36 | 46 | 46 | 56 | 56 | 66 | 60

Label

+ve label 1 1 1 1 1 1 1 1
-ve label 1 1 1 1 1 1 1 1
Total Outliners 2 2 2 2 2 2 2 2

(d) MR5.7

‘ C
. .

(e) outliers will not affect the clustering results

*

Figure 3.4: lllustration of MR5 (a)MR5.1 (b)MR5.5 (c)MR5.6 (d)MR5.7
(e)Outliers will not affect the clustering results due to the distances
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There are two common approaches to classifying outliers: standard deviation with
approximately symmetric distributions or interquartile range with skewed
distribution [203]. Assuming the data distributions are approximately symmetrical,
this study proposed using the mean values and different levels of standard deviation
values of features as DMO to create outliers. We created the same number of outliers
with positive and negative labels to reduce the effect of imbalanced labels. For
example, MR5.1 used transformation X + 3o, which means adding or subtracting
three times the standard deviation values of features to the mean values of features,
in order to create outliers (Fig. 3.4a). MR5.6 has six data transformations, so we
created six lines of outliers with a positive label and six lines of outliers with a
negative label (Fig. 3.4c).

3.5 Experiment with Generic Metamorphic Testing model on
Validating Machine learning-based Software Defect Detection

Systems

This section describes the setup of the experiment. It defines the research objective
and research questions of our experiment. Then, it describes the subject systems and
data used in the experiment. Thereafter, it discusses detailed experimental design,
including environment configuration, measurement, experimental procedure, dataset
preparation, and parameter setting. Finally, we present our experimental results and

discuss, analyse, and interpret the results for research questions.

3.5.1 Research Questions

The main objective of the experiment is to demonstrate the feasibility of the proposed
model for validating USDPs using clustering algorithms and SSDPs. This study aims

to answer the following research questions.
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RQ1: Could the generic MT model validate SDPs? Different MRs have different
impacts on MT validation capacity for different ML algorithms. We aim to evaluate
the effectiveness of different MRs in validating different ML algorithms by counting
the occurrence of violations related to MRs. These numbers can indicate the
effectiveness of the generic MT model.

RQ2: What are the underlying causes of violations? When a violation occurs, we
analyse the results with the violation patterns, the characteristics of MRs, and the
characteristics of SDPs, in order to seek any relationship that leads to the violations.

RQ3: What are the differences in applying generic MT model to validate USDPs
and SSDPs? We further analyse the effectiveness of MT on supervised and
unsupervised ML algorithms by comparing the differences in prediction

inconsistencies and accuracies between USDPs and SSDPs.

3.5.2 Subject Machine learning algorithm

[78, 79] successfully applied MT to validate unsupervised ML algorithms; however,
their studies only involved three ML algorithms. This study explores the feasibility
of applying the proposed model to validate different SDPs utilizing different ML
algorithms. Thus, our experiment involved eighteen USDPs and two SSDPs utilizing
fourteen different ML algorithms (Table 3.2). They were obtained from the “scikit-
learn” library, a popular ML library for Python, as [80] mentioned in their study.

Version 0.24.2 of the “scikit-learn” library is used in this experiment.

3.5.2.1 Unsupervised Software Defect Prediction models (USDPs)

USDPs are using some of the most widely used unsupervised clustering algorithms
[5, 56, 77, 81, 82], and we occupied clustering classifications of Xu et al. [77] to
group the subject USDPs as the following.
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Model-Based Clustering (MBC) assumes the probability model for each cluster
and arranges instances to the cluster that best fits the model [77]. This study selected
two expectation-maximization (EM) methods, including the “Gaussian Mixture
Model” (GMM) and the “Bayesian Gaussian Mixture Model” (BayGM).

GMM uses a probabilistic assignment of data points to clusters where each cluster
has its separate Gaussian distribution [82]. In the “scikit learn” library, the
“GaussianMixture” function has a mandatory option for choosing the type of
covariance [83, 84]. This study treats each GMM model with different covariance
options as separate SDP, so there are three GMM models. They are GMM with
“diagonal” covariance matrix option (GMM(diag)), GMM with “spherical”
covariance matrix option (GMM(spherical)), and GMM with “full” covariance
matrix option (GMM(full)).

BayGM is a variant of GMM and uses the Bayesian inference framework to
estimate the posterior distribution of the parameters and the hyperparameters of the
distribution [85]. In the “scikit learn” library, the “BayesianGaussianMixture”
function has a mandatory option for choosing the type of covariance [83, 86]. This
study treats each BayGM model with different covariance options as separate SDP,
so there are three BayGM models. They are BayGM with “diagonal” covariance
matrix option (BayGM(diag)), BayGM with “spherical” covariance matrix option
(BayGM(spherical)), and BayGM with “full” covariance matrix option
(BayGM(full)).

Partition-Based Clustering (PBC) randomly selects partitions of instances as
clusters and assigns the remaining instances to clusters whose centre point is closest
to those instances. It updates the centre point of each cluster and relocates the clusters
of other instances iteratively until the centre points of the clusters remain unchanged
[77]. This study selects “K-Means”, “Mini-Batch K-Means”, and “Bisecting K-

Means” clustering methods.
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K-Means uses squared Euclidean distance as the similarity measure to select
instances in the clusters. The number of clusters is typically chosen by the user, and
it aims to minimize the sum of the squared distances between each data point and its
assigned cluster centre [77, 81]. The “scikit_learn” library has a mandatory EM
algorithm option for the K-Means model [87]. This study treats each K-Means model
with different EM algorithm options as separated SDP, so there are two K-Means
models. They are the K-Means model using the “lloyd” EM algorithm (Kmean (full))
and the K-Means model using the “elkan” EM algorithm (Kmean(elkan)) [87, 88].

Mini-Batch K-Means (MiniKM) is a variant of K-Means that uses shorter batches
of datasets to calculate similarity, in order to reduce the computation time [77].

Bisecting K-Means is a variant of K-Means and works by recursively dividing
clusters into two sub-clusters until the desired number of clusters is reached [89].
The “scikit_learn” library has a mandatory EM algorithm option for the Bisecting K-
Means model [90]. This study treats each Bisecting K-Means model with different
EM algorithm options as separated SDP, so there are two Bisecting K-Means models,
and they are Bisecting K-Means model using “lloyd” EM algorithm
(BisectKM(full)), and Bisecting K-Means model using “elkan” EM algorithm
(BisectkKM(elkan)) [88, 90].

Graph-Theory-Based Clustering (GTBC) constructs a weighted graph where each
node represents an instance, and the weight of the edge denotes the similarity
measure of its two nodes. It iteratively divides graphs until it separates all instances
into non-overlapped clusters [77]. This study selected “Spectral Clustering”
(Spectral) and “Affinity Propagation Clustering” (Affinity).

Spectral transforms the data into a lower-dimensional space using the
eigenvectors of a similarity matrix. By using the similarity matrix, it constructs a
connected graph, in which every pair of points is connected by a weighted edge, and

treats the clustering as a graph partitioning problem [77, 91, 92].
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Affinity regards all the data points as potential cluster centres and the negative
value of the Euclidean distance between two data points as the affinity. The core idea
means that the larger the sum of the affinity of one data point, the higher probability
of this data point being the cluster centre [5, 77, 91, 93].

Hierarchy-Based Clustering (HBC) creates a hierarchical decomposition of the
data. This study selected “Agglomerative Clustering” (Agglo) and ‘“Balanced
iterative reducing and clustering using hierarchies” (Birch) clustering [77].

Agglo uses bottom-up decomposition to build clusters. It firstly treats each
instance as a separate cluster and iteratively merges each instance to the closest
cluster. Secondly, the process continues until all instances are merged into clusters
or a predefined condition is met [77].

Birch, on the other hand, uses top-down decomposition to find clusters. It, firstly,
treats all instances as one initial cluster and iteratively splits the cluster into smaller
ones. Secondly, this process continues until each instance belongs to one cluster or

a predefined condition is met [77].

Density-Based Clustering (DBC) uses the notion of data distribution density to
form dense regions as clusters [77]. This study selected “Density-Based Spatial
Clustering of Applications with Noise” (DBscan), “Ordering Points to Identify the
Clustering Structure” (Optics), and “MeanShift” clustering (Meanshift) [91].

DBscan clusters each instance based on their proximity and density. Although the
performance of DBscan is related to the input parameters, DBscan starts by randomly
selecting one data point and expands its neighbourhood until it contains the minimum
number of data to form a cluster [77, 94, 95].

Optics builds a reachability graph that represents the density-based connectivity
of the data points in the feature space. Then it creates a hierarchical clustering of the

data points based on their reachability distances. This way allows Optics to identify
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clusters of different densities and shapes, while being robust to noise and outliers [91,
94, 95].

Meanshift assumes that datasets of different cluster classes conform to different
probability density distributions. It finds clusters by iteratively moving the centroid
of a kernel density estimate towards high-density regions by calculating the mean of
offset of the current data point to find the direction where the density of any sample

point increases the most [77, 91, 92].

3.5.2.2 Supervised Software Defect Prediction models (SSDPs)

We include two SSDPs based on two widely used and proven machine learning
algorithms [6, 67, 96] in this study for the purpose of comparing the results with
USDPs. They are as follows:

Random Forests (RF). There are many supervised clustering-based algorithms
for software defect predictions, and RF is one of the most used and well-performed
algorithms in this area [6, 67, 96, 97]. RF uses hyper bagging or averaging methods
of the decision trees to give prediction results to improve performance and reduce
the chance of over-fitting problems [6, 98].

K-Nearest Neighbours (KNN) is another type of SSDP. KNN is a commonly used
supervised clustering-based algorithm for software defect predictions [67, 96]. It
uses the distance function to measure the similarity between instances and assigns
the most common class of processing instance’s “k” nearest neighbours to the
processing instance [98-100]. “k™ is the most crucial hyper-parameter in KNN as this

could lead to the model to under-fitting or over-fitting the data [98].

Table 3.2: List of subject machine learning algorithms

Type Machine Machine learning algorithm Abbreviation
Learning
family
2 u.e Model- Gaussian Mixture Model with “diagonal” GMM(diag)
S S | Based covariance matrix option
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Clustering | Gaussian Mixture Model with “spherical” GMM(spherical)
(MBC) covariance matrix option
Gaussian Mixture Model with “full” covariance GMM(full)
matrix option
Bayesian Gaussian Mixture Model with “diagonal” | BayGM(diag)
covariance matrix option
Bayesian Gaussian Mixture Model with “spherical” | BayGM(spherical)
covariance matrix option
Bayesian Gaussian Mixture Model with “full” BayGM(full)
covariance matrix option
Partition- | K-Means model using “lloyd” EM algorithm Kmean(full)
g?sed . K-Means model using “elkan” EM algorithm Kmean(elkan)
(P;sg;rmg Mini-Batch K-Means MiniKM
Bisecting K-Means model using “lloyd” EM BisectKM(full)
algorithm
Bisecting K-Means model using “elkan” EM BisectKM(elkan)
algorithm
Graph- Spectral Clustering Spectral
Theory- Affinity Propagation Clustering Affinity
Based
Clustering
(GTBC)
Hierarchy- | Agglomerative Clustering Agglo
Based Balanced iterative reducing and clustering using Birch
Clustering | pjerarchies
(HBC)
Density- Density-Based Spatial Clustering of Applications DBscan
Based with Noise
Clustering | Ordering Points to Identify the Clustering Structure | Optics
(DBC) MeanShift clustering Meanshift
S Random Forests RF
&3
c
§ K-Nearest Neighbours KNN
w
3.5.3 Subject Dataset

This study has chosen publicly available and widely used software defect datasets of
NASA! and PROMISE? data repositories as subject datasets [96, 101]. NASA

T NASA Datasets were downloaded on 2022/07/11 and from
https://github.com/klainfo/NASADefectDataset

2 PROMISE datasets were downloaded on 2022/07/11 and from
https://figshare.com/articles/dataset/Software_Defect_Prediction_Dataset/13536506
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datasets were created based on software metrics and process metrics, which are used
to estimate software stages of enhancement, including Cohesion, Coupling and
Complexity [66]. PROMISE data repository is designed for “research to predict
effort and defect of a software and then developed to be model-based requirements
engineering and value-based software engineering” [101]. Thus, they serve the intent
of this study, and we have selected five datasets from NASA and fifteen datasets
from PROMISE because they are all numeric features (which suits our model and
the mapped data mutation operators) and contain less than 1200 instances (which fits

the limited computer resources we have) (Table 3.3).

Table 3.3: Information of subject datasets.

Name of dataset Repository Number of features | Total number of
Instances

CM1 NASA 37 330
KC3 NASA 39 195
MW1 NASA 37 250
PC1 NASA 37 680
KC1 NASA 21 1165
ant-1.7 PROMISE 21 745
camel-1.6 PROMISE 21 965
data_arc PROMISE 21 225
data_prop-6 PROMISE 21 645
data_ivy-2.0 PROMISE 21 355
data_redaktor PROMISE 21 175
jedit-4.2 PROMISE 21 370
log4j-1.1 PROMISE 21 110
lucene-2.0 PROMISE 21 195
poi-2.0 PROMISE 21 315
synapse-1.2 PROMISE 21 260
velocity-1.6 PROMISE 21 230
xalan-2.4 PROMISE 21 725
xerces-1.2 PROMISE 21 440
xerces-1.3 PROMISE 21 455
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3.5.4 Environment

This experiment environment included using “Intel Core” 17 CPU with 64 GB RAM,
“Windows 10” operating systems, “Jupyter Notebook™ development platform and
“Python” programming language and related libraries, such as “scikit learn”, for
machine learning algorithms. Standard parameters were applied to all SDPs, with the
cluster number set to two, and the rest options were set to default values (Appendix
A). As the datasets are high-dimensional, in order to improve the speed without
compensating the data integrity, this experiment used ‘“Principal component
Analysis” (PCA) for dimensionality reduction and for preserving as much variability
as possible, in order to give the best possible representation of the high-dimensional
datasets [102]. We used the PCA function from the “scikit_learn” library to reduce
datasets over thirty features into ten principal components to preserve over 85% of
the variance in the data explained by ten principal components. Additionally, we
used the PCA function to reduce datasets with twenty-one features into five principal
components to preserve over 85% of the variance in the data explained by five

principal components.

3.5.5 Measurement

This experiment uses the “Re-clustering percentage” (RP) in the METTLE study to
“measure the inconsistency between a source output and its corresponding follow-
up output” [19]. Source outputs were the prediction outcomes of SDPs trained by the
source datasets, and follow-up outputs were those of SDPs trained by follow-up
datasets (section 3.5.6). If there is no violation between source output and follow-up
output, RP is zero, and the SDP is insensitive to the associated MR, which means the
MR could be used for validation.

Let source dataset be D = [x1, X2 ...Xn] and follow-up dataset be Dmr = [Xm1,
Xm2 ...Xmn]. SDP was trained by D to be SDPq4. SDP was trained by Dmr as SDP.
Let test dataset be Drest = [Xt1, Xt2 ...Xtz]. The prediction outcomes of SDPg with Drest
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be Yd = [Ydu1, Ydr2 ...Ydtz] and the prediction outcomes of SDPmr With Diest be Ymr =
[Ymrt1, Ymrt2 ...ymrz]. Let diff be the number of cases with cluster label differences

between Ymrand Yq. RP is calculated as Equation (3.1).

RP = dW/DfESt (3.1)

The above calculation indicates that if diff is zero, which means there is no
difference between SDP4 and SDPrr, RP will be zero, which is considered as zero
violation to this MR. If diff is larger than zero, then RP will be larger than zero, and
violations have occurred. Regarding validating clustering systems, if RP is zero, no
violation is caused by MR and vice versa.

This study also employs the “Violation rate” (VR) in the METTLE study to
measure how many trials have violation occurred [19]. For example, if the RP of the
trial is not zero, the trial is counted as a violated trial. This measurement is used with
RP to indicate how sensitive the models react to MR. If both VR and RP are high,
this could explain why the model is highly sensitive to the MR. On the other hand,
if VR is high and RP is low, this could be interpreted as the model is moderately
sensitive to the MR. Let the total number of test trials be Twta and the violated test

trials be Tviolated. VR is calculated as Equation (3.2).

VR = Tyiowatea / Trotar (3.2)

As the subject datasets are labelled, we can employ the prediction accuracy rate
(ACC) and Matthew correlation coefficient (MCC) [73]. These measurements can
show any relationship between MRs and prediction accuracy. Let T, be true positives
that are the actual positives and correctly predicted, T, be true negatives that are the
actual negatives and correctly predicted, Fp be false positives that are the actual
negatives and wrongly predicted as positives, and Fn be false negatives are the actual
positives and wrongly predicted negatives. ACC is calculated as Equation (3.3), and
MCC is calculated as Equation (3.4)

ACC = (T, + T)/(T, + Ty + F, +Ey) (3.3)

45



(T,XT, - FyXF,)

‘/((71’, +E)X(T,4F, )X(Ty+ F, )X (T, +F,))

MCC=
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Apart from the above measurements, this study also examined the violation pattern
related to MRs to understand better the underlying cause of the violation and the
behaviour of SDPs. Inspired by the study of Xie et al. [19], this study has defined
categories of violation patterns (Table 3.4).

Table 3.4: Violation Pattern of Relabelling after apply MRs

Violation Pattern Description

Reverse Over 75% of results are relabelled

New Cluster New Cluster(s) is created

created

Noise Only outliners are relabeled

No change No relabelling

Border Relabeling occurred on the edge between clusters
Merge and Split Clusters are merged or cluster(s) is split

Less Cluster Less cluster(s) is created

3.5.6 Implementation

In the context of scenarios characterized by the scarcity of labelled datasets, USDPs
are applied. Consequently, this study assumes that the testing datasets do not have
labels, and it is difficult to validate with unlabelled testing datasets solely. Thus, we
trained the SDPs with data generated by MRs, which should not affect the prediction
outcomes (section 3.4). We then used the outcomes from various trained SDPs to
assess the consistency and validate the SDPs. Our experiment includes four steps as
follows:

Step 1. We use twenty subject datasets (section 3.5.3) as source datasets and
randomly select twenty per cent of the data of each source dataset to create test
datasets for comparison used in step 4. Test datasets will not be used for training.

Step 2. We apply the proposed MRs to source datasets (section 3.4) and generated

twenty-one follow-up datasets for each subject dataset.
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Step 3. SDPs train with source datasets and become “Source SDPs”. SDPs train
with follow-up datasets and become “Follow-up SDPs”.

Step 4. “Source SDPs” make predictions on test datasets to create “source outputs”.
“Follow-up SDPs” make predictions on the same test datasets to create “follow-up
outputs”. Then, we compare source and follow-up outputs and analyse their
differences. A failure is revealed if the relation is violated, which means differences

occur between the outputs (Fig. 3.5).

(Source outputs)
Source Predictions

P— Predict with Test datasets result1

SDPs j F result2
Ll

"""" Compare
Test datasets and
(Follow-up outputs) Analyze
Follow-up Predictions
Follow-up result1
SDPs Predict with Test datasets | result2

Figure 3.5: Illustration of the experiment

Twenty subject SDPs were trained with twenty subject source datasets, so there
were 400 source SDPs. Twenty-one MRs were applied to twenty subject datasets, so
there were 420 follow-up datasets. With twenty subject SDPs, there are 8400 follow-
up SDPs. We conducted five trials on the test datasets with 400 source SDPs resulting
in 2000 trials for source outputs. We also conducted five trials on the test datasets
with 8400 follow-up SDPs, making 42000 trials for follow-up outputs. With respect
to twenty subject SDPs, we conducted 44000 trials in this study.

3.5.7. Result and Discussion

We first studied the violations of all MRs with all subject SDPs to evaluate the
effectiveness of our proposed model (RQ1). Then, we further analysed the violation
patterns to seek more understanding of the causes (RQ2). At last, we analysed the
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performances between the SSDPs and USDPs to examine the relationship between

labelled datasets and our proposed model (RQ3).

3.5.7.1 RQ1: Could generic MT model validate SDPs?

To answer this RQ, we reviewed the results of “Zero violation with all MRs”, “Zero
violation with MR2”, “Violated all MRs”, and “Violated MR1, MR3, MR4 and
MR5”.

3.5.7.1.1 Zero violation with all MRs

Table 3.6 shows the average RP, VR, ACC and MCC values of all SDPs in this study.
Agglo and DBscan were two USDPs that had zero RP value (zero violation) with all
twenty-one MRs and all twenty test datasets. These two USDPs are highly adaptable
and robust to our model. However, the average ACC of DBscan was only 22.33%,
and the average ACC of Agglo was 63.85%, with the third-highest MCC of all
USDPs (Table 3.6). Agglo was the only SDP that made predictions better than
random guesses (over 50%) and was robust to our model.

Agglo and DBscan use the “bottom-up” approach and do not randomly select an
initial sample of points as they treat all single instances as clusters in the beginning
[77, 111]. As long as the transformations do not alter the values of part of features
and do not alter density distributions, Agglo and DBscan can produce consistent
results.

MR1 reverses the order of data without changing the values of features or density
distributions. MR2 only shrinks and expands values of all the features proportionally,
so there is no change in values of part of features or density distributions of data.
MR3 adds the datasets created by MR2 to source datasets to create different levels
of densities. Since MR2 does not change the values of some features or density
distributions, adding them to the source data should not affect their performance.

MR4 removes highly correlated features, which indicates that an attribute can be
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considered redundant from datasets. As they are considered redundant, removing
them should not affect the values of overall features or density distributions of data.
MR5 adds different combinations of outliers to data, and this study created outliers
of at least three standard deviations of all values of all features. Agglo and DBscan
can detect added outliers, making both algorithms insensitive to MR5. Therefore, the
proposed model can serve as a validation tool for SDPs using Agglo and DBscan

with high-dimensional data.

3.5.7.1.2. Zero violation with MR2

Table 3.7 shows that twelve out of twenty SDPs did not violate MR2. Fig. 3.6a shows
MR2 had a much lower average RP than the other MRs, as the maximum average
RP of MR2 were below all the lower quartiles of MR1, MR3, MR4 and MR5. To
examine whether the differences were significant, we ran multiple paired t-tests with
a significance level of 0.01 for the mean of differences in average RP between Agglo
(zero-violated SDP) and other SDPs, which violated MR2. Table 3.5 shows that only
the mean of differences in average RP of Affinity was significantly different from
Agglo. Thus, twelve SDPs had zero violation with MR2, and seven SDPs did not
significantly violate MR2; this concludes that MR2 is a must property of the

proposed model.

Table 3.5: Multiple paired t-tests with significance level at 0.01 for mean of
difference in average RP values of MR2 between Agglo and Affinity which were
significantly different.

Paired T-test MR P(T<=t) Reject HO:
group 2 tail (alpha=0.01) mean diff. =0
(p-value < 0.01)
Agglo MR2.1 0.0099 YES
Vs MR2.2 0.0062 YES
Affinity MR2.3 0.0268 NO
MR2.4 0.0028 YES
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Table 3.6: Average RP, VR, ACC and MCC values of SDPs with all MRs and all

test datasets.

GMM
(diag)

GMM | GMM
(sph.) | (full)

Bay-
GM

Bay-
GM

(diag) | (sph.)

Bay-
GM
(full)

Kmean|Kmean| Mini
(full) |(elkan)| KM

Bisect-
KM
(full)

Bisect-
KM
(elkan)

RP

39.2%

42.6% | 39.6%

23.4% | 21.4%

37.5%

34.1% | 34.1%

32.6% | 36.1%

36.3%

VR

80.5%

75.0% | 75.2%

78.3% | 74.8%

79.3%

70.9% | 71.0%

71.0% | 71.4%

71.2%

ACC

52.6%

53.7% | 52.1%

61.9% | 65.5%

52.9%

61.0% | 60.9%

60.4% | 60.0%

59.6%

MCC

3.7%

4.7% | 5.3%

13.5% | 15.6%

10.6%

8.7%

8.6%

6.5% | 7.7%

1.7%

Mean-
shift

Spec-
tral

Affinity

Agglo

Birch

Optics

DBscan

KNN

RF

RP

6.1%

2.4%

53.4%

0.0%

36.8%

7.9%

0.0%

8.8%

10.5%

VR

79.5%

5.0%

53.5%

0.0%

67.0%

30.0%

0.0%

78.0%

71.5%

ACC

75.4%

65.4%

36.7%

63.8%

60.6%

21.5%

22.3%

84.7%

82.4%

MCC

14.8%

10.4%

0.0%

11.4%

0.5%

3.0%

5.7%

35.6%

29.2%

Table 3.7: Average RP values of MR2 of SDPs with all test datasets.

MR

GMM
(diag)

GMM| GMM
(sph.) | (full)

Bay-
GM

Bay-
GM

(diag) | (sph.)

Bay-
GM
(full)

Kmean [Kmean| Mini
(full) |(elkan)] KM

Bisect-
KM
(full)

Bisect-
KM
(elkan)

MR2.1

0.00%

0.00%] 0.00%

0.00% | 0.00% |0.00%

1.00% |1.00%

0.00% |4.00%

1.97%

MR2.2

0.00%

0.00%| 0.00%

0.00% | 0.00% |0.00%

2.00% |2.00%

0.00% |3.00%

3.98%

MR2.3

0.00%

0.00%| 0.00%

0.00% | 0.00% |0.00%

0.00% |1.00%

0.00% |2.00%

1.03%

MR2.4

0.00%

0.00%] 0.00%

0.00% | 0.00% |0.00%

1.00% [2.00%

0.00% |4.00%

2.07%

MR

Mean-
shift

Spec-
tral

Affinity

Agglo

Birch

Optics

DBscan

KNN

RF

MR2.1

0.00%

2.68%

28.00%

0.00%

0.00%

9.25%

0.00%

0.00%

0.21%

MR2.2

0.00%

2.72%

32.00%

0.00%

0.00%

9.25%

0.00%

0.00%

0.09%

MR2.3

0.00%

3.16%

22.00%

0.00%

0.00%

9.25%

0.00%

0.00%

0.09%

MR2.4

0.00%

2.32%

37.00%

0.00%

0.00%

9.25%

0.00%

0.00%

0.16%

3.5.7.1.3. Violated all MRs
Three SDPs violated all MRs and they are Spectral, Optics and Affinity. Spectral

violated only the test dataset of MW1, and the average RP in each MR is from 36%

to 63%. We ran multiple paired t-tests with a significance level of 0.01 for the mean

of differences in RP between Agglo and Spectral, and test results show the

differences were not significant with all MRs. Thus, we conclude that these

violations are not related to MRs.
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Table 3.8: Average RP of Optics with violated test datasets.

Test dataset| MR1 |MR2.|MR2.|MR2.|MR2.| MR3.|MR3.| MR3.|MR3.|MR3.| MR3.| MR3.

1 2 3 4 1 2 3 4 5 6 7
CM1  [3.0%|3.0% | 3.0% | 3.0% | 3.0% | 3.0% | 3.0% | 3.0% | 3.0% | 3.0% | 3.0% | 3.0%
PC1  |16.9%)16.9%)16.9%)|16.9%|16.9%|16.9%|16.9%]16.9%)16.9%)16.9%|16.9%|16.9%
KC1  [27.0%|27.0%|27.0%]|27.0%|27.0%)|27.0%)|27.0%|27.0%|27.0%|27.0%|27.0%|27.0%
ant-1.7  [24.8%|24.8%|24.8%|24.8%)|24.8%)|24.8%|24.8%|24.8%|24.8%|24.8%|24.8%)24.8%
camel-1.6 [45.6%|45.6%|45.6%)|45.6%)|45.6%|45.6%|45.6%|45.6%|45.6%)|45.6%|45.6%| 45.6%
data_prop-6/25.6%|25.6%|25.6%|25.6%|25.6%)|25.6%)|25.6%)| 25.6%| 25.6%|25.6%|25.6%|25.6%
xalan-2.4 |42.1%|42.1%|42.1%|42.1%|42.1%|42.1%|42.1%)|42.1%|42.1%|42.1%|42.1%|42.1%

Test dataset| MR4.1 | MR4.2 | MR5.1 | MR5.2 | MR5.3| MR5.4 | MR5.5 | MR5.6 | MR5.7
CM1 3.0% | 3.0% | 3.0% | 3.0% | 3.0% | 3.0% | 3.0% | 3.0% | 3.0%
PC1 16.9% | 16.9% | 16.9% | 16.9% | 16.9% | 16.9% | 16.9% | 16.9% | 16.9%
KC1 27.0% | 27.0% | 27.0% | 27.0% | 27.0% | 27.0% | 27.0% | 27.0% | 27.0%
ant-1.7 24.8% | 24.8% | 24.8% | 24.8% | 24.8% | 24.8% | 24.8% | 24.8% | 24.8%

camel-1.6 | 45.6% | 45.6% | 45.6% | 45.6% | 45.6% | 45.6% | 45.6% | 45.6% | 45.6%

data_prop-6| 25.6% | 25.6% | 25.6% | 25.6% | 25.6% | 25.6% | 25.6% | 25.6% | 25.6%

xalan-2.4 | 42.1% | 42.1% | 42.1% | 42.1% | 42.1% | 42.1% | 42.1% | 42.1% | 42.1%

Optics violated all MRs with seven test datasets; each test dataset was at the same
RP as all MRs (Table 3.8). So, we conclude that the seven datasets cause the
violations. Affinity was sensitive to all MRs. Fig. 3.6b shows Affinity violated all
MRs at an extensive range of average RP. We further studied the violation patterns
of Affinity. We found that the predictions of all trials are either classifying all
instances as class zero or class one, which leads to either 100% or 0% RP. That

explains why most of the interquartile ranges of MRs in Fig. 3.6b are 100%.

3.5.7.1.4. Violated MR1, MR3, MR4 and MR5

Fifteen SDPs violated all MRs except MR2, including MBC algorithms, PBC
algorithms, Meanshift, Birch, K-Nearest Neighbour, and Random forest.

Meanshift had moderate average RP (Fig. 3.6¢). We studied the violation patterns
of Meanshift and found that most violation patterns had new clusters created for
predictions after data transformation. Thus, except MR2, other MRs caused

Meanshift to consider instances in the test dataset with new clusters.
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Birch was sensitive to all MRs except MR2 (Fig. 3.6d). We studied the result of
Birch and found most RP of all trials are either below twenty per cent or above eighty
per cent, so this explains why most of the interquartile ranges are large (Fig. 3.6d).
We further studied the violation patterns of Birch and found that most violation
patterns are “Reverse”, which means, except MR2, data transformations caused
Birch to change predictions.

The average RP of K-Nearest Neighbour and Random Forrest are moderate (Fig.
3.6¢ and Fig. 3.6f). We discovered their violation patterns were mostly “Border” and
“Merge and Split” cases, which means the data transformations changed their
predictions on instances that are on the decision edge of class zero and class one. We
ran multiple paired t-tests with a significance level of 0.01 for the mean of differences
in RP between Agglo and RF and between Agglo and KNN. The results showed that
all the differences are significant with MR1, MR3, MR4 and MR5.
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Figure 3.6: Box and whisker diagram of average RP values of all datasets with
(a)all SDPs (b)Affinity (c)Meanshift (d)Birch (e)KNN (f)RF (g)Kmean(full)

(h)MiniKM (i) GMM(spherical) (j)BayGM(spherical).
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Kmean(full) (Fig. 3.6g), Kmean(elkan), BisectKM(full) and BisectKM(elkan)
were sensitive to MR1, MR3, MR4 and MR5. We discovered that Kmean(full),
Kmean(elkan), BisectKM(full) and BisectKM(elkan) had mostly “Reverse”
violation patterns with MR1, MR3 and MRS, and had “Border” and “Reverse”
violation patterns with MR4. We also ran multiple paired t-tests with a significance
level of 0.01 for the mean of differences in RP between Agglo and PBC algorithms,
and all the differences are significant, which matched the violation patterns, except
MiniKM in MR4 (Table 3.9).

MiniKM had a lower average RP with MR4 than with other MRs (Fig. 3.6h). It
had mostly “Reverse” violation patterns with MR1, MR3 and MRS and “No change”
patterns with MR4.1 and MR4.2. These results align with MiniKM, which did not
significantly violate MR4 (Table 3.9). Thus, PBC algorithms were sensitive to MR1,
MR3 and MR5, and MiniKM did not significantly violate MR2 and MRA4.

Table 3.9: Multiple paired t-tests with significance level at 0.01 for mean of
difference in RP values of MR1, MR3, MR4 and MR5 between Agglo and

MiniKM.
Paired T- MR P(T<=t) Reject HO:
test group 2 tail (alpha=0.01) mean diff. = 0
(p-value <0.01)
Agglo MR1 0.000404 Yes
Vs MR3.1 0.000018 Yes
MiniKM MR3.2 0.000072 Yes
MR3.3 0.000416 Yes
MR3.4 0.000480 Yes
MR3.5 0.000080 Yes
MR3.6 0.000098 Yes
MR3.7 0.000608 Yes
MR4.1 0.064163 NO
MR4.2 0.010795 NO
MR5.1 0.000048 Yes
MR5.2 0.000063 Yes
MR5.3 0.000014 Yes
MR5.4 0.000042 Yes
MR5.5 0.000058 Yes
MR5.6 0.000036 Yes
MR5.7 0.000024 Yes
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Table 3.10: Multiple paired t-tests with significance level at 0.01 for mean of
difference in RP values of MR1, MR3, MR4 and MR5 between Agglo and

BaygGM(spherical).
Paired T- MR P(T<=t) Reject HO:
test group 2 tail (alpha=0.01) mean diff. =0
(p-value < 0.01)
Agglo MR1 1.35E-01 NO
'S MR3.1 8.95E-06 Yes
BayGM MR3.2 1.58E-04 Yes
(spherical) MR3.3 5.03E-04 Yes
MR3.4 9.63E-06 Yes
MR3.5 2.76E-08 Yes
MR3.6 2.25E-08 Yes
MR3.7 2.58E-11 Yes
MR4.1 7.09E-02 NO
MR4.2 2.50E-02 NO
MR5.1 8.60E-03 Yes
MR5.2 3.42E-03 Yes
MR5.3 1.95E-03 Yes
MR5.4 1.32E-03 Yes
MR5.5 4.07E-03 Yes
MR5.6 3.61E-03 Yes
MR5.7 1.52E-03 Yes

GMM(diag), GMM(spherical) (Fig. 3.6i), GMM(full), BayGM(diag) and
BayGM(full) were sensitive to MR1, MR3, MR4 and MR5. We discovered that
GMM(diag), GMM(spherical), and GMM(full) had mostly “Merge and split” and
“Reverse” violation patterns with MR1, MR3, MR4 and MRS5. BayGM(diag) mostly
had “No Change” and “Border” patterns with MR4, and “Merge and split” patterns
with MR1, MR3, and MRS. BayGM(full) mostly had “Merge and split” patterns with
MR1, MR3, MR4, and MR5. We ran multiple paired t-test results for the mean of
differences in RP between Agglo and MBC algorithms. All the differences are
significant, even with BayGM(diag), except BayGM(spherical) with MR1 and MR4
(Table 3.10).

BayGM(spherical) had lower average RP with MR1, MR4.1 and MR5.1 than with
other MRs (Fig. 3.6j). BayGM(spherical) has mostly “Merge and split” patterns with
MR3 and MRS, mostly “No Change” and “Border” patterns with MR1 and MR4.
The patterns match the multiple paired t-test results (Table 3.10), which showed that
BayGM(spherical) did not significantly violate MR1 and MRA4. Thus, MBC
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algorithms are sensitive to MR1, MR3, and MR5, except MR2 and
BayGM(spherical), which did not significantly violate MR1, MR2, and MR4.

Answering RQ1: Agglo and DBscan did not violate any MR of the generic MT
model. Nineteen SDPs did not significantly violate MR2, four SDPs did not
significantly violate MR4, and three SDPs did not significantly violate MR1. Thus,
results conclude that the generic MT model can be used as a validation tool for SDPs,
and MR2 is a must property of the generic MT model. In addition, the average ACC
of DBscan was below 50% (Table 3.6), so Agglo is the only SDP insensitive to all

MRs and can make predictions better than random guesses (over 50%) in the study.

3.5.7.2 RQ2: What are the underlying causes of violations?

This section discusses the three underlying causes of violations with the violated
SDPs.

3.5.7.2.1 Caused by characteristics of data

Results showed that the characteristics of data cause violations for Spectral and
Optics. Spectral had violations with all MRs in the test dataset generated from dataset
MW?1 only. We compared dataset MW1 with another two zero-violated datasets,
which were also from NASA and had the same features and similar size, PC1 and
CM1 (Table 3.3).

We ran multiple paired t-tests with a significance level 0.01 between those three
source datasets. We found that the values of the twelve features are significantly
different between PC1 and MW1, between CM1 and MW1, and not significantly
different between PC1 and CML1. In other words, the values of these twelve features
in MW1 significantly differ from those in PC1 and CM1. Table 3.11 shows the
statistic of the most different feature between “CM1 and MW1”, and “PC1 and

MW1”. The ranges of values in PC1 and CMI1 are more extensive than in MW1,
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which means the variations of values in PC1 and CM1 are more significant than
those in MW1 (Table 3.11).

Table 3.11: The statistic of the most different feature
“HALSTEAD DIFFICULTY” between CM1, PC1 and MW1.

HALSTEAD _ HALSTEAD _ HALSTEAD _

DIFFICULTY (PC1) | DIFFICULTY (CM1) | DIFFICULTY (MW1)

Mean 20.3746 20.0586 12.3334
Standard Error 0.6747 0.8351 0.5187
Median 15.8400 15.2000 10.2100
Mode 16.0000 12.0000 5.5000
Standard Deviation 17.5820 15.1011 8.2006
Sample Variance 309.1259 228.0419 67.2501
Range 268.6600 124.2300 45,0300
Minimum 2.0000 2.3300 2.5000
Maximum 270.6600 126.5600 47.5300
Count 679 327 250

As the variations of values in the twelve features of MW1 were smaller than PC1
and CM1, the dataset of MW1 was more difficult for Spectral to form an accurate
“similarity matrix of the data to construct a connected graph and treating clustering
as a graph partitioning problem” [77] than PC1 and CML1. If the ranges and standard
deviations of feature values in the datasets are too small, the distances between data
points will be very short. This could lead Spectral to consider those data points as
similar and belonging to the same cluster, when in fact they are different. Thus, we
conclude that Spectral violated all MRs with the test dataset of MW1 because the
variations of values of features in dataset MW1 are too small for Spectral to form an
accurate similarity matrix for classification.

Optics had violations with seven test datasets and their average RP were the same
with all MRs in each of the seven test datasets (Table 3.8). Violated test datasets are
generated from datasets CM1, PC1, KC1, ant-1.7, camel-1.6, data_prop-6 and xalan-
2.4 and six of them were the largest datasets in the study (Table 3.3). CM1 was the

smallest of the seven violated test datasets, with only 330 instances and 37 features
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(Table 3.3). Table 3.8 shows that the RP of CM1 was only 3.03% across all MRs,
which is also the smallest, and the rest are from 24.83% to 45.6%.

PROMISE dataset xerces-1.3 has fewer instances than PROMISE dataset
data_prop-6 (Table 3.3), and Optics has no violation with the test dataset xerces-1.3.
NASA datasets KC3 and MW1 have fewer instances than CM1, PC1 and KC1 (Table
3.3), and Optics also has no violation with the test datasets of KC3 and MW1. We
found that the size of datasets could affect Optics’ sensitivity to MRs, and this is
reasonable for Optics, which stores an order list for each object based on its density.
Suppose the datasets contain a large number of high-dimensional instances. In that
case, it will be hard to create index structures to efficiently support the hypersphere
range queries needed by the Optics algorithm [94, 95, 103]. Another potential factor
to consider is the shape of the data distribution. Optics tend to cluster data better
when the data distribution has a spherical shape, as opposed to other shapes [77].
After performing data transformations with MRs, the shape of the data distribution
may change to a form that Optics cannot effectively handle. Therefore, violations of
Optics may be caused by both the size of the datasets and the shapes of the data
distributions. Further investigations are necessary to identify the root causes related

to the data characteristics that lead to violations for Spectral and Optics.

3.5.7.2.2 Caused by configurations of algorithms

Fig. 3.6b shows Affinity violated all MRs with all the datasets, so data should not
cause the violations. Although Affinity does not need to set the number of clusters
to predict, it needs to set two parameters. They are “damping” and “preference” [104].
“damping” is set to avoid numerical oscillations in the updating process, and the
range is from 0.5 to 1. This study sets 0.75 for damping, and the “preference” factor
is set to “-1e05”. These numbers made Affinity create two clusters for test datasets
of source datasets after a few trials. However, if the follow-up SDPs did not suit
these configurations, the predictions of follow-up Affinity would be affected [105,

106]. Therefore, we conclude that the configurations of Affinity cause the violation,
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and our generic MT model is unsuitable for Affinity as this is a validation study, and
no cross-validation of configurations should be used.

Meanshift shifts each instance iteratively in the dataset until the top of its kernel
density estimation surface reaches the nearest peak [77]. However, Meanshift relies
on the bandwidth configurations for better clustering results [92]. We used the
“estimate_bandwidth” function of the “scikit-learn” library with configurations
“quantile=0.5" and “n_sample=500" to get the bandwidth. These configurations did
not work with different follow-up datasets, except MR2. Therefore, results show that
only MR2 can validate Meanshift without tuning bandwidth configurations. Further
investigations are necessary to identify the influence of configuration on Affinity and

Meanshift that caused the violation.

3.5.7.2.3 Caused by characteristics of algorithms

Birch treats all instances as an initial cluster at the beginning and then successively
splits the cluster into smaller ones until each instance belongs to one cluster or a
predefined condition is met [77]. However, Birch is sensitive to the order of the data
[81], so Birch will give different clustering results for MR1 (reversing the order of
data), MR3 and MR5 (both are adding more data to change the order). In addition,
Birch works well with the spherical shape of clusters [81], and MR4 (remove features)
can change the shape of data distributions, which affects Birch’s predictions.

MiniKM is insensitive to MR4.1 (Table 3.9). This could be explained by the fact
that “mini-batches tend to have lower stochastic noise than individual examples in
stochastic gradient descent and allow convergence to better solutions” [107].
However, the characteristics of PBC algorithms are sensitive to noisy data and
outliers [81] and randomly select instances as the initial centre points [77]; therefore,
it is rational that MR1 (reversing order of data) could affect the selection of the initial
centre points for PBC, MR3 (changing the density of data), MR4 (removing features)
and MR5 (adding outliers) could make the data noisy to PBC.
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The superior performance of BayGM compared to GMM (Table 3.6) can be
attributed to BayGM's utilization of smaller batches or truncated distribution, which
tends to result in less noise and more accurate solutions [107]. In addition,
BayGM(spherical) did not significantly violate MR1 and MR4 (Table 3.10), which
could be explained by the shapes of the clusters identified by source
BayGM(spherical) and follow-up BayGM(spherical) of MR1 and MR4 are similar
in spherical shapes. This similarity in shapes led to consistent prediction outcomes.
Conversely, MBC algorithms are sensitive to noisy data and outliers [108]. Since
MR3, and MR5 can make data noisyj, it is rational that MBC is sensitive to them. In
addition, MBC algorithms use the EM algorithm to initialize the model, which
obtains an initial estimate of the model parameters randomly [82], and MR1 reverses
the order of data can affect the selection of the initial estimates, which makes MBC
sensitive to MR1. Thus, MBC algorithms are sensitive to MR1, MR3, and MR5
because of the characteristics of the algorithms.

The average RP of RF were lower than half of the SDPs’ average RP, and its
average ACC and MCC were among the second highest (Table 3.6). In addition, RF
had a high average VR and a low average RP, which shows that RF is moderately
sensitive to MRs (Table 3.6). However, RF has several hyper-parameters that
influence the performance [109], and as RF ensembles several decision trees and
each of them learns from a randomly selected sample of data [99], resulting in
prediction inconsistencies. It is because MRL1 reverses the order of data, which can
affect the selection of samples for RF. MR3, MR4 and MR5 can make the data noisy,
which can also affect the selection of samples for RF. Although further tunings for
the hyper-parameters of RF can improve the performance of RF, this study prioritizes
validating SDPs and the successful tuning of parameters could mask actual errors in
program. Thus, due to its characteristics and configurations, RF is sensitive to MR1,
MR3, MR4 and MR5.
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KNN demonstrated the highest average ACC and MCC, high average VR and low
average RP, indicating its moderate sensitivity to MRs (Table 3.6). However, KNN
IS sensitive to noise in the dataset. Standardization and normalization of the dataset
must be implemented for better performance [103, 110]. The inconsistency of KNN
could be explained as MR3, MR4, and MR5 can make the data noisy. Furthermore,
KNN is sensitive to MR1 because the standardization process involves standardizing
the order of data to make KNN stable. KNN also suffers from the influence of “k”
hyper-parameter [98]. We chose seven as the “k” value because we used dataset
“log4j-1.1", which is the smallest in size (Table 3.3), to estimate that each cluster
should at least have seven neighbours, in order to make KNN works for all the
datasets. Although further tunings for parameters can improve the performance of
KNN, this study focuses on validating SDPs and excessive tuning of parameters may
obscure actual errors in program. Thus, due to its characteristics and configurations,
KNN is sensitive to MR1, MR3, MR4, and MR5.

Answering RQ2: After analysing the violated SDPs, we found three underlying
causes of violations: characteristics of data, configurations of algorithms and
characteristics of algorithms. These causes show the importance of understanding

the data and the algorithms before applying the proposed model.

3.5.7.3 RQ3: What are the differences in applying generic MT model to validate
USDP and SSDP?

This section discusses the differences in applying MT to validate USDPs and SSDPs.
The main difference between them is that SSDP uses labelled datasets, and USDP
does not, so this section focuses on the effect of labelled datasets.
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3.5.7.3.1 MR2

All SSDPs and seventeen USDPs did not significantly violate MR2 (Tables 3.5 and
3.7), and MR2 shrinks and expands all feature values in datasets proportionally
without changing the labels. Thus, the labelling of MR2 follow-up datasets did not
affect SSDPs, and this shows that labelled data does not make a difference in
applying our MR2 to validate USDPs and SSDPs.

3.5.7.3.2 Correlation between prediction accuracies and inconsistencies

Results show that SSDPs had the highest average ACC and MCC out of all SDPs
(Table 3.6), which is expected as SSDPs have labelled data to revise their predictions.
Even Agglo and DBscan had zero violation, their average ACC and MCC were lower
than SSDPs (Table VI). In addition, Table 3.6 shows that the average RP of SSDPs
were lower than thirteen USDPs; however, the average VR of SSDPs were over 70%,
similar to other highly violated USDPs. We also ran a correlation analysis with
average values of ACC, MCC, VR and RP of all SDPs. Table 3.12 shows that “ACC
and MCC” are correlated, and “VR and RP” are correlated; however, “ACC and RP”,
and “MCC and RP” are not highly correlated. These results show that prediction
inconsistencies, such as VR and RP, are independent of prediction accuracies for
SSDPs and USDPs. Thus, labelled datasets can only improve prediction accuracies
and make no difference in applying our generic MT model to SSDPs and USDPs,

focusing on prediction inconsistencies.

Table 3.12: Correlation analysis based on average values of all SDPs.
ACC |[MCC| VR | RP
ACC | 1.00
MCC | 0.72 | 1.00
VR 0.43 | 0.19 | 1.00
RP -0.14 | -0.50 | 0.61 | 1.00

Answering RQ3: Results show that labelled datasets make no difference when used

in our generic MT model for SSDPs and USDPs, as they are insensitive to MR2.
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Although SSDPs have higher prediction accuracies, which can be affected by

labelled data, the prediction inconsistencies are independent of prediction accuracies.

3.5.7.4 Further Analysis

The results show that although the model is generic because users can apply this
model with any numeric data feature studied by machine learning algorithms,
Nineteen SDPs did not significantly violate MR2. Thus, MR2 is the generic MR that
can serve as a validation tool for any numeric feature of data studied by thirteen
machine learning algorithms (except Affinity), even without prior knowledge of the
validating systems.

Agglo is the only SDP insensitive to all MRs and can make predictions better than
random guesses (over 50%) in the study. Thus, the whole model can be applied as a
validation tool for systems that employ the Agglo algorithm, even without prior
knowledge of the validating systems.

As the above results show, our generic MT model can be applied without prior
knowledge of the validating systems, and our model can be used for continuous
monitoring of machine learning based systems. If there are any updates to the
machine learning based systems, our model can validate the updated systems.
Moreover, if the system violates the MR of our model, errors in the updated systems
can be detected at an early stage.

The experiment results did not show any trend from MR3.1 to MR3.7, which did
not show any relationship between the density level and the level of re-clustering.
Similar to MR5.1 to MR5.7, the results did not show any relationship between the
number of outliers and the level of re-clustering. Although four SDPs did not violate
MR4.1 and two SDPs did not violate MR4.2, results did not show any relationship

between the number of removed features and the level of re-clustering.
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3.5.8 Threats to Validity

This section discusses the threats to validity that are faced by this experiment.

3.5.8.1 Internal validity

One internal threat to the experiment is the randomness of clustering systems, as this
can cause result variations. This study fixed the random seed for subject SDPs,
making the results reproducible in each execution run. Another internal threat to our
experiment is related to parameter configuration. Standard parameters, which are
mentioned in section 3.5.4, were applied to all SDPs. We built SDPs using the
“scikit-learn” library of Python and created the follow-up datasets using Microsoft
Excel. These tools and technologies should be considered reliable since they have
been widely used. White-box testing has also been conducted so the source codes are
error-free. Finally, this study focused on the relationship between MRs and
measurements mentioned in section 3.5.5. The prediction outcomes of all SDPs were
listed and checked to ensure that the measurements mentioned in section 3.5.5 were

calculated accurately.

3.5.8.2 External validity

METTLE and uMT were proven models [19, 41, 76], and this study is based on these
models to develop the generic MT model. The potential threat to the external validity
of this study is low. Another external threat is the generality of our model. As we
applied DMOs of pMT [76] and proposed DMOs to the implementation of the
proposed model, the DMOs are all generic and can be applied to any numeric datasets.
This study has chosen twenty software defect datasets of NASA and PROMISE,
which vary in size and features (Table 3.3). Twenty SDPs using fourteen different
algorithms were employed. This study ran five trials for each SDP with each MR and
dataset (section 3.5.6). The results should be generalised. Although the datasets used
for assessment may vary case by case, the subject SDPs assessed and evaluated by
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our approach are rather general. Thus, we argue that the effect of different datasets

on the effectiveness of the proposed model should be small.

3.5.8.3 Construct validity

This study follows Xie et al.’s RP [19] to measure the effectiveness of our generic
MT model. The independent variables of this study are prediction outcomes of the
same test datasets of different SDPs, which were trained by different follow-up
datasets. The dependent variable is the differences between the independent
variables and the prediction outcomes of the same test datasets of SDPs trained by
the source dataset, which is the RP. As this study focuses on validating SDPs, RP
could show the violations. Suppose there is no violation between source prediction
outcomes and follow-up prediction outcomes, which means no inconsistent
prediction between them. In that case, RP is zero, and the SDP is insensitive to the
related MR. That means the MR could be used for validation. As SDP is combined
with programs and trained data, a violation with the MR could reveal an error in
programs because the related SDP should be insensitive to the MR. That can
correctly measure the intent of this study. To sum up, the construct validity of the

independent variables and dependent variables of this article should be acceptable.

3.5.9 Limitations

The proposed model could only apply to features with numeric values, which might
not be applicable to the future trend pre-trained language models, and this study only
experimented on a two-labelled classification problem and employed two supervised
software defect prediction models using machine learning algorithms. Additionally,
due to limited computer resources, this study only selected subject datasets of less

than 1200 instances.
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3.6 Chapter Summary

In this chapter, we conduct an experiment that adapts the existing MT model into a
generic MT model for validating ML-based software defect prediction systems.
Although USDP is a potential solution for SSDP’s insufficient labelled defect
training datasets, it is still faced with the test oracle problem. MT is a widely used
technique to alleviate the test oracle problem; however, identifying MRs is
challenging as these expected relationships are mainly created by experts or users.
Thus, this experiment proposed a generic and adaptable MT model to alleviate the
challenge of identification of MR. This generic MT model adapted twenty-one
generic MRs from five generic types of MRs of METTLE [19] mapping with DMOs
of uMT [41, 76] and proposed DMOs. We experimented with the proposed model
with twenty publicly available high-dimensional software defect datasets of NASA
and PROMISE, and twenty SDPs implementing fourteen different ML algorithms,
in order to answer our research objective, which is to demonstrate the feasibility of
the proposed generic MT approach model for validating USDPs using clustering
algorithms and SSDPs.

In conclusion, this study achieved the research objective. It proved that the generic
MT approach in validation is a promising direction. The proposed generic MT model
is a valuable validation tool for SDPs, even with limited knowledge of validating
targets and no inputs from experts or users. Firstly, our first research question on
whether the generic MT model could validate SDPs and the results showed that it
could. Agglo and DBscan did not violate any MR, which indicated that using a
“bottom-up” clustering ML approach with no random initial sample selection is
highly adaptable and robust to the proposed model. Thus, we recommend using the
proposed model for validating SDPs using Agglo and DBscan. In addition, MR
“Shrinkage and Expansion” (MR2) is the most generic MR and a necessary property,
as nineteen SDPs did not significantly violate this MR. Secondly, our second

research question on the cause of the violation and results showed that the causes are
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characteristics of data, configurations of algorithms and characteristics of
algorithms. Thus, future applications of the proposed model must consider these
three factors. Thirdly, our third research question on whether there is a difference in
applying the generic MT model to validate USDP and SSDP and results showed that
the prediction inconsistencies are independent of prediction accuracies, which means
labelled datasets make no difference in using our model to validate SSDPs and
USDPs. Fourthly, due to the datasets with less than 1200 instances and less than forty
features, the proposed model might not be tested thoroughly because it is not difficult
for machine learning systems not to violate MR with such a small number of test
instances. Further studies with datasets with much higher features and instances are
needed to evaluate the robustness and practicality of the proposed models for future
use. Lastly, as the results show, our generic MT model can be applied without prior
knowledge of validating ML-based SDPs; our model can be used to monitor ML-
based systems continuously.

Although the experiment proved that generic MT can serve as a validation tool for
ML-based systems, the proposed model is limited to features with numeric values,
which may not be applicable to the pre-trained language models, which are the future
trend of ML. The next chapter will focus on uncertainty and use it as the foundational
concept to derive generic MRs of MT. We will conduct an experiment to assess

uncertainty-based generic MT as a validation tool for ML-based systems.
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Chapter 4. Uncertainty-based
Metamorphic Testing on Validation of

Machine learning-based Systems

The generic Metamorphic Testing (MT) model discussed in Chapter Three is limited
to numeric problems. In this chapter, we shift our focus to the role of uncertainty in
developing another generic MT approach to address the challenge posed by the
limited participation of experts and users, which can hinder the development of
effective and suitable Metamorphic Relations (MRs), thereby impacting the
validation capacity of MT in the experimental context of Machine Learning-based
(ML-based) plagiarism detection systems (PDSs). To tackle the issue of insufficient
validation of the performance of ML-based educational systems, we propose using
an uncertainty matrix to identify the uncertainty in PDSs and then derive generic
MRs of MT for validation.

The rest of this chapter is structured as follows. Section 4.1 introduces the whole
work of this chapter. Section 4.2 describes the background of this research under
three aspects: plagiarism detection, uncertainty, and MT. Section 4.3 introduces the
motivation. Section 4.4 presents the proposed approach. Section 4.5 provides an

overview of the evaluation methodology. The results and discussion will be
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presented in sections 4.6 and 4.7. We conclude and discuss limitations and future

research avenues in section 4.8.

4.1 Introduction

Plagiarism is a serious problem in academia. Despite advanced technologies have
been applied in detecting plagiarism to enhance performance [42-45], other
advanced technologies have also made detection more difficult [51, 52]. Thus,
evaluating the performance of PDSs is essential because incorrect detections will
cause disputes [51] and reduce trust in using the systems [1]. The inconsistency in
PDSs might lead to uncertainty. It is crucial to evaluate these systems; however,
evaluating a PDS is a test oracle problem as it is difficult to distinguish correct
behaviour from potentially incorrect behaviour of PDSs. In Chapter 3, the generic
MT model has been proven as an effective valuation tool for ML-based systems.
However, the proposed model in Chapter 3 can only apply to ML-based systems with
numeric features. Thus, this chapter shifts the research objective to demonstrate the
feasibility of applying generic MR derived from uncertainty for validating ML-based
systems with features other than numbers. We propose an approach by applying an
Uncertainty MatriX (UMX) to systematically identify the uncertainty of PDSs and
use identified uncertainty to derive generic MRs of MT for validation. This chapter
experimented with three different PDSs. We simulated a classroom scenario where
students used Artificial Intelligence Generated Content (AIGC) and paraphrasing
tools to generate different assignment answers. The generated answers were fed into
the subject systems separately for validation by comparing the systems’ similarity
scores of the tool-generated answers.

We conducted an experiment using three PDSs in a classroom scenario where
students were suspected of using tools to generate answers for their assignments.
These answers were then inputted into the systems for validation by comparing the

similarity scores of the tool-generated answers. The results demonstrated that our
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approach can effectively validate PDSs. In the future, this approach could be applied

to identify uncertainties and enhance the robustness of ML-based systems.

4.2 Background

This section briefly introduces plagiarism detection using Machine Learning (ML)
approaches and uncertainty.

4.2.1 Plagiarism Detection

Plagiarism is often found in academia [112]. Institute of Electrical and Electronics
Engineers (IEEE) “defines plagiarism as the reuse of someone else’s prior processes,
results, or words without explicitly acknowledging the original author and source”,
and IEEE penalised offenders by disallowing publication in all IEEE copyrighted
publications for up to five years [113]. Thus, plagiarism is a severe issue. Based on
the definition of plagiarism, measuring the similarity of documents is an approach to
detecting plagiarism. Several commonly used similarity calculation methods include
Manhattan, Euclidean distance, Jaccard coefficients, and Cosine similarity [112,
114-120]. The cosine similarity method is popular because it measures similarity
between vectors, which has advantages over others [117].

ML has been applied to improve the performance of detection of text documents
such as fraudulent reviews, spam filtering, tag extraction and plagiarism [42-45]. A
systematic review study has also found that plagiarism detection was improved by
“Better semantic text analysis methods” and “Application of machine learning” [2].
To apply ML techniques to detecting text documents, the ML model typically works
with Natural Language Processing (NLP). NLP is one of the computation techniques
to capture the semantics of natural language texts and uses different knowledge
representations for specific purposes [46-48]. ML models can be based on

representations of NLP to make predictions.
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Term Frequency Inverse Document Frequency (TFIDF) is a term weighting
scheme commonly used in NLP to represent textual documents as vectors [48, 115,
119-121]. TFIDF is widely used and has been applied with cosine similarity method,
ML algorithms and word embedding techniques for text classifications, text
similarity, and plagiarism detection [114, 116, 119, 120, 122, 123]. Other advanced
NLP techniques, such as Sentence-Transformer “SBERT”, “OpenAl Generative Pre-
trained Transformer GPT2”, “word2vec”, and “doc2vec”, are also used with cosine
similarity method and ML techniques for plagiarism detection, text categorization
and noun phrase representation [43, 48, 120-122, 124-126].

Advanced technologies, such as AIGC, have also made detection difficult [51, 52].
No system can detect plagiarism 100% correctly [51], and there was a lack of
performance evaluation of PDSs [54, 55]. If the detection is incorrect, there will be
severe consequences; thus, the uncertainty of PDSs is of crucial concern [1, 51].

4.2.2 Uncertainty

Uncertainty concerns with the variability of outcomes we are unsure about due to a
lack of information, whereas risk refers to the probability of unexpected outcomes.
It is necessary to assess the risks that uncertainty imposes on the safety of ML-based
systems to increase the credibility of adopting systems [1]. [127]’s study proposed a
framework to characterize and document the attributes in uncertainties of systems.
[128]’s study introduced the Resampling Uncertainty Estimation algorithm to
measure the uncertainty of ML models. [129]’s study proposed an uncertainty matrix
based on three dimensions of uncertainty: location, level, and nature, to identify
critical uncertainties. After identifying the uncertainty, we need an approach to
validate so that the systems can offer performance without uncertainty, and MT is a

valuable validating tool.
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4.2.3 Metamorphic Testing (MT)

MT is one approach that can alleviate the problem of test oracles [19, 22-24]. MT
has been used to validate the expected relationships between inputs and outputs of
program executions. These expected relationships are expressed as MRs. If the
output of the program executions does not match the expected relationships, this
violates the MR and fault is revealed [19, 21, 24, 31]. So, by examining these
expected relationships between inputs and outputs, we can validate the program
under testing.

4.3 Motivation

From the previous chapter, the proposed generic MT model can serve as a validation
tool, although the model can only take on numeric features of ML-based systems.
Motivated by the necessity of generic M T, which can take on more than only numeric
features, for validating ML-based PDSs that suffer from the test oracle problem and
lack of research attention. This experiment aims to develop an uncertainty-based
validating approach using MT for PDSs and demonstrate the practicality of the

proposed approach through a comprehensive scaled experiment.

4.4 Proposed Approach

This section describes the validation model and how the Uncertainty-Based generic

MT approach is designed.

4.4.1 Uncertainty-Based Metamorphic Testing

We adopted [129]’s uncertainty matrix (Table 4.1) to identify the uncertainty of the
PDSs. One of the “Scenario” level of uncertainties of PDSs is inconsistent detection,
and the cause of this uncertainty can be located in “Context”, “Model Structure”, and

“Input” (Table 4.1). This study focuses on the “Input” location because the subject
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PDSs were using default options and experimented in the same test scenario (section
3), so we assumed “Context” and “Model Structure” were constant. Thus, we
identified that the uncertainty of PDSs is due to having a range of values of inputs
(Table 4.1).

After identifying the cause of uncertainty, we adopted the MT approach to validate
PDSs. We derive the MR of MT based on the identified cause and create MR called
“MR1: Paraphrasing object”. This relation assumes that the similarity of the
document should not be affected by paraphrasing. In other words, systems should
identify the “Source” document and the “Follow-up” documents, which are created
by MR1, as similar (Fig. 4.1). MR1 is the relation that should be held. If not, there is
a violation with MR1 and uncertainty in the PDS.

Table 4.1: Alwidian et al. [129]’s uncertainty matrix

Location Level Nature
Statistical Scenario Recognized | Epistemic | Variability
Ignorance
Context deviation from | External / Possible at Possible at | Possible at
true values future any location | any any location
environment location
Model deviation from | different
Structure | true values assumption
about structure
Input measurement Range of
uncertainty values
Model accumulated uncertainty which results from uncertainty in location X level X
Outcome nature

Source doc = [(man eats food)]
Follow-up doc = [(male human consumes edibles)] «m paraphrased by MR1
Therefore, System predicts (Source doc, Follow-up doc) = similar

Figure 4.1: Illustration of MR1: Paraphrasing object
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4.5 Experimental with uncertainty-based metamorphic testing on

validation of machine learning-based plagiarism detection systems

This section describes the setup of the experiment. It defines the research objective
and research questions of our experiment. Then, it describes the subject systems and
data used in the experiment. Thereafter, it discusses detailed experimental design,
including environment configuration, measurement, experimental procedure, dataset
preparation, and parameter setting. At last, we present our experimental results and
further discuss, analyse and interpret the results for research questions.

4.5.1 Research Questions

The main objective of this experiment is to attempt to answer the research question.
RQ1: Can we validate machine learning-based Plagiarism detection systems by
generic MR of MT derived from the uncertainty matrix?
We derived the MR from the uncertainty of PDSs and evaluated the effectiveness
of the MR in validating subject systems by counting the occurrence of violations
related to MR.

4.5.2 Experiment scenario

Inspired by [130]’s study, this experiment simulates a “single assignment question
multiple assignment answers” classroom scenario. Three different assignment
questions were given to three classes of twelve students. One Computer Science (CS)
assignment was expected to return Java source codes. Two Law assignments (Law1l

and Law2) were open questions and expected to return English text documents.

74



4.5.3 Subject systems and technologies under test (SUT)
4.5.3.1 Plagiarism detection system (PDS)

SBERT and TFIDF are commonly used word embedding techniques for plagiarism
detection [120, 121], so this study employed them. We focused on PDSs that measure
the similarity between two documents, and three subject PDSs were set up.

Inspired by [118], the first PDS, BERT_COS, using SBERT Transformer with the
pre-trained model “bert-base-uncased” and cosine similarity method.

The second PDS, NN-TFIDF, follows [131]’s unsupervised implementation
using TFIDF with cosine similarity method and Nearest Neighbour algorithm.

The third PDS, Neu-SBERT, follows [132]’s implementation using SBERT
Transformers, neural network algorithm and Stanford Natural Language Inference
Corpus (SNLI). SNLI is a supervised dataset for sentence similarity with three labels:
“contradiction” means the sentences share no similarity, “entailment” means the
sentences have a similar meaning, and “neutral” means the sentences are neutral.
Neu_SBERT is trained with SNLI corpus and derived semantically meaningful
sentence embeddings for similarity prediction with the labels.

Artificial Intelligence Generated Content (AIGC). AIGC refers to using Atrtificial
Intelligence (Al) to generate different kinds of content, including text, images, videos
and audio [133, 134]. “ChatGPT”, one of the AIGC applications that can provide
detailed responses based on users’ input [134], had been discussed its relationship
with plagiarism [51, 52]. This study employed two different AIGC applications from
“poe.com”: ChatGPT, powered by OpenAl’s GPT3.5 technology, and Claude,
powered by Anthropic’s technology [135]. We assumed each student would use one
of the two AIGC applications to generate assignment answers.

4.5.3.2 Paraphrasing tools

Online paraphrasing tools could make detection more difficult for PDSs [136], and
we selected five different free online paraphrasing tools for MR1 (Table 4.2). In this
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study, each student would use zero or one of the paraphrasing tools to paraphrase the

generated aNSWETS.

Table 4.2: List of online free paraphrasing tools

ID | Site name Web address

pl | Paraphrasing-Tool https://paraphrasing-tool.com/

p2 | Quillbot https://quillbot.com/

p3 | PrePostSeo https://www.prepostseo.com/paraphrasing-tool

p4 | Rewriter-tools https://www.rewritertools.com/paraphrasing-tool
p5 | SEOMagnifier https://seomagnifier.com/online-paraphrasing-tool

4.5.3.3 Explainable Artificial Intelligence (XAI)

We selected Shapley XAl technology for internal validity. SHAP measures each
feature’s contribution towards the prediction [137]. It is based on coalitional game
theory, which explains prediction by “assuming that each feature value of the
instance is a player in a game where the prediction is the payout”, and the Shapley
values are calculated this way and explain how to distribute the prediction among
the features [138].

4.5.4 Configuration

This experiment environment included using “Intel Core” 17 CPU with 64 GB RAM,
“Windows 10 operating systems, “Jupyter Notebook” development platform and
“Python” programming language and related libraries, such as “scikit learn” and
“tensorflow”, for machine learning algorithms, “shap” is for XAl, and “transformer”

is for language processing. Standard parameters and options were applied to SUTSs.
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4.5.5 Subject Data

According to MR1, original and paraphrased questions or paraphrased and original
answers should give similar results. For the CS assignment, as source codes might
not be paraphrased because paraphrasing might lead to the source codes being
uncompilable. Instead, we assumed students would paraphrase the CS assignment
question to create slightly different answers to avoid plagiarism detection. So, we
paraphrased the CS questions to create follow-up questions and then fed them into
AIGC tools to generate CS answers. Including the model answer of CS, the total
number of CS answers was thirteen (Table 4.3). For Law assignments, we fed the
original question into AIGC tools to generate original LAW1 and LAW2 answers.
Then, we use paraphrasing tools to generate follow-up answers. Including the model
answers of LAW1 and LAW2, the total number of Lawl and Law2 answers was

twenty-six. Therefore, this experiment had thirty-nine answers (data) (Table 4.3).

Table 4.3: Details of subject data

Type of assignment CS LAW1 LAW?2
Model answer

- original std_answer-cs std_answer-lawl std_answer-law2
Generated answer

By ChatGPT

- original gpt-org-cs gpt-org-lawl gpt-org-law?2
- paraphrased by p1 gpt-pl-cs gpt-p1-lawl gpt-p1-law2
- paraphrased by p2 gpt-p2-cs gpt-p2-lawl gpt-p2-law2
- paraphrased by p3 gpt-p3-cs gpt-p3-lawl gpt-p3-law2
- paraphrased by p4 gpt-p4-cs gpt-p4-lawl gpt-p4-law2
- paraphrased by p5 gpt-p5-cs gpt-p5-lawl gpt-p5-law2
Generated answer

By Claude

- original cla-org-cs cla-org-lawl cla-org-law2
- paraphrased by p1 cla-pl-cs cla-pl-lawl cla-pl-law?2
- paraphrased by p2 cla-p2-cs cla-p2-lawl cla-p2-law?
- paraphrased by p3 cla-p3-cs cla-p3-lawl cla-p3-law?
- paraphrased by p4 cla-p4-cs cla-p4-lawl cla-p4-law?
- paraphrased by p5 cla-p5-cs cla-p5-lawl cla-p5-law?
Total 13 13 13
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4.5.6 Measurement

This study measures the correctness of plagiarism detections, so subject PDSs should
identify which answers were generated by the same AIGC application, even after
paraphrasing. We used the similarity score calculated by PDSs to rank the similarity
of answers. If PDS identifies a ChatGPT-generated answer more similar to a Claude-
generated answer, this would be counted as a violation as the paraphrased answer
misled PDS (Table 4.4). The violation rate will be measured by the violations over
the total number of comparisons, which is one hundred and thirty-two as Equation
4.2).

Violation rate = Violation count / Total number of comparisons 4.1)

Table 4.4: Illustration of violating MR1

Answer Similarity score with "'gpt-org-lawl" | Compare
cla-p5-lawl 0.95
gpt-p1-lawl 0.91 Violation
gpt-p2-lawl 0.96
gpt-p3-lawl 0.96
gpt-p4-lawl 0.96
gpt-p5-lawl 0.96

4.5.7 Experiment implementation

Step 1. For CS, an original question and five paraphrased questions, which were
paraphrased by tools listed in Table 4.2 as MR1 stated, are inputted into two AIGC
tools to generate answers. Answers from the original and paraphrased questions are
marked in Table 4.3. For LAW1 and LAW?2, original questions were inputted into
two AIGC tools to generate original answers, and then the original answers were
paraphrased by tools (Table 4.2) to create paraphrased answers (Table 4.3).
Step 2. We considered the generated answers without paraphrasing as the “Source”

answers and the paraphrased answers as the “Follow-up” answers. Therefore, MR 1
expects “Source” answers to be similar to “Follow-up” answers. CS and Law

assignment answers were fed into PDSs separately. The results of similarity scores
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were used to compare and rank (Fig. 4.2) for counting violation of MR1 (section
4.5.6).

Source Source Follow-up Follow-up
Model GPT Claude GPT Claude
answers answers answers answers answers
\\ | //
| PDSs |
[ Compare and rank similarity scores ]

Figure 4.2: Implementation of experiment.

4.5.8 Experimental Results and Discussion

We first studied zero violation of MR with all subject PDSs to evaluate the
effectiveness of our proposed approach (RQ1). Then, we further analysed the

violations to seek more understanding of the causes.

4.5.8.1 Zero violation

Table 4.5 shows that all PDSs performed better in CS than LAW1 and LAW?2,
BERT_COS did not violate MR1 with CS answers, which means BERT_COS could
identify all the CS answers generated by the same AIGC tool as most similar to each
other (Table 4.6). NN_TFIDF and Neu SBERT did not violate MR1 with CS
answers generated by Claude (Table 4.5, 4.7 and 4.8). It is because CS answers were
Java source codes that were similar in size and highly structural for compilation.

Table 4.5: Violation counts in the experiment

CS LAW1 LAW?
Neu_ |[BERT_| NN_ | Neu_ |[BERT_| NN_ | Neu_
SBERT| COS |TFIDF|SBERT| COS |TFIDF |SBERT

Violation(gpt) 3 8 6 2 6 13
Violation(cla) 1 8 9 4 2 6
Total violation 4 16 15 6 8 19

Total comparison| 132 132 132 132 132 132 132 132 132
Violation rate 0% |4.55% | 4.55% | 3.03% |12.12%|11.36% | 4.55% | 6.06% |14.39%
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Table 4.6: Matrix of similarity scores of BERT_COS with CS

CS -assignment-sim-score
std_answer-cs | cla-org-cs | gpt-org-cs | cla-pl-cs | cla-p2-cs | cla-p3-cs | cla-p-cs | cla-p5-cs | gpt-pl-cs | gpt-p2-cs | gpt-p3-cs | gpt-p4-cs |gpt-p5-cs|
std_answer-cs 0.9598 0.9872 0.9598 0.9598 0.9598 0.9598 0.9598 0.9872 0.9872 0.9872 0.9872 0.9872
cla-org-cs 0.9598 0.9264 1.0000 1.0000 1.0000 1.0000 1.0000 0.9264 0.9264 0.9264 0.9264 0.9264
gpt-org-cs 0.9872 0.9264 0.9264 0.9264 0.9264 0.9264 0.9264 1.0000 1.0000 1.0000 1.0000 | 1.0000
cla-pl-cs 0.9598 1.0000 0.9264 1.0000 1.0000 1.0000 1.0000 0.9264 0.9264 0.9264 0.9264 0.9264
cla-p2-cs 0.9598 1.0000 0.9264 1.0000 1.0000 1.0000 1.0000 0.9264 0.9264 0.9264 0.9264 0.9264
cla-p3-cs 0.9598 1.0000 0.9264 1.0000 1.0000 1.0000 1.0000 0.9264 0.9264 0.9264 0.9264 0.9264
cla-p4-cs 0.9598 1.0000 0.9264 1.0000 1.0000 1.0000 1.0000 0.9264 0.9264 0.9264 0.9264 0.9264
cla-p5-cs 0.9598 1.0000 0.9264 1.0000 1.0000 1.0000 1.0000 0.9264 0.9264 0.9264 0.9264 0.9264
gpt-pl-cs 0.9872 0.9264 1.0000 0.9264 0.9264 0.9264 0.9264 0.9264 1.0000 1.0000 1.0000 | 1.0000
gpt-p2-cs 0.9872 0.9264 1.0000 0.9264 0.9264 0.9264 0.9264 0.9264 1.0000 1.0000 1.0000 | 1.0000
gpt-p3-cs 0.9872 0.9264 1.0000 0.9264 0.9264 0.9264 0.9264 0.9264 1.0000 1.0000 1.0000 1.0000
gpt-pd-cs 0.9872 0.9264 1.0000 0.9264 0.9264 0.9264 0.9264 0.9264 1.0000 1.0000 1.0000 1.0000
gpt-p5-cs 0.9872 0.9264 1.0000 0.9264 0.9264 0.9264 0.9264 0.9264 1.0000 1.0000 1.0000 1.0000
Answering RQ1: MR1 can validate BERT_COS with CS answers generated by both

AIGC tools and

can validate NN_TFIDF and Neu SBERT with CS answers
generated by Claude.

Table 4.7: Matrix of similarity scores of NN_TFIDF with CS

CS -assignment-sim-score

std_answer-cs | cla-org-cs [gpt-org-cs|cla-pl-cs|cla-p2-cs|cla-p3-cs|cla-p4-cs|cla-p5S-cs| gpt-pl-cs | gpt-p2-cs | gpt-p3-cs |gpt-p4-cs | gpt-p5-cs
std_answer-cs 0.7657 0.9650 | 0.7705 | 0.7728 | 0.7728 | 0.7728 | 0.7728 | 0.8542 0.9682 0.9833 0.9833 0.9833
cla-org-cs 0.7657 0.7308 0.9937 | 0.9931 | 0.9931 | 0.9931 | 0.9931 | 0.5898 0.6969 0.7092 0.7092 0.7092
gpt-org-cs 0.9650 0.7308 0.7354 | 0.7372 | 0.7372 | 0.7372 | 0.7372 0.9458 | 0.9810 | 0.9810 [ 0.9810
cla-pl-cs 0.7705 0.9937 0.7354 0.9993 [ 0.9993 | 0.9993 | 0.9993 [ 0.5935 0.7012 0.7137 0.7137 0.7137
cla-p2-cs 0.7728 0.9931 0.7372_| 0.9993 1.0000 | 1.0000 | 1.0000 | 0.5946 | 0.7028 0.7152 | 0.7152 0.7152
cla-p3-cs 0.7728 0.9931 0.7372 0.9993 | 1.0000 1.0000 | 1.0000 | 0.5946 0.7028 0.7152 0.7152 0.7152
cla-p4-cs 0.7728 0.9931 0.7372 0.9993 | 1.0000 | 1.0000 1.0000 | 0.5946 0.7028 0.7152 0.7152 0.7152
cla-p5-cs 0.7728 0.9931 0.7372 | 0.9993 | 1.0000 [ 1.0000 | 1.0000 0.5946 0.7028 0.7152 0.7152 0.7152
gpt-pl-cs 0.8542 0.5898 0.5935 | 0.5946 | 0.5946 | 0.5946 | 0.5946
gpt-p2-cs 0.9682 0.6969 0.9458 | 0.7012 | 0.7028 | 0.7028 | 0.7028 | 0.7028 | 0.8823 0.9659 0.9659 0.9659
gpt-p3-cs 0.9833 0.7092 0.9810 | 0.7137 | 0.7152 | 0.7152 | 0.7152 | 0.7152 | 0.8552 | 0.9659 1.0000 1.0000
gpt-p4-cs 0.9833 0.7092 0.9810 | 0.7137 | 0.7152 | 0.7152 | 0.7152 | 0.7152 | 0.8552 | 0.9659 1.0000 1.0000
gpt-p5-cs 0.9833 0.7092 0.9810 | 0.7137 | 0.7452 | 0.7152 | 0.7152 | 0.7152 | 0.8552 | 0.9659 | 1.0000 | 1.0000

Table 4.8: Matrix of similarity scores of Neu_SBERT with CS

CS -assignment-sim-score (score of entailments) I

std_answer-cs | cla-org-cs | gpt-org-cs | cla-pl-cs |cla-p2-cs | cla-p3-cs | cla-p4-cs | cla-p5-cs | gpt-pl-cs | gpt-p2-cs | gpt-p3-cs | gpt-p4-cs | gpt-p5-cs
std_answer-cs 0.2181 02198 | 02181 | 02181 | 0.2181 | 0.2181 | 0.2302 | 0.2302 | 0.2302 | 0.2302 | 0.2302
cla-org-cs 0.3659 0.3911 0.5859 | 0.6009 | 0.6009 | 0.6009 | 0.6009 0.2511 0.2511 0.2511 0.2511 0.2511
gpt-org-cs 0.4554 0.2508 0.2475 | 0.2508 | 0.2508 | 0.2508 | 0.2508
cla-pl-cs 0.3674 0.5997 0.3872 0.5997 | 0.5997 | 0.5997 | 0.5997 | 0.2522 | 0.2522 | 0.2522 | 0.2522 | 0.2522
cla-p2-cs 0.3659 0.6009 0.3911 0.5859 0.6009 | 0.6009 [ 0.6009 | 0.2511 | 0.2511 | 02511 | 0.2511 | 0.2511
cla-p3-cs 0.3659 0.6009 0.3911 0.5859 | 0.6009 0.6009 [ 0.6009 0.2511 0.2511 0.2511 0.2511 0.2511
cla-p4-cs 0.3659 0.6009 0.3911 0.5859 | 0.6009 | 0.6009 0.6009 0.2511 0.2511 0.2511 0.2511 0.2511
cla-p5-cs 0.3659 0.6009 0.3011 0.5859 | 0.6009 | 0.6009 | 0.6009 02511 | 02511 | 02511 | 0.2511 | 0.2511
gpt-pl-cs 0.3772 0.4606 0.4544 0.4486 0.4606 0.4606 | 0.4606 0.4606 0.6669 | 0.6669 | 0.6669 | 0.6669
gpt-p2-cs 0.3772 0.4606 0.4544 0.4486 0.4606 0.4606 0.4606 0.4606 0.6669 0.6669 0.6669 | 0.6669
gpt-p3-cs 0.3772 0.4606 0.4544 0.4486 0.4606 0.4606 | 0.4606 0.4606 | 0.6669 | 0.6669 0.6669 | 0.6669
gpt-p4-cs 0.3772 0.4606 0.4544 0.4486 | 0.4606 | 0.4606 | 0.4606 | 0.4606 | 0.6669 | 0.6669 | 0.6669 0.6669
gpt-p5-cs 0.3772 0.4606 0.4544 0.4486 0.4606 0.4606 | 0.4606 0.4606 | 0.6669 | 0.6669 | 0.6669 | 0.6669
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4.5.8.2 Violation with MR1 and BERT _COS

BERT_COS had the lowest violation rate with Law assignment answers (Table 4.5).
LAW1 and LAW?2 questions were analysed type with no specific structure for
answers. The low violation rate represented that SBERT with the pre-trained model
had built a semantic relationship that could identify most LAW answers generated
by the same AIGC tool as most similar to each other, even after paraphrasing. In
addition, Claude generated LAW1 and LAW2 answers, which were about 330 words
and 280 words, respectively. On the other hand, ChatGPT generated LAW1 and
LAW 2 answers, which were about 700 words and 440 words, accordingly. The size
differences in LAWL1 answers were significant between ChatGPT-generated and
Claude-generated, which made it easier to distinguish. However, BERT_COS
performed only 1.55% better in LAWL1 than in LAW2 (Table 4.5), so the size
difference effect was insignificant. XAl could not be applied in BERT_COS because

it did not use a machine learning technique.

4.5.8.3 Violation with MR1 and NN_TFIDF

Table 4.7 shows NN_TFIDF identified some ChatGPT-generated CS answers were
more similar to model answer, such as gpt-org-cs had a higher similarity score with
std_answer-cs (0.9650) than with gpt-pl-cs (0.8313). As NN_TFIDF uses term
frequencies to measure similarity and CS answers were highly structural and short,
NN_TFIDF is expected to perform as well as BERT_COS.

So, we used SHAP to interpret one of the violated cases of NN_TFIDF. Fig. 4.3(a)
and (b) show that “particle” was a negative feature of std_answer-cs and gpt-org-cs,
whereas Fig. 4.3(c) shows “particle” was a positive feature of gpt-pl-cs. They
explained the violation of NN-TFIDF in CS and showed that ChatGPT could
generate source codes that made NN_TFIDF difficult to detect plagiarism.

Despite NN_TFIDF violated MR1 with LAW1 and LAW?2, NN_TFIDF
performed better in LAW2 (Table 4.5). LAWL1 answers are longer and paraphrased,
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which might affect the term frequencies, leading to increase violations. SHAP
interpreted one of the violated cases in NN_TFIDF with LAW1. Fig. 4.4(a) and (c)
show that “international” was a positive feature of cla-org-lawl and gpt-pl-law,

whereas “international” was a negative feature of gpt-org-lawl.
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Figure 4.3: SHAP interpretation on features that influenced NN_TFIDF’s similarity
prediction with (a)std_answer-cs, (b)gpt-org-cs, (c)gpt-pl-cs.

higher = lower

0.2072 Ufléd- 0.2572 0.3072 Dal:lszf:.?IZue
b (¢ { L CC UL LU
means international criteria  entity practice states
(@
higher = lower
fix base value
0.11 01572 02572 0.3572
I e
international state  means maintain  states ' obligations ' law
(b)
higher = lower
base value fix
0.3572 0.4572 0.5572 0.62 0.6572

’ :.'2.-.-E:::"I'}>>)>>>)))))))))))))))}}))))))))))))})-i--'

law implies territory criteria entity | international

©

Figure 4.4: SHAP interpretation on features that influenced NN_TFIDF’s similarity
prediction with (a)cla-org-lawl, (b)gpt-org-lawl, (c)gpt-pl-lawl.

In addition, SHAP interpreted one violated case in LAW?2. Fig. 4.5(a) and (b) show
“international” was a negative feature of cla-p3-law2 and gpt-p2-law2; however, a
positive feature of gpt-p5-law2. Apart from explaining the violations, Fig. 4.5(a), (b)

and (c) had more common features than Fig. 4.4(a), (b) and (c), which can explain
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why NN_TFIDF performed worse in LAW1 than LAW?2. It is because LAW1
answers, which were longer and paraphrased, contained more different terms which

affected the term frequencies of NN_TFIDF to detect plagiarism.
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Figure 4.5: SHAP interpretation on features that influenced NN_TFIDF’s similarity
prediction with (a)gpt-p2-law2, (b)cla-p3-law2, (c)gpt-p5-law2.

4.5.8.4 Violation with MR1 and Neu_SBERT

Table 4.8 shows Neu_SBERT identified some ChatGPT-generated CS answers to be
more similar to model answer and Claude-generated answers, such as all five
paraphrased ChatGPT-generated CS answers had a higher similar score with cla-p1-
cs (0.2522) than with gpt-org-cs (0.2354). Neu SBERT also used SBERT
transformer as BERT_COS and CS answers were highly structural and short,
Neu_SBERT is expected to perform as well as BERT_COS. We used SHAP to
interpret one of the violated cases of Neu SBERT and found that the term “public
double x” is a negative feature of gpt-pl-cs and gpt-org-cs, whereas cla-p1-cs did
not have “public double x”. It made Neu SBERT identify gpt-pl-cs was more
similar to cla-pl-cs than gpt-org-cs. The interpretations explained Neu SBERT’s

violations and showed that its semantic relationship to detect similarities between
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ChatGPT-generated CS answers was inaccurate. Thus, ChatGPT could generate
source codes that made Neu_SBERT challenging to detect plagiarism.
Unexpectedly, Neu_SBERT performed poorly with both Law assignment answers
(Table 4.5), even though it could build semantic relationships between words and
sentences to detect similarities. We used SHAP to interpret one of the violated cases
in LAW1 and found the features that contribute to the decisions of “entailment” of
cla-p5-lawl, gpt-pl-lawl and cla-org-lawl. The term “that decide whether” was a
negative feature of cla-p5-lawl. cla-org-lawl contains the term “that determine
whether”, which is semantically similar to the term “that decide whether”. On the
other hand, gpt-p1-lawl does not contain any term similar to “that decide whether”,
which made Neu_SBERT identify cla-p5-lawl was more similar to gpt-p1-lawl than
cla-org-lawl. The interpretations explained Neu SBERT’s violations and showed
that Neu_SBERT could not build an accurate semantic relationship with legal

contents for predicting similarities.

4.5.8.5 Further Analysis

The experiment showed that using the uncertainty to derive MR is useful as this
approach can identify the core concern of PDSs. If PDS do not violate this MR, the
PDS is considered reliable. As BERT_COS is insensitive to MR1 with CS, we can
assure the performance of BERT_COS in detecting plagiarism of CS.

Understandably, BERT_COS outperformed NN_TFIDF because SBERT, with a
pre-trained model, can build semantic relationships between words and sentences,
which is more suitable in LAW1 and LAW2. However, even though CS answers
were highly structural and shorter than Law answers, results show BERT_COS
outperformed NN_TFIDF in CS, which shows SBERT with a pre-trained model can
also understand source code structure and outperform TFIDF.

Additionally, the LAW?2 answer is longer, requiring more words. It is reasonable

to conclude that NN_TFIDF performed better, as a larger word count increases the
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likelihood of detecting plagiarism through word frequencies. However, the increased
number of words also makes it more challenging for “semantic understanding”
LLMs, as they need to establish more connections. Therefore, NN_TFIDF is likely
to be more effective than Neu_SBERT.

At last, BERT_COS outperformed Neu_SBERT in the study, even though they
used an SBERT transformer. The critical difference is the training corpus. While
BERT_COS uses a pre-trained model, Neu SBERT uses the SNLI corpus. SNLI
corpus could have contained fewer source codes and legal sentences for training than
the pre-trained model. Thus, PDSs should choose a pre-trained model over SNLI

corpus in detecting plagiarism of CS and LAW assignment answers.

4.5.9 Validity
4.5.9.1 Internal validity

Different input parameters would lead to totally different results. In this experiment,
Standard parameters and options (Section 4.5.4) were applied to all subject
technologies and systems. We build subject systems using Python libraries and five
online tools (Section 4.5.3 and 4.5.4) to create the "follow-up" datasets. These tools
and technologies should be considered reliable since they have been widely used.
White-box testing has also been conducted so the source codes are error-free. Finally,
this study focused on the relationship between MR and measurements mentioned in
section 4.4 and 4.5.6. The outcomes were listed and checked to ensure that the
measurements mentioned in Section 4.5.6 were calculated accurately. In addition,
XAl was applied to interpret violated cases, and the explanations matched the results.

Thus, the potential threat to the internal validity of this study is low.

4.5.9.2 External validity

MT was widely used, and this study is based on a generic MT approach. We applied
the approach to systems that were used in other published studies. Although the
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datasets used for assessment may vary case by case, the subject systems assessed and
evaluated by our approach are rather general. Thus, the potential threat to the external

validity of this study is also low.

4.5.10 Limitations

This experiment has encountered several limitations. Firstly, we did not include
human-created answers in the study. Secondly, this study focuses on the similarity
of two documents, and to the best of our knowledge, the SNLI corpus was the only
supervised dataset for sentence and document similarity. Thirdly, the proposed
approach is based on uncertainties, which might still require experts or users’ inputs
to identify uncertainty, even with the matrix, thus, this approach might be not generic
enough.

4.6 Chapter summary

In this chapter, we conduct an experiment that derives generic MT from uncertainty
for validating ML-based PDSs. The reliability of PDSs is essential; however,
evaluating a PDS is a test oracle problem as it is challenging to distinguish correct
behaviour from potentially incorrect behaviour of PDSs. Thus, this study proposed
an approach that applies an uncertainty matrix to systematically identify the
uncertainty of PDSs and uses the identified uncertainty to derive the MR of MT for
validating PDSs.

We experimented with the approach with three different PDSs. We used AIGC
and paraphrasing tools, as MR stated, to generate different answers for validation by
comparing the systems’ similarity scores of the answers. Results show BERT_COS
did not violate MR1 with all CS answers, and NN_TFIDF and Neu_SBERT did not
violate MR1 with CS answers generated by Claude. It is because CS answers were
well-structured source code programs and were similar in size. Results also show
that PDS using SBERT with a pre-trained model outperformed PDS using TFIDF
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and SBERT trained by SNLI corpus. It is because the semantic relationship built by
BERT_COS with a pre-trained model can understand source code and legal-related
sentences better than the other two PDSs. In conclusion, this study proved that the
proposed approach can systematically and effectively identify uncertainty and derive
associated MR for validating PDSs. We recommend using the proposed approach
for validating PDSs using SBERT with a pre-trained model and cosine similarity
method to detect plagiarism in highly structural and similar-in-size documents.

The result proved that uncertainty-based generic MT can serve as a validation tool
for ML-based systems and incorporate more than just numeric features. This fulfils
the research objective of demonstrating the feasibility of applying generic MR
derived from uncertainty for validating ML-based systems with features other than
numbers. However, the proposed approach relies on uncertainties, which may
require input from experts or users to identify, suggesting it might not be entirely
generic, even with the use of the matrix. Therefore, the next chapter will shift the
focus to metamorphic relation patterns and conduct an experiment to evaluate the

generic MRs of MT derived from these patterns to validate ML-based systems.
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Chapter 5. Metaphoric Relation
Patterns of Metamorphic Testing for
Validating Machine learning-based

Systems

The previous chapter showed that uncertainty-based generic metamorphic testing
(MT) is a valuable validation tool for machine learning-based (ML-based) systems.
However, input from experts and users may be necessary to identify sources of
uncertainty. This chapter focuses on utilizing metamorphic relation patterns (MRPs)
to identify generic metamorphic relations (MRs) for MT. This approach aims to
address the challenge posed by the limited participation of experts and users, which
can hinder the development of effective and appropriate MRs and, consequently,
affect the validation capacity of MT.

The rest of this chapter is structured as follows. Section 5.1 introduces the whole
work of this chapter. Section 5.2 describes the background of this research under
four aspects: plagiarism, similarity, and plagiarism detection. Section 5.3 introduces
the motivation. Section 5.4 presents the proposed MRP. Section 5.5 provides an

overview of the experiment, including the experiment’s design, the experiment’s
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implementation process, the results, the discussion, the threats, the conclusion and

future directions. We conclude this chapter in section 5.6.

5.1 Introduction

Plagiarism is a serious misconduct in the academic world, and there are detection
systems, such as “Turnitin”, to help in finding plagiarism violations. Therefore, the
performance and correctness of these tools are critical. In Chapter 4, we proved that
uncertainty-based generic MT can serve as a validation tool for ML-based plagiarism
detection systems (PDS). However, it might not be entirely generic, even with the
use of the matrix. Thus, the research objective of this chapter is to demonstrate that
generic MRs of MT, which are derived from MRP, can validate PDS. We proposed
three MRPs and experimented on four query-based PDSs that use four different and
commonly used embedding techniques to demonstrate the capacity of generic MT.
These generic MRPs modify the query contents with the aim of preserving the
characteristics of source test outputs. They generate follow-up test inputs while the
characteristics of the source test outputs are preserved. If the proposed MRPs are
violated, faults in the system will be detected. We conducted the experiment using
four PDSs to address the gap in research related to validating the performance of
ML-based educational systems. The results show that generic MT, utilising MRPs,
can systematically and effectively validate ML-based PDSs, representing a

significant advancement in integrated educational technology.

5.2 Background

This section briefly introduces similarity measurements and plagiarism detection

using machine learning approaches.
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5.2.1 Plagiarism

We have covered the definition of Plagiarism in Chapter 4.2.1. Thus, committing

plagiarism can bring serious consequences.

5.2.2 Similarity

To detect plagiarism, it is necessary to have methods measuring similarity. Several
common similarity calculation methods include Manhattan, Euclidean distance, and
Jaccard coefficients [115, 118, 120], but Cosine similarity is widely used [112, 114-
117, 119] because it measures similarity between vectors which has natural
advantages over other methods such as Euclidean distance, especially as the
dimensionality increases, the characterization ability of similarity based on

Euclidean distance cannot be guaranteed [117].

5.2.3 Plagiarism Detection with machine learning

Foltynek et al. [2] reviewed 239 research papers related to plagiarism from the year
2013 to the year 2018. They found that plagiarism detection was improved by “Better
semantic text analysis methods” and “Application of machine learning” [2]. Natural
Language Processing (NLP) is one of the approaches for detecting document
similarity that captures the semantics of a sequence of words, understands the natural
language texts and uses various knowledge representations for specific purposes [46-
48].

Term frequency—inverse document frequency (tf-idf) is a term weighting scheme
commonly used in NLP to represent textual documents as vectors, and it is one of
the approaches in the Vector Space Model (VSM) [48, 115, 119-121]. tf-idf has been
applied with cosine similarity measures for text similarity detection [114, 116, 119],
applied with K Nearest Neighbour (KNN) machine learning algorithm and cosine

similarity measures for text classifications [120], combining with word embedding

90



network for plagiarism detection [122], and combining with latent semantic analysis
(LSA) and cosine similarity to detect plagiarism in source codes [123].

Apart from tf-idf, a growing number of papers use advanced word embedding
techniques for plagiarism detection or text categorization [48, 124]. For example,
KNN has been applied with “word2vec” word embedding method and cosine
similarity measures were applied in categorizing texts in news articles and opinions
[120], a combination of different word embedding techniques (“word2vec”,
“doc2vec”) with varying methods of calculation (sentence vector calculation, cosine
similarity or tf-idf weighting technique) to perform plagiarism detection [43, 122,
126], applying different word embedding techniques (“doc2vec”, “SBERT”,
“InferSent”, and “Universal Sentence Encoder”) for noun phrase representation
[124], etc.

Performance evaluations of PDSs are a test oracle problem since these ML-based
PDSs deliver a local optimum rather than a global optimum. A feasible approach for
validating these systems is needed, and MT can be used to alleviate the problem of
test oracles [19, 22-24]. Zhou et al. [24] further the concept of MRs and defined
MRPs and input pattern that can be used to derive multiple concrete MRs. Segura et
al. [31] further applied the MR concept and presented a list of MRPs to assist in
identifying MRs in testing query-based systems.

5.3 Motivation

Firstly, although advanced technologies have improved plagiarism detection, [54]’s
research on 15 web-based text-matching systems that can be used when plagiarism
is suspected found “they are still incomplete for guiding the selection of a tool, as
they do not evaluate and compare the performance of software systems and their
usability from the viewpoint of end-users” [54]. Another two literature studies,
which reviewed more than 300 research papers on plagiarism, found a research gap

in the lack of methodologically thorough performance evaluations of PDSs [2, 55].
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Thus, the literature showed a need to raise awareness of the need to research the
assessment of PDSs and plagiarism detection tools.

Secondly, MT is useful in validating ML-based systems. However, the MRs are
created mainly through users or experts, which might not be available and might
introduce human bias. Thus, we aim to use a generic approach based on [31]’s MRPs
for MR creations to remove relying on users and experts and reduce the heuristic
influence on MR creation.

Therefore, we aim to identify different generic MRs by MRPs and demonstrate
generic MT’s practicality in validating ML-based PDSs through a comprehensive

scaled experiment.

5.4 Proposed Approach

In this section, we presented the proposed MRP to use, the experiment's design, and

the experiment's implementation.

5.4.1 Generic Metamorphic Relations Pattern (MRP)

In this experiment, we preliminary select the three MRPs from Segura et al.’s [31]
list, and they are as follows;

Shuffling. “source and follow—up outputs should contain the same items
regardless of the ordering criteria specified as input”. They should give the same
outputs.

Input equivalence. “source and the follow-up test cases are equivalent and
therefore their outputs should contain the same items in the same order”, e.g., 1 meter
= 100 centimetres. They should give the same outputs.

Partition difference. The outputs of the follow-up test cases, which are pairwise
disjoint with source test cases. They should give different outputs.

These three patterns are chosen as they suit the study because we are measuring

the similarity with a score. We did not select the other four patterns: conjunctive
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conditions, disjunctive conditions, disjoint partitions, and complete partitions
because we were experimenting with query systems that took keywords or a sentence
as inputs to find similar documents. If we use the other four patterns, which can
create parts are similar and parts are totally different, the similarity scores might not

be able to measure the performance.

5.5 Experimental with Metamorphic Relations pattern of
Metamorphic Testing model on Validating Machine learning-based

plagiarism detection Systems

This section describes the setup of the experiment. It defines the research objective
and research questions of our experiment. Then, it describes the subject systems and
data used in the experiment. Thereafter, it discusses detailed experimental design,
including environment configuration, measurement, experimental procedure, dataset
preparation, and parameter setting. At last, we present our experimental results and
further discuss, analyse and interpret the results for research questions.

5.5.1 Research Questions

The main objective of this experiment is to attempt to answer the research question:
RQ1: Can generic MRs of MT, derived from metamorphic relation pattern,

validate machine learning-based plagiarism detection systems?

5.5.2 Configuration

This experiment environment included using “Intel Core” i7 CPU with 64 GB RAM,
“Windows 10 operating systems, “Jupyter Notebook™ development platform and

“Python” programming language and related libraries, such as “sklearn", “genism”

and “SentenceTransformer”. Standard parameters and options were applied to SUTSs.
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5.5.3 Subject Dataset

This study uses a publicly available dataset from Kaggle?, containing around 50000
English articles. We selected this dataset because, firstly, we are experimenting with
the partition difference pattern, and we needed the dataset to be in the English
language so we could use words with keywords with opposite meanings to test this
pattern. In addition, the English language contains abbreviations of words that can

be used to examine Input equivalence patterns.

5.5.4 System Under Test (SUT)

This study focuses on one type of plagiarism detection system, which is a query-
based document similarity system. The dataset is transformed into embeddings by
four different and common-used techniques, which are “word2vec”, “doc2vec”,
“SBERT?”, and “tf-idf”. Thus, four SUTs were setup for comparison, and they pick
up query inputs and return a list of the most similar documents based on the
embeddings and their similar scores, which are computed by the cosine similarity
calculation method and its formula is as Equation (5.1).

XY

similarity(X,Y) = —————
yxY) [1 X2 = ||Y1]2

(5.1

, where (-) denotes the dot-product of two vectors.

tf-idf is a statistical method to assess the importance of a word to a document by
the frequency of a word in different categories. The calculation method of tf-idf is
the product of term (word) frequency, which is the occurrence rate of a word in a
document, and inverse document frequency, which represents the category
discrimination ability of that word [140]. As tf-idf does not have cosine similarity

calculation function, this study followed [131]’s implementation to have a machine

3 Dataset is downloaded on 12/31/2022 and from https://www.kaggle.com/datasets/snapcrack/all-
the-news
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learning classification algorithm KNN using cosine similarity method and tf-idf as
the text processing model. This study named it “NN-TFIDF”.

word2vec is a word embedding method that studies the representation of words in
a vector space. It calculates cosine similarity between words through word vector
values to understand the semantic relationship between words [120].

doc2Vec is an extension of the “word2vec” model carrying the same idea but
solving semantic contextual lack by learning the continuously distributed vector
representations for phrases, sentences and documents [43].

Sentence-BERT (SBERT) used a Siamese network structure for semantic textual
similarity problems to derive semantically meaningful sentence embeddings. Then,
using a similarity measure to calculate the semantic textual similarity between two

sentence embeddings [118].

5.5.5 Query

Three source queries are created from a dataset article with ID number “435”. We
select all the names of people in the selected article as the first source query (src-gl).
The second source query (src-q2) was created by selecting all the numbers in the
article. The fifth source query (src-g5) is one sentence extract from the selected
article. The other two source queries contain the names of months and the names of
weekdays. Contents of the source queries are listed in table 5.1. This study proposed
three MRPs on source queries to create nine follow-up queries as follows;

MR1: Shuffling. These queries are created by changing the order of source
contents and are expected to return the same outputs. Follow-up query 1.1 (fwl-1)
reverses the orders of first names and surnames of src-q1, such as “Cate Blanchett”
to “Blanchett Cate”. Follow-up query 1.2 (fwl-2) reverses the order of the whole
src-ql. Follow-up query 2.1 (fw2-1) reverses the order of paired numbers in src-g2,
such as “384 8” to “8 384”. Follow-up query 2.2 (fw2-2) reverses the order of src-
g2. Contents of the follow-up queries are listed in table 5.2.
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MR2: Input equivalence. These queries are created by using abbreviations of
source contents as they have identical meanings and are expected to return the same
outputs. Follow-up query 3.1 (fw3-1) is the abbreviation of src-q3, such as “January”
to “Jan”. Follow-up query 4.1 (fw4-1) is the abbreviation of src-q4, such as “Monday”
to “Mon”. Contents of the follow-up queries are listed in table 5.3.

MR3: Partition difference. These queries are created using opposite meanings of
source contents and are expected to return different results from source queries.
Follow-up query 5.1 (fw5-1) uses different nationality, different gender and different
number of src-g5. Follow-up query 5.2 (fw5-2) uses only different gender and
different number of src-g5. Follow-up query 5.3 (fw5-3) changes singular term into
plural term and uses different number of src-g5. Contents of the follow-up queries
are listed and highlighted in table 5.4.

Table 5.1: Contents of five source queries
Query ID | CONTENT
Cate Blanchett Patrick Catullo Marcia Goldberg Scott Rudin Andrew Upton Nick
Kroll John Mulaney
src-q2 3848171299515400418752929
January February March April May June July August September October

src-ql

sre-q3 November December
src-g4 Monday Tuesday Wednesday Thursday Friday Saturday Sunday
src-g5 Russian widow who is turning 40 and worried about how to hang on to her home

Table 5.2: Contents of follow-up queries 1.1, 1.2, 2.1 and 2.2

Query ID | CONTENT

fwl-1 Blanchett Cate Catullo Patrick Goldberg Marcia Rudin Scott Upton Andrew Kroll
Nick Mulaney John

fwl2 Mulaney John Kroll Nick Upton Andrew Rudin Scott Goldberg Marcia Catullo
Patrick Blanchett Cate

fw2-1 8384129171595040142987592

fw2-2 9229875140401595129 17 8384

Table 5.3: Contents of Follow-up Queries 3.1 and 4.1
Query ID | CONTENT

fw3-1 Jan Feb Mar Apr May Jun Jul Aug Sept Oct Nov Dec
fw4-1 Mon Tue Wed Thur Fri Sat Sun
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Table 5.4: Contents of Follow-up Queries 5.1, 5.2 and 5.3

Query ID | CONTENT

fws-1 Chinese widower who is turning 80 and worried about how to hang on to his home
fwb-2 Russian man who is turning 10 and worried about how to hang on to his home
fws-3 Group who are turning 100 and worried about how to hang on to their home

5.5.6 Implementation

Fig. 5.1 describes the implementation process of this experiment. Firstly, source
queries are inputted into four SUTs and the lists of cosine similarity scores of the
return documents will be recorded. Secondly, follow-up queries are inputted into
four SUTSs and the lists of cosine similarity scores of the return documents will be
recorded. Thirdly, the study selected the cosine similarity scores of the top 30
documents in the results of source query lists and compared them with the cosine
similarity scores of the same 30 documents in the results of follow-up queries lists.
Finally, the “Paired T-test” is used for the comparisons. If the differences are not
significant for shuffling (MR1) and input equivalence (MR2), then the related MRs
can be considered useful properties for validation. If the differences are significant
for partition different (MR3), then the related MR can be considered a useful
property of validation.

| Source Query | IFoIIow-iQuery|

] ] ] ]
‘ NN-TFIDF| word2vec| SUTs SBERTI doc2vec|
sim doc list (source) sim doc list (follow-up)
doc_ID:Cosine_score doc_ID:Cosine_score
doc_ID:Cosine_score doc_ID:Cosine_score
doc_ID:Cosine_score doc_ID:Cosine_score

Compare the lists by Paired t-testl

Figure 5.1: The implementation process of the experiment
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5.5.7 Experimental Results and Discussion

We studied each of the proposed MRs with all subject systems to evaluate the
effectiveness of our proposed approach (RQ1).

5.5.7.1 MR1 - Shuffling

Shuffling with names and numbers works well with NN-TFIDF. All the t-test results
of cosine similarity scores between follow-up queries and source queries are “div/0”
(Table 5.5) because their means and standard deviations are the same. Both queries
returned the same lists of similar documents with the same rankings. NN-TFIDF
found the document with ID number 435 (the selected document for source query
creation) the most similar document in both source and follow-up queries. As NN-
TFIDF only concerns the word frequencies in each document and no semantic
relationship is built, the order of the contents in the query should not affect NN-
TFIDF. Thus, MR1 is a useful property for validating NN-TFIDF.

Shuffling with names works well with word2vec. Its t-test results of cosine
similarity scores between follow-up queries (fwl-1 and fwl-2) and source queries
(src-gl) are all the same (Table 5.5). Both queries returned the same lists of similar
documents with the same rankings. word2vec also found the document with 1D
number 435 as the most similar document in src-gq1, fwl-1 and fwl-2. Shuffling with
numbers works well in “src-2 vs fw2-1” as the results are identical between src-02
and fw2-1. However, the t-test result of “src-q2 vs fw2-2” is significantly different
(Table 5.5). This might be explained by the fact that word2vec has built a stronger
semantic relationship with numbers as the order of the number contents changed
more like fw2-2. word2vec model would consider as different search contents. Thus,
MR1 with names only is a useful property for validating word2vec.

Shuffling with names works well with doc2vec as both t-test results of “src-q1 vs
fwl-1” and “src-q1 vs fwl-2” are not significantly different (Table 5.5), which
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means both queries return similar results. However, shuffling with numbers does not
work well with doc2vec as t-test results of “src-q2 vs fw2-1"" and “src-g2 vs fw2-2”
are significantly different (Table 5.5). This might be explained by the fact that
doc2vec has built a stronger semantic relationship with numbers as the order of the
number contents changed. doc2vec model would consider as different search
contents. Thus, MR1 with names only is a useful property for validating doc2vec.
Shuffling does not work well with SBERT as all t-test results are significantly
different (Table 5.5). As SBERT derived semantically meaningful sentence
embeddings, SBERT has built a solid semantic relationship with words and numbers.
Therefore, the order of the query contents changed, SBERT would consider as

different search contents, and MR1 is too sensitive for validating SBERT.

Table 5.5: MR1 — Paired T-Test results

P(T<=t) Reject HO: mean
Paired T-test group Models 2-tail diff. =0
(alpha=0.05) (p-value < 0.05)
NN-TFIDF div/0* No
src-ql word2vec div/0* No
f\/\ﬁ-l doc2vec 0.0763 No
SBERT 1.10E-03 Yes
NN-TFIDF div/0* No
src-ql word2vec div/0* No
fvx\//15-2 doc2vec 0.7820 No
SBERT 9.82E-07 Yes
NN-TFIDF div/0* No
sr(\:/—SqZ word2vec div/0* No
fw2-1 doc2vec 3.32E-04 Yes
SBERT 2.81E-03 Yes
NN-TFIDF div/0* No
sre-q2 word2vec 0.0489 Yes
fV\\IIZS—Z doc2vec 9.2E-18 Yes
SBERT 2.81E-03 Yes

4 «“div/0” means both lists have all the same values. Their means and standard deviations are also the
same.
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5.5.7.2 MR2 - Input equivalence

Input equivalence property does not work well with all models except the SBERT
model. The t-test result of “src-q3 vs fw3-1" is not significantly different in SBERT,
which means both queries return similar results (Table 5.6). As SBERT has built a
solid semantic relationship with words, SBERT understands the relationship
between the names of months and their abbreviations. Thus, input equivalence of

names of months could be used as MR for validating SBERT.

Table 5.6: MR2 — Paired T-Test Results

Reject HO:
. P(T<=t) _
Paired T-test group Models . mean diff. =0
2-tail (alpha=0.05)
(p-value < 0.05)

3 NN-TFIDF 5.39E-16 Yes
S”\’/'sq word2vec 2.53E-24 Yes
doc2vec 2.39E-03 Yes

fw3-1
SBERT 0.1940 No
4 NN-TFIDF 1.9E-23 Yes
sr(\:/-sq word2vec 1.22E-34 Yes
fwd-1 doc2vec 1.92E-09 Yes
SBERT 3.18E-08 Yes

Table 5.7: MR3 — Paired T-Test Results
_ Reject HO:
Paired T-test group Models 2-taiIFE§1-Ir<h_;lO 05) mean diff. =0
P ' (p-value < 0.05)

5 NN-TFIDF 6.24E-17 Yes
Srf/'sq word2vec 1.86E-10 Yes
doc2vec 0.0935 No

fws-1
SBERT 2.94E-11 Yes
5 NN-TFIDF 2.7E-19 Yes
sr(\:/-sq word2vec 0.0630 No
doc2vec 9.59E-05 Yes

fws-2
SBERT 2.94E-04 Yes
5 NN-TFIDF 6.17E-10 Yes
sr(\:/;q word2vec 0.0024 Yes
doc2vec 0.0680 No

fws-3
SBERT 3.04E-15 Yes
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5.5.7.3 MR3 - Partition difference

Partition difference property works well with NN-TFIDF and SBERT. T-test results
between the source query and all follow-up queries of NN-TFIDF and SBERT are
all significantly different, which means follow-up queries return significantly
different results (Table 5.7). However, only one out of three t-test results of doc2vec
is significantly different, and two out of three t-test results of word2vec are
significantly different. As SBERT builds a strong semantic relationship with words,
SBERT understands words with opposite meaning and consider them as different
search contents. For NN-TFIDF, the terms change in the follow-up queries might
also appear less in the documents that the source query considers similar. Thus, MR3
is useful for validating NN-TFIDF and SBERT.

5.5.8 Threats to validity
5.5.8.1 Internal validity

Different input parameters would lead to totally different results. In this experiment,
Standard parameters and options (Section 5.5.2) were applied to all subject
technologies and systems. We build subject systems using Python libraries (Section
5.5.2) to create the "follow-up" datasets. These tools and technologies should be
considered reliable since they have been widely used. White-box testing has also
been conducted so the source codes are error-free. Finally, this study focused on the
relationship between MR and similarity of the query results mentioned in section
5.5.4. The outcomes were listed and checked to ensure that the measurements
mentioned in Section 5.5.4 were calculated accurately. Thus, the potential threat to

the internal validity of this study is low.
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5.5.8.2 External validity

MT has been widely utilised, and this study is grounded in a generic MT approach.
We applied this approach to systems that were featured in other published studies.
While the datasets used for evaluation may differ from one case to another, the
systems assessed and evaluated by our approach are quite general. Therefore, the

potential threat to the external validity of this study is minimal.

5.5.9 Limitations

This experiment has encountered several limitations. Firstly, we only employed three
out of seven MRPs from [31]’s list. Secondly, this study only employed one subject
dataset. Thirdly, this study only selected datasets in the English language as it suits
the proposed MRs.

5.6 Chapter Summary

In this chapter, we conduct an experiment that derives generic MT from MRPs for
validating ML-based PDSs. Plagiarism is a serious issue in the academic world, and
it is crucial to assess PDS’ performance. This experiment has demonstrated that the
proposed approach can systematically and effectively validate different PDSs. We
also concluded that models that build a stronger semantic relationship with words or
sentences work better with MRPs related to the meaning of contents. Future studies
could apply our proposed MRPs or explore other MRPs that are derived to be
semantically meaningful for validating different PDSs using models of word, phrase,
or sentence embeddings.

The result proved that MRP-based generic MT can serve as a validation tool for
ML-based systems, functioning effectively without the need for input from experts
or users, which fulfil the research objective to demonstrate the feasibility of applying

generic MRs of MT, which are derived from MRP, can validate ML-based systems.
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While we recognize the potential of MRPs, it is important to note that MRP
“shuffling” may pose challenges when validating pre-trained large language models
(LLMs). Shuffling the words in a prompt can lead to unpredictable results from
LLMs. Therefore, the next chapter will focus on experimenting with a single pattern:
the symmetry MRP referenced by [24]’s study. This pattern aligns with the concept
of MRP “input equivalence” discussed in this chapter, emphasizing semantic
preservation. We aim to develop a more straightforward and general generic MT

approach that can validate various ML-based systems, particularly LLMs.
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Chapter 6. Symmetric Metaphoric
Relations of Metamorphic Testing for
Validating Machine learning-based

Systems

In this chapter, we focus on using the symmetry Metamorphic Relation Pattern (MRP)
to develop a more straightforward and general generic Metamorphic Testing (MT)
approach, which we refer to as symmetric Metaphoric Relations of MT. This
approach aims to address the issue of limited participation from experts and users,
which can hinder the creation of effective and suitable Metamorphic Relations (MRs)
and ultimately affect the validation capacity of MT. We conducted three experiments
with different machine learning-based (ML-based) systems to tackle the lack of
research interest in validating the performance of ML-based educational systems. All
the results showed that generic symmetric MRs of MT derived from symmetry MRP
could serve as a validation tool, enhance the MT effectiveness, support simulation
MT, and enhance the machine common sense of pre-trained Large Language Models
(LLMs).

The rest of this chapter is structured as follows. Section 6.1 introduces the whole

work of this chapter. Section 6.2 describes the background of this research. Section
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6.3 introduces the motivation. Section 6.4 presents the proposed approach. Section
6.5 provides an overview of three different experiments with symmetry MRP of MT

for validating ML-based systems. We conclude this chapter in section 6.6.

6.1 Introduction

Machine learning (ML) models have been applied in software defect prediction, code
generation, and maintaining the content quality of question-answering (Q&A)
websites. However, evaluating the effectiveness of these models poses a challenge
as they tend to provide local optima rather than global optima. In Chapter 5, we
demonstrated the feasibility of applying generic MRs of MT, which are derived from
metamorphic relation patterns (MRPSs), can validate ML-based systems. However,
some MRPs, such as MRP “shuffling”, may pose challenges when validating pre-
trained large language models (LLMSs) because shuffling the words in a prompt can
lead to unpredictable results from LLMs. Consequently, this study proposes using
symmetric MRs of MT, which is based on the symmetry MRP only, to create a
simple and universal generic validation tool for various LLMs.

Firstly, we conducted an empirical experiment involving nine LLMs and two
datasets; we assessed the utility of seven symmetric MRs in generating “Follow-up”
testing datasets from two distinct “Source” datasets. Our target was to identify the
occurrence of violations between the predictions of “Source” and “Follow-up”
testing datasets. We then assess the effectiveness of MRs by comparing the non-
violated predictions and the ground truth to identify the occurrence of correct and
incorrect non-violated predictions. This study has demonstrated that “Duplication of
prompts” MRs are the most effective validation tool, cautioning against fixating
solely on MR violations to gauge LLM performance. A notable limitation in the
effectiveness of MRs was identified as LLMs’ low semantic understanding of
prompts. Future studies can focus on exploring different MRs with symmetry,

extending the experiment to class-level or line-level code generation, applying
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symmetry to prompt engineering, and exploring approaches to turn existing projects
into training data systematically.

Secondly, we see the potential of symmetric MRs to further their application in
support of simulation metamorphic testing. We conducted another empirical
experiment using a publicly available dataset comprising 60000 data points. We
defined three groups of Metamorphic Relations (MRGSs), consisting of thirteen
semantic-preserving MRs, which were then employed to generate “Follow-up”
testing datasets based on the original “Source” testing datasets. The pre-trained
language models (PLMs) were trained using a separate training dataset. A
comparison was made between the predictions of the seven trained PLMs for
“Source” and “Follow-up” testing datasets in order to identify instances of violations,
which corresponded to inconsistent predictions between the two datasets. If no
violation was found, it indicated that the PLM was insensitive to the associate MR;
thereby, the MR can be used for validation. In cases where no violation occurred
across the entire MRG, non-violation regions were identified and supported
simulation metamorphic testing. The results of this experiment demonstrated that the
symmetric MRs could effectively serve as a validation tool for content quality
classification on Stack Overflow Q&A using PLMs. Four PLMs did not violate the
“Uppercase conversion” MRG, and one PLM did not violate the “Duplication” MRG.
Furthermore, the absence of violations in the MRGs allowed for the identification of
non-violation regions, confirming the ability of the proposed MRs to support
simulation metamorphic testing. However, further investigation is required to
enhance the semantic comprehension and common sense knowledge of PLMs in
order to improve their overall performance.

Lastly, we propose leveraging symmetric MRs to enhance LLMs’ performance by
improving their machine common sense. This empirical experiment uses one specific
symmetric MR, three LLMs, and a publicly available dataset of labelled Stack

Overflow data. We employ the symmetric MR to generate training data that
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augments the machine common sense of LLMs. Additionally, we prepare a separate
set of training data consisting of labelled Stack Overflow data for comparison
purposes. By comparing the results of acommon ability test and the predictions made
by LLMs trained with different training datasets, we can assess the potential
practicality of our proposed approach. Our experimental results demonstrate that a
Bert-based LLM trained with MR-generated data outperforms a Bert-based LLM
trained solely with regular labelled data. This outcome highlights the effectiveness
of symmetric MRs in enhancing LLMs’ performance by improving their machine
common sense. Subsequent studies can extend our approach to other domains related
to education technology and explore additional MRs to further enhance machine
common sense.

The results of all three experiments showed that symmetry MRP can be applied
more than a validation tool of ML-based systems. It can also be applied to identify
the cause of instability of LLMs’ outputs, support simulation MT, and work as

NLPDA for LLMs to enhance machine common sense.

6.2 Background

In previous chapters, we found that the generic MT model in Chapter 3 can only take
on numeric features, and uncertainty-based generic MT in Chapter 4 might require
users’ input to identify associated uncertainty; thus, we changed our focus to using
metamorphic relation pattern (MRP) to derive generic MR of MT. In Chapter 5, we
successfully derived generic MRs from the three simplest MRPs from [31]’s list, and
this approach is proven to be a robust validation approach without the need for user
input. In this chapter, we are inspired by [24]’s study and derive different generic
MRs revolving around one pattern, the symmetry MRP, to create a more
straightforward and more applicable generic MT approach for validating different
ML-based systems, especially pre-trained language models, which are all based on

words and sentences.
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6.3 Motivation

We see the potential of the symmetry MRP to create a more straightforward and
more applicable generic MT approach for validating different ML-based systems,
especially LLMs, that suffer from the test oracle problem and lack of research
interest in validating the LLMs themselves instead of solely focusing on their
performance. Thus, this study aims to demonstrate symmetric MRs of MT as an
effective validation tool for ML-based systems through three comprehensive scaled

experiments.

6.4 Proposed Approach

6.4.1 Symmetric Metaphoric Relations of Metamorphic Testing

We adopted the symmetric MRs of the MT approach, which is semantic-preserving
and inspired by [24]’s study, to validate ML-based systems. [24]’s study introduces
the innovative uses of MRs beyond their traditional role in MT. They proposed the
symmetry MRP and the change direction MR input pattern. These patterns help
derive multiple concrete MRs, which can reveal previously unknown failures in
popular applications.

This chapter focuses on the symmetry MRP and the MRs, which operate under the
assumption that predictions should remain unaffected when prompts’ semantic
meanings are preserved to validate the outputs of LLMSs. In other words, positing
that the “Source” and “Follow-up” predictions should remain consistent, as the
semantic content between “Source” and “Follow-up” does not change. Thus, systems
should give the same predictions between the “Source” and the “Follow-up” created

by symmetry MRP. Otherwise, there is a violation with MRs, and a fault is revealed.
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The main objective is to assess Symmetric MRs derived from symmetry MRP as
generic MR of MT for validating ML-based systems. Three experiments are

conducted in the following section.

6.5 Experimental Design

This chapter conducted three experiments with symmetric MRs, which are all
semantic-preserving. The results demonstrated the capacity of symmetric MRs to
validate various types of ML-based systems, which confirmed the potential of
symmetric MRs to become an essential validation tool for ML-based systems. In
addition, the results showed that symmetric MRs could apply in other areas.

6.5.1 Experiment with Symmetric Metaphoric Relations on validating

the code generation LLM

We conduct the first experiment with symmetric MRs on validating the code
generation LLM. Code generation is a popular research topic in software engineering
[13]. This task generates code by the given natural language description with
advanced technologies and techniques, in order to advance the software development
process [15, 64]. LLM technology has been utilised for code generation [8, 74, 141],
and it is essential to evaluate their performance. However, evaluating code
generation LLMs poses a test oracle problem since it is difficult to distinguish correct
code generation behaviour from potentially incorrect behaviour. MT was selected
for this challenge as it is a widely used technique to alleviate the test oracle problem
[19-24]. MT addresses the test oracle problem by examining the expected
relationships between input-output pairs in consecutive executions of the systems
[142]. These expected relationships are expressed as metamorphic relations (MRs),

and if the output results in various software executions violate an MR, a fault is
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revealed [24, 31]. We can avoid the test oracle problem and evaluate the models
through this approach.

In this experiment, we adopted the effective generic MT approach to validate the
stability of code generation LLMs’ outputs. We derived three symmetric MRs from
the symmetry MRP inspired by [24]’s study, and these MRs assume that code
generations should not be affected as the semantic meanings of the prompts are
preserved. We experimented with ten different LLMs on two distinct datasets to
simulate software houses using LLM to generate source codes for seen and unseen
projects. One dataset contains training and testing data to simulate a seen project,
whereas the other dataset only provides testing data to simulate an unseen project.

We used the proposed MRs on the “Source” testing datasets to produce fourteen
“Follow-up” testing datasets. We trained eight LLMs with seen project training
datasets to create private code generation LLMs, which are referred to as private
LLMs. Then, we used eight private LLMs and two public code generation LLMs,
which are referred to as public LLMs, to generate source codes based on the prompts
from the “Source” testing datasets, resulting in “Source” outputs for seen and unseen
projects. We repeated this process with the “Follow-up” testing datasets to generate
“Follow-up” outputs for seen and unseen projects. We then compared the two sets
of “Source” and “Follow-up” outputs and analysed their differences. A failure is
revealed if the relation is violated, which means differences occur between the
outputs. Furthermore, by examining the true violations and accuracies of outputs, we
could determine the effectiveness of MRs. The results indicate that the symmetric

MRs can effectively validate the stability of code generation LLMs’ outputs.

6.5.1.1 Background

This section briefly introduces code generation using large language models,

evaluation, and the preliminary knowledge of MT and related works.
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6.5.1.1.1 Code Generation

Code generation, also known as code suggestion or text-to-code, is a widely used
feature that provides suggested source code based on known source code contexts,
traditionally [69, 74]. This task generates code using the given natural language
description with advanced technologies and techniques [15]. Code generation is a
valuable topic in the software development research domain [13]. Many studies
related to code generation have been conducted aiming to increase the productivity
of software development and maintain the quality of the source codes [64]. Code
generation methodologies include statistical approach, neural symbolic approach
[143-147], and pre-trained large language model approach [8, 74, 141]. The
employment of large language models, in particular, has demonstrated tremendous
promise in completing code and synthesizing code from natural language
descriptions [8, 9].

6.5.1.1.2 Large language model (LLM) for code generation and Metamorphic
Testing
With the advancements in artificial intelligence, researchers and software developers
have shifted their focus towards leveraging artificial intelligence in software
engineering tasks, and advanced code generation have been developed because of
applying language models [12, 64]. The core of this innovation lies in pre-trained
large language models (LLMs), which have shown remarkable effectiveness in both
natural and programming language tasks [8, 9, 15]. These models are widely used
for solving challenging code processing tasks, such as code generation or code
summarization, by providing a flexible interface that enables the synthesis of
programs from natural language specifications [16, 65].

LLM-based code completion frameworks such as GitHub Copilot, CodeX,
CodeTran, CodeGen, CodeLSTM, RoBERTaCode, GPT and SYNCHROMESH are

trained using deep learning over vast quantities of unstructured text and open source
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code [9, 13, 15, 16, 74]. Furthermore, it is suggested that self-collaboration among
LLMs could potentially enable LLMs to efficiently handle complex real-world tasks
that are not readily addressed through direct code generation [141].

Although there are many advantages of using LLMs, companies that use third-
party generative Al tools or LLMs, such as ChatGPT, may risk exposing corporate
secrets [68]. As language models grow, they also raise safety concerns including but
not limited to data contamination, toxic or biased generation, personal information
leak, and hallucinations [69].

Stable code generation is essential as if LLM generated codes differently every
time, this can introduce risks in the coverage of existing testing procedures. Without
validating the stability of the model’s outputs, the performance of code-generation
LLMs can be unpredictable and lead to unstable systems; however, validating the
stability of code generation LLMs’ outputs poses a test oracle problem since it is
difficult to distinguish correct code-generation behaviour from potentially incorrect
behaviour. Thus, MT was chosen to alleviate the test oracle problem. Furthermore,
it is plausible to improve the capacity of MT by introducing simulation testing
concept [37] and by introducing effectiveness measurement of MT, which refers to
measuring how well the evaluation results from MT can reflect the real performance
or target system [38].

Motivated by the necessity of more advanced evaluation techniques for code
generation LLMs that suffer from the test oracle problem and lack of evaluation
approaches focusing on validating the LLM itself instead of solely focusing on the
performance of code generation, thus, this study aims to demonstrate generic MT as
an effective tool for validating the stability of code generation LLMs’ outputs and
for explaining the instability through this comprehensive scaled experiment.
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6.5.1.2 Research Question

The main objective of the experiment is to demonstrate the feasibility of the proposed
MRs for validating the stability of code generation LLMs’ outputs and studying the
effectiveness of proposed MRs in explaining the instabilities. This experiment is to
attempt to answer three research questions.

RQL1: Can MRs validate the stability of code generation Large Language Models’
outputs? MT is usually conducted when the correct results of individual test cases
are unavailable, and the validation capacity of the proposed MRs, which refers to
their ability to validate, may vary depending on the outputs of different LLMs. Our
goal is to assess the validation capacity of proposed MRs by counting the occurrence
of related violations as the measurements of stability under the assumption that there
is no ground truth available.

RQ2: How effective are MRs in explaining the instability of code generation
Large Language Models’ outputs? We further evaluate the effectiveness of proposed
MRs in explaining the instability of LLMs’ outputs by identifying the inconsistencies
between performance, “Source” predictions, “Follow-up” predictions, and ground
truths related to MRs. These numbers can indicate the effectiveness of the proposed
MRs, which refers to measuring how well the evaluation results from MRs can
reflect the ground truths related to MRs.

RQ3: What are the causes that make MRs less effective in explaining the
instability of code generation Large Language Models’ outputs? When
ineffectiveness occurs, we analyse the results with the characteristics of MRs and

LLMs to seek the causes that lead to the ineffectiveness.

6.5.1.3 Proposed Metamorphic Relations (MRs)

In this experiment, we adopted the MT approach to validate LLMs and derived three
symmetric MRs, which are semantic-preserving, inspired by [31]. [31]’s study

introduced innovative uses of MRs beyond their traditional role in MT. They
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proposed the “symmetry” MRP and the “change direction” MR input pattern. These
patterns help derive multiple concrete MRs, which can reveal previously unknown
failures in popular applications. This experiment focuses on the “symmetry” MRP,
and our MRs are centered on the concept of symmetry and operate under the
assumption that predictions should remain unaffected when the semantic meanings
of prompts are preserved (Table 6.1), in order to validate the stability of the LLMs’
outputs. In other words, systems should generate similar codes with “Source” and
“Follow-up” prompts as long as the semantic meaning of prompts is preserved. If
MRs are not upheld, it indicates a violation, and the associated MR can reveal the
instability of the LLM’s outputs.

MR1 - Case conversion of prompts. “Source” and “Follow-up” prompts should
mean the same to the code generation LLMs, regardless of whether uppercase or
lowercase is used. As only the case format of the prompts is altered, there is no
change in the semantic meaning of prompts; thus, code generation LLMs should
produce identical outputs with the “Source” and “Follow-up” prompts. For example,
we assume two prompts, “loop over files in directory” and “LOOP OVER FILES IN
DIRECTORY?, are semantic equivalent to the LLMs, and LLMs should generate
similar program statements.

MR2 - Duplication of prompts. “Source” and “Follow-up” prompts should mean
the same to the code generation LLMs, regardless of the duplication of the content
of prompts. As the contents of prompts are duplicated but not modified, there is no
change in the semantic meaning of prompts; thus, code generation LLMs should give
the same outputs with the “Source” and “Follow-up” prompts. For example, we
assume two prompts, “loop over files in directory” and “loop over files in directory
loop over files in directory”, are semantic equivalent to the LLMs, and LLMs should

generate similar program statements.
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Table 6.1: Descriptions of MRs.
MR Descriptions

MR1 MR1.1 - Convert 100% prompt texts to uppercase

Case transformation of | \jr1 2 - Convert 50% prompt texts to uppercase
prompts

MR2 MR2.1 - Duplicate the prompt texts two times
Duplication of prompts MR2.2 - Duplicate the prompt texts three times
MR2.3 - Duplicate the prompt texts four times

MR3  Paraphrasing of | MR3.1 - Paraphrase prompt texts by online paraphrasing tool
prompts

MR3.2 - Paraphrase prompt texts by “Mistral-Medium” chatbot
from the AI chat platform “Poe”

MR3 - Paraphrasing of prompts. “Source” and “Follow-up” prompts should
mean the same to the code generation LLMs, regardless of paraphrasing. In other
words, LLMs should consider the contents of prompts have similar semantic
meanings; thus, code generation LLMs should give the same outputs with the
“Source” and “Follow-up” prompts. For example, we assume two prompts, “loop
over files in directory” and “loop through files in directory”, are semantic equivalent
to the LLMs, and LLMs will generate similar program statements. In addition, we
use one online paraphrasing tool® for MR3.1 and the official “Mistral-Medium”
chatbot (https://poe.com/Mistral-Medium) from the AI chat platform “Poe”® is
chosen for MR3.2.

6.5.1.4 Experimental Settings

6.5.1.4.1 Test Scenario

Inspired by [68], it mentioned that the widespread use of Al chatbots and writing
tools could leave companies vulnerable to data leaks and lawsuits. Al chatbots could
be a potential area that is exploited by Al companies or hackers to access sensitive
corporate information, which has been fed into the chatbots, or perform actions

against the company in the future [68]. This study hypothesized that software

5 Online paraphrasing tool website is https://paraphrasing-tool.com/
® The Poe website is https://poe.com/
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development houses use private code generation LLMs to mitigate the risk of
exposing corporate secrets, such as source code leaks, by restricting access to
authorised personnel as the test scenario.

Software development houses must safeguard the company’s software assets
while using LLMs to generate source codes for software enhancements and
maintenance; however, using private LLMs might not have the same level of
performance as public LLMs. Thus, eight private code generation LLMs and two
public code generation LLMs are chosen in this study. We selected two separate
datasets to simulate the seen and unseen project situation. One dataset includes both
training and testing data to simulate a seen project. Whereas the other dataset only

provides testing data to simulate an unseen project.

6.5.1.4.2 Subject Under Test (SUTS)
Private pre-trained Large Language Model
Eight pre-trained LLMs from the machine learning community “Hugging Face”’ are
chosen as private code generation LLMs. We simulated private software houses that
downloaded those LLMs from “Hugging Face” and set them up as private LLMs,
which are trained privately and only accessed by authorised users. They are referred
to as private LLMs throughout our study. Due to the limit of computer resources,
this study employed the private LLMs with the little number of parameters.
bert2bert is a text-to-text generation LLM with an encoder-to-decoder framework.
The encoder is used to understand the input texts, while the decoder is used to pick
up inputs from the encoder and generate text outputs to perform different language
tasks, such as code generation. It uses an uncased version of the BERT base language
representation model as an encoder and decoder [148]. BERT base language
representation model operates as a bidirectional pre-trained language model that
processes the raw text inputs by jointly conditioning on both left and right context in

" Hugging Face website is https://huggingface.co/
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all layers [149]. bert2bert is pre-trained and fine-tuned on the “CNN” and “Dailymail”
summarisation datasets in the English language [148].

bert2gpt2 is another text-to-text generation LLM with an encoder-to-decoder
framework that uses an uncased BERT base language representation model as an
encoder and GPT2 base language representation model as a decoder to perform
different language tasks, such as code generation [150]. GPT2 is an uni-directional
and generative pre-training transformer-based language model created and released
by the technology company OpenAl, and it uses language modelling on a large
corpus with the ability to process long-range dependencies [151, 152]. GPT2
optimizes the layer normalization, expands the vocabulary size to 50,257, increases
the context size from 512 to 1024 tokens, and optimizes with a larger batch size of
512 tokens [152]. In addition, GPT2 is pre-trained on “WebText”, created from
scraping web pages, and the dataset roughly contains eight million documents [152].
bert2gpt2 model is further pre-trained and finetuned with the “id_liputan6” dataset
in the Indonesian language [150].

marianCG is a code generation transformer model with an encoder-to-decoder
framework developed using the Marian neural machine translation (marianMT)
model as an encoder and decoder to perform different language tasks, such as code
generation [153]. marianMT is the core model of the Microsoft Translator, which is
the basis for natural language to code translation engine, and uses a sinusoidal
positional embedding technique to represent the position of each token in the text, as
well as no layer normalization embedding [154]. marianCG is pre-trained with
“Conala” and “DJANGO” datasets [153, 154].

distilbert2mar is a text-to-text generation LLM with an encoder-to-decoder
framework that uses distilbert, which is an uncased distilled version of the BERT
base language representation model, as encoder and language representation model
marianMT as a decoder to perform different language tasks, such as code generation

[155]. distilbert is a pre-trained language representation transformer model trained
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with distillation to create a smaller and faster version of BERT [156]. distilbert2mar
is pre-trained with “BookCorpus” dataset [154, 155, 157].

distilroberta2mar is a text-to-text generation LLM with an encoder-to-decoder
framework that uses distilroberta, which is a language representation model distilled
version of the ROBERTa-base model, as an encoder and language representation
model marianMT as a decoder to perform different language tasks, such as code
generation [158]. Roberta is a transformer model similar to BERT, and it is enhanced
with dynamic masking, sentences without next sentence prediction loss, a larger
batch size, and a more extensive vocabulary size, which gives it access to more
knowledge than other pre-trained language models [159]. distilroberta is the distilled
version of Roberta, which follows the same training procedure as distilbert [160].
distilroberta2mar is pre-trained with the “OpenWebTextCorpus” dataset [154, 158,
160].

electra2mar is a text-to-text generation LLM with an encoder-to-decoder
framework that uses Electra base language representation model as an encoder and
language representation model marianMT as a decoder to perform different language
tasks, such as code generation [161]. Unlike BERT, Electra uses a more sample-
efficient pre-training task called replaced token detection to replace some tokens
with plausible alternatives sampled from a small generator network. Then, instead of
training a model that predicts the original identities of the corrupted tokens, the
model was trained as a discriminative model that predicts whether each token in the
corrupted input was replaced by a generator sample [162]. electra2mar is pre-trained
with different datasets, such as “Wikipedia” and “BooksCorpus” [154, 161-163].

luke2mar is a text-to-text generation LLM with an encoder-to-decoder framework
that uses LUKE base language representation model as an encoder and language
representation model marianMT as a decoder to perform different language tasks,
such as code generation [164]. LUKE is a pre-trained model designed to create

contextualised representations of both words and entities, and is based on the
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bidirectional transformer architecture and incorporates an entity-aware self-attention
mechanism [165]. This mechanism allows LUKE to treat words and entities as
independent tokens, enhancing its ability to understand and process text involving
entities [165]. luke2mar is pre-trained with many entity-annotated corpuses obtained
from “Wikipedia” [154, 164-166].

pegasus_x is a code generation transformer model that is developed using the
PEGASUS-X base language representation model, which is an extension of the
PEGASUS model, with additional long input pre-training to handle large size tokens
inputs [167, 168]. It is an encoder-to-decoder framework that uses the PEGASUS-X
base language representation model as an encoder and decoder to perform different
language tasks, such as code generation [167]. pegasus-x is pre-trained and fine-
tuned on a variety of datasets, such as “C4”, “arXiv”, “GovReport”, “XSUM”, “CNN”
and “DailyMail” [168].

Public pre-trained Large Language Model
Two publicly available pre-trained code generation LLMs are chosen for comparison
purposes. They are referred to as public LLMs throughout our study

codeLlama is the first chosen publicly available pre-trained code generation LLM,
and it is provided by “poe.com”2. “poe.com” is an online platform that provides a
wide variety of Al-powered chatbots for use after authentication [135]. codeLlama
is an Al-powered chatbot developed by Meta [169] and is based on LLAMA 2 LLM
for code generation [170]. LLAMA 2 was trained on a diverse set of publicly
available datasets, including “CommonCrawl”, “C4”, “GitHub” repositories,
“Wikipedia”, “Books3 and Gutenberg”, “arXiv”’, and ‘“Stack Exchange”. This
extensive corpus helps LLAMA 2 understand and generate human-like text across a
wide range of topics and styles [170-172].

copilot is the second chosen publicly available pre-trained code generation LLM

provided by Microsoft. It is based on Microsoft Copilot Al-powered chatbots, and
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users can access this chatbot through the sidebar of the Microsoft Edge browser [173,
174]. Based on the user's input prompt and their consent to share data with Microsoft,
Microsoft Edge may send relevant data to Microsoft Copilot for response [173, 174].
Microsoft Copilot provides access to powerful Al chatbot that is built on multimodal
large language models and text-to-image models, including GPT-40, which has been
pre-trained with a large variety of text sources [174, 175]. It is grounded in the Bing
search service to provide responses with the most current information from the web,
with verifiable citations for transparency [173, 174, 176]. Thus, copilot combines the
power of generative Al with up-to-date information from the vast amount of public

web information to perform different language tasks, such as code generation [174].

6.5.1.4.3 Subject Dataset

This study utilizes two distinct publicly available datasets to simulate software
houses using LLM to generate source codes for seen and unseen projects: Conala®
and MBPP®. These datasets contain data pairs of natural language intents and their
corresponding Python snippets, which are the prompts and their corresponding
source codes, matching this study’s intent.

Conala is selected as the seen project dataset, meaning subject LLMs are trained
with the Conala dataset to simulate software houses using existing projects’ source
codes to train the private LLM. The Conala dataset is created by the Carnegie Mellon
University NeuLab and Strudel labs for the purpose of testing the generation of code
snippets from natural language [177]. This study utilizes the Conala training dataset,
which contains 24687 rows of data with intents and snippets, and the Conala

validation dataset, which contains 1237 rows of data with intents and snippets, to

8 The Conala dataset is downloaded from the Python library “datasets” with the function
“load_dataset(“data_conala”);” on 24/12/2023.

® The MBPP dataset is downloaded from the Python library “datasets” with the function
“load_dataset(“mbpp”, “sanitized”);” on 24/12/2023.
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train the eight private LLMs. We have selected the first 100 rows of data from Conala
testing datasets to create “Source” and “Follow-up” testing datasets for this study.

MBPP is selected as the unseen project dataset, meaning software houses’ LLMs
have no prior information about the source codes of these projects. MBPP is a widely
used benchmark of Python problems with the prompt for code generation, and the
generated code is then tested with the same set of assertions [8]. We select the first
100 rows of data from MBPP testing datasets to create “Source” and “Follow-up”
testing datasets for this study.

The Conala and MBPP testing datasets each consist of 100 data pairs, with intents
and corresponding Python snippets. These are referred to as the “Source” testing
datasets. We applied MRs with “Source” testing datasets to create seven “Follow-

up” testing datasets for comparison and analysis.

6.5.1.4.4 Environment

This experiment environment included using “Intel Core” 17 CPU with 64 GB RAM,
“Windows 10” operating systems, “Jupyter Notebook™ development platform and
“Python” programming language and related libraries, such as “transformers”,
“pytorch”, “scikit learn”, for machine learning algorithms. Standard parameters are

applied to all LLMs, and the rest of the options are set to default values.

6.5.1.4.5 Measurement
This experiment utilised similarity scores to measure the stability of code generation
LLMs’ outputs. It also employed execution success rate and passing rate to measure

the performance of code generation LLMs’ outputs.
Similarity

For measuring the similarity between “Source” and “Follow-up” outputs, this study

utilizes three scoring metrics: bleu, rouge-l, and sacrebleu. bleu is a “corpus-level
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metric based on the modified n-gram precision measure” to measure the similarity
between sentences [178]. rouge-I is a metric from the ROUGE family of metrics and
is a “recall-oriented” metric that measures similarity of two sentences by searching
for the longest common subsequence between them [178]. sacrebleu is python
scoring tool which is also using bleu metric and improve the metric by treating bleu
“with a bit more reverence” [179]. We employ the average values of these three
different metrics to mitigate any bias effects in the scoring process. All three
similarity scores range from zero to one hundred. If the average of the three similarity
scores is over twenty, the two sentences will be considered similar. We have chosen
a cut-off score of twenty because it is based on the minimum bleu score of

GoogleCloud translation that the translation is considered understandable [180].

Violation of MR

For measuring the inconsistencies between “Source” and “Follow-up” outputs, we
employ the Violation Rate (VR) inspired by [19]. VR measures the occurrences of
inconsistent results between “Source” and “Follow-up” outputs, which are cases with
a similarity score below twenty in this study. If there is no inconsistency between
“Source” and “Follow-up” outputs, VR is zero, and LLM is insensitive to the
associated MR, which means the MR could be used for validation. Let the total
number of test trials be Tt and the violated cases be Tviolated. VR is calculated as
Eqg. (6.1).

VR = Tistatea / Trotar (6.1)

Effectiveness of MR

MT is usually conducted without oracles; thus, the truth results of individual test
cases are unavailable. Consequently, the test result reported by MT may not be
consistent with the ground truth [38]. In this study, “Source” testing datasets contain

truth test results, and the “Follow-up” testing datasets, which were created by the
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proposed symmetric MRs and supposed their results are not changed, also contain
the same truth test result as “Source”. Thus, we can use the truth test results to assess
the effectiveness of MRs. For measuring the effectiveness of MR, we employ the
following measurements, which are inspired by Jiang et al. [38] (Table 6.2).

Ground Truth (Truth): These are the ground truth or truth test results of testing
datasets.

True Satisfaction (TS): MR has no violation, and the “Source” prediction matches
the ground truth. This rate reflects the effectiveness of MR. TS is calculated by

counting the occurrences of non-violated cases with consistent results between

“Source” outputs and ground truth, which are the cases with similarity scores above

twenty between “Source” and “Follow-up” outputs, and between “Source” and
ground truth outputs in this study. Let the total number of test trials be Tiota, and the
non-violated and truth-matched cases be Tnon-violatedg&truth. TS IS calculated as Eq.
(6.2).

TS = Tnon—violated&&truth / Ttotal (62)

False Satisfaction (FS): MR has no violation, and the “Source” prediction does
not match the ground truth. This rate indicates the inconsistency between the
system’s behaviour and MR. FS is calculated by counting the occurrences of non-

violated cases with inconsistent results between “Source” outputs and eround truth,

which are cases with similarity scores above twenty between “Source” and “Follow-
up” outputs, and with similarity scores below twenty between “Source” and ground
truth outputs in this study. Let the total number of test trials be Tt and the non-
violated and truth-unmatched cases be Thon-violated&.&not-truth. FS 1S calculated as Eq.
(6.3).

FS = Tnon—violated&&not—truth / Ttotal (6-3)

True Violation (TV): MR has a violation, and the “Source” prediction matches

the ground truth. This indicates that the violation is consistent with the match of the
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“Source” prediction and the ground truth. TV is calculated by counting the

occurrences of violated cases with consistent results between “Source” outputs and

ground truth, which are the cases with the similarity scores below twenty between
“Source” and “Follow-up” outputs, and with the similarity scores above twenty
between “Source” and ground truth outputs in this study. Let the total number of test
trials be T, and the violated and truth-matched cases be Tviolatedg&truth. TV iS
calculated as Eq. (6.4).

TV = Tyiotateagstrutn / Trotal (6.4)

False Violation (FV): MR has a violation, and the “Source” prediction does not
match the ground truth. This indicates that the violation is inconsistent with the
mismatch of “Source” prediction and the ground truth. VR is the total of TV and FV.

FV is calculated by counting the occurrences of violated cases with inconsistent

results between “Source” outputs and ground truth, which are the cases with

similarity scores below twenty between “Source” and “Follow-up” outputs, and with
similarity scores below twenty between “Source” and ground truth outputs in this
study. Let the total number of test trials be T, and the violated and truth-

unmatched cases be Tviolatedg.anot-truth. FV is calculated as Eqg. (6.5).

FV = Tyioiateasgnot—truth / Trotal (6.5)

Genuine Satisfaction Ratio (GSR): This ratio indicates the proportion of non-
violated cases with consistent results between “Source” outputs and ground truth
over total violations and non-violated cases with inconsistent results between
“Source” outputs and ground truth.

GSR is calculated by dividing TS by the sum of FS, TV, and FV. If the ratio is
more than 100%, this indicates that over 50% of cases are TS. On the other hand, if

the ratio is less than 100%, this indicates there are less than 50% cases are TS, which
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shows the MR introduces true violations (when TV is high) or there are many
inconsistencies between “Source” outputs and ground truth outputs (when FV and

FS are high). GSR is calculated as Eq. (6.6).

GSR = TS/(FS+TV +FV) (6.6)

Table 6.2: lllustration of effective measurements.

Source = Follow-up | Source != Follow-up (VR)
Source = Truth TS TV

Source != Truth FS FV

Table 6.2 explains that VR is the sum of FV and TV, and the sum of TS and FS is
the total of consistent cases between “Source” and “Follow-up”. Table 6.3 illustrates
a six cases example of how to calculate VR and GSR. As there are two violated cases
out of a total of six cases under the “Violated” column in Table 6.3, VR is 33.33%.
On the other hand, two TS cases and four cases belonged to FV, FS and TV under
the “Effective measure” column in Table 6.3. Thus, GSR is 50%.

Table 6.3: Illustration of the similarity and effective calculations.

Case Ground Source Follow-up Violated Effective
Truth prediction prediction measure
1 true true true N TS
2 false false false N TS
3 true false true Y FV
4 false true true N FS
5 true false false N FS
6 false false true Y TV
VR = Tviolated / Ttotal = 2/6 = 33.33%
GSR =TS/ (FS+TV+FV) = 2/4 = 50%

Although the outputs between “Source” and “Follow-up” are stable, GSR is lower
than 100%, which indicates that non-violated cases with consistent results between
“Source” outputs and ground truth are less than 50% of the total of FS, TV and FV.
The related MR is low in GSR due to a high number of FS and FV, which means
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there are many inconsistencies between “Source” outputs and ground truth outputs,
or a high number of TV, which means MR introduces more inconsistencies (Table
6.3). Therefore, effective MR explains the instabilities of LLMs by introducing TV.

Performance of code generation
We also occupied two performance measurements of LLMs to examine how the MRs
affect the performance of LLMs.

pass@1: We utilize the pass@K metric [17, 18] to assess the performance of our
subject LLMs. We only run one sample-generated code from the “Source” and
“Follow-up” prompts, which is a pass@]1 test [17].

Additionally, we use the publicly available test cases of MBPP from the CodeT
project® [181] for calculating this measurement. We executed the codes generated
by subject LLMs with “Source” and “Follow-up” prompts of the selected 100 MBPP
datasets and tested them with the associated MBPP test cases from CodeT. Then, we
counted the number of passed test cases out of 100 test cases as the pass@1 rate of
LLMs. This measurement indicates the correctness of LLMs’ generated codes to
reflect their performance. Let the total number of test cases be Tiota, and the passed

test cases be Tpassed. pass@1 is calculated as Eq. (7).
pass@1 = Tpassed / Ttota (6.7)

Execution Success Rate (ESR): As the CodeT project does not provide test cases
of Conala, we measure the performance of LLMs by simply executing the codes
generated by subject LLMs with “Source” and “Follow-up” prompts of the selected
100 Conala datasets. Then, we count the number of successful executions out of 100
cases as the ESR of LLMs. This measurement indicates the ability of LLMs to

generate executable codes. As there is no test case to check against the results of

10 The MBPP test cases are downloaded on 03/09/2024 from
https://github.com/microsoft/CodeT/blob/main/CodeT/data/dataset/mbpp_sanitized for test case g
eneration.jsonl.
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generated codes, ESR will be used with similarity scores to reflect the performance
of LLMs with Conala datasets. Let the total number of test trails be Tt and the

successfully executed cases be Texecutavle. ESR is calculated as Eq. (6.8).

ESR = Texecutable / Ttotal (68)

Suppose the codes generated by subject LLMs with “Follow-up” prompts give
lower ESR or pass@]1 than those generated by “Source” prompts. In that case, this
can be interpreted as the associated MR with more inconsistencies, which is

considered an effective MR to explain the instabilities of LLMs’ outputs.

6.5.1.4.6 Implementation

Our experiment includes five steps as follows:

Step 1. We applied the proposed MRs to two “Source” testing datasets and
generated fourteen “Follow-up” testing datasets (Fig. 6.1). Step 2. Private LLMs
train with the training dataset. Step 3. Private and public LLMs make predictions on
the “Source” testing dataset to create “Source” outputs.

Step 4. Private and public LLMs make predictions on “Follow-up” testing datasets
to create “Follow-up” outputs. Step 5. We compare two separate sets of “Source”
and “Follow-up” outputs and analyse their differences in measurement. A failure is
revealed if the relation is violated, which means differences occur between the
outputs (Fig. 6.2).

In addition, based on the violations and performance, we can reveal the
effectiveness of MRs. Eight trained private LLMs and two public LLMs were tested
with two “Source” testing datasets and fourteen “Follow-up” testing datasets. Thus,
there were twenty sets of “Source” outputs and one hundred and forty sets of

“Follow-up” outputs for comparison in this study.
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(MBPP) data (MBPP)

Figure 6.1: Illustration of Step 1.
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Unseen projects
source testing data (MBPP)

Seen projects follow-up
testing data (Conala)

Unseen projects follow-up
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T T

Y

Compare and analyse results

Figure 6.2: Illustration of Step 2 to Step 5.

6.5.1.4.7 Results and discussion

In our study, we presented our experimental results and provided analysis and
interpretation for our research questions.
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RQ1: Can MRs validate the stability of code generation Large Language
models? To address this question, we examined the results of “Zero violation with

all MRs” under the simulation that there is no ground truth available.

Zero violation with all MRs. Table 6.4 displays VR values between “Source” and
“Follow-up” outputs of the seen project with all subject LLMs and proposed MRs.
Table 6.5 displays VR values between the “Source” and “Follow-up” outputs of the
unseen project with all subject LLMs and proposed MRs. Tables 6.4 and 6.5 indicate
that private LLMs (bert2bert, bert2gpt2, distilbert2mar, and electra2mar) did not
violate MR1.1 and MR1.2 in both seen and unseen projects. The results show that
the stability of these private LLMs’ outputs is not affected by the case transformation
of prompts as the “Source” outputs and the “Follow-up” outputs are similar.
bert2bert, bert2gpt2, and distilbert2mar are using uncased version BERT as encoder,
so zero violation with case transformation is reasonable for them even though the
decoders of bert2gpt2 and distilbert2mar are not uncased version. electra2mar is not
an uncased version, but Electra, as the encoder, was trained as a discriminative model
that can replace tokens with plausible alternatives. Thus, this technique is able to
guard against the influence of case transformation of prompts and keep electra2mar’s
outputs stable. Tables 6.4 and 6.5 also show that public LLMs copilot did not violate
MR1.1 in the seen project and MR1, MR2 and MR3.2 in the unseen project. The
results indicate that case transformation of the prompt will not affect the stability of
the copilot’s outputs. Additionally, the copilot performed better in the unseen project,
which can be explained by public LLM, which is trained with vast datasets. copilot
might have trained with datasets similar to MBPP, so it is reasonable that copilot
performed well with the unseen projects. However, codeLlama did not achieve 0%
VR with any MR.

129



Table 6.4: VR values of all LLMs with all MRs in seen project.

LLM MR1.1 MR1.2 MR2.1 MR2.2 MR2.3 MR3.1 MR3.2
bert2bert 0% 0% 6% 13% 11% 35% 10%
bert2gpt2 0% 0% 12% 18% 15% 46% 21%
distilbert2mar 0% 0% 19% 19% 23% 50% 21%
distilroberta2mar| 67% 44% 10% 10% 12% 41% 18%
electra2mar 0% 0% 20% 30% 33% 47% 29%
pegasus X 68% 37% 11% 16% 20% 45% 21%
luke2mar 64% 39% 12% 24% 25% 47% 21%
marianCG 67% 37% 4% 9% 11% 47% 16%
copilot 0% 1% 1% 1% 2% 1% 3%
codel_lama 17% 5% 11% 1% 4% 13% 7%

Answering RQ1: Four private LLMs did not violate MR1.1 and MR1.2 in both
projects, and public LLM copilot did not violate MR1.1 in both projects. These
results confirm that the proposed MRs can serve as a validation tool for the stability
of code generation LLMs’ outputs under the assumption that there is no ground truth
available. In other words, if the outputs of these five LLMs are different between the
“Source” and MRI.1, it highlights areas in them that may require further

investigation to address the causes of unstable outputs.

Table 6.5: VR values of all LLMs with all MRs in unseen project.

LLM MR1.1 MR1.2 | MR2.1 | MR22 | MR2.3 | MR3.1 | MR3.2
bert2bert 0% 0% 33% 43% 54% 68% 17%
bert2gpt2 0% 0% 35% 49% 50% 81% 31%
distilbert2mar 0% 0% 34% 40% 41% 61% 24%
distilroberta2mar| 90% 69% 34% 41% 44% 59% 29%
electra2mar 0% 0% 36% 58% 65% 52% 16%
pegasus_X 98% 51% 32% 41% 46% 66% 17%
luke2mar 85% 56% 34% 40% 40% 57% 26%
marianCG 88% 66% 24% 31% 31% 64% 22%
copilot 0% 0% 0% 0% 0% 3% 0%
codel_lama 7% 4% 2% 3% 9% 16% 5%

RQ2: How effective are MRs in explaining the instability of code generation
Large Language Models’ outputs? To address this question, we examined the

outcomes of “Effectiveness and Performance measurements”.
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Effectiveness and Performance measurements

The effectiveness and performance measurements have given a different perspective
than VR in Tables 6.4 and 6.5. Tables 6.6 to 6.11 display the effectiveness and
performance measurements between “Source” and “Follow-up” outputs of unseen
and seen projects with all subject LLMs and proposed MRs. Public LLMs have
performed better than private LLMSs; even some private LLMs achieved zero VR
(Tables 6.4 and 6.5), most of them contain significant proportions of FS, TV and FV
(Tables 6.6 and 6.8) and the generated codes from private LLMs are not as
executable as the codes generated by public LLMs (Tables 6.10 and 6.11).

In unseen project, copilot achieved over 130% GSR and 0% TV and FV with six
out of seven MRs (Table 6.6 and 6.7), 84% pass@1 with MR1, MR2.2 and MR2.3,
however below 84% pass@1 with MR2.1 and MR3, which are lower than “Source”
outputs in the unseen project (Table 6.11). The results indicate that the copilot is
insensitive to MR1, MR2.2 and MR2.3 and capable of generating executable codes
consistent with ground truth without being affected by MR1, MR2.2 and MR2.3 in
the unseen project. On the other hand, the copilot’s unstable outputs, which are the
true violations, can be explained by MR2.1 and MR3, which means MR2.1 and MR3
can lead to copilot’s unstable code generations in unseen project (Tables 6.4, 6.5, 6.7
and 6.9). codeLlama achieved over 100% GSR with all MRs except 92.31% with
MR3.1 (Table 6.7), and below 61% pass@1 values with all MRs, which are lower
than “Source” outputs in the unseen project (Table 6.11). Therefore, all the MRs can
contribute to codeLlama’s unstable code generations in the unseen project.
Comparatively, all the private LLMs performed worse than public LLMs
regarding effectiveness and performance measurements. All private LLMs have zero
pass@1 with all MRs (Table 6.11) in the unseen project because all the generated
codes, including the “Source” outputs, are non-executable or unrelated to the

prompts. Even bert2bert, bert2gpt2, distilbert2mar, and electra2zmar have zero VR
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with MR1.1 and MR1.2 in unseen project (Table 6.5), all private LLMs’ GSR are
below 7%, and pegasus_x, distilroberta2mar, and luke2mar had zero GSR means
they have no TS with MR1.1 and MR2 (Table 6.7).

Table 6.6 shows that most private LLMs have high proportions of FS and FV,
indicating that “Source” outputs are primarily inconsistent with ground truth in the
unseen project (Table 6.12). Despite the low GSR, table 6 shows MR1 did not
introduce TV in bert2bert, bert2gpt2, distilbert2mar, and elecrtra2mar, MR2 did not
introduce TV in marianCG and luke2mar, and MR3.2 did not introduce TV in
distilrobert2mar, electra2mar and marianCG. Although effectiveness results in this
study show the proposed MRs did not introduce TV in private LLMs’ outputs in the
unseen project, the pass@1 values of private LLMs are all zero, which suggests all
the proposed MRs can contribute to the private LLMs’ unstable outputs in the unseen

project.

In seen project, public LLMs achieved over 100% GSR in the seen project with all
MRs (Tables 6.8 and 6.9), especially copilot achieved a similar GSR with all MRs
as in the unseen project (Tables 6.7 and 6.9). Additionally, copilot achieved over
99% ESR with all MRs except MR1.1 and MR2.2 (Table 6.10). The results show
that copilot is capable of generating executable codes that are consistent with ground
truth without being affected by all MRs, except MR2.3, which introduced 1% TV in
the seen project (Table 6.8) and MR1.1 and MR2.2, which have lower ESR than the
“Source” output. Thus, MR1.1, MR2.2, and MR2.3 can contribute to the copilot’s
unstable outputs in the seen project.

codeLlama achieved better GSR in the seen project, and all GSR values are over
150% with all MRs, except 117.39% with MR1.1 (Tables 6.7 and 6.9). codeLlama
also achieved over 94% ESR with all MRs, except MR1.1, MR2.1 and MR2.3 (Table

6.10) in the seen project. However, table 6.8 shows all MRs introduced TV in
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codelLlama’s outputs. Therefore, all the proposed MRs can also contribute to the
codelLlama’s unstable outputs in the seen project.

Most private LLMs performed better in GSR in seen projects, as bert2gpt2,
distilbert2mar, electra_marian, pegasus_x, and luke2mar achieved over 100% GSR
with MR1 and MR2 (Table 6.9). However, tables 6.8 and 6.10 show that MR2 and
MR3 introduce TV or reduce ESR to lower than “Source” outputs in all private
LLMs in the seen project. Tables 6.6 to 6.9 also show that MR1 introduces TV in
private LLMs distilroberta2mar, pegasus_x, luke2mar, and marianCG. The results
reflect that these four private LLMs are case-sensitive. Thus, all the proposed MRs

can lead to private LLMs’ unstable outputs in the seen project.

Answering RQ2: Results indicated that the subject LLMs’ unstable outputs can be
explained by “case transformation of prompt”, “duplication of prompt”, and “tokens
in prompt changed by paraphrasing”, which introduce true violations to LLMs and
affect LLMs to generate executable codes. Therefore, all the proposed MRs can be

effective tools for explaining the instability of LLMs’ outputs in both projects.

Table 6.6: TS, FS, TV, and FV values of all LLMs with all MRs in unseen project.
LLM MR1.1 | MR1.2 | MR2.1 | MR2.2 | MR2.3 | MR3.1 | MR3.2
TS 2% 2% 1% 1% 1% 1% 1%

s FS | 98% | 98% | 66% | 56% | 45% | 31% | 82%
g ™V | 0% | 0% | 1% | 1% | 1% | 1% | 1%
3 FV | 0% | 0% | 32% | 42% | 53% | 67% | 16%
~ TS | 3% | 3% | 2% | 2% | 2% | 1% | 2%
5 FS | 97% | 97% | 63% | 49% | 48% | 18% | 67%
£ ™V | 0% | 0% | 1% | 1% | 1% | 2% | 1%
o]

FV 0% 0% 34% 48% 49% 79% 30%
TS 4% 4% 3% 3% 3% 3% 3%
FS 96% 96% 63% 57% 56% 36% 73%
TV 0% 0% 1% 1% 1% 1% 1%
FV 0% 0% 33% 39% 40% 60% 23%
TS 0% 1% 0% 0% 0% 1% 2%
FS 10% 30% 66% 59% 56% 40% 69%
TV 2% 1% 2% 2% 2% 1% 0%

distilbert
2mar

distilr
oberta
2mar
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FV | 88% | 68% | 32% | 39% | 42% | 58% | 29%
e TS 6% | 6% | 4% | 4% | 4% | 2% | 6%
I . FS | 94% | 94% | 60% | 38% | 31% | 46% | 78%
g © TV 0% | 0% | 2% | 2% | 2% | 4% | 0%
© FV 0% | 0% | 34% | 56% | 63% | 48% | 16%
| TS 0% | 3% | 5% | 4% | 5% | 4% | 6%

2 FS 2% | 46% | 63% | 55% | 49% | 30% | 77%

S TV 6% | 3% | 1% | 2% | 1% | 2% | 0%

o FV | 92% | 48% | 31% | 39% | 45% | 64% | 17%

. TS 0% | 2% | 3% | 5% | 5% | 2% | 4%

E FS 15% | 42% | 63% | 55% | 55% | 41% | 70%

2 TV 5% | 3% | 2% | 0% | 0% | 3% | 1%

= FV | 80% | 53% | 32% | 40% | 40% | 54% | 25%

o TS 1% | 2% | 4% | 4% | 3% | 2% | 4%

= FS 11% | 32% | 72% | 65% | 66% | 34% | 74%

5 © TV 3% | 2% | 0% | 0% | 1% | 2% | 0%

E FV | 85% | 64% | 24% | 31% | 30% | 62% | 22%

TS | 59% | 59% | 59% | 59% | 59% | 58% | 59%

5 FS | 41% | 41% | 41% | 41% | 41% | 39% | 41%

g TV 0% | 0% | 0% | 0% | 0% | 1% | 0%

FV 0% | 0% | 0% | 0% | 0% | 2% | 0%

c TS | 52% | 52% | 55% | 53% | 51% | 48% | 53%

2 o FS | 41% | 44% | 43% | 44% | 40% | 36% | 42%

2 TV 3% | 3% | 0% | 2% | 4% | 7% | 2%

3 FV % | 1% | 2% | 1% | 5% | 9% | 3%

Table 6.7: GSR values of all LLMs with all MRs in unseen project.

LLM MR1.1 MR1.2 MR2.1 MR2.2 MR2.3 MR3.1 MR3.2
bert2bert 2.04% 2.04% 1.01% 1.01% 1.01% 1.01% 1.01%
bert2gpt2 3.09% 3.09% 2.04% 2.04% 2.04% 1.01% 2.04%

distilbert2mar 4.17% 4.17% 3.09% 3.09% 3.09% 3.09% 3.09%
distilroberta2mar| 0.00% 1.01% 0.00% 0.00% 0.00% 1.01% 2.04%

electra2mar 6.38% 6.38% 4.17% 4.17% 4.17% 2.04% 6.38%
pegasus_X 0.00% 3.09% 5.26% 4.17% 5.26% 4.17% 6.38%
luke2mar 0.00% 2.04% 3.09% 5.26% 5.26% 2.04% 4.17%
marianCG 1.01% 2.04% 4.17% 4.17% 3.09% 2.04% 4.17%
copilot 143.90% | 143.90% | 143.90% | 143.90% | 143.90% | 138.10% | 143.90%
codelLlama 108.33% | 108.33% | 122.22% | 112.77% | 104.08% | 92.31% | 112.77%

RQ3: What are the causes that make MR less effective in explaining the
instability of code generation Large Language Models’ outputs?
To address this research question, we examined with different proposed MRs.
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MR1. Tables 6.8 to 6.10 show that MR1 did not introduce TV or reduce ESR to
lower than “Source” outputs in bert2gpt2 and distilbert2mar, which means MR1 is
ineffective in explaining their instabilities in the seen project. Although they use
uncased BERT as an encoder, which gives them an edge in handling case
transformation of prompts, bert2bert, which uses uncased BERT as encoder and
decoder, has zero ESR with all MRs. So, using uncased BERT as an encoder and
mixing with other technologies like GPT2 or marianCG as a decoder could resist the
influence of MR1 in the seen project.

Results also show that copilot is insensitive with MR1 in the unseen project
(Tables 6, 7 and 6.11). copilot uses the latest GPT-40 generative Al technology and
Is trained with up-to-date information from the vast amount of public web
information and datasets. copilot may have been trained with datasets similar to

MBPP (unseen project). Thus, it is reasonable that copilot is insensitive to MR1.

Table 6.8: TS, FS, TV, and FV values of all LLMs with all MRs in seen project.

LLM MR1.1|MR1.2| MR2.1| MR2.2| MR2.3| MR3.1| MR3.2
o | TS| 45% | 45% | 44% | 43% | 41% | 33% | 43%
& |FS| 55% | 55% | 50% | 44% | 48% | 32% | 47%
S [TV] 0% | 0% | 1% | 2% | 4% | 12% | 2%
8 |FV| 0% | 0% | 5% | 11% | 7% | 23% | 8%
= | TS| 62% | 62% | 59% | 55% | 55% | 33% | 51%

o | FS| 38% | 38% | 2% | 27% | 30% | 21% | 28%
S |TV| 0% | 0% | 3% | 7% | 7% | 29% | 11%

o]

FV | 0% 0% 9% 11% 8% 17% | 10%
TS| 66% | 66% | 58% | 57% | 55% | 34% | 54%
FS| 34% | 34% | 23% | 24% | 22% | 16% | 25%
V| 0% 0% 8% 9% 11% | 32% | 12%
FV | 0% 0% 11% | 10% | 12% | 18% 9%
TS| 23% | 40% | 61% | 61% | 61% | 38% | 57%
FS| 10% | 16% | 29% | 29% | 27% | 21% | 25%
TV | 43% | 26% 5% 5% 5% 28% 9%
FV | 24% | 18% 5% 5% 7% 13% 9%
TS| 59% | 59% | 52% | 46% | 42% | 36% | 46%
FS| 41% | 41% | 28% | 24% | 25% | 17% | 25%
TV 0% 0% 7% 13% | 17% | 23% | 13%
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V] 0% | 0% | 13% | 17% | 16% | 24% | 16%
< TS| 23% | 46% | 65% | 63% | 60% | 42% | 58%
2 FS| 9% | 17% | 24% | 21% | 20% | 13% | 21%
S [TV 45% | 22% | 3% | 5% | 8% | 26% | 10%
= FV | 23% | 15% | 8% | 11% | 12% | 19% | 11%
_ TS| 28% | 45% | 58% | 52% | 51% | 40% | 53%
g FS| 8% | 16% | 30% | 24% | 24% | 13% | 26%
@ TV 35% | 18% | 5% | 11% | 12% | 23% | 10%
o
= FV | 29% | 21% | 7% | 13% | 13% | 24% | 11%
_ TS| 23% | 47% | 72% | 70% | 70% | 42% | 66%
S [FS] 10% | 16% | 24% | 21% | 19% | 11% | 18%
SO [Tv| 9% | 25% | 0% | 2% | 2% | 30% | 6%

EV | 18% | 12% | 4% | 7% | 9% | 17% | 10%
N TS| 59% | 59% | 59% | 59% | 58% | 59% | 59%
5 FS | 41% | 40% | 40% | 40% | 40% | 40% | 38%
o
S T™VI 0% | 0% | 0% | 0% | 1% | 0% | 0%
© V| 0% | 1% | 1% | 1% | 1% | 1% | 3%
B TS| 54% | 60% | 61% | 63% | 63% | 60% | 62%
Jo |FS| 20% | 35% | 28% | 36% | 33% | 27% | 31%
SE [Tv] 10% | 4% | 3% | 1% | 1% | 4% | 2%
© BV 7% | 1% | 8% | 0% | 3% | 9% | 5%

Table 6.9: GSR values of all LLMs with all MRs in seen project.

LLM MR11 | MR12 | MR21 | MR22 | MR23 | MR3.1 | MR3.2
bert2bert 81.82% | 81.82% | 78.57% | 75.44% | 69.49% | 49.25% | 75.44%
bert2gpt2 163.16% | 163.16% | 143.90% | 122.22% | 122.22% | 49.25% | 104.08%

distilbert2mar 194.12% | 194.12% | 138.10% | 132.56% | 122.22% | 51.52% | 117.39%
distilroberta2mar| 29.87% | 66.67% | 156.41% | 156.41% | 156.41% | 61.29% | 132.56%

electra2mar 143.90% | 143.90% | 108.33% | 85.19% | 72.41% | 56.25% | 85.19%
pegasus_X 29.87% | 85.19% | 185.71% | 170.27% | 150.00% | 72.41% | 138.10%
luke2mar 38.89% | 81.82% | 138.10% | 108.33% | 104.08% | 66.67% | 112.77%
marianCG 29.87% | 88.68% | 257.14% | 233.33% | 233.33% | 72.41% | 194.12%
copilot 143.90% | 143.90% | 143.90% | 143.90% | 138.10% | 143.90% | 143.90%
codellama 117.39% | 150.00% | 156.41% | 170.27% | 170.27% | 150.00% | 163.16%

Table 6.10: ESR values of all LLMs with “Source” and all MRs in seen project

LLM SRC |[IMR11|MR12|MR21 | MR22|MR23|MR3.1|MR3.2
bert2bert 0% 0% 0% 0% 0% 0% 0% 0%
bert2gpt2 1% 1% 1% 0% 0% 0% 0% 1%

distilbert2mar 3% 3% 3% 4% 3% 3% 4% 5%
distilroberta2mar| 11% 7% 9% 6% 7% 6% 8% 11%

electra2mar 7% 6% 6% 8% 6% 5% 7% 12%
pegasus_x 6% 7% 11% 3% 6% 3% 14% 7%
luke2mar 4% 3% 6% 4% 5% 3% 10% 3%
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marianCG 4% 6% 3% 4% 3% 3% 8% 5%
copilot 99% 81% 99% 99% 98% 99% 99% 99%
codel_lama 94% 84% 96% 93% 95% 88% 97% 94%

Table 6.11: pass@]1 values of all LLMs with “Source” and all MRs in unseen

project
LLM SRC |[MR11|{MR12|MR21|MR22|MR23|MR31|MR3.2
bert2bert 0% 0% 0% 0% 0% 0% 0% 0%
bert2gpt2 0% 0% 0% 0% 0% 0% 0% 0%
distilbert2mar 0% 0% 0% 0% 0% 0% 0% 0%
distilroberta2mar 0% 0% 0% 0% 0% 0% 0% 0%
electra2mar 0% 0% 0% 0% 0% 0% 0% 0%
pegasus_X 0% 0% 0% 0% 0% 0% 0% 0%
luke2mar 0% 0% 0% 0% 0% 0% 0% 0%
marianCG 0% 0% 0% 0% 0% 0% 0% 0%
copilot 84% 84% 84% 81% 84% 84% 76% 79%
codeLlama 61% 57% 56% 58% 54% 56% 45% 58%

MR2. Tables 6.6, 6.7 and 6.11 show that MR2 did not introduce TV in copilot in the
unseen project, and MR2.2 and MR2.3 did not reduce pass@]1 to lower than “Source”
outputs in copilot in the unseen project. These results show that copilot is insensitive
to MR2 in the unseen project as copilot uses the multimodal large language models,
including latest GPT-40 generative Al technology, and is trained with up-to-date
information from the vast amount of public web information and datasets. It is
possible that copilot has been trained with datasets similar to MBPP (unseen project),
and the use of multimodal large language models can handle the duplication of

prompts. Thus, it is reasonable that copilot is insensitive to MR2.

Table 6.12: The percentage of total cases that have consistent results between
“Source” outputs and ground truth

LLM Source = Truth
Seen project Unseen project

bert2bert 45% 2%
bert2gpt2 62% 3%
distilbert2mar 66% 4%
distilroberta2mar 66% 2%
electra2mar 59% 6%
pegasus_x 68% 6%
luke2mar 63% 5%
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marianCG 72% 4%
copilot 59% 59%
codel_lama 64% 55%

MR3. Tables 6.8, 6.9 and 6.10 show that MR3 did not introduce TV or reduce ESR
to lower than “Source” outputs in copilot in the seen project only. These results show
that copilot can resist the influence of MR3 in the seen project. copilot may use the
multimodal large language models to handle prompt paraphrasing. Thus, it is

reasonable that the copilot is insensitive to MR3.

Answering RQ3: Results show that using uncased BERT as encoder and mixing
with other technologies as decoder can resist the influence of MR1, and copilot can
resist the influences of all MRs due to it being pre-trained with a vast number of
datasets and using multimodal large language models. Thus, using a mix of LLM
technologies and pre-trained with a vast number of datasets can cause the MRs under
study to be ineffective. In addition, results imply that all LLMs, except copilot, have
low semantic understanding and rely on statistical patterns to infer the prompts [71,
72] because all the prompt transformations are semantic preserving and only copilot

can resist MRs’ influences.

Further Analysis
We further analyse with “Effectiveness and Performance measurements of MT”,
“MR creation”, “Private and Public code generation LLMs”, “Training data for code

generation LLMs” and “Prompt engineering”.

Effectiveness and Performance measurements of MT. The VR results indicate
that the validation capacity of MRs is at zero violation, meaning that predictions
between “Source” and “Follow-up” are consistent. GSR, TV, TS, FV, and FS results
demonstrate the effectiveness of MRs as effectiveness measurements introduce

ground truth into the measurements; if TV is not zero, this can reflect MRs introduce
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instability of LLMs’ outputs, which can explain the instability by MRs. Especially
with the unseen project, effectiveness measurements, GSR, reveal that all private
LLMs performed worse than public LLMs in TS, which means private LLMs have
many inconsistencies between “Source” outputs and ground truth, despite some
private LLMs having zero VR. Thus, effectiveness measurements are essential for
understanding the instability of LLMs, which is supported by [38]’s study.

Effectiveness measurements can also provide insights into MRs and LLMs.
Despite not achieving zero violation results, private LLM marianCG with MR2.1 has
the highest GSR and zero TV in the seen project (Tables 6.8 and 6.9). However,
performance measurements show a different perspective. In the seen project, public
LLMs’ ESRs are better than private LLMs’ ESRs (Table 6.10) because public LLMs
generate codes that include “import library” statements, which makes the codes
executable by “copy and paste” to the testing environment (which is “Jupyter
Notebook” development platform in this study). We further reviewed the reference
codes (ground truth) of the seen project and found that most of them are code snippets
and are not executable by themselves. Therefore, even though marianCG has high
GSRs with MR2, the reference truths are not executable, so it has low ESR with
MR2 because marianCG’s outputs are highly consistent with non-executable
“Source” outputs and non-executable ground truths. When the reference code
snippets are not executable, it can lead to inaccurate performance measurements.
Therefore, it is important to include effectiveness measurements to reflect the
instability of the LLMs’ outputs.

MR creation. This study applied [24]’s symmetry MR pattern and created
symmetric MRs that can be used to transform prompts and preserve the semantic
meanings of prompts. The proposed MRs have been chosen as they are easy to

understand and apply to other domains or languages. The results not only show that

139



the proposed MRs are effective tools for validating the stability of LLMs’ outputs,
they also show several other insights.

Firstly, results show that all subject LLMs, except copilot, have fewer violations
with MR3.2 than MR3.1 (Tables 6.4 to 6.9). This result means LLMs are more
sensitive to prompts that were paraphrased by online paraphrasing tools than by Al
paraphrasing tools. It can be attributed to online paraphrasing tools are swapping

29

tokens with thesaurus of tokens, such as, “loop over files in directory’ source’” to

299

“circle over documents in registry’ source’”. On the other hand, the Al paraphrasing

tool (Mistral) paraphrased the prompt with fewer token changes, such as “loop over

299

files in directory’ source’” to “loop through files in directory’ source’”. Additionally,
the stability of six out of seven LLMs’ outputs is affected by MR3.1 in both projects
(Table 6.6 to 6.11). MR3.1 uses an online paraphrasing tool to swap tokens with a
thesaurus, which can impact the stability of highly-trained LLMs. Thus,
paraphrasing the prompt by swapping tokens with thesaurus is a valid MR choice
because this can explain the instability of six out of seven LLMs’ outputs, and the
results advised keeping the critical terms used in prompts constant and consistent for
the stability of all private LLMs’ and codeLlama’s outputs.

Secondly, private LLMs bert2bert, bert2gpt2, distilbert2mar, and electra2mar,
which used uncased BERT, have zero VR with MR1 as expected (Table 6.4 and 6.5).
Although uncased BERT gives them an edge in handling case transformation of
prompts, they all have high FS in the unseen project (Tables 6.8 and 6.9). Especially
bert2bert, effective measurements show bert2bert cannot achieve over 100% GSR
with all MRs in both projects (Tables 6.7 and 6.9) even if it uses uncased BERT in
both encoder and decoder. Thus, results justify the selection of MR1; even if the
uncased BERT is used, effectiveness and performance measurements can still reveal
that bert2bert’s “Source” outputs are not executable and inconsistent with ground

truth.
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Private and Public code generation LLMs. The results indicate that public LLMs
perform better in seen and unseen projects, and there are several reasons behind this.
Firstly, copilot and codeLlama have been trained with vast number of datasets;
therefore, the distinction of unseen and seen datasets in this study might not apply to
the public LLMs. However, marianCG has been trained with Conala, and it only
performed well in GSR with MR2 in the seen project (Table 6.9). Therefore, public
LLMs are more capable of handling the different semantic preserving
transformations of prompts by their continuous vast training data and their
technologies. As a result, public LLMs have a higher level of semantic understanding
than private LLMs.

Secondly, Table 6.10 shows that even though the ground truth of seen projects
cannot be executed, public LLMs are powerful enough to add associated “import
library” statements and make public LLMs’ generated codes executable. Adding
more statements to make the generated codes executable is the reason why public
LLMs generated codes that were less similar to the ground truth with the seen project
than private LLMs. Private LLMs are trained using the seen dataset, which means
they are likely to produce code that resembles the ground truth from the seen dataset.
Consequently, if the ground truths are not executable, we can expect that the code
generated by private LLMs will also be non-executable. On the other hand, public
LLMs’ outputs have included more statements to make their outputs executable
despite being less consistent with ground truth than the private LLMs’ outputs.
Additionally, table 6.11 shows that only public LLMs can generate codes that can
pass the test cases from the CodeT project, while private LLMs can generate
consistent outputs with “Source” outputs. However, private LLMs’ generated codes
are non-executable as they all have zero pass@1 in the unseen project. The results
show that public LLMs can generate codes that are more executable than private

LLMs, indicating a higher level of semantic understanding.
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Thus, if software houses attempt to employ private code generation LLMs to avoid
risk of exposing corporate secrets and enhance software development's productivity
at the public code generation LLM level, software houses need to look for solutions
to improve the semantic understanding of private code generation LLMs.

Training data for code generation LLMs. The results indicate that all LLMs
perform similarly in VR and GSR in the seen project (Tables 6.4 and 6.9). However,
public LLMs perform significantly better in the unseen project. The critical
distinction between seen and unseen projects is the availability of training data.
Without adequate training, it is reasonable that private LLMs perform worse than
public LLMs when presented with prompts for the unseen project, as public LLMs
have been trained with a continuous vast number of datasets, some of which might
be similar to the unseen project. The performance difference shows that providing
more different types of training data for code generation could be one of the
approaches to enhance the semantic understanding of private LLMs. Although using
private LLMs can avoid risk of exposing corporate secrets, vast data training or
training targeted at semantic understanding enhancement is needed for private LLMs,
as the results in the unseen project show that private LLMs generated incorrect codes.
One potential approach for private LLMs is to use data from existing projects to
train them. Cross-project training, which involves using data from other projects, has
been successfully employed to enhance the performance of software defect
predictions [182-184]. To further enhance the code generation capabilities of private
LLMs for future unseen projects, it may be beneficial to consider using diverse code
generation related training data from various existing projects from different sources.
Additionally, specific projects within one's own company could be leveraged to train
private LLMs to be more specialised in a particular method of code generation.
Public LLMs codellama and copilot optimized its training by using various types

of data from different sources, such as source codes, discussions about source codes,
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code snippets, and natural language questions and answers; and various approaches,
including code infilling and long context fine-tuning [170-172, 175]. As a result,
public LLMs are capable of handling the unseen project. Future studies can apply
the approaches of codeLlama [170] to systematically collect and convert different
sources into training data, which can enhance the semantic understanding of private
LLMs.

Although marianCG was trained with Conala, it only had better results than public
LLMs in the seen project with MR2. Thus, public LLMs show a higher level of
semantic understanding of prompts, and training that can improve the semantic
understanding of LLMs can be helpful. As the results have demonstrated that the
proposed symmetric MRs are effective and semantic preserving, they can also create
different semantic preserving training datasets based on “Source” training datasets
for further training, like data augmentation, to enhance the semantic understanding
even in the situation of testing data scarcity. Thus, using multiple sources to create
more training datasets for private LLMs is a potential approach to improve the

semantic understanding of private code generation LLMs.

Prompt engineering. The generation results of the prompt must be justifiable,
explainable, and verifiable [185]. It is important to explore how the prompts are
formulated to guide LLMs to replicate the code generation because most LLMs are
challenging to update or modify. Therefore, prompt engineering plays a critical role
in ensuring stable and reliable code generation.

Tables 6.4 to 6.11 demonstrate that, except for MR3.1, the proposed MRs can
serve as effective validation tools for the stability of LLMs’ outputs. These results
also suggest that the concept of symmetry can be applied to prompt engineering.
Symmetric MRs are expected to maintain stable code generation as long as the

semantic meanings of the prompts remain consistent. Therefore, prompts created by
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symmetric MRs can generate source codes that are justifiable, explainable, and
verifiable.

The results of MR3.1 show that it is essential to identify the key terms of prompt
for improving the stability. Thus, paraphrasing with the thesaurus swapping of
tokens in prompts and testing with our approach can assist in identifying the critical
tokens of prompts that cannot be changed to improve stability.

Lastly, more descriptions and more structures in the prompt might be needed for
private LLMs as the pass@1 results show they provide inexecutable codes or codes
that are not related to the prompts (Tables 6.10 and 6.11), which reflects that private

LLMs do not understand the prompts in the unseen project.

6.5.1.4.8 Threats to Validity

Internal validity. One internal threat to the experiment is related to parameter
configuration. Standard parameters were applied to all LLMSs, and we built eight
private LLMs with the pre-trained models provided by the machine learning
community “Hugging Face” and the libraries of “Python”. The public LLMs are
unconfigurable and available on “Poe.com” website and “Microsoft Edge” browser.
Additionally, we utilised Microsoft Excel to create the “Follow-up” testing datasets.
These tools and technologies are reliable and widely used. White-box testing has also
been conducted to ensure error-free source codes. Another concern is the
measurements of this study. We specifically focused on the relationship between
MRs and measurements, and the prediction outcomes of all LLMs were listed and
checked to ensure measurements were calculated accurately. At last, the
transformations of the prompt might lead to incorrect code generations. All the
proposed MRs are inspired by Z. Q. Zhou et al. [24]’s “symmetry” MR pattern, and
results show LLMs can generate “Follow-up” executable outputs that are not
violated with “Source” outputs and ground truths, which indicates that the choice of

the proposed MRs is valid as they are capable of preserving the semantic meaning
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of prompts and are easy to understand and apply. We believe the chance of MRs

creating invalidity is low.

External validity. One external threat is the generality of the proposed MRs. This
study uses symmetric MRs, which are semantic-preserving, generic and applicable
to any experiment using the English language. This study has chosen two publicly
available datasets with over 20000 data pairs, and nine different LLMs were
employed to run trials with seven MRs. The results should be generalised, and the
effect of datasets on the effectiveness of the proposed MRs should be small. Lastly,
the measurements used in this study are rather general and replicable; thus, the

potential threat to the external validity of this study is low.

Construct validity. The independent variables of this study are prediction outcomes
of the “Source” and “Follow-up” testing datasets of ten subject code generation
LLMs, of which eight were trained by the same training dataset as private LLMs,
and two are publicly available LLMs. The dependent variable is the differences
between the independent variables, which are the differences between the prediction
outcomes of “Source” and “Follow-up” testing datasets of LLMs, which is the VR.
In addition, this study uses the accuracy of “Source” predictions and dependent
variables to assess the effectiveness of MRs: the GSR, TV, FV, TS and FS. At last,
this study uses the prediction outcomes of “Source” and “Follow-up”, which are the
generated codes, to assess the performance of MRs: the ESR and pass@1.

This study employed a score of twenty as the cut-off score to classify the “Source”
and “Follow-up” outputs as similar. The chosen score was based on the minimum
bleu score of GoogleCloud translation, indicating that the translation is
understandable [180]. However, it is essential to note that the cut-off score of twenty
was a heuristic choice. Despite this, this cut-off score is applied to all LLMs with all

the proposed MRs, ensuring that the experimental result contains no bias. This study
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aims to validate the stability of code generation of LLMs’ outputs. Thus, we believe
using this cut-off score is appropriate.

As this study focuses on validating the stability of LLMs’ outputs and measuring
the effectiveness of MRs, VR could show the violations. In contrast, GSR, TV, FV,
TS and FS could show the effectiveness, and ESR and pass@1 could show how the
MRs affect the performance of LLMs. Suppose there is no violation between “Source”
and “Follow-up” prediction outcomes; it means there is no inconsistent prediction
between them. This result indicates that the associated LLM is insensitive to the
related MR, and the MR could be used for validation. A violation with the MR could
reveal an error in LLM because the related LLM should be insensitive to the MR. If
VR is not zero and MR introduces TV, meaning “Source” predictions are consistent
with ground truth and inconsistent with “Follow-up” predictions, this is interpreted
as the related MR is effective as it can explain the instability of LLMs’ output.

Furthermore, the performance measurements of “Follow-up” outputs are lower
than the “Source” outputs; this also can be interpreted as the associated MR is
effective as it can explain the instability of LLMs’ output. Those can correctly
measure the intent of this study. To sum up, the construct validity of the independent

variables and dependent variables of this article should be acceptable.

6.5.1.4.9 Limitations

Due to difficulties in accessing OpenAl’s ChatGPT-4 and Google’s Gemini
technology in Hong Kong, this study did not consider those latest Al technologies.
In addition, we only selected Python programming language-based Conala and
MBPP as subject datasets.

6.5.1.5 Conclusion

This experiment demonstrated that the proposed MRs could serve as a validation tool

with violation measurements for the stability of code generation LLMs’ outputs
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under the assumption that there is no ground truth available. One public LLM and
four private LLMs did not violate MR1.1 (Case transformation of prompts) in the
seen or unseen project, suggesting that if the outputs of these five LLMs violate
MR1.1, there are faults in those LLMs systems needed to be investigated that cause
the unstable outputs.

The effectiveness and performance results, which include identifying the
inconsistencies between performance, “Source” predictions, “Follow-up”
predictions, and ground truths related to MRs, indicated that proposed MRs are
indeed effective tools for explaining the instability of LLM’s outputs by “Case
transformation of prompts”, “Duplication of prompts”, and “Paraphrasing of
prompts”. As MRs are semantic preserving, results also show that enhancing the
semantic understanding of prompts is required by all private LLMs and codeLlama
for better code generation. The main factors limiting the effectiveness of MRs in
identifying the causes of instability are LLMs use a mix of LLM technologies and
LLMs are pre-trained with the vast number of datasets. On the other hand, the factors
imply that LLMs have a low semantic understanding of prompts because all the
prompt transformations are semantic preserving, and only the copilot can resist MRs’
influences.

Additionally, results show that, firstly, effectiveness measurements are essential
for understanding the instability of LLMs, especially when performance
measurements cannot give an accurate reflection. Secondly, the proposed MR
choices are valid. Thirdly, it is necessary to look for solutions to improve the
semantic understanding of private code generation LLMs, in order to enhance their
performance. Using multiple sources, such as existing projects, source codes,
discussions about source codes, code snippets, and natural language questions and
answers, to create more training datasets for private LLMSs is a potential approach.

Fourthly, proposed symmetric MRs can be used for prompt engineering and
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identifying key tokens of prompts. Lastly, private LLMSs require prompts that include

more detailed descriptions and structures, in order to better understand the prompts.

6.5.2 Experiment with Symmetric Metaphoric Relations on validating

the content quality classification of Pre-trained Language Models

After the first experiment, we confirmed that Symmetric MRs could serve as a
validation tool for code generation LLMs. This second experiment with symmetric
MRs is aiming to validate the content quality classification of Pre-trained Language
Models (PLMs), which is different from the previous experiment. Question-
answering (Q&A) websites, which serve as a dynamic self-learning platform,
provide a source of learning or solution searching for different users [7]. Stack
Overflow and Quora are among the largest and most popular self-learning platforms
for different levels of computer and software practitioners [7, 50, 186]. Given their
significance, the content quality of the Q&A websites must be maintained to remain
popular and provide quality support to their users [7].

Machine learning (ML) is a cutting-edge technology that has been applied to
maintain the quality of Q&A websites by applying PLMs to either replying the users’
questions or classifying the content quality of the sites automatically [7, 49, 50].
Although PLMs are capable of performing the replying and classification tasks, a
robust evaluation approach is required to ensure the correctness of PLMs [53].

Evaluating the performance of ML models, including PLMs, is a test oracle
problem since ML models can deliver local optima rather than global optima.
Metamorphic Testing (MT) was selected for this challenge as it is a widely used
technique to alleviate the test oracle problem [19-24]. MT addresses the test oracle
problem by examining the expected relationships between input-output pairs in
consecutive executions of the systems [142]. These expected relationships are

expressed as metamorphic relations (MRs), and if the output results in various
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software executions violating an MR, a fault is revealed [24, 31]. We can avoid the
test oracle problem and evaluate the models through this approach.

In this experiment, we adopted the generic MT approach to validate PLMs for
content quality classification of Q&A websites. We derived three groups of
semantic-preserving MRs inspired by [24], and these MR groups (MRGSs) assume
that predictions should not be affected as the semantic meanings are preserved. We
experimented with four different PLMs on labelled datasets containing 60000 Stack
Overflow questions with quality ratings. We applied MRs to generate thirteen
follow-up testing datasets for testing. The source and follow-up predictions of PLMs
were compared, and if there was no violation, meaning there was no inconsistent
prediction between the two datasets, the PLM was insensitive to the related MR and
that MR could be used for validation. If the PLM was insensitive to data
transformation, then any violation of MR could be interpreted as a fault in the model.
Furthermore, if there was no violation with the entire MRG, non-violation regions
were identified to support simulation MT. The results show that the proposed MRs
can effectively validate PLMs on classifying the content quality of Stack Overflow
Q&A and can support simulation MT by identifying the non-violation regions.

6.5.2.1 Background

This section briefly introduces question-answering (Q&A) websites and how they
apply machine learning approach.

6.5.2.1.1 Question-answering (Q&A) websites

Question-answering (Q&A\) is a crucial technology in the field of human-computer
interaction [53], and Q&A websites provide a self-learning platform for many users.
Quora and Stack Overflow are among the largest and most popular Q&A self-
learning platforms for software-related issues [7, 50, 186]. These platforms contain

different user-provided content ranging from simple guidelines to highly
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sophisticated and experienced answers, serving as valuable sources of learning and
solutions for users at different levels [7]. Thus, their content quality must be
maintained to protect the sites’ reputation, attract more visitors, provide a better user
experience, encourage experts answering more questions, and increase search result
rankings of the sites [7]. Maintaining the content quality is accomplished by keeping
questions clean and clear, removing unpleasant content and duplicated questions,

and safeguarding high-quality content from unwanted changes [7].

6.5.2.1.2 Apply Machine Learning Approach to Q&A

ML models, such as PLMs, have been applied to maintain the content quality of
Q&A websites and respond to questions across various Q&A platforms [49, 50, 58-
60]. Furthermore, machine learning models have been applied to generate hints for
the question, aiding users in getting the final answers and clarifying the questions
[62]. In addition, they have been used to construct a multimodal medical Q&A
system with medical text and image data [61].

PLMs have been utilised on Medical Q&A sites for answering medical questions;
although the performance of PLMs is reasonably acceptable, human reviews and
evaluation frameworks are required for creating safe and helpful clinically used
PLMs [49]. Generative Pretrained Transformers (GPT), which is a PLM developed
by the company OpenAl, has been used to reply to Stack Overflow questions;
however, human responses to Stack Overflow questions are still better than PLMs
[50].

Despite human responses are better at answering questions, it is challenging to
maintain the content quality of Q&A from community support websites, such as
Stack Overflow, and using PLMs has demonstrated the ability to automate
moderation and content quality prediction [7, 70]. PLMs were also applied to
evaluate and examine the content quality of health-related Q&A sites, and the results
were acceptable [59, 60]. Additionally, PLMs have been employed to identify
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duplicate questions on Game Development Stack Exchange and Stack Overflow
Q&A websites to enhance content quality [63].

Overall, PLMs exhibit good performance on Q&A tasks and have the potential for
further enhancing their proficiency in social, event, and temporal common sense
knowledge in the future; however, there is a need for an evaluation method to ensure

the accurate assessment of PLMs’ capabilities and limitations [53].

6.5.2.2 Research Question

Validation of machine learning (ML) models, such as PLMs, is a test oracle problem
since machine learning models deliver local optima rather than global optima [19,
22-24]. To address this issue, a systematic and practical approach for validating
PLMs is needed, and MT can be employed to mitigate the test oracle problem [19,
22-24]. Furthermore, [37] have incorporated the simulation testing concept into MT
and introduced the concept of MR-violation regions to enable testers or researchers
to determine whether the test case is violated or not by the location of the test case.
Therefore, this experiment aims to demonstrate MT's practicality in validating PLMs
and supporting simulation MT through a comprehensive scaled experiment. The
main objective of this experiment is to attempt to answer two research questions.

RQ4: Can MRs validate the content quality classification of Stack Overflow
problems using Pretrained Language Models?

RQ5: Can MRs support simulation metamorphic testing for Pretrained Language
Models?

6.5.2.3 Proposed Metamorphic Relations (MRs)

In this study, we adopted the MT approach to validate PLMs and derived three
semantic-preserving MR groups (MRGSs) inspired by [24]. These relation groups
revolve around the principle of symmetry, positing that the quality predictions for

content—specifically, for “Source” and “Follow-up” questions on Stack Overflow—
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should remain consistent, as the semantic content does not change (Table 6.13). Thus,
systems should classify the content quality of “Source” Stack Overflow questions
and the “Follow-up” Stack Overflow questions created by MRGs with the same
quality rating. MRGs should be held. Otherwise, there is a violation with MRGs and
a fault in the PLM.

6.5.2.3.1 MRG1 - Duplication

“Source” and “Follow-up” prediction results should be consistent regardless of
duplicating the content of title texts. Due to the limited computer resources, this
experiment only duplicates the content of title texts (not title and body text). As the
contents of title texts are duplicated but not modified, there is no change in semantic
meaning; thus, they should give the same outputs. For example, we assume two
sentences, “I don’t know” and “I don’t know I don’t know”, are semantic equivalent
to the models, and models will classify both sentences with the same label. We create
five associated MRs duplicating the content of the title texts at different times, and
they are MR1.1, MR1.2, MR1.3, MR1.4, and MR1.5 (Table 6.13).

6.5.2.3.2 MRG2 — Abbreviation replacement

“Source” and “Follow-up” prediction results should be consistent regardless of
whether terms are presented in their abbreviated form or full form. This consistency
is expected as the transformation involves expanding abbreviations in the title and
body texts to their full forms without altering the overall semantic meaning. Thus,
they should give the same outputs. For example, we assume two sentences, “I don’t
know” and “I do not know”, are semantic equivalent to the models, and models will
classify both sentences with the same label. We create four associated MRs that
replace different numbers of abbreviations into full forms, and they are MR2.1,
MR2.2, MR2.3, and MR2.4 (Table 6.13).
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Table 6.13: Table of the proposed semantic-preserving MRs.

Abbreviation
replacement™!

|(\'/\|/IRR£(JBF)0 up Descriptions

MR1.1 — duplicate the content of the title two times
_ MR1.2 — duplicate the content of the title three times

II\DAUI?)ﬁcla{tion MR1.3 — duplicate the content of the title four times
MR1.4 — duplicate the content of the title five times
MRL1.5 — duplicate the content of the title six times
MR2.1 — Replace [don’t, doesn’t, didn’t] with [do not, does not, did not]
MR2.2 — Replace [don’t, doesn’t, didn’t, can’t, couldn’t] with [do not, does

not, did not, cannot, could not]
MRG2: MR2.3 — Replace [don’t, doesn’t, didn’t, can’t, couldn’t, won’t, wouldn’t]

with [do not, does not, did not, cannot, could not, will not, would not]

MR2.4 — Replace [don’t, doesn’t, didn’t, can’t, couldn’t, won’t, wouldn’t,
shalln't, shouldn't, isn't, wasn't, aren't, weren't] with [do not, does not,
did not, cannot, could not, will not, would not, shall not, should not,
is not, was not, are not, were not]

MRG3:
Uppercase
conversion

MR3.1 — Convert 25% texts to uppercase
MR3.2 — Convert 50% texts to uppercase
MR3.3 — Convert 75% texts to uppercase
MR3.4 — Convert 100% texts to uppercase

6.5.2.3.3 MRG3 - Uppercase conversion

“Source” and “Follow-up” prediction results should be consistent regardless of

whether uppercase or lowercase is used. As only the case format of the title and body

texts are changed, there is no change in semantic meaning; thus, they should give the

same outputs. For example, we assume two sentences, “I don’t know” and “I DON’T

KNOW?”, are semantic equivalent to the models, and models will classify both

sentences with the same label. We create four associated MRs that convert texts from

lowercase into uppercase at different percentages of texts in the title and the body

texts, and they are MR3.1, MR3.2, MR3.3, and MR3.4 (Table 6.13).

11 This experiment does not check the spelling errors, such as “cant”, “dont”.
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6.5.2.4 Experimental Setting

In this section, we evaluated the effectiveness of the proposed semantic-preserving

MRs group through this experiment’s design and implementation.

6.5.2.4.1 Test scenario

Inspired by [7], this study used the self-learning Q&A website “Stack Overflow” as
the test scenario. It is crucial to maintain the content quality of the Q&A site, and
using PLMs to classify content quality is a time-saving approach for maintaining and
improving the quality of the site [7]. Four PLMs are chosen in this study as the

classifiers of the Stack Overflow questions.

6.5.2.4.2 Subject pretrained language model
This experiment involved four PLMs provided by the machine learning community

“Hugging Face 2.

XLNet was firstly introduced by [187] and is pretrained on a large-scale dataset,
including Wikipedia, BookCorpus, Giga5, ClueWeb, and Common Crawl. It is an
unsupervised generalised pretraining learning method based on a permutation-based
language modelling objective and employs the Transformer-XL model as the core
model to preserve the advantages of the autoregressive language model and
bidirectional model [7, 71, 187, 188]. XLNet has been applied in language tasks that
use sentences to make decisions, such as text generation, text classification and

question answering, and this study uses the cased version [7, 188].

XLM-Roberta. Roberta is a transformer model similar to BERT, which operates as
a bidirectional PLM that processes from “unlabeled text by jointly conditioning on

both left and right context in all layers” [149]. XLM-Roberta is enhanced with

2 Hugging Face website is https://huggingface.co/
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dynamic masking, sentences without next sentence prediction loss, a larger batch
size, and a more extensive vocabulary size, which gives it access to more knowledge
than other PLMSs. As for XLM-Roberta, it is a multilingual cased version of Roberta
and is pretrained with filtered CommonCrawl data which is at the size of 2.5
terabytes and contains over 100 languages [71, 189, 190].

T5, which is developed by Google and pretrained on the Colossal Clean Crawled
Corpus, is an encoder-decoder transfer learning model for natural language
processing that converts every language problem into a unified text-to-text format
[191-193]. The model has demonstrated proficiency across various language tasks,
including question-answering and text classification [192]. This study utilises

version 1.1 of T5.

GPT1 is an uni-directional language model and the pioneering generative pretraining
transformer-based language model created and released by the technology company
“OpenAl”, and it uses language modelling on a large corpus with the ability to
process long-range dependencies [71, 151, 194]. GPT1 is pretrained with the
BooksCorpus dataset, containing over 7,000 unique unpublished books and has
proven to solve discriminative tasks such as question answering, semantic similarity

assessment, entailment determination, and text classification [151].

6.5.2.4.3 Subject Dataset

This study utilises a publicly available dataset from Kaggle'3, which was created to
study the content quality classification of Stack Overflow questions [7]. The dataset
contains 60000 Stack Overflow questions in English and serves the intent of this

study. Questions are classified into three labels: “High quality questions that require

13 The dataset is downloaded on 23/09/2023 from https://www.kaggle.com/datasets/imoore/60k-
stack-overflow-questions-with-quality-rate
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no moderation action” (HQ), “Low-quality questions that require community edits”
(LQ _EDIT), and “Low-quality questions that were closed by the community without
a single edit” (LQ_CLOSE) [7, p. 147].

For this study, the training dataset includes 45000 Stack Overflow questions with
labels for training PLMs. The testing dataset contains 15000 Stack Overflow
questions with labels and is the “Source” testing dataset. We applied MRGs with
“Source” testing datasets to create thirteen “Follow-up” testing datasets for
comparison. In addition, datasets are cleansed and all set to lowercase before training

and testing.

6.5.2.4.4 Environment

This experiment environment included using “Intel Core” i7 CPU with 64 GB RAM,
“Windows 10 operating systems, “Jupyter Notebook™ development platform and
“Python” programming language and related libraries, such as “transformers”,

“tensorflow”, “scikit learn”, for machine learning algorithms. Standard parameters

are applied to all PLMs, and the rest of the options are set to default values.

6.5.2.4.5 Measurement
This experiment measures the re-labelling rate (RR), inspired by [19], to measure the
differences between the source and follow-up outputs. Source outputs were the
prediction outcomes of PLMs on the “Source” testing dataset, whereas follow-up
outputs were the prediction outcomes of PLMs on the “Follow-up” testing datasets.
Suppose there is no violation, which is prediction inconsistency, between source
outputs and follow-up outputs. In that case, RR is zero, and the PLM is insensitive
to the associated MR, which means the MR could be used for validation.

Let “Source” testing dataset be Ts = [x1, X2 ...xn] and “Follow-up” testing dataset
be Tf = [xf1, xf2 ...xfn]. PLM was trained by the training dataset. The prediction
outcomes of PLM with Ts be Ys = [ys1, ys2 ...ysn], and the prediction outcomes of
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PLM with Tf be Y/ = [yfl, yf2 ...yfn]. Let dif be the number of cases with label

differences between Ys and Yf. RR is calculated as Equation (6.9).

RR = dif/ total size of testing dataset (6.9)

The above calculation indicates that no difference between Ys and Yf if RR is zero,
which is considered a zero violation of this MR. If RR is larger than zero, then
violations have occurred. Concerning validation, if RR is zero, no violation is caused
by MR, and vice versa.

As the subject datasets are labelled, we also employ the prediction accuracy rate
(ACC) and Matthew correlation coefficient (MCC) [73]. These measurements can
show any relationship between MRs and prediction accuracy. Let Tp be true
positives that are the actual positives and correctly predicted, Tn be true negatives
that are the actual negatives and correctly predicted, Fp be false positives that are the
actual negatives and wrongly predicted as positives, and Fn be false negatives are
the actual positives and wrongly predicted negatives. ACC is calculated as Equation
(6.10), and MCC is calculated as Equation (6.11)

ACC = (T, + T)/(T, + T, +F, +F,) (6.10)
(YLXY;I -FpXFn)

MCC=
SO+ E)X (8, IX(Tyt Fy)X(Ty )

(6.11)

6.5.2.4.6 Implementation
Our experiment includes six steps as follows:

Step 1. We apply the proposed MRs to the “Source” testing dataset and generated
thirteen “Follow-up” testing datasets.

Step 2. We train the subject PLMs with a training dataset containing 45000 Stack
Overflow questions with labels.

Step 3. PLMs make predictions on the “Source” testing dataset containing 15000

Stack Overflow questions with labels to create source outputs.
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Figure 6.3: Illustration of the experiment (Step 1 to 5).

Step 4. PLMs make predictions on thirteen “Follow-up” testing datasets to create
thirteen sets of follow-up outputs.

Step 5. We compare source and follow-up outputs and analyse their differences in
measurement. A failure is revealed if the relation is violated, which means
differences occur between the outputs (Fig. 6.3).

Step 6. If there is zero violation with the whole group of MRs, a non-violation

region is identified for supporting simulation metamorphic testing.
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Four trained PLMSs were tested with one source testing dataset and thirteen follow-
up testing datasets. Thus, this study had four sets of source outputs and fifty-two sets

of follow-up outputs for comparison.

6.5.2.4.7 Experimental results and discussion

We first studied the violations of all MRs with all subject PLMs to evaluate the
effectiveness of our proposed MRGs (RQ4). Then, we analysed the zero-violation
cases to seek an understanding of locating the non-violation region to support
simulation MT (RQ5). Finally, we further analysed the results to examine the reasons

for the violations.

Table 6.14: RR values of four PLMs with all MRs.

XLM-
XLNet Roberta GPT1 T5 Average
MR1.1 0.41% 0.37% 0.00% 0.35% 0.28%
o MR1.2 0.66% 0.37% 0.00% 0.37% 0.35%
| MR13 0.97% 0.37% 0.00% 0.37% 0.43%
=| MR14 1.31% 0.37% 0.00% 0.37% 0.51%
MRL1.5 1.57% 0.37% 0.00% 0.37% 0.58%
o~ L_MR21 0.02% 0.02% 0.04% 0.04% 0.03%
O MR22 0.05% 0.11% 0.39% 0.11% 0.17%
% MR2.3 0.06% 0.11% 0.40% 0.11% 0.17%
MR2.4 0.06% 0.11% 0.40% 0.14% 0.18%
o _MR31 24.30% 19.40% 0.00% 17.85% 15.39%
O| MR32 26.95% 21.27% 0.00% 20.39% 17.15%
% MR3.3 27.09% 21.33% 0.00% 20.48% 17.23%
MR3.4 27.11% 21.35% 0.00% 20.46% 17.23%

Zero violation with MRG1. Table 6.14 shows that GPT1 had zero RR with all MRs
of MRGL1. Although MRGL1 only duplicates the content of the title, it is effective
MRG as only GPT1 achieves zero violation instead of all PLMs. Thus, MRG1 can
be used as a validation tool for content quality classification on Stack Overflow
problems using GPT1. As GPT1 considers all MRs in MRG1 to be semantic
equivalent, any case that violates any MRs of MRG1 can reveal a fault in the model.

Therefore, this result can be interpreted as “duplicating the content of the title from
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one time to six times” is the non-violation region. In other words, if GPT1 finds
Stack Overflow questions with duplicated content of the title (one time to six times)
semantically different, this can be interpreted as a fault in the model without testing.
As this region can determine whether the question is violated without testing [37],

this region can support simulation metamorphic testing.

Table 6.15: ACC values of four PLMs with all MRs and Source.

XLNet XLM-Roberta GPT1 T5

SRC 85.67% 85.86% 46.15% 86.15%
MR1.1 85.51% 85.72% 46.15% 86.06%

= [ MR12 85.51% 85.72% 46.15% 86.06%
¥ | MR13 85.50% 85.72% 46.15% 86.06%
= | MRl4 85.41% 85.72% 46.15% 86.06%
MRL15 85.44% 85.72% 46.15% 86.06%

~ _MR21 85.69% 85.87% 46.16% 86.16%
O [ MR22 85.67% 85.89% 46.20% 86.18%
S [ MR23 | 85.68% 85.89% 46.20% 86.18%
MR2.4 85.68% 85.88% 46.20% 86.19%

o~ |_MR3.1 73.70% 77.85% 46.15% 78.37%
O [ MR32 71.57% 76.57% 46.15% 76.85%
< [ MR33 71.47% 76.65% 46.15% 76.89%
MR3.4 71.43% 76.69% 46.15% 76.93%

Table 6.16: MCC values of four PLMs with all MRs and Source.

XLNet XLM-Roberta GPT1 T5
SRC 78.55% 78.86% 20.27% 79.22%
MR1.1 78.30% 78.63% 20.27% 79.09%
o MR1.2 78.28% 78.63% 20.27% 79.09%
o |MR1.3 78.27% 78.63% 20.27% 79.09%
=|MR1.4 78.13% 78.63% 20.27% 79.09%
MR1.5 78.17% 78.63% 20.27% 79.09%
~MR21 78.58% 78.87% 20.28% 79.24%
O|MR2.2 78.55% 78.90% 20.32% 79.27%
% MR2.3 78.56% 78.90% 20.32% 79.27%
MR2.4 78.56% 78.89% 20.32% 79.29%
o« MR3.1 61.22% 67.01% 20.27% 68.95%
O|MR3.2 58.70% 65.14% 20.27% 67.60%
% MR3.3 58.56% 65.25% 20.27% 67.79%
MR3.4 58.51% 65.30% 20.27% 67.85%
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Answering RQ4 and RQ5: MRG1 can validate GPT1 in content quality
classification on Stack Overflow problems. In addition, as GPT1 did not violate the
whole range of MRs in MRG1, this result can create a non-violation region and prove
that MRs of MRG1 can support simulation metamorphic testing for GPT1.

Table 6.17: Four extra MRs related to uppercase conversion.

MR group (MRG) Descriptions

Extra MRG3: MR3.5 — Convert 10% texts to uppercase
Uppercase conversion | MR3.6 — Convert 37.5% texts to uppercase
MR3.7 — Convert 62.5% texts to uppercase
MR3.8 — Convert 87.5% texts to uppercase

Table 6.18: RR values of GPT1 with extra MRs related to uppercase conversion.
GPT1
MR3.5 | 0.00%
MR3.6 | 0.00%
MR3.7 | 0.00%
MR3.8 | 0.00%

Zero violation with MRG3. Table 6.14 shows GPT1 has zero RR with all MRs of
MRG3. We further tested GPT1 with another set of extra MRs related to uppercase
conversion (Table 6.17).

GPT1 also achieved zero violations with the four extra MRs related to MRG3
(Table 6.18). Results show that GPT1 considered all MRs in MRG3 to be
semantically equivalent, even though GPT1 is not an uncased version. Thus, MRG3
can be used as a validation tool for the content quality classification on Stack
Overflow problems using GPTL1.

GPT1 finds all MRs, including extra MRs, in MRG3 to be semantically equivalent,
the results indicate no violation from 0% to 100% uppercase conversion. Any case
that violated any MRs of MRG3 can reveal a fault in the model. Therefore, this result
can be interpreted as “uppercase conversion from 0% to 100% of all texts” is the
non-violation region. In other words, if GPT1 finds Stack Overflow questions

semantically different between uppercase and lowercase format, this can be
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interpreted as a fault in the model without testing. As this region can determine
whether the question is violated without testing [37], this region can support

simulation metamorphic testing.

Answering RQ4 and RQ5: MRG3 can validate GPT1 in the content quality
classification on Stack Overflow problems. In addition, as GPT1 did not violate any
MR in MRG3, these results create a non-violation region and prove that MRs of

MRG3 can support simulation metamorphic testing for GPT1.

Further analysis

We further analyse with “GPT1 performance” and “Non-zero violation”.

GPT1 performance. Although GPT1 achieves zero violation with MRG1 and
MRGS3, tables 6.15 and 6.16 show that the ACCs and MCCs of GPT1 are the lowest
in the study. It is argued that the uni-directional model, which is GPT1, could be less
useful than bi-directional models, such as XLM-Roberta, in making inferences at the
sentence level or in learning common sense [71, 149]. It is because uni-directional
model, such as GPT1, uses a left-to-right architecture, where every token can only
attend to its left context, whereas a bidirectional model incorporates context from
both directions [71, 149].

It can be explained by GPT1’s worse performance in RR with MRG2 than with
MRG1 and MRG3. MRG1 duplicates the content of the title, and MRG3 changes the
case format of the texts; those MRs do not alter the left and right positions of texts
in the contexts. On the other hand, MRG2 is expanding abbreviations in the title and
body texts to their full forms, and these changes have a more significant impact on

the position of texts in the contexts.
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For example, GPT1 might find “I don’t eat and don’t drink” and “I do not eat and
do not drink” semantically different as based on the left-to-right architecture, tokens
“eat” and “drink” might be interpreted differently as the number of left tokens is
changed. On the other hand, “I don’t eat” and “I DON’T EAT” or “I don’t eat” and
“Idon’t eat I don’t eat”, tokens “eat” and “drink” might not be interpreted differently
as the changes on the left have a less significant impact on the position of texts in the
contexts.

Therefore, it is essential to understand the associated PLMs before selecting
appropriate semantic-preserving MRGs for validation and simulation metamorphic
testing. This study demonstrates that MRs, which alter the position of texts in the
contexts while preserving their semantic meaning, can impact the stability of the
performance of GPT1 and other uni-directional models. This makes the abbreviation
replacement type of MR (MRG2) unsuitable as a validation tool for uni-directional

models.

Non-zero violation. Three PLMs violated all MRs of MRG1, all PLMs violated all
MRs of MRG2, and three PLMs violated all MRs of MRG3 (Table 6.14). MRs are
supposed to be semantic-preserving; however, the results show that most PLMs do
not comply and re-label the data, which indicates that PLMs considered the follow-
up cases to be not semantically equivalent to source cases.

Firstly, tables 6.14, 6.15 and 6.16 show that XLNet, XLM-Roberta and T5’s RRs
of all MRs of MRG3 are over 17.85%, and their ACCs and MCCs of follow-up
outputs are lower than the ACCs and MCCs of source outputs. It can be explained
that these three PLMs are case-sensitive. Thus, uppercase conversion is not a suitable
validation tool for XLNet, XLM-Roberta and T5.

Secondly, the average RR of MRG1 and MRG2 are less than 1%, and MRG2 has
the lowest average RR in the study. However, no PLM achieved zero violation in

MRG2. We reviewed the classification report of all PLMs and located the re-label
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cases with MRG2 of all PLMs. We further investigated those violated cases and
found that all the abbreviation replacements took place in the title text or the first
line of the body text. In other words, the position of abbreviation replacement in the
context can affect the prediction of PLMs, which agrees with [72] that PLMs use the
statistical likelihood of words and patterns to disambiguate the sentence without the
need to know the semantic content of the sentences.

These results also agree with [71] that the common sense knowledge of PLMs
remains at a surface level instead of deep semantic comprehension, and models are
still behind human-level common sense reasoning. As all MRs in this study are
semantic-preserving, it is not logical to find contexts semantically different due to
the case format, the position of abbreviation replacements or the number of
duplications of the title texts. Even though all the PLMs in this study had already
trained with a training dataset containing 45000 Stack Overflow questions with
quality ratings, the levels of common sense knowledge of PLMs might not be
improved due to the limitations of PLMs’ capacities [71].

Thirdly, the results show that PLMs use statistical patterns to disambiguate the
sentence, so studying those statistical patterns and exploring informative statistical
features could be an alternative method to improve the performance of PLMs.
[195]’s study demonstrated the potential of incorporating highly informative
statistical features, such as word frequency on labels, into PLMs to significantly
enhance their performances. Thus, further research is necessary to explore different
informative statistical features on different labels and turn them into effective
representations to enhance the performance of PLMs.

Therefore, the semantic comprehension and common sense knowledge of PLMs
remains at the surface level, so most of the PLMs in the study cannot achieve zero
violation with the proposed semantic-preserving MRs. Further investigations on how

to improve the levels of semantic comprehension and common sense knowledge of
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PLMs, as well as how to explore different informative statistical features and turn

them into effective representations, are required to improve their performances.

6.5.2.4.8 Threats to Validity

Internal validity. Internal validity refers to the degree of confidence to which the
causal relationship studied in research is independent of other factors, so the
correctness of the experimental environment is significant for internal validity. One
internal threat to the experiment is parameter configuration, as different input
parameters can cause result variations. Standard parameters were applied to all PLMs,
and we built PLMs with the pretrained models provided by the machine learning
community “Hugging Face” and the libraries of “Python”. We also used Microsoft
Excel to create the “Follow-up” testing datasets. These tools and technologies should
be considered reliable since they have been widely used. White-box testing has also
been conducted so the source codes are error-free. Another concern is the
measurements of this study. We focused on the relationship between MRs and
measurements, and the prediction outcomes of all PLMs were listed and checked to
ensure that the measurements mentioned in section 6.5.2.4.5 were calculated

accurately.

External validity. External validity refers to how well the outcome of a study can
be expected to apply to other settings, which means how generalizable the findings
are. One external threat is the generality of our approach. This study uses semantic-
preserving MRs, which are generic and applicable to any experiment using the
English language, so the potential threat to the external validity of this study is low.
This study chose the “Stack Overflow Questions with Quality Rating” dataset of
Kaggle, which has 60000 data, and four different PLMs were employed to run trials
with thirteen MRs. Thus, this study had four sets of source outputs and fifty-two sets
of follow-up outputs for comparison. We believe the results should be generalised.
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At last, although the datasets we used for experiment assessment may vary case by
case, the subject PLMs were assessed and evaluated by MT, which is a widely used
and general approach. Thus, we argue that the dataset's effect on our approach's

effectiveness should be small.

Construct validity. Construct validity concerns the extent to which the test or
measure accurately assesses what it is supposed to. The independent variables of this
study are prediction outcomes of the “Source” and “Follow-up” testing datasets of
four different PLMs, which were trained by the same training dataset. The dependent
variable is the differences between the independent variables, which are the
differences between the prediction outcomes of “Source” and “Follow-up” testing
datasets of PLMs, the RR. As this study focuses on validating PLMs, RR could show
the violations. Suppose there is no violation between source prediction outcomes and
follow-up prediction outcomes, which means no inconsistent prediction between
them. In that case, RR is zero, and the associated PLM is insensitive to the related
MR, deeming the MR suitable for validation. Conversely, violating the MR could
reveal an error in PLM because the related PLM should be insensitive to the MR.
That can correctly measure the intent of this study. To sum up, the construct validity
of the independent variables and dependent variables of this study should be

acceptable.

6.5.2.4.9 Limitations

This study only experimented on a three-labelled classification problem, which
might lead to a high percentage of mapping. Additionally, due to the constraints on
computational resources, this study was conducted using the basic versioned PLMs
that utilise a minimal number of parameters. Finally, this experiment only selected

datasets in the English language as they suit the proposed MRs.
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6.5.2.5 Conclusion

This experiment proved that the symmetric MRs are effective validation tools for the
content quality classification on Stack Overflow Q&A using PLMs. GPT1 did not
violate MRG1 and MRG3. Additionally, the zero violations in the ranges of MRs in
MRG1 and MRG3 highlighted the presence of non-violation regions, proving that
the proposed MRs can support simulation metamorphic testing. Therefore, if the
Stack Overflow guestion fails in the non-violation region and the non-violation PLM
finds the question semantically different, this can be interpreted as a fault in the PLM
without testing.

Despite GPT1 did not violate two MRGs, its performance in ACC and MCC
ranked the lowest in this experiment. It can be explained by the uni-directional
structure of GPT1 [71, 149], so GPT1 only has no violation with those MRs as those
MRs do not alter the position of texts in the contexts.

Furthermore, most PLMs cannot achieve zero violations in this study. It can be
explained by PLMs that they might use the statistical likelihood of words and
patterns, instead of semantic understanding, to perform language tasks [72]. The
common sense knowledge of PLMs remains at a surface level instead of deep
semantic comprehension, which makes models behind human-level common sense
reasoning [71]. Despite training all PLMs in this study with a training dataset
containing 45000 Stack Overflow questions with quality ratings, the training did not
notably improve the level of common sense of PLMs [71]. Further investigations can
focus on improving levels of semantic comprehension and common sense knowledge
of PLMs, as well as exploring informative statistical features and transforming them

into effective representations, which are required to improve their performances.
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6.5.3 Experiment with Symmetric Metaphoric Relations on enhancing

Machine common sense of LLM

After the previous two experiments, we could ensure the potential of symmetric MRs
as a validation tool for different ML-based systems. In this section, we further our
application of symmetric MRs and conducted the third experiment with the novel
approach of utilizing symmetric MRs to enhance the machine common sense of LLM.
Ensuring high content quality on Question-Answering (Q&A) educational websites
is crucial, and multiple studies have shown that LLMs have been employed to
maintain content quality across various Q&A websites [7, 49, 50, 59, 60, 70].
However, the performance of LLMs has revealed limitations in deep semantic
comprehension and human-level common sense, often relying on statistical
likelihood and patterns for sentence understanding tasks [71, 72]. This experiment
aims to address these limitations by exploring the use of symmetric MRs to enhance
LLM performance in content quality classification, specifically by improving their
machine common sense.

We propose a specific symmetric MR and conduct an experiment on three
different LLMs to demonstrate the practicality of our approach. The symmetric MR
generates a training dataset incorporating common sense by replacing abbreviations
with their full forms, aiming to preserve the semantic meaning of sentences and
prediction results. We train the LLMs using different datasets to create distinct
groups for comparison. These LLMs then make predictions on various testing
datasets to evaluate their levels of machine common sense and performance. The
results demonstrate that training LLMs with symmetric MR-generated data can
significantly improve the machine common sense level and performance of Bert-
based LLMs in the content quality classification of Stack Overflow questions
compared to regular training data solely. Additionally, the symmetric MR can be
employed as a formally derived natural language processing data augmentation
(NLPDA) technique to create reliable training or testing datasets. Future studies can
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expand on our approach by extending it to other domains related to education
technology and exploring additional MRs to enhance machine common sense and

further improve the performance of Bert-based LLMs.

6.5.3.1 Background

6.5.3.1.1 Question-Answering (Q&A) websites

Q&A websites play a significant role as self-learning platforms, offering a wide
range of user-generated content that spans from basic guidelines to advanced and
expert-level answers. These platforms, such as Quora and Stack Overflow, have
become immensely popular, particularly in the realm of software-related queries [7,
50, 186]. Maintaining high-quality content on Q&A websites is essential to ensure a
positive user experience and encourage active participation from experts in providing

valuable answers [7].

6.5.3.1.2 Large language model (LLM)

LLMs have been widely utilised to uphold content quality on various Q&A websites,
including medical sites and Stack Overflow platforms [7, 49, 50, 59, 60, 70]. While
the performance of LLMs in this context is generally satisfactory, it falls short of
matching human performance. As a result, human reviews and evaluations remain
necessary to ensure the safe utilization of LLMs [49, 50, 53]. In addition, LLMs’
performances showed that they do not possess deep semantic comprehension or
human-level common sense, and only use the statistical likelihood of words and
patterns to handle the sentence comprehension tasks [71, 72]. Thus, there is still a

gap for LLM to reach robust human-level common sense reasoning [71].
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6.5.3.1.3 Machine common sense and natural language processing data
augmentation

Improving machine common sense can be achieved by either learning from
experience or the Web [196]. Learning from experience is similar to learning from
data, and theoretically, more training data can improve the performance of machine
learning models. Data augmentation is a widely used approach for increasing training
data, even in a data scarcity situation [197-199]. However, studies found that Natural
Language Processing Data Augmentation (NLPDA) approaches are mostly derived
from heuristics instead of formal or theoretically based approaches [197-199]. Thus,
creating a training dataset for machine common sense by NLPDA is an oracle
problem because it is difficult to distinguish the correct approach from the potentially
incorrect approach [200, 201], and the training data might not be trustworthy if they
are not formally or theoretical-based derived.

6.5.3.2 Research Question

MT have long been used for test oracle problems of different domains [19, 22-31].
MT addresses the test oracle problem by examining the expected relationships
between input-output pairs in consecutive executions of the systems [142]. This
experiment attempts to follow [24]’s study and base the concept of symmetry on
formally derived MRs as a formally derived NLPDA approach for creating machine
common sense training datasets. It demonstrates the practicality of this approach in
answering the following research question with a comprehensive scaled experiment.

RQ6: Can symmetry MR enhance the performance of LLMs through enhancing

their machine common sense?

6.5.3.3 Proposed metamorphic relation (MR)

In this experiment, we devised a specific symmetric MR inspired by the work of [24]

and centred around the concept of symmetry, which posits that predictions should
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remain unaffected when the semantic meanings of sentences remain the same. By
leveraging this symmetric MR, we aimed to generate a training dataset that would
enhance the machine common sense of the LLM by incorporating patterns associated
with common sense reasoning.

Specifically, our proposed symmetric MR, denoted as MR1, assumes that the
semantic meaning of a sentence remains unchanged even when all abbreviations
within the content are replaced with their corresponding full forms. For instance, the
sentences “I don’t eat” and “I do not eat” are expected to convey the same meaning
to the LLMs. This metamorphic relation primarily focuses on replacing contractions

containing “n’t” with their expanded forms, such as substituting “n’t” with “not”.

6.5.3.4 Experimental Setting

6.5.3.4.1 Test Scenario

Inspired by [7], this experiment focuses on enhancing the performance of a currently
operating LLM specifically designed for content quality classification on the Stack
Overflow Q&A website. Our objective is to augment the capabilities of the LLM by
training it with symmetric MR-generated data, with the aim of improving its
performance through the enhancement of its machine common sense. By
incorporating the principles of symmetric MRs, we seek to address the limitations of
the LLM and elevate its ability to effectively classify and maintain the quality of
content on the Stack Overflow platform.

6.5.3.4.2 Subject large language model
Three different LLMSs are chosen from the ML community “HuggingFace”*.
BERT is a bi-directional LLM that makes semantic understanding “from the raw

text by jointly conditioning on both left and right context in all layers” [149, 202].

4 Hugging Face website is https://huggingface.co/
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T5 is an encoder-decoder transfer learning model for natural language processing
that converts every language problem into a text-to-text format [191, 192].

GPT1 is an uni-directional language model, and it is the first generative pre-
training transformer-based language model created and released by the technology
company “OpenAl”, and it uses language modelling on a large corpus with the ability

to process long-range dependencies [151, 194].

6.5.3.4.3 Subject Dataset
This study uses a publicly available dataset from Kaggle!® created to study the
content quality classification of Stack Overflow questions [7]. The dataset contains
60000 Stack Overflow questions in English and serves the intent of this study.
Questions are classified into three labels. They are “High-quality posts without a
single edit” (HQ), “Low-quality posts with a negative score, and multiple community
edits. However, they still remain open after those changes” (LQ_EDIT), and “Low-
quality posts that were closed by the community without a single edit” (LQ_CLOSE).
45000 labelled Stack Overflow questions are used as the “training dataset”. We
then separate the rest of the 15000 labelled data into two datasets. The “first 5000
labelled data” becomes the “extra training dataset” (5K-EX), and the “second 10000
labelled data” becomes this study’s “testing dataset” (10Ktest). At last, we apply
symmetric MR, as the NLPDA, into the “training dataset” to create a “common sense
training dataset” containing 5000 labelled data (SK-CS)*® (Fig. 6.4). All datasets are

cleansed and set to lowercase before training and testing.

'5 Dataset is downloaded on 23/09/2023 from the link
https://www.kaggle.com/datasets/imoore/60k-stack-overflow-questionswith-quality-rate

'6 This study created 5000 common sense training data to match the size of the extra training
dataset, in order to reduce the influence of size differences in training datasets. In addition, this
study did not replace “ain’t”, “men’t”, “differn’t”, “itn’t”, and “Cullen’t” because it is hard to
identify the true meaning of those words, and they only related to seven changes out of 45000 data.
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Figure 6.4: Illustration of dataset creations.

6.5.3.4.4 Setup

This experiment environment included using “Intel Core” 17 CPU with 64 GB RAM,
“Windows 10” operating systems, “Jupyter Notebook” development platform and
“Python” programming language and related libraries, such as ‘“Pytorch”,
“transformers”, “tensorflow”, “scikit learn”, for machine learning algorithms.
Standard parameters are applied to all subject PLMs, and the rest of the options are

set to default values.

6.5.3.4.5 Measurements

This experiment uses the common ability test created by [71] to evaluate the level of
machine common sense and robustness of LLMs. We selected three token-level
common sense ability tests (CSAT), and they are “Sense Making” (sm), “Winograd
Schema Challenge” (wsc), and “Conjunction Acceptability” (ca). We also selected
one sentence-level CSAT, which is “Argument Reasoning Comprehension Task”
(arctl). Four robust tests (RT) are chosen, and they are “add”, “del”, “sub”, and
“swap” [71]. All the test instances are created by replacing either pronouns, verbs,
adjectives, conjunction words or keywords to create dual pairs of statements with
labels for models to predict. The scores are calculated by the number of correct

predictions the model makes [71].
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We also employ the prediction accuracy rate (ACC) and Matthew correlation
coefficient (MCC) [73]. These measurements can show the prediction accuracy. Let
Tp be true positives that are the actual positives and correctly predicted, T, be true
negatives that are the actual negatives and correctly predicted, Fp be false positives
that are the actual negatives and wrongly predicted as positives, and Fn be false
negatives are the actual positives and wrongly predicted negatives. ACC is calculated
as Equation (6.12), and MCC is calculated as Equation (6.13).

ACC= (T, +T,) /(Tp +T,+F, +F,) (6.12)

(T XT, - F,xF,)

MCC= (6.13)

\/((TerFp) x (TP+FH ) x (Tn+ Fp) X(Tn+Fn))

6.5.3.4.6 Implementation
Our experiment includes five steps:

Step 1 - We train the subject LLMs with a 45000 training dataset to create Group
1 (G1) as the currently operating LLMs.

Step 2 - We train LLMs(G1) with 5K-EX to create Group 2 (G2).

Step 3 - We train LLMs(G1) with 5K-CS to create Group 3 (G3) (Fig. 6.5).

Step 4 - LLMs(G1), LLMs(G2) and LLMs(G3) make predictions on 10Ktest and
common ability testing datasets.

Step 5 - We compare and analyse all the outputs from Step 4 to evaluate whether

there is any improvement (Fig. 6.6).
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Figure 6.5: Illustration of Step 1 to Step 3.
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Figure 6.6: Illustration of Step 4 to Step 5.

6.5.3.4.7 Experimental results and discussion
We discussion with “Machine common sense and performance” and further analyse

with the findings.

Machine common sense and performance. The results of our study indicate that

the proposed approach is most effective when applied to Bert-based LLMs, as
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demonstrated in Table 6.19%. Specifically, Bert(G3) exhibited superior accuracy
(ACC) and Matthews correlation coefficient (MCC) compared to Bert(G2). These
findings suggest that Bert-based LLMs can benefit significantly from the integration
of symmetric MR-generated data, surpassing the performance achieved with regular
data alone. In contrast, GPT1-based and T5-based LLMs did not exhibit any
improvement in ACC and MCC when subjected to the proposed approach. Notably,
GPT1(G1), GPT1(G2), and GPT1(G3) demonstrated identical results in terms of
content quality classification accuracy, MCC, CSAT, and RT. Consequently, it is
evident that this approach does not yield meaningful enhancements for GPT1-based
and T5-based LLMs. Therefore, based on the study’s findings, it is clear that the
proposed approach is most suitable for enhancing Bert-based LLMs, while it does
not provide significant improvements for GPT1-based and T5-based LLMs.

Table 6.19 also shows that “sm”, “wsc”, and “arct1” results are positively related
to ACC and MCC, especially “sm” but not “ca”. This can be explained by the fact
that LLMs are focusing on the content quality classification of stack overflow
questions, so LLMs are required to understand the content of the stack overflow
question to make a judgement. “sm”, “wsc” and “arctl” are tests that change the
pronouns or nouns of sentences, whereas “ca” changes the conjunction words, which
might not be significant enough for content quality classification of stack overflow

99 ¢¢

questions. Thus, enhancing machine common sense that related to “sm”, “wsc”, and
“arct]” tests can improve LLMs’ performance in classifying the content quality of
stack overflow questions.

However, the RT results are not positively related to ACC and MCC. Table 6.19
shows that despite T5(G3) having better RT results than the other two T5-based
LLMs, it has worse ACC and MCC. Similar to Bert(G3) having worse RT results
than the other two Bert-based LLMs, it has better prediction results. These RT results

are similar to [71] as the subject LLMs might be confused with the modifications in

17 We omit showing the results of GPT1 in Table 6.19 because they are all identical.
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RT; thus, enhancing the robustness related to RT cannot improve the performance in

classifying the content quality of stack overflow questions.

Answering RQG6: Symmetric MR can enhance the performance of LLMs through

enhancing their machine common sense

Table 6.19: The CSAT, ACC and MCC results of the experiment.

Bert (G1) | Bert(G2) | Bert(G3) | T5(G1) | T5(G2) | T5(G3)

ACC 0.8696 0.8525 0.8580 0.8672 0.8649 0.8508
MCC | 0.8040 0.7873 0.7920 0.8008 0.7997 0.7851
sm 0.5242 0.5168 0.5136 0.4885 0.4832 0.4832
b wsc 0.4947 0.5053 0.5088 0.4982 0.4947 0.4947
3 La 0.5628 0.5738 0.5464 0.5683 0.5738 0.5574
arctl 0.4932 0.4910 0.4955 0.4707 0.4662 0.4685
add 0.1630 0.1413 0.1304 0.2826 0.2935 0.2935

L (del 0.2561 0.2439 0.2195 0.3171 0.3049 0.3902
T kub 0.1733 0.2267 0.2000 0.2000 0.1733 0.1867
swap 0.3514 0.4054 0.3514 0.4459 0.4459 0.4054

Further Analysis. The analysis of the results suggests that Bert-based LLMs can
effectively utilize symmetric MR-generated training datasets for enhancing their
machine common sense and performance. This approach becomes particularly
valuable when acquiring additional training data is challenging. Furthermore,
employing symmetric MR as a formally derived NLPDA approach, which is based
on the concept of symmetry, allows for the creation of trustworthy training and
testing datasets.

While BERT(G1) demonstrates the best ACC and MCC results, it aligns with
previous research [71] indicating that simply increasing the amount of data may not
necessarily lead to improved performance. It is important to note that this study
focused on employing a single symmetric MR to enhance machine common sense,

and the MR-generated training data proved more effective in improving the
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performance of Bert-based LLMs compared to regular training data. These findings
provide guidance for future research in the creation of MRs to enhance the machine
common sense and performance of Bert-based LLMs. Ultimately, a standardised set
of machine common sense MRs can be developed to incorporate various machine
common sense patterns into different LLMSs to bridge the gap between machines and

humans regarding common sense reasoning.

6.5.3.4.8 Threats to Validity

Internal validity. Internal validity refers to the degree of confidence to which the
causal relationship studied in research is independent of other factors, so the
correctness of the experimental environment is significant for internal validity. One
internal threat to the experiment is parameter configuration, as different input
parameters can cause result variations. Standard parameters were applied to all PLMs,
and we built PLMs with the pretrained models provided by the machine learning
community “Hugging Face” and the libraries of “Python”. We also used Microsoft
Excel to create the “Follow-up” testing datasets. These tools and technologies should
be considered reliable since they have been widely used. White-box testing has also
been conducted so the source codes are error-free. Another concern is the
measurements of this study. We focused on the relationship between MRs and
measurements, and the prediction outcomes of all PLMs were listed and checked to
ensure that the measurements mentioned in section 6.5.3.4.5 were calculated

accurately.

External validity. External validity refers to how well the outcome of a study can
be expected to apply to other settings, which means how generalizable the findings
are. One external threat is the generality of our approach. This study uses semantic-
preserving MR, which are generic and applicable to any experiment using the

English language, so the potential threat to the external validity of this study is low.
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This study chose the “Stack Overflow Questions with Quality Rating” dataset of
Kaggle, which has 60000 data, and four different PLMs were employed to run trials.
We believe the results should be generalised. At last, although the datasets we used
for experiment assessment may vary case by case, the subject PLMs were assessed
and evaluated by MT, which is a widely used and general approach. Thus, we argue

that the dataset's effect on our approach's effectiveness should be small.

Construct validity. Construct validity concerns the extent to which the test or
measure accurately assesses what it is supposed to. The independent variables of this
study are prediction outcomes of the “Source” and “Follow-up” testing datasets of
four different PLMs, which were trained by the same training dataset. The dependent
variable is the differences between the independent variables, which are the
differences between the prediction outcomes of “Source” and “Follow-up” testing
datasets of PLMs, the RR. As this study focuses on machine common sense, CSAT,
RT, ACC and MCC could show it. In that case, CSAT, RT, ACC and MCC are all
the same between the prediction outcomes of “Source” and “Follow-up”, and the
associated PLM is insensitive to the related MR, deeming the MR cannot enhance
machine common sense. To sum up, the construct validity of the independent

variables and dependent variables of this study should be acceptable.

6.5.3.4.9 Limitation

This study only experimented on a subset of CSAT and RT. Additionally, due to the
constraints on computational resources, this study was conducted using the basic
versioned PLMs that utilise a small number of parameters. Lastly, this experiment

only selected datasets in the English language as they suit the proposed MRs.
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6.5.3.5 Conclusion

This experiment has demonstrated that utilizing symmetric MRs to generate training
data can significantly enhance the performance of Bert-based LLMs in the content
quality classification of Stack Overflow questions and improve their machine
common sense, surpassing the performance achieved with regular training data alone.
Therefore, symmetric MRs have proven to effectively enhance LLMs’ performance
by improving their machine common sense. Moreover, applying symmetric MRs as
a formally derived NLPDA approach can provide trustworthy training or testing
datasets based on the concept of symmetry. This finding opens possibilities for
utilizing symmetric MRs in other domains to improve machine common sense and

enhance the performance of different LLMs.

6.6 Chapter summary

Chapter 5 brought up an important question about some MRPs that cannot validate
LLMs; therefore, in this chapter, we conduct three experiments with the symmetry
MR pattern only as a more straightforward generic MT approach for validating
different LLMs. The result proved that this is a valuable and applicable validation
approach for different LLMs.

In the first experiment, we assessed using symmetric MRs of MT to validate code
generation LLMs and to study the effectiveness of MT in validating the stability of
LLMs’ outputs. The results demonstrated that the proposed MRs could serve as a
validation tool with violation measurements for the stability of code generation
LLMs’ outputs under the simulation that there is no ground truth available. The
effectiveness and performance results, which include identifying the inconsistencies
between performance, “Source” predictions, “Follow-up” predictions, and ground
truths related to MRs, indicated that proposed MRs are indeed effective tools for
explaining the instability of LLM’s outputs by “Case transformation of prompts”,

“Duplication of prompts”, and “Paraphrasing of prompts”. In addition, the results
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underscored the importance of enhancing LLMs’ semantic understanding of prompts
for better stability. This experiment also highlighted potential future research
directions, including exploring different MRs, enhancing semantic understanding,
and applying symmetry to prompt engineering.

In the second experiment, we assessed using symmetric MRs of MT to validate
PLMs that were utilised in maintaining the content quality of Q&A websites. The
results showed that the symmetric MRs could effectively serve as a validation tool
for content quality classification on Stack Overflow Q&A using PLMs. One PLM
did not violate the “Uppercase conversion” MRG and the “Duplication” MRG.
Furthermore, the absence of violations in the MRGs allowed for the identification of
non-violation regions, confirming the ability of the proposed MRs to support
simulation metamorphic testing. However, further investigations are required to
enhance the semantic comprehension and common sense knowledge of PLMs and
explore highly informative statistical patterns of PLMs, in order to improve their
overall performance.

In the third experiment, we assess the potential practicality of using symmetric
MRs as a formally derived NLPDA approach, which can provide trustworthy
training or testing datasets, to enhance LLMs’ performance by improving their
machine common sense. The experiment findings demonstrate that a Bert-based
LLM trained with symmetric MR-generated data outperforms a Bert-based LLM
trained solely with regular labelled data. This outcome highlights the effectiveness
of symmetric MRs in enhancing LLMs’ performance by improving their machine
common sense. Subsequent studies can extend our approach to other domains to
improve machine common sense and enhance the performance of different LLMs.

In conclusion, the symmetric MRs have been demonstrated to be a valuable and
straightforward validation approach applicable to various ML-based systems,
fulfilling our main objective to create a simple and universal generic validation tool

for various LLMs. Furthermore, this approach can be utilised in explaining the
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instability of LLM’s outputs, supporting simulation MT and as a formally derived
NLPDA approach. However, all three experiments only selected datasets in the

English language as they suit the proposed MRs. The next chapter will conclude this
thesis and give future directions.
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Chapter 7. Conclusion and Future
Work

This thesis has been devoted to the study of validating machine learning-based (ML-
based) systems by using different novel generic metamorphic relations (MRs) of
metamorphic testing (MT) approaches. This chapter summarises our main findings

and contributions and discusses promising future directions.

7.1 Summary

In this thesis, we proposed using generic MRs of MT approach for validating ML-
based systems, and we experimented with different ML-based educational systems
to address Problem 1 (Difficulty in identifying Metamorphic Relations of
Metamorphic Testing) and Problem 2 (Lack of awareness of the need to research
validation approach of machine learning-based educational systems). Through a
series of experiments, we evaluated the effectiveness of generic MRs of MT
approach as a validation tool for ML-based systems.

In Chapter 3, we conduct an experiment that adapts the existing MT model into a
generic MT model for validating ML-based software defect prediction systems
(SDPs). The results demonstrated that the proposed generic MT model is a valuable

validation tool for SDPs. However, this model can only be applied to features with
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numeric values. Therefore, we shifted our focus to uncertainty in order to explore
different generic MT approaches.

In Chapter 4, we conduct an experiment that derives generic MRs of MT from an
uncertainty matrix for validating ML-based plagiarism detection systems (PDSs).
The findings show that uncertainty-based generic MT can also be a validation tool
for ML-based systems. However, this approach, even when utilizing the uncertainty
matrix, relies on uncertainties that may require input from experts or users to identify,
potentially limiting its generality accurately. Consequently, we shift our focus to
metamorphic relation patterns (MRPs).

In Chapter 5, we conduct an experiment that derives generic MRs of MT from
MRPs for validating ML-based PDSs. The result proved that MRP-based generic
MT can serve as a validation tool for ML-based systems, and it is indeed generic.
Thus, we see the potential of MRPs in developing generic MRs, and we shift our
focus on experimenting with the symmetry MRP to develop a more straightforward
and applicable generic MT approach for validation in the next chapter.

In Chapter 6, we conduct three experiments with symmetric MRs derived from
the symmetry MRP as a more straightforward generic MT approach for validating
various ML-based systems. The results demonstrate that this approach is both
valuable and applicable validation approach for different ML-based systems. The
symmetry MRP has proved to be an effective, uncomplicated, and widely applicable
validation technique. Additionally, it can elucidate the instability of LLM outputs,
facilitate simulation MT, and function as a formally derived Natural Language
Processing Data Augmentation (NLPDA) approach.

The findings presented in this thesis demonstrate that the use of generic MRs of
MT approach serves as a novel and valuable validation tool for various types of ML-
based systems. Additionally, this approach can be applied across different areas. We
hope that our encouraging results will inspire further research in this field, ultimately

leading to more reliable ML-based systems through our proposed methods.
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7.2 Contributions

The main contributions resulting from the empirical investigations carried out in this
thesis are listed below.

Firstly, in the area of validating ML-based systems, especially the lack of research
awareness area: PDSs and other educational technologies, we propose different
novel approaches to deriving generic MRs of MT for validation without the need for
systems users’ or experts’ inputs and experiment with them and different ML-based
educational systems.

Secondly, this thesis has demonstrated that the generic MRs of MT can be
extended to validate various domains using different languages and ML algorithms,
including Large Language Models (LLMs). To the best of our knowledge, we are
the first to utilise generic MRs of MT, which are based on adapted generic MT model,
uncertainty and metamorphic relation patterns (MRPs), for validating different ML-
based systems, such as code-generation systems (CGs), content quality classification
systems (CQCs), software defect prediction systems (SDPs) and PDSs.

Thirdly, this thesis has developed different systematic and effective approaches to
derive generic MRs for researchers and practitioners to follow and apply, even
without prior knowledge of the validating targets.

Fourthly, we discovered that symmetric MRs derived from symmetry MRP can
be utilised not only as a general validation tool for different ML-based systems.
Symmetric MRs can also be used as a formal “Natural Language Processing Data
Augmentation” (NLPDA) approach to provide trustworthy training or testing
datasets, to create non-violation regions to support simulation MT, and to explain the
instability of ML-based systems’ outputs. These findings open up possibilities for
utilising symmetric MRs to further research on improving machine common sense
of systems, simulation MT in different domains, and validating and identifying the

causes of the instabilities with other domains using different languages and LLMs.
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Fifthly, we experimented with applying Explainable Artificial Intelligence (XAI)
to analyse the results for internal validity. This application opens up the possibility
of future research applying XAl to validate their findings.

Sixthly, we have outlined several research challenges and opportunities that
researchers may encounter in extending our proposed approaches for machine

learning-based systems in other areas.

7.3 Future Works

This thesis confirms our hypothesis of validating ML-based systems with generic
MT, and it opens several directions for future research.

7.3.1 Further explore and investigate Symmetry MRP

We discovered that symmetric MRs, derived from symmetry MRP, can serve as a
valuable validation tool for various ML-based systems. Future research could
replicate this study across domains that employ various ML algorithms to explore
how this pattern can function as a validation method for diverse ML algorithms.
Ultimately, this approach could become the standard validation method for most
ML-related research. In addition, the proposed symmetric MRs used syntactic
changes, format changes and paraphrasing to preserve the semantic meanings, which
are very conservative. It is highly suggested that more variations be experimented
with on creating symmetric MRs, especially more specific symmetric MR creations,

to pinpoint the areas that can more precisely validate the systems under investigation.

7.3.2 Explore and investigate other generic MT approaches

Future research can replicate the experiments conducted in this thesis across various
domains to investigate the relationships between configurations of ML algorithms,

characteristics of ML algorithms, and MRs and how to establish effective generic
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MRs for validating diverse ML algorithms. Additional studies are necessary to
compare our methods with other state-of-the-art traditional and generic MT
approaches, in order to identify potential improvements. Furthermore, future studies
may enhance our MT model by incorporating different effectiveness measurements
for validation across different domains, such as expanding our code-generation
experiment to include class-level or line-level code generation LLMs and other code-

generation testing datasets using different programming languages, such as Java.

7.3.3 Explore and investigate enhancing machine common sense

Applying symmetry MRP to derive MRs as a formally derived NLPDA approach
can provide trustworthy training or testing datasets. This finding opens up
possibilities for utilizing symmetric MRs across various domains, thereby enhancing
machine common sense and improving the performance of diverse ML-based
systems. To further advance the field, future research should build upon our methods
by investigating more generic MRs with symmetry and other MRPs, and by
extending these concepts to various domains. By leveraging these techniques, we
can pave the way for advancements in the performance and reliability of ML-based
systems and ultimately work towards developing a standardised set of machine
common sense MRs. These attempts will help bridge the gap between machines and

humans regarding common sense reasoning.

7.3.4 Better understanding the machine learning-based systems

Another valuable research focus is exploring highly informative statistical features
as additional information to ML-based systems and experimenting with symmetric
MRs or different MRs. This investigation could assist in better understanding ML-

based systems’ performances and discovering more suitable MRs for validation tools.
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More studies are needed to explore more different MRs with symmetry, which is
helpful as different symmetric MRs can generate more testing datasets to measure
the effectiveness of validations and further understand the ML-based systems.

This study only focused on the symmetry MRP for validating and understanding
ML-based systems. We strongly recommend that future studies explore the “change
direction” MRP [24], which is similar to the proven MRP “Partition difference” in
Chapter 5, for validating and understanding ML-based further and, at the same time,
to explore more MRPs for generic MT. Additionally, exploring other MRPs, such as
“conjunctive conditions”, “disjunctive conditions”, “disjoint partitions”, and
“complete partitions”, will be another good direction in the future. These research
focuses can help to pinpoint the areas that can more precisely validate the LLMs or
systems under investigation. However, it is important to note that some MRPs, such
as “shuffling” MRP, may not be suitable for validating LLMs as shuffling the words
in a prompt can lead to unpredictable results from LLMs. Thus, this research focus

must be executed with a better understanding of the subjects.

7.3.5 Explore and investigate other approaches to enhance the

performance of machine learning-based systems

Another focus is exploring approaches to turn existing projects into training data
systematically for LLMs to improve the semantic understanding of prompts,
especially for the prompts of future unseen projects.

Apart from increasing training data, future studies can focus on other approaches,
such as mixing different LLMs’ technologies together to improve the semantic
understanding of private LLMs and enhance their performance.

Exploring the application of the concept of symmetry to prompt engineering for
developing a verifiable, validated, and replicable code generation process could be a

potential future research focus.
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7.3.6 Explore and investigate other approaches to improve proposed

approaches

Due to the limited computer resources, this thesis used datasets that are small in
number of instances and features; the proposed model might not be tested thoroughly
because it is not difficult for ML-based systems not to violate MR with small datasets.
Further studies can redo the experiments with datasets with much higher features and
instances to further evaluate the robustness and practicality of the proposed models.
In addition, limited computer resources led the experiments to use ML models that
were less advanced and contained fewer parameters, thus redoing the experiment
with the advanced versions of the chosen technologies, such as applying our
experiment in Chapter with the latest version of ChatGPT and Claude to examine the
extendibility of our approaches.

Apart from the above, exploring approaches to systematically turn existing
projects into training data might improve ML-based systems’ performances. Future
studies can explore this area, especially for code-generation LLMs, to train with data
from existing projects and examine their performance in code-generation on unseen
projects.

At last, this thesis mainly focuses on using datasets in English and a limited
variety of word embedding approaches. Future studies could consider applying our
proposed approaches to different languages and a broader set of embedding

approaches to examine the extendibility of the proposed approaches.
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Appendix A

Python commands for building Software Defect Prediction models

in Chapter 3

Table A.1 shows the python commands with configurations used in the experiment

of Chapter 3 to build the twenty Software Defect Prediction models.

Table A.1: List of python commands with configuration used

Machine learning
algorithm

Abbreviation

Python Command with configuration

with “full” covariance
matrix option

Gaussian Mixture Model | GMM(diag) GaussianMixture(covariance_type='diag’,
with “diagonal” random_state=42, n_init=10, max_iter=100,
covariance matrix option n_components=2)

Gaussian Mixture Model | GMM(spherical | GaussianMixture(covariance_type='spherical’,
with “spherical” ) random_state=42, n_init=10, max_iter=100,
covariance matrix option n_components=2)

Gaussian Mixture Model | GMM(full) GaussianMixture(covariance_type="full’,

random_state=42, n_init=10, max_iter=100,
n_components=2)

Bayesian Gaussian
Mixture Model with
“diagonal” covariance
matrix option

BayGM(diag)

BayesianGaussianMixture(covariance_type='diag
', random_state=42, n_init=10, max_iter=100,
weight_concentration_prior=1, n_components=2)

Mixture Model with
“full” covariance matrix
option

Bayesian Gaussian BayGM(spheric | BayesianGaussianMixture(covariance_type='sph
Mixture Model with al) erical’, random_state=42, n_init=10,

“spherical” covariance max_iter=100, weight_concentration_prior=1,
matrix option n_components=2)

Bayesian Gaussian BayGM(full) BayesianGaussianMixture(covariance_type="full’,

random_state=42, n_init=10, max_iter=100,
weight_concentration_prior=1, n_components=2)
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K-Means model using
“lloyd” EM algorithm

Kmean(full)

KMeans(n_clusters=2, init="k-means++",
n_init=10, max_iter=500, random_state=42,
algorithm="full")

K-Means model using
“elkan” EM algorithm

Kmean(elkan)

KMeans(n_clusters=2, init="k-means++",
n_init=10, max_iter=500, random_state=42,
algorithm="elkan")

Mini-Batch K-Means

MiniKM

MiniBatchKMeans(n_clusters=2, init="k-
means++", n_init=10, max_iter=500,
random_state=42)

Bisecting K-Means
model using “lloyd” EM
algorithm

BisectKM(full)

BKMeans(n_clusters=2, init="k-means++",
n_init=10, max_iter=500, random_state=42,
algorithm="full")

Bisecting K-Means
model using “elkan” EM
algorithm

BisectKM(elkan
)

BKMeans(n_clusters=2, init="k-means++",
n_init=10, max_iter=500, random_state=42,
algorithm="elkan")

Spectral Clustering Spectral SpectralClustering(gamma= 10, n_clusters=2,
affinity="rbf', assign_labels="discretize', n_jobs=-
1, random_state=42)

Affinity Propagation Affinity AffinityPropagation(damping= 0.75,

Clustering preference=-1e05, affinity = 'euclidean’,
random_state=42)

Agglomerative Agglo AgglomerativeClustering(n_clusters=2,

Clustering affinity="euclidean’, linkage='ward")

Balanced iterative Birch Birch(branching_factor = 50, n_clusters = 2,

reducing and clustering threshold=1.0)

using hierarchies

Density-Based Spatial DBscan DBSCAN(algorithm="auto", n_jobs=-1,

Clustering of min_samples=5, eps=4)

Applications with Noise

Ordering Points to Optics OPTICS(algorithm="auto', cluster_method="xi',

Identify the Clustering metric="minkowski', n_jobs=-1,

Structure predecessor_correction=True,
min_cluster size=0.01, min_samples=5, eps=4)

MeanShift clustering Meanshift MeanShift(bandwidth=bdw,bin_seeding=True,
n_jobs=-1)

Random Forests RF RandomForestClassifier(random_state=4487,
n_estimators=100, max_depth=4,
max_features=0.43411018169657967,
min_samples_leaf=0.006923966890649835,min_
samples_split=0.10768893766764986}

K-Nearest Neighbours KNN KNeighborsClassifier(n_neighbors=7)
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