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Abstract

Software defect prediction models can conveniently identify faulty modules and
these models aid in the prioritization of scarce testing resources. The perfor-
mance of defect prediction models are known to be dependent on the datasets
used for training the models. Unfortunately, defect datasets are imbalanced
with the non-defective modules dominating the defective modules. These im-
balanced datasets thus make accurate and reliable predictions difficult. A preva-
lent approach to alleviate the class imbalance of defect datasets before model
training is the application of data sampling approaches. The application of
data sampling approaches to imbalanced defect data during model training has
been shown to affect performance of defect prediction models in previous stud-
ies. However, very little is known about the best distribution for attaining high
performance especially in a more practical scenario. There are still inconclusive
results pertaining to the suitable ratio of defect and clean instances(resampling
rate), the statistical and practical impacts of resampling approaches on predic-
tion performance and the more stable resampling approach across several per-
formance measures. Furthermore, the effects of most sampling methods have
been evaluated in terms of accuracy/geometric mean/F1-measure in previous
studies; however, these measures do not consider the effort needed to fix faults.

In this thesis, we investigate the impact that sampling methods have on pre-
diction performance. An in-depth analysis of sampling methods and the various
components (i.e. different types, configuration parameters) on performance of
defect prediction models is conducted. A case study on both static and process
metric open-source projects reveal that (1) the effectiveness of sampling meth-
ods are dependent on the resampling rate (2) sampling methods significantly
improve performance but it is accompanied with significantly high false alarms.
(3) sampling methods specifically under-sampling do not improve prediction
performance when evaluated with an effort-aware measure. Our findings sug-
gest that for better prediction performance, researchers should carefully select
the resampling rate based on the sampling approach. Stimulated by our find-
ings that most of the data sampling approaches result in over-generalization
(high rates of false alarms) and generate near-duplicated data instances (less
diverse data), a diversity-based oversampling method named MAHAKIL is fur-
ther proposed which aims to produce high recall(probability of detection) and
low pf(false alarms). Our experiments indicate that MAHAKIL improves the
prediction performance for all the models and achieves better and more signif-
icant pf values than the other oversampling approaches, based on Brunner’s
statistical significance test and Clift’s effect sizes. Therefore, MAHAKIL is



i

strongly recommended as an efficient alternative for defect prediction models

built on highly imbalanced datasets.

Keywords - Software Defect Prediction Modelling; Imbalanced data; Data Sam-

pling Techniques; Empirical software engineering.
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Chapter 1

Introduction

1.1 Introduction

Software defect prediction models can conveniently identify software modules
or classes that are likely to be defective. It is very crucial to ensure that defec-
tive modules are being accurately detected during defect prediction due to the
huge economic impact faulty software could have. Media reports in the past
decade detailed the tremendous loss of revenue for large software projects due to
software bugs [104]. Advancement in data collection automation has led to the
amassment of software project data which could be used by project managers
during testing and maintenance phases of a software project to ensure cor-
rect allocation and prioritization of testing resources. Prioritization of testing
resources is a key challenge of any software engineering project. Thus, sev-
eral maintenance and quality assurance measures (critical inspection of source
codes, user acceptance tests and others) have been employed and implemented
by organizations. The goal to detect faults in software applications has insti-
gated proposals for several fault prediction techniques in recent research. This
helps in focusing on the specific modules, which really needs attention with re-
gards to code inspection and efficiently prioritize and allocate the limited testing
resources to those modules identified as likely to be defective |75, 88, 135].
Defect prediction datasets are usually skewed or imbalanced with the non
fault-prone modules dominating the fault-prone modules [135]. This is not so
surprising as several high quality assurance activities are employed during the
testing phase of a software project hence drastically reducing the total number
of faults in the software [30]. A defect prediction model trained on such a
skewed data set will thus be more biased towards the non fault-prone modules or
majority class and inadvertently disregard the minority or fault-prone modules
[139]. This is referred to as class imbalance learning in machine learning and
data mining domain and using such a trained model to classify the target project

will most often predict a fault-prone module as non fault-prone. Researchers
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and software quality teams are however more interested in the minority faulty
classes [116].

In the past decade, different approaches proposed to tackle the issue of class
imbalanced data set by researchers include: data resampling techniques, assign-
ing specific cost to the classes aimed at reducing the classification cost |29, 105,
123] and use of ensemble learning techniques [73, 143]. However, adoption of
data resampling techniques as a measure to alleviate the issue of imbalanced
datasets by adding new instances to the minority class or removing majority
instances known as over and under-sampling respectively is very common due
to the ease of implementation and relatively positive effect on classification per-
formance. Previous studies [38, 50, 117] conclude that oversampling approaches
perform better than undersampling approaches due to the fact that no infor-
mation is lost and as such, most of the recent resampling approaches proposed
in the literature are all based on oversampling [10, 22, 44, 48|. Figure 1.1 shows
the impact of oversampling on a classification model. The shift in decision
boundary built before and after applying oversampling is clear, implying that
oversampling has a significant effect on the classification performance. Specif-
ically, before oversampling the data, the decision boundary of the classifier is
largely induced by the dominating non-defective modules. This model will over
predict the non-defective modules and will have a low probability of predicting
the defective modules. However, after oversampling the data, the classification
model built will now have an equal probability of predicting both the defec-
tive and non-defective modules. Consequently, the performance of the model
is largely improved. Despite the obvious fact that class imbalance is one of
the critical factors that affects the performance of software defect prediction
models [3, 43, 124], most studies [106, 113, 135] focus on applying or proposing
data resampling approaches without considering the amount of resampling or
percentage of fault-prone modules (Pfp) actually required. The objective func-
tions of most machine learning algorithms assume that datasets are balanced
prior to training [22, 73, 108|. The question we therefore ask ourselves is "Is
balanced the best distribution?" Agrawal and Menzies 1] noted that the perfor-
mance of prediction models can be significantly improved when the parameters
of SMOTE sampling method are configured. Their study suggests that con-
figuring the parameters of sampling methods can improve the performance of
prediction models. Different sampling methods however, have different con-
figurable parameters and it is impractical to consider and configure all these

parameters during model construction. Nevertheless, the Pfp which controls
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Ficure 1.1: Impact of Sampling on a classification model

the amount of data added or deleted from the minority class samples respec-
tively is a constant parameter present in all sampling methods. This study
focuses on the effect of Data Sampling approaches and the Pfp parameter on
the performance of prediction models considering other sampling methods in-
cluding the SMOTE method. Additionally, empirical research conducted till
date used different evaluation measures and did not statistically evaluate the
results leading to the inconclusive stability as to the best resampling approach
and Pfp.

Before we examine and discuss in detail the main body of this thesis, we ini-
tially conducted a comprehensive study to investigate the best performing pre-
diction model. Subsequently, we observe that previous studies have been unable
to conclude on the best fault prediction model due to three major drawbacks:
(1) comparison of few fault prediction models considering small number of data
sets, (2) use of evaluation measures that ignore testing efforts and (3) use of
n-fold cross validation instead of the more practical cross-release validation. To
address these concerns, we conduct cross-release evaluation of 11 fault density
prediction models using data sets collected from 2 releases of 25 open source soft-
ware projects with an effort-aware performance measure known as Norm(P,;).
Our result shows that, whilst M5 and K* had the best performances; they were
greatly influenced by the percentage of faulty modules present (class imbalance
of dataset) and the size of the data set. Using Norm(P,,;) produced an overall
average performance of more than 50% across all the selected models clearly

indicating the importance of considering testing efforts in building fault-prone
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prediction models. Our findings suggest that performance of prediction models
are highly influenced by the training datasets specifically the size and amount
of defective and non-defective modules methods and empirical investigations
on data sampling approaches using robust statistical methods are needed to

ascertain the impact and practical benefits of these data sampling approaches.

1.1.1 Problem Statement

We formulate and state below the thesis statement based on the empirical find-

ings from our initial study (see Chapter 3).

Thesis Statement: Imbalanced Defect datasets influence the prediction per-
formance of defect prediction models. Empirical investigations on the impact
of data sampling methods and their configuration parameters on defect predic-

tion performance are required to attain more practical implications from defect

prediction models.

In the domain of defect prediction, several studies have raised concerns about
the impact of the dataset used for model training. Gray et al. [40] reported the
damaging effects datasets extracted from open-source repositories do have on
defect prediction performance. They suggested that datasets should be prop-
erly pre-processed to appropriately alleviate issues such as noise and outliers.
A predominant feature of defect datasets is the imbalanced nature of the class
distributions [34, 40, 135]. Menzies et al. [91] suggested that for better pre-
diction performance, the information content of the training data should be
improved. This improvement can be achieved by using data sampling methods
prior to model training, which has not yet been extensively investigated. The
statistical significance of these data sampling methods on defect prediction per-
formance is not known and the required amount of sampling has never been
explored. Additionally, the most robust and best sampling method to use for
defect prediction studies is unknown.

Thus, this thesis aims to investigate and assess the impact of data sampling
methods on defect prediction performances. A systematic analysis to examine
the extent data resampling approaches improve prediction performance is con-
ducted. The relevance of data sampling methods considering two overlooked
experimental components (i.e., choice of evaluation performance measure and

the sampling distribution parameters) on the performance of defect prediction
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models are investigated. Furthermore, the statistical and practical significance
of sampling methods are empirically assessed and a robust and efficient sampling

method is proposed.

1.1.2 Thesis Contributions

In this thesis, we investigate the impact that sampling methods have on de-
fect prediction performance. An in-depth analysis of several sampling methods
and the various components (i.e different types, configuration parameters) on
performance of defect prediction models is conducted. We provide several con-
tributions to the field of defect prediction. The key contributions are highlighted

as follows:

1. We empirically validate several resampling methods across more datasets
and statistically test the significance using robust statistical measures.
Use of robust statistical significance tests enables us to better understand
the techniques that are beneficial for defect prediction models and identify

the most stable and effective data resampling method for SDP.

2. We demonstrate that the choice of evaluation performance measure has
significant and practical effects on sampling methods and prediction per-
formance. Extensive empirical experiments with several types of per-
formance measures reveal that software quality teams can use sampling
methods for defect classification purposes but not for defect prioritization

activities.

3. We empirically demonstrate that the choice of resampling rates (Pfp)
significantly impacts prediction performance. We evaluate the practical
effects of different resampling rates (Pfp) on defect prediction performance

and find a stable Pfp rate for data resampling methods.

4. Practical guidelines for achieving higher prediction performance for each
resampling method. We contribute by providing recommendations and
guidelines on which data resampling method to use or avoid for software

quality teams and researchers.

5. We demonstrate that generation of diverse synthetic datasets is more im-
portant than generating duplicates of existing data instances and thus
develop a novel diversity based sampling approach based on Chromoso-

mal theory of Inheritance for diversity.
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1.1.3 Thesis Organisation

The thesis is structured as follows. Chapter 2 discusses the background of defect
prediction and the dominance and effect of imbalanced datasets on prediction
performance. Definitions of commonly used data resampling approaches are
also presented in this chapter. In Chapter 3, a motivating empirical study as-
sessing eleven prediction models evaluated with an effort-aware measure with
the aim of finding the best performing model is conducted. Unable to find a
stable prediction model due to imbalanced nature of the training datasets, we
are driven to invesitgate and conduct more experiments to assess the impact
and benefits of data sampling approaches on performances of defect predic-
tion models. The main research work of this thesis are therefore presented in
Chapters 5 to 8. Chapter 4 summarises several related works of data sampling
approaches and extract four main problems with existing studies. In Chapter
5, an empirical study assessing the impact of a balanced dataset on prediction
performance is presented. A few number (4) of data sampling approaches are
evaluated with effort-aware models. In Chapter 6, we evaluated the validity
and impact of several data sampling approaches by adopting robust statistical
tests. The practical significance of data sampling approaches is examined by
adopting several conventional performance measures. The performance of 800
combinations of data sampling approaches and prediction models are evaluated
across two types of dataset metrics. Analyses of the results led us to develop
and propose a new data sampling approach named MAHAKIL in Chapter 7.
In chapter 8, the impact of the parameter configuration of the data sampling
approaches is investigated. A conclusion stability experiment is conducted by
comparing the performance of our proposed method to other selected and stud-
ied data sampling approaches. The research work of this thesis is finalised in
Chapter 8 where we sought to find a stable Pfp (% of fault-prone modules)
or amount of resampling of all data sampling approaches for defect prediction
studies. We conclude the thesis in Chapter 9 with a discussion of findings from
all the experiments conducted from the previous Chapters and highlight some

promising future directions of data sampling approaches.



Chapter 2

Defect Prediction and Class

Imbalance Learning

2.1 Introduction

With the increasing pressures of expediting software projects that is always in-
creasing in size and complexity to meet rapidly changing business needs, quality
assurance activities such as fault prediction models have thus become extremely
important. The main purpose of a fault prediction model is the effective alloca-
tion or prioritization of quality assurance effort (test effort and code inspection
effort) [75, 88]. Construction of these prediction models are mostly dependent
on historical or previous software project data referred to as a dataset. Figure
2.1 visualizes the construction process of a defect prediction model.

However, a prevalent problem in data mining is the skewness of a dataset
[34, 106]. Fault prediction datasets are not excluded from this phenomenon.
Most datasets have the majority of the instances being either clean or not
faulty [106, 124| and conventional learning methods are primarily designed for
balanced datasets [22]. Common classifiers such as Neural Networks (NN), Sup-
port Vector Machines (SVM) and decision trees work best towards optimizing
their objective functions that leads to the maximum overall accuracy - ratio of
correctly identified faults to the number of total predicted faults. The use of
imbalanced datasets for training a classifier will most likely generate a classifier
that tend to over-predict the presence of the majority class but a lower prob-
ability of predicting the minority or faulty modules. Should the model predict
the minority class, it usually comes with a high rate of error than predicting the
majority class [52, 106]. This therefore affects the prediction performance of the
classifiers and in machine learning, is referred to as learning from imbalanced
datasets. Inaccurate performances are derived from prediction models trained
on default imbalanced datasets. Several researches have stated the negative

impact imbalanced datasets have on prediction performance. Insights derived
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Ficure 2.1: Construction process of defect prediction models

from these prediction performances are not useful and practical for software
quality teams and researchers due to the class imbalance of the defect datasets.
Alleviating this challenging issue with empirical evidence is thus necessary for

a more informed decision making process.

2.1.1 Chapter Organization

This chapter is organized as follows. We provide detailed information on the
nature of defect datasets in defect prediction, class imbalance and the different
types of data resampling approaches available in literature. We further discuss
the different types of performance evaluation measures for defect prediction
models and the more appropriate performance measures used for evaluating

prediction models trained on imbalanced datasets.

2.2 Class Imbalance and Imbalanced Defect Datasets

Class Imbalance, one of the top 10 challenges in data mining [35] has received
significant attention in the past decade because most real world datasets are
imbalanced. An imbalanced dataset is one in which some classes have relatively
very few samples compared to other classes in the same dataset. In a two class
dataset, the dominating class sample is referred to as the majority class and
the few class samples, minority class. It is very prevalent in several application
domains such as software defect prediction [113], human missense phenotype
prediction [137] and credit card fraud detection [33] where clean, neutral and
non-fraudulent instances dominate the buggy, deleterious and fraudulent in-
stances respectively in the dataset. The minority instances are however of the
greatest interest to the investigator. To visually illustrate the distribution of
defective and non-defective modules in a typical defect dataset, we present the

Kernel density plot of a commonly used dataset in defect prediction studies.
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Ficure 2.2: Kernel Density plots of faults and clean modules in the ivy-1.4
dataset.

From figure 2.2, we clearly observe that the distribution of the data is not nor-
mal and the non-defective modules dominate the defective modules. As argued
by Phung et al. [108], the class imbalance problem is either caused by an in-
trinsic property in some application domains where for example we expect very
few cases of defective instances compared to non-defective instanes in a defect
prediction dataset or caused by factors such as cost, time, privacy and effort
which hinders one from acquiring a very representative data. Conventional su-
pervised learning algorithms such as decision trees and neural networks are not
able to classify the minority class suitably because the objective functions of
these algorithms were designed for rightly balanced datasets [108] and thus as-
sume an equal misclassification cost for both classes [73, 125]. Executing such
algorithms or classifiers on a highly imbalanced dataset will result in a high
misclassification error for the minority class because the minority class is some-
how overlooked [110, 123]. In the literature, several methods and approaches
have been proposed and formulated to solve this issue. In this thesis, we focus
on one of the most popular and widely used approaches used to alleviate the

class imbalance issue in defect prediction studies.

2.2.1 Data Re-sampling Approaches for Defect Prediction
Models

Data re-sampling in this context refers to a pre-processing procedure to correct
the imbalance target classes in a dataset by either increasing or decreasing
the target cases before a model could be built for the dataset. Several data

resampling approaches do exist in literature. These resampling approaches are
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Ficure 2.3: How the SMOTE algorithm works (k=5).

categorized into two main groups — Oversampling and Undersampling. Over
sampling refers to the process of increasing the number of minority cases in a
dataset. Undersampling on the hand is the converse of over sampling whereby
we reduce the majority cases in a dataset by deletion. We define below the

different types of resampling approaches found in literature.

SMOTE

Chawla et al. [22| proposed the commonly known Synthetic Minority Over-
sampling Technique (SMOTE) that creates synthetic data instances in the mi-
nority class region so as to shift the bias of the classifier towards the minority
class. SMOTE automatically deletes some majority instances and increases the

minority instances. The SMOTE algorithm generates synthetic instances by:

1. Selecting an instance from the minority class samples, for example, z1 in

Figure 2.
2. Find the defined k£ minority class nearest neighbors instances of z1. (k=5)

3. New synthetic instances are created along the line segment that join each
neighbor instance and the selected instance. The synthetic instances are

randomly positioned between the the two minority instances.

These steps are repeated until the degree of oversampling required is attained.

ADASYN

He et al. [48] proposed the adaptive synthetic (ADASYN) sampling approach
which applies a weighted distribution method for assigning weight to different
minority classes distinguishing the harder-to-classify minority samples from the
easier-to-learn minority samples and adaptively shifts the classification bound-
ary toward the difficulty minority samples. In contrast to the SMOTE algorithm
which generates equal synthetic samples for each minority class, the learning
algorithm is induced to focus on the hard to learn examples within the minority

class samples therefore samples generated are not equal for all samples.
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Borderline-SSMOTE

Focusing only on the minority samples closer to the borderline, Han et al. [44]
proposed the borderline-SMOTE which generates synthetic samples along the
line between some minority and majority samples based on the selected near-
est neighbors. It aims at strengthening the borderline minority samples. The
minority class instances are divided into three regions namely noise, borderline
and safe based on the number of majority instances found among the k nearest
neighbors. If all the nearest neighbors of a minority instance P are majority
instances, P is denoted as noise. P is considered as a borderline instance when
majority of its nearest neighbors are majority class samples. A safe P is when
its neighbors are mostly minority instances. The SMOTE technique is then

applied to only the borderline instances to generate more synthetic data.

Safe-level SMOTE

This is another modification of the SMOTE algorithm proposed by Bunkhumporn-
pat et al. [20]. A "safe-level" value is computed for each minority instance before
applying the SMOTE algorithm. Synthetic samples generated are positioned
closer to the largest "safe-level" ensuring that all synthetic instances are located
only in the safe regions. A safe-level value is defined as the number of majority

instances among the k nearest neighbors of a minority instance.

Random Over Sampling

Random Over Sampling (ROS) increases the number of minority instances by
randomly replicating already existing minority class instances. As a simple and
easy approach to implement, it has performed favourably well in previous empir-
ical studies [32, 59|. However, no "new" data is generated since the oversampled

instances are duplicates of old instances.

Random Under Sampling

Random Under Sampling (RUS) reduces the majority instances of a dataset
by randomly deleting them. The minority instances are left intact whilst the
majority instances are reduced. RUS is mostly convenient for datasets with
very large number of majority samples as it reduces the training time. A major
drawback of RUS is the loss of information which might be very influential to

a classifier’s performance.
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TaABLE 2.1: Confusion Matrix for the Two-class Problem

Predicted Positive Predicted Negative
Actual Positive TP FN
Actual Negative FP TN

2.3  Evaluation of Prediction models

2.3.1 Performance Measures

To observe the success and effectiveness of defect prediction models, several
evaluation performance measures are used. For each prediction model, evalua-
tion of the models are computed from a confusion matrix (table 7.4). Definitions
of the acronyms in the table are defined as follows:

True Positives (TP): defective modules predicted as defective
False Positives (FP): non-defective modules predicted as defective
True Negatives (TN): non-defective modules predicted as not defective (clean)

False Negatives (FIN): defective modules predicted as not defective (clean)

False positive rate (FPR)

Also referred to as probability of false alarm (pf), it measures the total non-

defective modules predicted as defective among all non-defective modules.

PP

= 2.1
TN+ FP (2.1)

pf

Recall (pd)

Also referred to as true positive rate (TPR) or probability of detection (pd)
is the ratio of correctly predicted defective modules to the total number of
defective modules

TP

Precision

Precision is defined as the ratio of correctly identified defects to the number of

total predicted defects.

TP
Precision = m—}?P (23)
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Ficure 2.4: Common ROC plot [114].

F-measure

This refers to the harmonic mean of precision and recall. This is mostly used

to solve the trade-off issues on both recall and precision.

2 x precision * recall

F — measure = (2.4)

precision + recall

Area Under the ROC Curve (AUC)

AUC uses the receiver operating characteristic (ROC) curve by measuring the
area under the ROC curve. Recall (pd) and pf are used in plotting the ROC
curve (Figure 2.4). A curve that is very close to the top left corner is regarded
as better and more accurate. For a perfect prediction model, recall (pd) should
be 1 and a false positive rate (pf) of 0. A random model should have the
curve which is closer to the straight dotted line in the figure with an AUC value
of 0.5. A random curve implies that for any threshold value, the probability
for defective or non-defective prediction is equal. This evaluation measure has
been recommended as the primary accuracy indicator for comparative studies
in software defect prediction because of its ability to distinguish defective and
non-defective modules clearly and class and cost distributions of each prediction
model since performance of the model is dependent on the characteristics of the
project or data. Therefore, the AUC-based evaluation has the potential to

significantly improve convergence across studies.
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Cost-Effective Evaluation (Norm(F,,))

An effort-aware evaluation measure proposed by Mende and Koschke [87] and
upgraded by Kamei et al. [58], this performance measure considers the effort
needed to fix the fault detected which is ignored by most of the evaluation mea-
sures described above. It thus distinguishes between a predicted fault in a small
module and a predicted fault in a large module. This is a more realistic and
practical evaluation measure in agreement with Arisholm et al.’s [4] suggestion
that evaluation and comparison of fault-proneness prediction models should not
only consider their prediction accuracy but also take into consideration the po-
tential cost-effectiveness of applying such models. Special consideration could
be given to such models in the form of detailed inspection (effort) in a descend-
ing order of level of defectiveness [40]. P,,; value which is defined as difference
in the LOC-based cumulative lift charts of the optimal model and the predic-
tion model represented as A, (Figure 2.5) is computed first. From figure 2.5,
the number of defects is represented on the y-axis whilst the cumulative size
of modules or number of LOC is represented on the x-axis. The modules are
ordered by defects and values of F,, are dependent on the number of defects
for each data set hence the output will vary. Normalizing the P,,, values for the
prediction model is thus necessary since this will put them in the same scale
and make comparison easier and reliable for each technique. A P, larger value
implies a small difference between the optimal and predicted model and hence
the best performing model.
The normalised P, is defined in equation (1)

Norm(Pyp) = o=l 1)

max(Popt ) —min(Popt)

From equation (1), max(P,,) and min(P,,) are computed based on the lift
chart when all modules are ordered by fault densities. Evidently, max(P,,;) will
always be 1 since A= 0 for the best curve. To find min(FP,, ), modules are
ordered increasingly on the x-axis using their actual fault densities similar to

finding the worst case of prediction.

2.3.2 Performance assessment of prediction models trained

on Imbalanced Datasets

Assessing the performance of prediction models on an imbalanced dataset using

the overall accuracy is inappropriate due to the unequal error cost associated
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FIGURE 2.5: An example of LOC-based cummulative lift chart [58]

with the dataset |21, 88, 101|. In defect prediction studies, the goal is to pre-
cisely detect the defect-prone modules, that is the minority class samples in
the datasets. As such, metrics such as Precision, Recall (pd) and probability of
false alarms (pf) employed by previous studies [49, 54, 88| for evaluating the
performance of classification algorithms on minority classes are more prefer-
able. Recall (pd) and pf was recommended by Menzies et al. [92] as a more
stable performance metric for highly imbalanced datasets. Measures such as
AUC, balance and g-mean are considered for this thesis. The Area Under the
ROC Curve (AUC) performance measure computed from the Receiver Operat-
ing Characteristics (ROC) curve handles the trade-offs between the true and
false positive error rates [14, 74|, thus does not sacrifice one class over the other.
ROC is a graphical evaluation method which aids in defect classification and
prioritization. The best predictor is achieved when pd=1 and pf=0 on the
ROC curve implying that all defects were actually detected with no errors. The
AUC is a single value between 0 and 1. Another practical measure for software
quality teams is balance |88]. This measure tries to find a balance between pd
and pf. The Euclidean distance between the actual point (pf,pd) and preferred
point (pf=0,pd=1) is the balance. Similarly, the Geometric mean (g-mean) per-
formance measure proposed by Kubat and Matwin [71] computes the balance
between the two classes within the dataset. The measures (AUC, balance and

g-mean) are used to evaluate the overall performance of the prediction models
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in this thesis. Higher values denote better prediction performance. From Table
7.4, the mathematical definitions of balance and g-mean evaluation metrics are

defined in the equations below.

V(0 —pf)2+ (1 —pd)?
V2

\/ TP . TN (2.6)
— mean = .
g TP+ FN TN+ FP

balance(bal) = 1 —

2.4 Chapter Summary

In this chapter, definitions and explanations of the defect prediction process and
the effect of imbalanced datasets are presented. Conventional evaluation meth-
ods and popular data sampling approaches are also explained. A motivational
analysis of several common defect prediction models using a rarely used but
more practical evaluation measure is conducted in the next chapter. The study
aims to find the best performing defect prediction model and highlights the
factors which lead to conclusion instability issue of finding the best performing
prediction models. Consequently, the motivational study lays the foundation

for the rest of our analysis in this thesis.
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Chapter 3

A Motivating Study: Empirical
Evaluation of Cross-Release
Effort-Aware Defect Prediction
Models

3.1 Introduction

In software testing and maintenance process, prediction of fault-prone modules
(having high probability of containing a fault) is helpful in determining the allo-
cation and priorities of review /test effort [34]. Fault prediction models predict
the presence or absence of a fault in a module (single source code file) using
metrics such as number of source code lines, cyclomatic complexity number and
others, as explanatory variables [93], [99].

In addition, prediction of the number of faults [60], [76] and the fault density
[65] have also been studied. However, in conventional studies, there are prob-
lems with the experimental settings for prediction model evaluation. Therefore,
the stable or conclusive ranking of fault prediction models has not been firmly

established yet. Specifically, these are the following three major problems:

e Small number of predictive models and small sample size of data sets are
used for performance comparison and evaluation. As a result, the best
prediction model varies among different research papers as observed by
Myrtveit et al. [97].

e Cost-effectiveness (hereby refered to as testing effort in this paper) of
applying fault-prone prediction models during evaluation and comparison
of their prediction performance is ignored in most research studies as
pointed out by Arisholm et al. [4]. Several previous studies predict the

presence or absence of faults in a module, and evaluate the prediction
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performance by precision/recall/F-measure/ROC-Curve and others [51],
[75], [4]. However, most of these performance measures ignores effort
needed to fix faults, that is, they do not distinguish between a predicted
fault in a small module and a predicted fault in a large module. From the
viewpoint of finding more bugs with less testing effort (cost of additional
quality assurance such as verification cost which includes code inspections,
coverage testing and others) on selected faulty modules, it would be better
to predict high fault-density modules, which contain many faults in a few
lines of code and to evaluate the prediction performance using effort-aware

measures [65].

e N-fold cross-validation has been commonly used in previous studies for
evaluating prediction models. It derives both fit and test data set from
a single data set. However, this is a quite unrealistic situation in actual
software development environment. In the software development envi-
ronment, it is assumed that a model is constructed using the data of the
developed software in the past (old version), to predict the fault of a devel-
oping software (the current version) and therefore evaluation of predictive

model that span such version is required [112].

Based on these current issues, we address the following two Research Questions
(RQ) using a data set from 25 open-source projects.

RQ1. Which is the best fault prediction model when testing effort
is considered?

For RQ1, we experimentally demonstrate the superiority or inferiority of
prediction performance of 11 kinds of fault density prediction models. In this
experiment, we use a rating scale that takes into account the testing effort
required after prediction. The experimental results shows that K* outperformed
the other 10 prediction models although it was not statistically significant in
comparison to the other prediction models.

RQ2. Which is the best fault prediction model when assuming
cross-release prediction?

For RQ2, considering the use of a real past project, a model is constructed
using data of the developed software (old version) to predict the fault density
of each module in the next version. The proposed approach is a more reliable
approach in the software development environment as noted by Kamei et al.
[58]. We assess how the choice of using a previous release of a software for

training a predictive model affects the accuracy of the predictive models based
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on the evaluation criteria which considers the testing effort. The M5 tree model

performed better in comparison to the other prediction models.

3.1.1 Chapter Organisation

This chapter is organized as follows. Background of research questions and the
eleven predictive models are discussed in section 3.2. Section 3.3 presents the
design of the experiment and Section 3.4 presents and discusses the results.
Section 3.5 presents the threats to validity and Section 3.6 gives an overview of

related works. Finally, we conclude in Section 3.7.

3.2 Research Questions

We address the research questions for the purpose of 11 predictive models in a

real project environment.

3.2.1 Which is the best fault prediction model when test-

ing effort is considered?

Kamei et al. [58] proposed a fault prediction model which is evaluated consider-
ing the testing effort. Kamei et al’s experiment considers the number of source
code lines as testing efforts and used fault density (number of fault /source code
number of lines) as the target variable. With the use of prediction performance,
developers can observe that for high fault density, it is possible to prioritize and
allocate testing effort for the modules with large fault number per unit lines of
code thus, creating an efficient test plan.

However, comparison of prediction performances of fault density prediction
models using large number of data sets have not been well implemented in sev-
eral previous studies. Therefore, to compare the types of fault density prediction
models considering the number of source code lines in RQ1, 11 techniques were
chosen to cover six categories of prediction models. We conduct an empirical ex-
periment to reveal the superiority of the various prediction models by analysing
their performances when testing effort is considered. Overview and name of
each defect prediction model used and their hyper parameter values are shown

in Table 5.1.
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3.2.2 Which is the best fault prediction model when as-

suming cross-release prediction?

For a developer to use the fault density prediction model in real projects, the
model should be built using data of the past developed software (the last ver-
sion) as pointed out by Radjenovic” et al. [112|. However, in conventional
studies, cross-validation methods have been widely evaluated on the same ver-
sion. Therefore, in RQ2 we build a fault density prediction model by using the
previous version of the project or data, to evaluate the prediction performance
when applied to the next version. Furthermore, upon examining and verifying
the differences and correlation between the results of RQ1 and RQ2, developers

could select the best fault density prediction model to use across versions.

3.3 Experiment Description

In this section, the experiment setting is described. Target projects and mea-
surement metrics used are discussed.

Data is collected from 25 Open Source Software (OSS) projects and fault
density (number of faults divided by number of lines of code) is predicted us-
ing 11 different approaches and finally compared considering the effort-aware
measure Norm(P,,). We describe the preprocessing activities performed on
the data sets, the hyper parameters configuration, modelling tool used for the

execution of this experiment and evaluation criteria used to verify the RQs.

3.3.1 Target Project

The records of each metric value was collected from 25 OSS project data sets
used for the experiment. The number of project modules and faults are shown
in Table 3.2. Buggy modules were labelled in the commit logs as "error" and
thus were used to compute the error density. Bugs which were fixed in the next
release were also labelled as "Bugfixes". For all the data set, version B is a

newer version of A.

3.3.2 Measurement Metrics

One module is regarded as one source code file. For this experiment, we collected
seven typical process metrics as proposed by Moser et al [95] for a module
unit. We used the commit logs from collection of version control tools (such as

CVS, Git, etc. ) as the target repository. Names of each metric and overview
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TaABLE 3.1: Prediction methods and hyper parameters in our experiments

Category Model Overview Hyper parameters
Statistical LM Linear regression No
Least Angle
approach LARS Regression [31] No
Relevance Vector
RVM Machine [12] No
. k neighborhood B
E;fhborhood K-NN method [75] k={1,...... , 15}
k neighborhood
« method using
K distance based on No
entropy [24]
3-layer neural net size = {4,..,28},
Neural Net NNET 160] decay — {0.1,0.2)
Support Vector SVM support vector C=
Machine machine [144] {2°-6,....,2710}
classification tree
The tree model Mo [36] No
RPART  CART [6]] cp= {0‘00577?1’
. classification using n.tree= { 10,50,
Sg;lzlcizve GBM boosting trees [19] 100, 200 }
& mtry= { 10, 50,
RF Random Forest [41] 100, 200, 250, 500,
1000}

is shown in Table 3.3.

In addition, we considered the specific words in the

commit log measured in module units ("Fix" and "Refactoring") as BugFixes

and Refactorings.

3.3.3 Experimental data set

For RQ1, the fit data is randomly selected using 2/3 of the modules from the
data set Version A and the remaining 1/3 as the test data as shown in Table
3.2

For RQ2, the model was built using the data set version A as the fit data

and predicted using data set version B as test data as shown in Table 3.2.

3.3.4 Pre-processing of Data

Because refactoring in several projects were not performed, the value of refac-
torings for these projects were zero (0). Hence, metric values of refactorings

which were zero were excluded in advance from the model building to prevent
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TABLE 3.2: The number of modules and their respective faults of two versions’
projects used in experiments
Project Short | Version A Version B
Name Name | Module | Fault | Module | Fault
Clam Antivirus CLAM | 1597 93 8723 26
eCos ECOS | 630 110 3480 67
Exim Internet | EXIM | 184 28 61 31
Mailer
freedesktop FREE | 1982 AT7 2855 603
Ganymede GANY | 184 29 95 30
Helma HELM | 312 38 100 17
Hibernate Core HIBE | 406 87 5032 1191
HylaFAX HYLA | 137 70 109 35
iptables IPTA | 151 96 276 91
Koffice KOFF | 930 363 990 232
NetBSD NBSD | 6781 548 10960 299
OpenBSD OBSD | 1706 275 5964 158
OpenCms OCMS | 1727 193 2821 93
openNMS ONMS | 1203 123 1416 112
OTRS OTRS | 420 111 763 169
PostgreSQL POST | 863 435 1211 325
ProFTPD PROF | 195 64 220 61
Samba SAMB | 1623 543 2559 439
Scilab SCIL | 2636 239 1248 244
Spring Security SPRI | 926 126 | 639 132
squid SQUI | 250 59 185 92
Wine WINE | 1627 548 1382 288
Xdoclet XDOC | 105 30 135 5
XFree86 XFRE | 713 350 761 259
XORP XORP | 1696 158 1755 217
TABLE 3.3: Measurement Metrics
Name Overview
Codechurn Number of changed rows (number of additional lines +
number of deleted rows)
LOCAdded Additional number of rows (Lines of codes)
LOCDeleted Deleted rows (Lines of codes)
Revisions Revision number
Age Last number of days since it was fixed
BugFixes Number of corrected faults
Refactorings Number of refactoring

any adverse effect on the model accuracy. In addition, multicollinearity tends to

decrease the reliability of the model and as such, metrics causing multicollinear-
ity were also excluded from the model building. The Codechurn and LOCAdded

metrics were excluded since they had high correlation values above 0.9.
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3.3.5 Estimation of hyper parameters

During prediction model building, it is necessary to set the parameters. Among
the parameters that affect the entire model are the hyper parameters which has
a significant impact on classification accuracy. Therefore, the optimal hyper
parameter values were estimated using a 10-fold cross-validation method in this
experiment. Candidate values of hyper parameters and the estimation of each
method is shown in Table 5.1. However, the statistical approach is labeled "No"

because they have no hyper parameters.

3.3.6 Model Evaluation criteria

For the experiment evaluation, we evaluated the performance of the prediction
models based on testing efforts as proposed and used by Kamei et al [58|. They
used the modification of P, evaluation metrics [86] called normalized P,,; due
to its ability to evaluate the performance considering the testing effort. To find
the best performing prediction model, we employed Nemenyi statistical test and
Demsar’s significance diagram to find the significant differences between the dif-
ferent models. The statistical test considers the rank orders of the Norm(F,,)
values. The null hypothesis that the average rank (AR) values for each predic-
tive model are equal and cannot be rejected and a significant level of 5% was
used for the test.

3.3.7 Experiment execution environment

Construction and evaluation of the fault density prediction model was done
using R [129] which is an open source statistical processing environment. Also,
determination of hyper parameters and prediction model involving different data
set split of 10-fold cross-validation was implemented using the caret packages
[72] that is available in R.

3.4 Results and Discussion

3.4.1 Evaluation of fault density prediction models that
take into account testing effort
Table 3.4 shows the experimental results for the cross-validation analysis using

the same data set or release. From the table, each row represent the Norm(F,,;)

values for each data set for a specific prediction model. The AR at the bottom
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represents rank averages of Norm(FP,,) values on all data sets for a specific
technique. The equation (2) shows the AR; formula for the entire data set k.
Here, % represents the rank order of Norm(P,,) values (descending) when you

apply the ith classifier to the jth data set.

1 i
AR; = Ezrj (3.1)

From Table 3.4, the bolded and underlined value in each row represents
the highest Norm(P,,;) value, which indicates higher accuracy hence, the best
performing predictive model for that specific data set. AVG is the average
value of Norm( F,,) values for each prediction model on all data sets. In the
AR region, the most accurate value is bolded and underlined, which indicates
a low (high accuracy) value. For almost all the data sets, Norm(FP,,) values
for the prediction models are more than 50% and even some models had values
greater than 70%. It was observed that different predictive models performed
quite well for different data sets, that is no single predictive model had the best
performance for all the data sets. However, two models K* and RF performed
admirably well (9 and 7 out of 25 with respect to their ranks) whilst RVM and
RPART couldn’t perform for any of the data set. K* also had the best AVG
and AR values of 72.79 and 3.16 respectively.

Furthermore, for the comparison of the prediction models, we followed the
experimental framework proposed by Lessmann et al. [75]. Nemenyi test results’
was expressed using Dermmsar’s significance diagram (Figure 2) to statistically
compare the relative merits between different models. In the diagram, the
classification techniques are listed in ascending order of ranked performance
on the y-axis and the average rank (AR) of prediction performance across all
25 data sets are displayed on the x-axis. From Figure 2, the deeply shaded
bullet beginning each solid horizontal line represents the AR value for each
effort-aware model and the vertical dashed line identifies the end of the best
model’s tail that is the lowest AR value (lower average of ranked performance)
which is K*. It also represents the maximum number of AR values that cannot
be rejected by the null hypothesis. The diagram shows that we cannot reject
the null hypothesis since none of the AR values (deeply shaded bullet) started
after the vertical dashed lines thus there is no significant difference among the
models. However, RPART performs worse than the other effort-aware models
with an AR value of 8.84. The results implies that prediction performance
of all models improved since we couldn’t reject all the models. Observing the

average (AVG) Norm(P,,;) for each predictive model on each data set, the lowest
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TABLE 3.4: Prediction performance of each model when testing effort is considered

Predictive Models

Data sets | LM ‘ LARS ‘ RVM ‘ k-NN ‘ K* ‘ NNET ‘ SVM ‘ M5 ‘ RPART ‘ GBM ‘ RF
CLAM 94.2 | 93.7 | 50.1 | 62.7 93.4 38.9 88.2 | 92.3 73.8 93.1 | 93.4
ECOS 58.3 62.6 51.6 | 49.6 | 73.3 54.4 46.5 | 64.4 60.4 65.5 | 72.3
EXIM 44.3 51.8 24.4 58.7 72.8 23.8 68.1 54.0 24.4 55.6 70.1
FREE 71.4 75.7 | 61.5 | 75.0 | 80.2 68.0 63.4 | 76.6 59.0 72.1 | 80.2
GANY 43.2 46.4 | 494 | 514 53.9 68.2 | 49.2 | 464 45.6 54.9 | 54.8
HELM 69.9 70.4 32.6 | 67.6 64.6 30.9 64.5 | 64.2 36.2 61.8 | 73.3
HIBE 67.0 | 76.7 | 59.6 | 50.6 74.0 76.1 49.4 | 56.8 52.6 72.0 | 71.2
HYLA 46.9 88.3 78.6 | T74.3 83.1 55.0 70.7 | 82.7 87.6 76.9 | 92.5
IPTA 57.8 57.9 65.0 | 66.3 65.8 72.7 | 68.8 | 69.8 58.0 61.9 | 68.0
KOFF 52.8 60.6 59.3 | 62.9 61.6 64.6 51.1 | 67.6 58.2 75.8 | 62.2
NBSD | 67.6 | 73.7 | 44.5 | 64.1 | 78.4 | 431 | 649 | 746 | 353 | 712 | 78.4
OBSD 75.3 81.9 29.4 | 61.2 81.5 51.4 65.4 | 82.1 25.8 69.3 | 78.9
OCMS 55.8 | 53.7 | 42.2 | 51.1 51.8 47.8 485 | 54.6 41.9 51.2 | 45.3
ONMS 56.8 61.0 60.5 | 46.7 | 74.0 65.8 48.2 | 73.5 51.7 72.5 | 69.0
OTRS 52.0 60.6 | 70.6 | 59.2 65.6 65.8 66.7 | 64.2 70.0 58.0 | 61.1
POST 47.0 75.4 60.8 | 70.9 73.3 74.6 64.1 | 76.1 42.1 67.1 | 70.9
PROF 71.0 67.4 55.5 | 604 | 71.1 43.3 67.3 | 68.8 56.9 68.4 | 63.0
SAMB 46.6 53.7 | 423 | 65.9 | 75.2 68.0 56.7 | 75.0 41.6 42.2 | 58.9
SCIL 73.1 70.4 58.0 | 59.5 76.8 67.9 58.1 | 76.1 66.5 743 | 78.7
SPRI 73.4 73.0 61.9 | 66.5 72.7 70.2 59.0 | 76.1 63.3 4.7 | 76.7
SQUI 66.5 62.1 37.2 | 49.6 60.5 38.5 63.9 | 68.0 37.5 63.5 | 64.1
WINE 629 | 76.6 | 50.3 | 68.2 66.2 53.0 56.1 | 76.2 48.9 62.8 | 66.7
XDOC 72.6 79.7 | 55.7 | 58.2 | 84.8 61.4 64.5 | 824 46.8 82.5 | 82.9
XFRE 51.0 77.6 61.6 | 75.8 77.1 75.0 67.8 | 68.5 71.9 75.1 | 81.2
XORP 84.3 80.8 30.9 | 72.8 | 88.1 47.9 67.7 | 824 79.7 83.0 | 86.0
AVG 62.47 | 69.27 | 51.74 | 61.97 | 72.79 | 57.05 | 61.55 | 70.94 | 53.43 | 68.22 | 71.99
AR 6.52 4.64 8.80 | 6.88 | 3.16 7.00 7.56 | 3.84 8.84 5.20 | 3.32

value was more than 50% which agrees with Mende et al’s [86] conclusion that
inclusion of effort-awareness in prediction models improves their performance

from a practical point of view.

3.4.2 Evaluation of fault density prediction model across

versions

For fault density prediction model constructed using data set version A to pre-
dict fault-prone accuracy of data set version B, the Norm(P,,) values for the
cross-release are represented in Table 3.5. The values in each row represents the
Norm(P,,;) for each predictive model on each data set. For almost all the data
sets, Norm(P,,;) values for the prediction models are more than 50% and values
greater than 60% were observed on some few models with the best performing
model for each data set bolded and underlined. Similar to the experimental
results of the cross-validation study on a single software version, no single pre-
dictive model outperformed the others. However, M5 was the best performing
model across all data sets with average rank (AR) value of 3.44 whilst RVM,
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TABLE 3.5: Prediction performance considering testing effort for cross-release anal-
ysis

Predictive Models
data sets | LM | LARS [ RVM [ K-NN | K* [NNET | SVM | M5 [ RPART [ GBM | RF
CLAM [ 792 | 947 | 833 [ 693 | 888 [ 671 [ 8.1 [ 901 | 879 [ 96.5 [ 94.6
ECOS | 580 | 59.8 | 51.7 | 55.8 | 55.6 | 45.7 | 52.9 | 586 | 49.9 | 534 | 53.1
EXIM | 55.1 | 52.8 | 56.0 | 421 | 243 | 83.1 | 55.2 | 347 | 56.0 | 325 | 364
FREE | 732 | 792 | 664 | 81.1 | 812 | 81.6 | 642 | 814 | 692 | 782 | 80.0
GANY | 56.7 | 53.6 | 50.8 | 53.5 | 49.4 | 549 | 555 | 54.6 | 510 | 475 | 484
HELM | 41.7 | 40.6 | 48.1 | 43.7 | 53.8 | 58.2 | 424 | 405 | 483 | 50.2 | 44.9
HIBE | 423 | 494 | 454 | 552 | 546 | 585 | 45.1 | 58.9 | 41.7 | 564 | 534
HYLA | 738 | 776 | 73.6 | 682 | 65.8 | 57.9 | 70.3 | 735 | 78.0 | 76.5 | 76.7
IPTA | 643 | 584 | 52 | 565 | 72.4 | 59.6 | 584 | 60.6 | 49.6 | 653 | 64.2
KOFF | 50.8 | 625 | 51.4 | 59.8 | 55.1 | 56.4 | 532 | 63.9 | 545 | 564 | 53.6
NBSD | 614 | 66.7 | 468 | 56.8 | 61.8 | 42.9 | 55.1 | 65.0 | 374 | 65.8 | 612
OBSD | 70.6 | 74.9 | 39.6 | 64.6 | 69.9 | 52.8 | 463 | 747 | 27.1 | 587 | 612
OCMS | 76.4 | 757 | 64.8 | 63.3 | 65.7 | 50.7 | 68.8 | 66.9 | 70.6 | 682 | 66.5
ONMS | 54.7 | 57.3 | 489 | 60.1 | 533 | 552 | 41.9 | 60.2 | 474 | 61.3 | 60.0
OTRS | 80.9 | 88.8 | 884 | 653 | 86.6 | 79.7 | 619 | 852 | 885 | 88.1 | 780
POST | 59.6 | 56.5 | 59.4 | 60.3 | 641 | 620 | 55.6 | 65.7 | 480 | 60.6 | 62.9
PROF | 68.5 | 64.1 | 581 | 51.8 | 53.6 | 58.7 | 54.5 | 65.6 | 60.1 | 57.5 | 67.9
SAMB | 629 | 687 | 37.2 | 622 | 683 | 494 | 564 | 69.5 | 373 | 56.8 | 69.8
SCIL | 582 | 62.7 | 405 | 553 | 625 | 61.8 | 524 | 63.3 | 518 | 61.5 | 624
SPRI | 66.3 | 69.3 | 49 | 593 | 60.4 | 641 | 57.7 | 69.3 | 539 | 659 | 68.0
SQUI | 64.2 | 75.4 | 37.0 | 544 | 595 | 449 | 56.0 | 70.7 | 36.1 | 70.3 | 486
WINE | 64.7 | 68.7 | 50.8 | 656 | 61.2 | 58.7 | 60.3 | 71.8 | 57.0 | 68.1 | 66.7
XDOC | 69.4 | 60.1 | 344 | 558 | 74.6 | 373 | 66.1 | 556 | 430 | 66.0 | 69.2
XFRE | 650 | 63.6 | 641 | 644 | 73.7 | 66.3 | 535 | 74.3 | 627 | 685 | 66.6
XORP | 67.2 | 80.2 | 228 | 60.2 | 81.3 | 512 | 67.1 | 85.8 | 821 | 81.9 | 825
AVG [ 63.40 [ 66.45 | 52.82 | 59.38 | 63.90 | 5835 | 57.44 [ 66.42 | 55.56 | 64.48 | 63.87

AR 544 | 4.04 | 860 | 6.88 | 5.28 6.68 792 | 3.44 7.76 4.76 | 5.04

SVM and RPART could not perform for any of the data set hence having the
lowest average(AVG) Norm(FP,,:) values or highest AR values.

Comparing the significant differences between the models using Dernsar’s
significance diagram from Figure 3, there were no significant differences statis-
tically since the vertical dashed line fails to reject all the models.

Comparing the results to that of RQ1 in the case of fault-prone module
prediction on single software versions, the overall Norm(P,,;) values were low.
Furthermore, examining the relationship between the prediction models of RQ1
and RQ2, the correlation coefficient of the average ranks of RQ1 and RQ2
showed a strong positive correlation of 0.87. This implies that for fault-prone
module prediction using fault density, utilization of cross-validation methods
for the model building in previous versions may help in the selection of the best

fault-prone models for cross versions prediction.

3.4.3 Discussions

In light of the analysis conducted for the two RQ)s, it was observed that not

one effort-aware model proved very dominant and was statistically significant
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Ficure 3.2: Dernsar’s significance diagram in RQ2

from the others. Also the best prediction model varied according to the data

sets in both RQs. We sought to find the external factors causing the oscillation

in the results and thus considered the P, (% of fault-prone modules) in the fit

data set for each OSS project. It was evident that the data set size was one key

reason for the variation in the performances of the models as was observed from

the results presented in Tables IV and V. We next considered the P, because of

the unpredictability of real world data sets. Also, the advent of several sampling

techniques provides the means to modify or control the Py, in defect data sets.

For RQ1, a stratification method was employed in the splitting of each data
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Ficure 3.3: Prediction performance of each model on the 25 OSS projects sorted
according to Py,

set to get the fit and test data sets ensuring that the Py, was same and main-
tained in both fit and test data sets. We present a bubble chart to show the
relationship between the Py, and performance of each effort-aware model. Fig-
ure 4 displays a bubble chart where the deeply shaded bubbles represent the
highest Norm(P,,;) value of a specific prediction model for each data set hori-
zontally which have been sorted according to their Py, on the y-axis.

It could be observed that K* and RF won in most cases when P, was below
40%. When Py, was above 40%, RF and M5 performed best and above 60%,
NNET performed best. Contrasting results were achieved in RQ2 as presented
in Figure 5, it is evident that variation in the Py, of the test data greatly affects
performance of effort-aware models. The LARS and M5 models were dominant
when Py, was below 40%.

The prediction models having best performance are different in the case of
cross validation and that of cross release analysis due to the variation of data
set size and Py, modules in each data set. Comparing our results to the results
achieved by D’Ambros et al. [28], we do attain similar results when the effort-
aware performance measure was used. Factors such as the data set size and
class distribution had significant effect on the results, hence not one prediction
model could outperform the others. We thus concur with their conclusion that

external circumstances do affect prediction performance and thus, limits the
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Ficure 3.4: Cross-release prediction performance of models on the 25 data sets
sorted according to Py,

generalization of our results to other contexts. We however, recommend that
in using effort-aware models, K* model should be considered if the Py, is the
same in both train and test data set which is less likely in a real world data
set hence M5 could be considered since it performed well for test data sets of

varying P, values in both RQ’s.

3.5 Threats to Validity

In the conduct of our experiments, several potential threats which could un-
dermine our results are discussed in this section. The data sets used are a
possible source of bias in relation to the representativeness and measurement
accuracy to aid in the generalization of our conclusion results. Since we consid-
ered purely OSS data sets, it may be difficult to generalize the results to closed
source projects or the industrial settings. Also, relying solely on faults recorded
in the commit logs from version control tools such as CVS and GIT implies that
faults not recorded in such tools would be ommited from our study. Considering
the keywords used to find the faults in our study, likely faults which were not
labeled as "bugfix" or "fix" would also be excluded. Further analysis is required

to accurately ascertain and collect all faults.
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The sampling and splitting techniques could also affect our results. We ran-
domly split the data sets into fit (2/3) and test (1/3) for RQ1. This procedure
has been well applied in several empirical experiments and thus an established
approached to predictive data modelling [127]. Also, the large size of each data
set complements the splitting procedure. The selection of the hyper parame-
ters could also affect our results since the values were estimated using a 10-fold
cross-validation method.

Finally, the predictive models used for this experiment may not be exhaus-
tive of all models available. With the availability of several models, other models
which could have performed better were not considered. However, the selection
was made with the aim of finding a meaningful balance between the several cat-
egories of techniques (machine leaning, statistical, data mining and others). We
thus believe that, the models applied are representative of the most important

techniques found in literature.

3.6 Related Work

3.6.1 Evaluation of models that take into account the test-

ing effort

Arisholm et al. [4] stipulated the need of evaluating predictive models by assess-
ing their potential cost-effectiveness and not only by considering their accuracy
if the economic viability and benefits of these fault-proneness prediction models
are to be realised. A study by Mende et al. [86] showed an example of mod-
ule size used to evaluate a fault-prone module prediction model considering the
cost-effectiveness of applying the model. They proposed bug prediction models
that are effort-aware (effort for review or code testing) and considered number
of lines of code of the module to be proportional to the testing effort which
were evaluated with the prediction accuracy of each model. Further, Kamei et
al. [58] performed a fault-prone module prediction by extending Mende et al.’s
method and observed very interesting findings. For example, the process metrics
when the testing effort was considered showed that it is possible to construct
a good predictive model than product metrics. D’Ambros et al. [28] exten-
sively experimented and evaluated several prediction models using traditional
and effort-aware performance measures considering different software metrics.
They conclude that some approaches performed better than others statistically

but external validity limits the generalization of results to different contexts.
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Therefore, among the various evaluation measures (such as precision /recall /F-
measure/ ROC-Curve), the normalised P, proposed by Kamei et al. [58] is a
more realistic performance evaluation of predictive models due to its ability to
consider testing effort. Monden et al. [94] also applied normalised P,,; with the
assumption that effort is not distributed uniformly across all modules since some
modules will be more expensive to test or review than others. The normalised
P, was further discussed in Section III.

In this chapter, considering the testing effort (module scale) to compare
the performance of the prediction model, 25 distinct projects were used in the

experiment as a way of increased number of projects.

3.6.2 [Evaluation of models that span the version

Traditionally, cross-validation as an evaluation method of fault-prone module
prediction model (N-fold cross validation) has been widely used [75], [86], [95].
Menzies et al. [89] argued that for a model to have useful future validity, the
learned theory should be tested on data which was never used in building the
model since failure to do that could result in over-estimating the learned model.
More recently, evaluation of prediction model’s performance has been carried
out using multiple versions [58], [42], [98]. For example, Kamei et al. [5§]
constructed a model from modules of some specific old versions of three open
source software types.

In this chapter, for a more realistic evaluation performance, we built a pre-
diction model using the historical version of the data and evaluated its predictive

performance when applied to the next version.

3.7 Chapter Summary

In this chapter, we empirically evaluate the best performing fault-prone predic-
tion model when testing effort is being considered using two proposed research
questions (RQs). Based on 25 open source projects, we extensively experi-
mented and found the best models by evaluating them using the normalized
P, because it considers testing efforts which helps in finding the cost of ad-
ditional quality assurance activities. For RQ1, we compared 11 different kinds
of fault prediction models on the data sets of same version. Among all the
models used, K* was the best performing model. As a result of comparison
with the other techniques to K*, lower differences was observed statistically to

the remaining techniques but not significant. In RQ2, 11 types of fault density
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prediction models were compared using previous software versions as fit data set
and current (new) version as test data set. As expected, the Norm(FP,,;) values
dropped in comparison to the cross validation method for the same software
version (RQ1) and the M5 tree model had the highest value between versions
but no significant differences were also observed statistically in relation to the
other models. Two different models performed well for both research questions
and this could be explained by the different data sets used for testing in both
instances. Also, the data set size and percentage of faulty modules present in
the data set greatly affected the performance of the prediction models. This
is in concordance to what was observed by [75] that the distribution of target
variable and size of the data set (fit and test) has an effect on the performance
measure. Further analysis of the average Norm(P,,;) values for both RQs shows
that prediction performance of all models considered had an overall average per-
formance value of more than 50%.

Also, it was observed that there was a strong correlation between average
rank of the prediction accuracies for both the intra-release and cross-release
versions when cross-validation method was employed. Therefore, it is possible
to make use of cross-validation method in previous versions which may be useful
for model building techniques for fault density prediction across versions.

From these results, an appropriate scenario of applying fault prediction mod-

els in a real development environment has been shown in this paper.

3.8 Concluding Remarks

The objective of this chapter is to find the best performing fault prediction
model. Previous studies have been unable to conclude on the best fault predic-
tion model due to three major drawbacks: (1) comparison of few fault prediction
models considering small number of data sets, (2) use of evaluation measures
that ignore testing efforts and (3) use of n-fold cross validation instead of the
more practical cross-release validation. To address these concerns, we conduct
cross-release evaluation of 11 fault density prediction models using data sets col-
lected from 2 releases of 25 open source software projects with an effort-aware
performance measure known as Norm(P,,;). Our result shows that, whilst M5
and K* has the best performances; they are greatly influenced by the percent-
age of faulty modules present (class imbalance of dataset) and size of data set.
Using Norm(P,,;) produced an overall average performance of more than 50%
across all the selected models clearly indicating the importance of considering

testing efforts in building fault-prone prediction models. We discuss in the
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next chapter some related works that assessed the impact of class imbalance
on prediction performance and the missing gaps in these studies. Subsequent
chapters will discuss further empirical evidence on the impact of class imbalance
and the most appropriate environment for deriving higher performances when

data sampling approaches are applied during model training.
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Chapter 4

Related Works

4.1 Introduction

Class imbalance and its effect on the performance of software defect prediction
models has received little attention until recently. Approaches proposed to
handle the class imbalance issue could be categorised into three. They are: (a)
Resampling the original datasets (data resampling approaches) by rebalancing
the distribution of the class [22, 71|, (b) Assigning specific cost to the classes
to reduce classification cost [79, 123, 146] and (c) applying ensemble learning
techniques |73, 143]. Data resampling approaches are however more prevalent
in literature because it is not dependent on the prediction model used [59].
Prior work has examined the effect of resampling methods on performance of
prediction models by considering few resampling methods, single performance
measure with no statistical evaluations and ignoring the impact of the distribu-
tion parameter of the sampling methods. In this chapter, summary discussions
on the application and impact of data resampling approaches in software defect
prediction studies is presented. The related works are organized into compara-
tive studies of several resampling methods, impact of the amount of resampling
on prediction performances, evaluation criteria and its effect on the prediction

performance.

4.2 Software Defect Prediction

Defect predictors have been used to improve the quality of software and re-
duce the overhead cost of producing software. Several machine learning, data
mining and statistical models have been proposed and evaluated for software
defect prediction. Using basic discriminant analysis, Munson and Khoshgof-
taar [96] observed that there is a strong useful relationship between software

faults and software complexity metrics during development and suggested that
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it was possible to use predictive models to help determine program faults. Af-
terwards, several conventional methods of constructing fault-prone module pre-
diction models have been proposed [7, 16, 60, 102, 121]. For example, logistic
regression analysis has been used in many studies to determine the given value of
a set of explanatory variables (set of metrics values measured from the module)
as demonstrated by Basili et al [7].

Modeling methods such as linear discriminant analysis [102], classification
tree [61], neural network [60], support vector machine [144|, Bayesian classifier
[103], k-neighbor classifier [134], have also been used. Recent studies [75],[94]
have recommended the Random Forest model because it is fast to train, less
complex and more robust in relation to the parameter settings.

The main goal of existing research has been to increase the prediction per-
formance. Several methods have been used to achieve this, such as considering
the modeling methods, using robust feature selection and preprocessing tech-
niques and proposing new defect metrics. Modification of the class distribution
using data re-sampling approaches is another method of improving prediction
performance. This approach is widely gaining recognition because it is inde-
pendent of the prediction model and its effects are clearly observable. In the
following sections, we consider studies rectifying the imbalanced nature of the

defect datasets to improve the prediction performance.

4.3 Approaches for Tackling Class Imbalanced

Defect Datasets Learning

The application of sampling methods has been shown to be more successful and
dominant in recent studies. The data sampling techniques focus on balancing
the majority and minority class distribution samples by either increasing the
minority class, which is known as over-sampling, or by reducing the major-
ity class, which is known as under-sampling, or by effectively combining both
methods. The simplest and most common form of under-sampling is Random
Under-Sampling (RUS) [50] in which the majority data samples are randomly
removed through deletion. Similarly, Random Over-Sampling (ROS) randomly
duplicates the minority samples so as to increase the minority samples. How-
ever, ROS adds no further or new information to the classifier because the
datasets consist of duplicates and therefore lead to over-fitting [38]. An im-
proved method proposed by Chawla et al. [22] known as Synthetic Minor-
ity Over-sampling TEchnique (SMOTE), increases the minority class samples
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by generating new synthetic samples that contribute vital information to the
dataset. This method creates new instances along a line segment that joins
each instance and some defined k& minority class nearest neighbors instances.
Several synthetic instances are thus created but depending on the degree of
oversampling required, the number of synthetic samples are randomly selected.

Several other modifications of the SMOTE algorithm have been proposed [6,
23, 44, 48]. Han et al. [44] observed that data instances on the borderline of the
classification boundary were the most likely to be misclassified and proposed
the Borderline-SMOTE method, which generates synthetic data along the line
separating the minority and majority class samples in a bid to strengthen the
minority samples found on the decision border. Another form of the SMOTE
is the Adaptive synthetic sampling approach (ADASYN) proposed by He et al.
[48]. They consider the classification boundary and apply a weighted distribu-
tion method that assigns weights depending on the learning attributes of the
minority class samples thus differentiating the harder-to-classify minority class
samples from the easier-to-learn minority class samples.

Other sampling methods use clustering algorithms to partition the dataset
before under or oversampling the dataset. The majority weighted minority
oversampling technique (Mwmote) proposed by Barua et al. [6] partitions the
datasets using clustering before using the Euclidean distance similarity measure
to find very close class samples and synthetically generate samples based on the
weights assigned to the minority class samples.

Several studies prefer over-sampling to under-sampling [38, 50, 117]. Be-
cause under-sampling removes the class samples, information crucial for build-

ing an effective predictive model is lost.

Observation 1: With the abundance of several resampling approaches pro-
posed in literature, little is known about the most robust and high performing

data sampling approach for software defect prediction studies

4.4 Comparative studies of data resampling ap-

proaches in the Literature

The problem of class imbalance makes it challenging to conduct experiments
with datasets in the field of software defect prediction. Few studies have con-
sidered the effects of class imbalance and how to alleviate this issue in software

defect prediction. Kamei et al. [59], were the first to investigate the effects
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of resampling methods on performance of defect prediction models. They em-
pirically evaluated four resampling methods (random over sampling, synthetic
minority over sampling, random under sampling and one-sided selection) as-
sessed with four defect prediction models-Linear Discriminant Analysis (LDA),
Logistic Regression Analysis(LRA), Neural Network (NNET') and Classification
Tree (CT) on two sets of an industry legacy software. Their results showed that
prediction performance of LDA and LRA were improved when the four resam-
pling methods were applied to the data prior to model training. However, the
performance of two other models - NNET and CT were not improved. The
authors also observed an inconclusive result regarding the best resampling ap-
proach and the rate of resampling required to use for defect prediction. A major
limitation of this work was the use of only a single dataset that is not publicly
available.

Pelayo and Dick [106] applied the SMOTE method to four NASA datasets
extracted from the PROMISE repository and assessed the performance with
the C4.5 decision tree model. Using the geometric mean performance measure,
they observed an improvement of at least 23% on all four datasets. Similarly,
Riquelme et al. [113] also evaluated the performance of SMOTE and Random
oversampling using the Naive Bayes and C4.5 models on five datasets extracted
from PROMISE repository. Their results showed that the AUC performance
measure is improved when the SMOTE method is applied to the datasets be-
fore training. Contrary to previous studies, a recent study by Shatnawi [118|
showed that undersampling and SMOTE do not improve the AUC performance
of prediction models. Menzies et al [91] observed that resampling methods in-
crease the information content of a training data which consequently improves
the performance of prediction models. Although these studies indicate that re-
sampling of defect datasets is important for better performance of prediction
models, they fail to indicate the amount of resampling required. Secondly, they
all validated their experiments on ten or less datasets and two or less predic-
tion models. Several prediction models and datasets exist. Lastly, they mostly
adopted the SMOTE method whilst there exist several other resampling meth-
ods in literature.

Other comparative studies incorporated ensemble and boosting techniques.
Sun et al. [124] proposed an ensemble method based on coding schemes that
transforms the binary-class into a multi-class dataset before training a model.
Comparing their method to other conventional resampling methods on 14 NASA
datasets and four prediction models, the performance of C4.5, Ripper and Ran-

dom Forest were improved with their ensemble method. Wang and Yao [135]
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conducted an in-depth investigation of how class imbalance learning methods
could improve software defect prediction performance. By comparing class
imbalance learning methods of three main types (undersampling, threshold-
moving and boosting-based ensembles) with two popular base classifiers (Naive
Bayes and Random Forest) on ten PROMISE datasets, their results showed
that AdaBoost.NC, an ensemble method had the best performance in terms of
the G-mean and AUC measures.

Kitchenham et al. [64] in their recent study noted that most empirical find-
ings in software engineering studies were not conclusive and practical because
these studies fail to perform robust statistical tests and effect size computations.
Robust statistical tests can aid in appropriately concluding on the efficiency and
performance of several methods applied on software prediction and estimation
models. Kitchenham et al. [64] argue that these robust statistical test are
very necessary given the fact that most real world data for software engineer-
ing experiments are either skewed, heavy-tailed or have unstable variances and
could heavily impact the results produced from these datasets. The authors
recommended non-parametric methods such as Brunner’s test for statistical

significance and Cliff’s delta for effect size computation.

Observation 2: Previous comparative studies consider very few sampling
methods for their experiments and failed to perform statistical tests and
compute effect sizes to support their results and conclusions (e.g. [59, 106,
113]) given that the results obtained could be heavily affected by the unstable
variances and skewed class distribution of the datasets used as reported by
Kitchenham et al. [64].

4.5 Evaluation measures of Prediction models trained

on Imbalanced data

Extensive studies by Shepperd and Kadoda[119] and Jiang et al.[51] concluded
that experimental conditions such as different performance measures and datasets
used does affect the performances of prediction models. Performance of predic-
tion models have been predominantly evaluated using Accuracy [28, 100]. Men-
zies et al. [88] and Chawla et al. [21] however, argue that evaluating predictive
models trained on class imbalanced dataset with accuracy is unsuitable as a re-
sult of the differing cost of error for the classes in the dataset or misclassification

cost. Misclassification cost is very crucial and critical during software testing
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therefore using accuracy will be devastating to the investigator or business. For
example, a usual software fault dataset could contain 95% bug free modules
and 5% buggy modules. A model trained on this dataset could produce a 95%
accuracy for the bug free modules. However, this predictive accuracy would be
relevant if it reflects a higher rate of the minority modules (faulty) and allows a
small error rate for majority bug free modules. Performance measures such as
Receiver Operating Characteristics (ROC) curve, Area Under the ROC Curve
(AUC), F-measure, Recall, Precision and G-mean have thus been considered
for evaluating models trained on imbalanced datasets in several studies |28, 59,
106, 108, 113, 135|, because these measures in one way or another manages
the misclassification error rates . However, for a fault prediction model to be
beneficial in an industrial setting, a software quality ranking system provides
such benefits. Gray et al. [40| reports that using a software quality ranking sys-
tem, an ordered list of the most likely error-prone modules could be produced.
In effect, special consideration could be given to such modules in the form of
detailed inspection (effort) in a descending order of level of defectiveness. Ar-
isholm et al. [4] also suggests that evaluation and comparison of fault-proneness
prediction models should not only consider their prediction accuracy but also

take into consideration the potential cost-effectiveness of applying such models.

Observation 3: Evaluatuion of the performance of sampling techniques

with more practical measures is unknown. Effort-aware measures that con-

sider the effort needed to fix faults is necessary.

4.6 Parameter Configuration of sampling meth-

ods

Several studies have assessed the impact of sampling methods on defect predic-
tion performance. There are however contradictory findings about the perfor-
mance of these sampling methods especially concerning SMOTE.

Given that the distribution of the training data could impact prediction per-
formance, most comparative studies [59, 106, 135] focus on applying or propos-
ing data resampling approaches without considering the amount of resampling
or percentage of fault-prone modules (Pfp) actually required. Pfp which con-
trols the amount of data added or deleted from the minority class samples

respectively is a constant parameter in all sampling methods.
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A recent study by Agrawal and Menzies [1] confirmed that the performance
of sampling methods specifically SMOTE depends on the default distribution
of the dataset being used for training the prediction models and the default pa-
rameters of the sampling method. They concluded that tuning the parameters
of SMOTE depending on the distribution of the dataset provides significant
AUC improvement over the use of default parameters of SMOTE.

The amount of resampling (Pfp) applied is an important factor in determin-
ing the performance of a defect prediction model on a resampled dataset |32,
138]. To maximize overall classification accuracy, most conventional prediction
models assume the two classes in the datasets to be as balanced as possible
or equal [139, 145|. However, a balanced dataset may not result in the best
prediction performance. Further analysis on the best resampling rate for data

resampling approaches is very necessary.

Observation 4: Little is known about the most appropriate data sampling

rate which results in best or highest performance for software defect predic-

tion studies.

4.7 Chapter Summary

In this chapter, a brief survey of previous comparative studies related to the
application of data sampling approaches and defect prediction is conducted. We
observe that most studies apply data sampling approaches without any robust
statistical analysis of the results. Also, most comparative studies consider very
few data sampling approaches with few performance measures. These studies
overlook the impact of the resampling rate on prediction performance. Lastly,
it is still unknown as to the best and most efficient data sampling approach
for defect prediction studies. We describe the empirical studies conducted to
tackle the missing gaps found in our literature in the following chapters of this
thesis. The next chapter describes the impact of conventional data sampling
approaches on the performance of prediction models evaluated with an effort-

aware measure.
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Chapter 5

Assessing the Impacts of Balanced
Training and Testing Datasets on
Effort-Aware Fault Prediction
Models

5.1 Introduction

To prioritize software quality assurance efforts, fault prediction models have
been proposed to distinguish faulty modules from clean modules. The perfor-
mances of such models are often biased due to the skewness or class imbalance
of the datasets considered. Several methods have been proposed in machine
learning for dealing with the class imbalanced issue such as random over and
under sampling [22, 32| creating synthetic data [44, 48|, application of clean-
ing techniques for data sampling [131] and cluster-based sampling [52]. With
a significant amount of literature in machine learning for imbalanced datasets,
very few studies have tackled it in the area of fault prediction. The first of such
studies by Kamei et al. [59] showed that sampling techniques improved the
prediction performance of linear and logistics models whilst other two models
(neural network and classification tree) did not have a better performance upon
application of the sampling techniques.

Interestingly, sampling techniques applied to datasets during fault prediction
are mostly evaluated in terms of Accuracy, AUC, Fl-measure, Geometric Mean
Accuracy |28, 59, 106, 108, 113, 135] just to name a few; however, these measures
ignore the effort needed to fix faults, i.e., they do not distinguish between a
predicted fault in a small module and a predicted fault in a large module.
Nickerson et al [101] concludes that to evaluate the performance of classifiers

on imbalanced datasets, accuracy or its inverse error rate should never be used.
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Chawla et al. [21] also alludes to the conclusion that simple predictive accuracy
might not be appropriate for an imbalanced dataset.

The goal of this chapter is to improve the prediction performance of fault-
prone module prediction models, applying over and under sampling approaches
to rebalance number of fault-prone modules and non-fault-prone modules in the
training dataset and to find the appropriate distribution or proportion of faulty
and non-faulty modules that results in the best performance. The experiment
focuses on the use of Norm(F,,), which is an effort-aware measure proposed by
Kamei et al. [58] to evaluate the effect of over/under sampling on prediction
models to find out if the over/under sampling is still effective in a more realistic
setting.

Ten datasets are extracted from sampled open-source softwares (OSS) datasets
with various degrees of sizes and distribution of fault-prone modules and 10
effort-aware prediction models are constructed considering different Py, (per-
centage of fault-prone modules) values for 4 sampling techniques. Ideally, a
balanced dataset should have P,= 50% but this might not be the best choice
for each model and as such eight (8) Py, values of (default,20,30,40,50,60,70 and
80)% are applied. In total, we conducted 800 or 10x10x8 experiments for each
of the four sampling techniques and compared the performance of these models
to identify the most influential sampling approaches and required P, value for
effort-aware fault prediction model. Our results shows that over-sampling with
a Py, of 20% to 30% improved the performances for all effort-aware models
but the Relevance Vector Machine (RVM) model. We thus recommend over-
sampling with Py, between (20-30)% but caution should be exercised when
applying it for use on RVM models since over-sampling by replication does not

present new information to aid in re-estimating the RVM’s parameters.

5.1.1 Chapter Organization

The organization of this chapter is as follows. Section 5.2 reviews the most
closely related work in connection with imbalanced dataset and sampling tech-
niques and discusses the background of effort-aware and evaluation of models
on imbalanced datasets. Section 5.3 presents a discussion on our research ob-
jectives. In Section 5.4, we describe the experimental methodology and perfor-
mance evaluation. The results are presented in Section 5.5 and a discussion on
threats to validity and future work of our study is in Section 5.6. Finally, a

summary of the overall work is presented in section 5.7.
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5.2 Background and Related Work

This section introduces the class imbalance learning problem and current re-
search in this area of software engineering. We further discuss effort-aware

models and evaluation measures for class imbalance and effort-aware models.

5.2.1 Class Imbalance learning

The class imbalance issue has been tackled by the research communities in two
ways. Reducing the classification cost by assigning distinct costs to fit dataset
[29, 105] and resampling the original dataset by over-sampling the minority
class [22] or under-sampling the majority class [52, 71|. Over-sampling refers
to the process of increasing the number of minority cases in a dataset. Sev-
eral methods such as Random Over Sampling (ROS), Synthetic Minority Over
Sampling Techniques (SMOTE), ADASYN [48] and MWMOTE [6] have been
proposed. Oversampling is known to cause overfitting [124] hence care is taken
when applying such techniques. Under sampling on the hand is the converse
of over sampling whereby we reduce the majority cases in a dataset by dele-
tion. Random Under Sampling (RUS) and One-Sided Selection (OSS) are some
techniques available for under sampling. Chawla et al. [21] argues that removal
of repeated data points could substantially destabilize the different class distri-
butions. This may therefore boost or reduce classifier performance due to the
class imabalance problem.

In the area of software fault prediction, learning from imbalanced fault
datasets has received little attention. Kamei et al. [59], the first to apply sam-
pling techniques to fault-proneness models experimentally evaluated the effects
of four sampling techniques (ROS, SMOTE, RUS, OSS) applied to four fault-
proneness models (Linear Discriminant Analysis-LDA, Logistic Regression-LR,
Neural Networks-NN and Classification Tree-CT). Using two module sets of an
industry legacy software and F1-Values as accuracy measure, all four sampling
techniques improved the LR and LDA whilst the contrary was true for the NN
and CT. They concluded that, the most appropriate sampling technique varied
among the models.

Pelayo and Dick [106] applied SMOTE algorithm to determine if classifica-
tion performance could be improved for defect-prone modules using the C4.5
decision tree model and the cost of misclassification. Using the average geomet-
ric mean classification accuracy as the performance indicator, they observed an
improvement of at least 23% on four datasets. Riquelme et al. [113] analy-

ses two balancing techniques with two predictive models on five datasets from
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the PROMISE repository aimed at improving the performance measure. They
conclude that the balancing techniques may not necessarily improve the per-
centage of correctly classified intances, they however improve the AUC measure
of classifying better buggy instances which are of more interest to the researcher.

Wang and Yao [135] investigated how the class imbalance learning methods
improves software fault prediction. They applied three class imbalance learning
methods of three main types (undersampling, threshold-moving and boosting-
based ensembles) and compared with two popular base classifiers (Naive Bayes
and Random Forest) on ten datasets from the PROMISE repository. Measuring
classification performance using balance, G-mean and AUC, Adaboost.NC- an
ensemble predictive model, produced the best overall performance.

All of these studies considered datasets and fault prediction models of five or
less. The study in this chapter extensively applies four sampling techniques to
ten open source datasets using the Normalised P, an effort-aware evaluation
measure to assess the performance and effects of sampling approaches on ten
fault prediction models. It also aims at finding the appropriate class distribution
for training datasets during application of sampling techniques on effort-aware

defect prediction models.

5.2.2 Effort-Aware Classifiers

Fault prediction, which is a method of predicting the number of defects in a
software is valuable in organizing a project’s scarce test resources. Given lim-
ited resources for software testing, fault predictors could focus test engineers
on the modules most likely to be faulty [3, 133]. For predictive models to be
practical in an industrial setting, effort aware models have been proposed |[3].
The intuition behind the effort-aware models is that time spent on reviewing a
potentially buggy file is dependent on the file size and complexity, therefore in
discovering bugs, less effort is required for small modules than for large modules
[4]. The effort required to inspect a file or module during fault prediction has
thus been considered in several recent studies. In a study by Mende and Koschke
[87], authors proposed an effort-aware evaluation measure and considered lines
of code as a proxy for effort. Kamei et al. [58] revisited common bug predic-
tion findings using effort-aware performance measure, which was an upgrade on
Mende and Koschke’s performance measure and discovered that process metrics
outperformed product metrics when testing effort was considered. Focusing on
predicting fault-prone parts of large legacy system, Arisholm and Briand [3|
assessed the cost-effectiveness of using an effort-aware logistic model consider-

ing the verification effort to predict the fault-proneness of the legacy system.
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Similarly, Menzies et al. [90] considered effort during the fault prediction con-
struction and found that learners which considered effort out-performed other

simple learners.

5.3 Research Questions

We presume effort-aware prediction models will be improved if the suitable
sampling technique together with the appropriate class distribution is chosen
for an imbalanced fault dataset. We thus embark on an experimentation to
compare different effort-aware model performances when sampling techniques
are applied to the training dataset. The objectives of this paper are to empiri-
cally demonstrate the effect (positive and negative) of sampling techniques on
the performance of software effort-aware fault prediction models and the effec-
tiveness of having the same class proportions in both the training and testing
dataset. To achieve the objectives as mentioned above, three research questions
are stated:

RQ1. Is sampling approach effective on effort-aware prediction models?
Several sampling approaches have been proposed with each model claiming to
be more effective than another. In the domain of fault prediction, we sought to
find which sampling approach has greater influence on effort-aware models.

RQ2. Could the right distribution of faulty and clean classes be identified
during sampling for fault prediction? The search for the right distribution is a
fascinating and prevalent problem which emerges during class imbalance learn-
ing. Intutitively, it may seem reasonable that making the dataset as balanced
as possible would produce the best performance but that may not always be
the case.

RQ3. Should the resampled training dataset have same class distribution as
the testing dataset and which effort-aware models are more affected by imbal-
anced distributions? Menzies et al. [92] reports that resampling could produce
a training set that contains classes of buggy /non-buggy = 1, although the test
set still retains the original distribution. It may seem reasonable that training
a predictive model on a dataset whose class distribution has been tuned on
the testing dataset’s distribution or similar to that of the test dataset should
perform better. We explore this domain to investigate the role a "balanced"

testing dataset has on a predictive model.
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5.4 Experimental Setting

We begin this section by describing the datasets used in the study. We con-
ducted a large study with 10 datasets which are publicly available. Sampling
techniques, model construction and evaluation were executed using the open
source statistical processing tool R [129]|. The library packages Caret [72] and

Unbalanced [109] were also used.

5.4.1 Datasets

We experiment on 10 different OSS project datasets available online to ensure
the reproducibility of our experiments. These datasets were sampled from the
datasets used for the motivating study in Chapter 3. For more details on the
datasets, please refer to Chapter 3. With varying degree in size and class
distributions, these datasets provide an extensive domain for the investigation
of the effects of sampling techniques on the performance of the effort-aware

models to be constructed.

5.4.2 Sampling Techniques

For this study, Sampling in this context refers to a preprocessing procedure
to correct the imbalanced target classes in a dataset by either increasing or
decreasing the data samples before a model could be built for the dataset. We
apply four sampling techniques RUS, ROS, SMOTE, PSMOTE at different
percentage of fault prone modules (Py,) values. Py, refers the total number of
minority class divided by the total number of data points in a dataset. The
Sampling techniques considered in this study are discussed below.

RUS: Randomly remove clean or majority modules from the data until we
reach the desired Py, value whilst the minority modules are kept intact.

ROS: Randomly increase the minority or faulty modules until the desired
Py, value is attained. The increase is done by duplicating already existing
minority modules.

SMOTE: This approach synthetically over-samples the minority class by
considering each class instance and introduces a synthetic example along the
line of segments which joins any of the k nearest neighbors [22]. The k nearest
neighbor is randomly selected depending on the Py, value required.

Purely SMOTE (PSMOTE): The original SMOTE algorithm oversam-
ples the minority and undersamples the majority in a bid of shifting the initial

bias of the learner from the majority class (negative) towards the minority class
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TABLE 5.1: Prediction methods and hyperparameters in our experiments

o Hyper parameters
Category Model Description Used
Statistical LM Linear regression No
S Least Angle
approach LARS Regression [31] No
Relevance
RVM Vector Machine No
12
. k neighborhood -
Esghborhood K-NN method [75] k={1,...... , 15}
W k neighborhood
% method using
K distance based No
on entropy [24]
3-layer neural size = {4,..,28},
Neural Net NNET net [60] decay — {0.1,0.2}
classification
The tree model M5 tree [36] No
RPART CART [61] P {0'005’7?'1’
classification N g
Collective GBM using boosting n.trleoeof 2{030}’00’
Learning tress [19] '
mtry= { 10, 50,
RF E?f]“dom Forest 100, 200, 250, 500,
1000}

(positive) [22|. However, due to the effects of undersampling - removing im-
portant data points, PSMOTE applies the algorithm only to oversample the
minority whilst keeping the majority classes intact. This is due to the fact that
we do not want to lose any important module. When a P, value is applied to
oversample the minority so as to become the majority class, the once majority
class is still kept intact whilst the previous minority class is oversampled untill

it becomes the majority class.

5.4.3 Experimental Method

To answer the research questions raised aboved, two sets of empirical experi-
ments are conducted. We compare and examine the effects of four different sam-
pling techniques at different Py, values on ten effort-aware prediction models
(Table 5.1) using the procedure in Algorithm 1 for experiment 1. We further-
more investigate the influence a balanced testing dataset has on the performance
on an effort-aware model after resampling the training datasets in experiment 2.
The fault density for each module is predicted and not the presence or absence
of defects. This produces an ordered list of modules and as noted by D’Ambros

et al. [27], it helps in resource allocation.
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Algorithm 1 Outline of Experiment 1

Given a training set comprised of clean(c) and buggy(b) data, Wi.q:, (Version
A) = (We, Wy ), [We| < [We|

and Z.s(Version B) be set of testing data set

Procedure Begin

1. For training dataset Wy qin{W1 , . ., W, } and Zyesi{Z1 , . ., Z,, } repeat
2. Initialize Norm(Popt) = &; samp=|ROS, RUS, SMOTE, PSMOTE];

3. Initialize p fp=|default,20,30,40,50,60,70,80]; C=|GBM, K*  KNN, LARS,
LM, M5, NNET, RF, RPART, RVM]

4. for k=1,............ ,length(samp) do
5. fori=1,.......... ,length(pfp) do
6. Generate N balanced training sets from Wygin = Wyrpny 5 - 0 Wpspnl,

where Wz, = resample(W, samplk|, pfp[i]);
7. Train classifier C; on modified data Wz,
8. Classify data points in Z;.s using the classifier C;
9. Compute: Norm(FP,,) for each classifier C;
10. end for end for
11. until Wy, is empty (i.e., the training data is exhausted)
End

We refer to a resampled training dataset as a dataset which has been pre-
processed using a sampling technique to an appropriate Py, value. A 10-fold
cross-validation method is employed during the model construction on the re-
sampled training datasets. The resampled training dataset is split into ten
partitions with nine partitions being used for training and the single one parti-
tion used for validation. This is done several times to ensure that the optimal
parameters are found and selected after validating them on each fold of data
when the default set parameters was used initially for building models. Since
all the datasets have Py, values less than 20% by default, we use Py, values
of 20% and above during the resampling process to generate seven indepen-
dent training datasets (train-20, train-30, train-40, train-50, train-60, train-70,
train-80). Default parameter configurations are used for the SMOTE algorithm
where k-nearest neighbor is five (k=5).

Experiment 2 follows the procedure of experiment 1 but makes modification
at step 8 in Algorithm 1 where the Z;.y is modified to reflect the different Py,
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values in relation to RQ3’s assertion of the effects a balanced testing dataset
could have on the performance of predictive models. We consider five datasets
and five effort-aware models based on their high Norm(F,,;) performance from
experiment 1 and create seven independent testing datasets (test-20, test-30,
test-40, test-50, test-60, test-70, test-80) using the same number of testing data
points but variating the class distribution (P, from 20%-80%) to test the seven
trained models constructed for each effort-aware model after applying ROS to
the training datasets (train-20, train-30, train-40, train-50, train-60, train-70,
train-80) in Algorithm 1.

5.5 Empirical Results and Discussion

RQ1 presents the comparison of performances of sampling techniques and its
effects on the models. RQ2 closely investigates the best proportion of class
distribution to be used during sampling and RQ3 examines the effect of a
balanced testing dataset on an effort-aware fault prediction model.

RQ1. Is sampling approach effective on effort-aware fault prediction mod-
els?

We compare the performance of each sampling technique on the effort-aware
models to the performance of the effort-aware models when no sampling tech-
nique is applied to the dataset which is denoted as NOS. Figure 2 shows the
average Norm(P,,;) evaluation measure across all ten datasets for each sampling
technique on the effort-aware fault prediction models. Effort-aware prediction
results on individual datasets are not displayed due to space restrictions. From
the plots, we observe the performance of the sampling techniques and using no
sampling (NOS) as a threshold, it is evident only ROS performed relatively bet-
ter. The other three sampling techniques negatively affected the performances
of the models. All the models considered in this study were clearly induced or
affected by the sampling approaches. ROS performs better in all the models
except RVM compared to SMOTE and this could be explained by the fact that
ROS merely duplicates the instances instead of introducing new information
to the classifier hence the RVM model, a probalistic model whose functional
form is equivalent to the Support Vector Machine (SVM) [12]| could only have a
decrease in performance because it requires new information to re-estimate its
parameters. Study by Wei et al. [136] also confirmed the negative effect of ROS
on the performance of SVM and RVM. The over-sampling techniques also had a
positve effects on the NNET and RPART models since most of the Norm(F,,)

values were above the threshold line. Interestingly, the performance of most
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Ficure 5.1: Average Norm(Popt) performances across all ten datasets for the
sampling techniques on different Effort-Aware Models at different P, values

models when no sampling (NOS) was applied to the technique was better in
comparison to the other three techniques (RUS, SMOTE, PSMOTE). Table IV
presents the summarised results of the average Norm(FP,,;) for each model and
sampling technique across all the P, values considered for this study. The first
column displays the no sampling approach (NOS) on the models, the last row
shows the overall average of each sampling technique across all models and the
best Norm(P,,;) for each sampling technique is bolded and underlined. Clearly,
the over-sampling approaches outperforms the under-sampling approaches with
ROS performing best with an average of 65.407 across all models. The SMOTE
and PSMOTE achieved very similar Norm(P,,;) values. Similarly, NOS also
outperforms the under-sampling techniques which implies that under-sampling
approach should not be applied alone if the Norm(F,,;) evaluation measure is

employed but could be considered when combined with an over-sampling ap-

proach.
TABLE 5.2: Average Norm(P,p¢) of Effort-Aware Models among different Sampling
Techniques across all Py, values

Models NOS RUS ROS SMOTE PSMOTE
GBM 66.34 58.27 68.11 65.93 64.3
K* 65.31 63.72 70.09 63.21 63.06
KNN 58.84 58.32 61.75 o7.81 58.56
LARS 68.19 61.54 72.14 63.74 62.06
LM 63.37 55.25 69.72 60.34 57.93
M5 67.44 64.77 69.22 61.02 63.15
NNET 54.97 53.19 68.84 D7.97 57.81
RF 65.44 60.07 68.13 63.28 63.52
RPART 55.64 56.93 62.83 58.06 59.13
RVM 49.55 47.64 43.24 50.52 48.08
AVERAGE 61.509 d7.97 65.407 60.188 59.76
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RQ2. Could the appropriate distribution of classes be identified during sam-
pling for fault prediction?

In light of the analysis presented in RQ1, it will be of great essence to exam-
ine the effort-aware predictive models and find the appropriate class distribution
required during sampling. Examining the results from the plot in Figure 3, it
could be observed that performance of sampling techniques on the effort-aware

models varied across different Py, values for different sampling techniques. For
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F1GURE 5.2: Average performance of Effort-Aware Models across different Py,
values

most of the models, the best performance is achieved during the initial Py,
values. For all the models, except LM and K*, ROS performs best when Py, is
20%. Similarly, RUS and PSMOTE attains better performance for most of the
models when Py, is either 20% or 30%. From Figure 3, it is evident that at Py,
values of 20% and 30%, most models performed best in comparison to the other
Py, values. However, for SMOTE, the best performance seems to alternate at
different Py, values with four of the models achieving best performances at 40%.
This is not unusual since this techniques generate synthetic instances which are
new as compared to the ROS which duplicates already existing instances hence
the synthetic technique will have a better performance when more are being
generated. A stable Py, value for SMOTE could not be attained but majority
of the models achieved best performance at Py, values less than 50%. Gener-
ally, most models exhibit better performances when the sampling approaches
are applied at Py, level less than 50% and thus conclude that most models
performs best when sampling is applied at a Py, level of 20-30%.

RQ3. Should the resampled training dataset have the same class distribu-
tion as the testing dataset and which effort-aware models are more affected by

imbalanced distributions?
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To find out whether the performance of the effort-aware models trained on
the resampled training datasets were influenced by the proportion of the class
distribution in the testing dataset, we explored further by conducting experi-
ment 2. For each of the five datasets considered, Figure 4 shows the Norm(P,,)
performance of the seven training set models tested by seven different testing
datasets for each model and dataset. Norm(P,,) values are displayed on the
y-axis and the Py, values of the testing dataset are represented on the x-axis.
The plots in Figure 4 reveals an interesting trend in the Norm(F,,) performance

achieved by all models.
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Ficure 5.3: Effort-Aware Models trained on 7 different datasets (train-20, train-

30, train-40, train-50, train-60, train-70 and train-80) tested by seven different
testing datasets, increasing from 20% faulty (x-axis=20) to 80% faulty (x-axis=80)

Observing the K* model, the Norm(P,,:) curves for all the datasets except
HELM are not significantly slanted, they are almost flat when the percentage
of the fault prone modules (P, ) increases from 20% to 80%. On the HELM
dataset however, there seems to be a positive trend with four of the models
increasing as the Py, values increases in the testing datasets. The model trained
with dataset train-20 achieves the best performance when Py, is 80 for the test
dataset. LARS and LM models display similar results across all datasets. For
both models, we observe that a combination of test-80 with train-80 achieves the
best performance on three of the datasets showing a steady rise in performance
as the Py, in the test dataset is increasing. Similarly, they both display a sharp
increase in performance as Py, increases from 20% to 30% and maintains a

stable and no significant change in performance afterwards with the train-20
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model being the only exception which exhibits a flat or stable performance for
the HELM dataset. Also for the OCMS dataset, models trained with train-50
and above exhibit some significant increase in performance in the initial stages as
Py, increases from 20% to 50% and stalls afterward for the LARS model whilst it
the converse for the LM model which maintains the same performance until P,
reaches 50% where performance displays a significant increase afterwards. With
train-20 and train-80 performing well on the three models considered so far, the
train-20 model however performs poorly whilst the train-80 still performs better
for the NNET model. It is also interesting to note that train-20, train-30 and
train-80 fails to react at test-40 when all the models seem to fall or decrease
dramatically for the HELM dataset. Train-20 and train-30 exhibits resistance
to change but finally increases at test-80. On all datasets, models trained on
Py, values 50% and above performs better than those below 50%. The M5
model overall seems to be the most affected model by class distributions in the
test dataset. There could not be established a stable trend in performance as
the Norm(F,,) curves oscillate when the Py, values in the test data kept on
increasing.

In summary, we could conclude the following: (1) initial increase in the
Py, of the testing dataset results in most of the models having a significant
increase/decrease in performance. (2) equal Py, value in both training and
testing dataset does not achieve the maximum Norm(P,,) in most cases (3)
models trained on a moderately rebalanced training datasets such as train-20
and train-30 are the most resistant to performance fluctuations notwithstanding

the proportions of two class distributions in the testing datasets.

5.6 Threats to Validity

As an empirical study, there are several potential limitations. We discuss below
the internal and external threats to validity of the study.

This study obtains the number of faults in source code files through the anal-
ysis of files and commits in software repositories. This process is commonly used
in fault prediction research [28, 58, 95|, but has the limitation that faults not
recorded in CVS log comments cannot be collected. Further research is required
to improve the accuracy of faults collection from repositories. Considering only
process metrics, we cannot generalize our results to all areas of fault prediction.
However, process metrics has been shown in literature as a better option for
software fault prediction [28, 58, 87, 95]. Consideration of other metrics such as

the static code metrics or product metrics is left for future studies. Our study
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was also limited to ten purely OSS datasets and ten effort-aware models which
could also be a source of bias to the results. However, the depth and size of
our datasets were large enough for a comprehensive experiment. We acknowl-
edge the availability of diverse effort-aware predictive models which could have
been considered but we argue that the models selected covers different domains
of techniques ranging from statistical, data mining and machine learning tech-
niques hence these models are representative of all the several models that exist

in literature.

5.7 Chapter Summary

We have assessed and examined the role of balanced and imbalanced training
and testing datasets on the performance of software defect prediction models
considering ten datasets and ten effort-aware models evaluated using an effort-
aware measure, Norm(P,,;). Of interest to us were how the percentage of target
variable distribution in a fault dataset affects the performance of a predictive
model with the background knowledge that rate of faulty modules in real world
fault dataset is unstable and highly imbalanced. Assessing the performance of
four sampling techniques on ten effort-aware predictive models, our results in-
dicate that moderate application of sampling technique was required to achieve
better results for most effort-aware models considered since the best percent-
age or rate of fault-prone modules in a dataset (Py,) was found to be between
the ranges of 20-30%. In comparison of the best sampling technique, the over-
sampling approaches outperformed the under-sampling approach with Random
Over-Sampling edging out the others.

Our results indicate no sampling is better than applying under-sampling
technique to a faulty dataset when the minority class of the original dataset is
less than 20% of the total dataset. Under-sampling could be considered when it
is combined with other over-sampling techniques. Most studies have reported
the positve effects of applying sampling techniques to fault prediction models
but our study contrasted that view when we evaluated using the Norm(F,,).
Random over-sampling (ROS) proved to be the only positive approach. Lastly,
the study showed that performance of trained models is highly dependent on
the class distribution in a testing dataset and thus extra caution should be
considered when evaluating and comparing effort-aware models across different
testing datasets with varied proportions of buggy and clean instances. We have

demonstrated in a practical setting, the effects of sampling approach on fault
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prediction models and intend to apply more advanced sampling techniques on

very large datasets for future studies.

5.8 Concluding Remarks

The objective of this chapter is to investigate the effect of commonly-used data
resampling approaches on effort-aware fault prediction models. The perfor-
mances of fault prediction models are often biased due to the skewness or class
imbalance of the datasets considered. To improve the prediction performance
of these models, sampling techniques have been employed to rebalance the dis-
tribution of fault-prone and non-fault-prone modules. The effect of these tech-
niques have been evaluated in terms of accuracy/geometric mean/F1-measure
in previous studies; however, these measures do not consider the effort needed
to fix faults. To empirically investigate the effect of sampling techniques on the
performance of software fault prediction models in a more realistic setting, this
study employs Norm(FP,,), an effort-aware measure that considers the testing
effort. We performed two sets of experiments aimed at (1) assessing the ef-
fects of sampling techniques on effort-aware models and finding the appropriate
class distribution for training datasets (2) investigating the role of balanced
training and testing datasets on performance of predictive models. Of the four
sampling techniques applied, the over-sampling techniques outperformed the
under-sampling techniques with Random Over-sampling performing best with
respect to the Norm(P,,) evaluation measure. Also, performance of all the
prediction models improved when sampling techniques were applied between
the rates of (20-30)% on the training datasets implying that a strictly balanced
dataset (50% faulty modules and 50% clean modules) does not result in the
best performance for effort-aware models. Our results also indicate that perfor-
mances of effort-aware models are significantly dependent on the proportions of
the two types of the classes in the testing dataset. Models trained on moderately
balanced datasets are more likely to withstand fluctuations in performance as
the class distribution in the testing data varies.

Very few data sampling approaches were considered in this chapter and no
statistical tests were applied for more practical results and implications. We
investigate in the next chapter the statistical differences and practical effects
(with regards to prediction performances) when data sampling methods are ap-
plied to training data (resampled data) in building prediction models compared

to the application of no sampling method (default data).
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Chapter 6

Assessing the Significant Impact of
Data Sampling Approaches on
Software Defect Prioritization and

Classification

6.1 Introduction

Software defect prediction models predict buggy modules in a software system
and aids in the efficient prioritization and allocation of scarce testing resources
on the predicted buggy modules |40, 75, 88|. The performances of defect pre-
diction models are known to be dependent on data used for training them [4,
28, 75|. The algorithms of most conventional prediction models are made for
balanced datasets so as to maximize the overall classification accuracy [139,
145].

However, defect datasets are mostly imbalanced with the non-defective mod-
ules dominating the defective modules [34, 40, 135]. Models trained on imbal-
anced datasets will inadvertently predict most minority (defective) class in-
stances of a new project as majority (non-defective) instances [110]. A high
misclassification error is usually associated with the classifier on the rare occa-
sions that the classifier predicts the minority class samples compared to predict-
ing the majority class instances. Software quality teams are however, interested
in a model with high prediction accuracy on the minority class [82, 92].

A popular approach for dealing with the imbalanced learning is the appli-
cation of data sampling methods [5, 22, 37| to the dataset prior to training.
The two primary methods, under-sampling and over-sampling alter the distri-
bution of the data by reducing the majority class and increasing the minor-
ity class respectively. The first to conduct a study using sampling methods

in Software Defect Prediction (SDP) were Kamei et al. [59] evaluated on an
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industrial dataset. They suggested that sampling methods can be effectively
used for defect prediction. Subsequent studies [106, 113, 135] examined the
effects of sampling methods on prediction models using open source projects
from PROMISE repository. These previous studies all conclude that sampling
methods does improve prediction performance but do not report whether the
improvements are really practical or important for software defect prediction
studies.

Most of these studies failed to perform statistical tests and compute effect
sizes to support their results and conclusions (e.g. [59, 106, 113]) given that the
results obtained could be heavily affected by the unstable variances and skewed
class distribution of the datasets used as reported by Kitchenham et al. [64].
With the abundance of several sampling methods proposed in literature, know-
ing the actual degree and significant effect a sampling method could have on the
performance of prediction models has real world benefits for Software Quality
Assurance (SQA) teams. SQA teams will adopt the right sampling method for
the efficient allocation of scarce resources for quality assurance activities such as
code review efforts for testing all classified defective modules or a subset (top-n)
defective modules. Substantial evidence is thus required to validate the abil-
ity of sampling methods in improving performance of defect prediction models
notwithstanding the prediction model or evaluation measure. Robust statistical
significance tests together with an effect size metric that quantifies the strength
or weakness of the relationship between investigated variables (sampling meth-
ods and prediction performance) is thus very necessary.

The main objective of this chapter is to investigate whether there are statis-
tical differences and practical effects (with regards to prediction performances)
when data sampling methods are applied to training data (resampled data) in
building prediction models compared to the application of no sampling method
(default data). We consider the practical effects with respect to the classification
and prioritization of defective modules. As such, we structure our experiments

to address the following two research questions:

1. RQ1: Do sampling methods improve defect classification? Yes,
we observe a clear distinction between prediction performance (pd, pf and
G-mean) for models trained on resampled data and models trained on
default data based on the large and significant effect sizes obtained. Our
results show that existing sampling methods could help in classifying all

defective modules.

2. RQ2: Do sampling methods improve defect prioritization? No,



6.2. Related Work 61

Brunner’s statistical test [17] results obtained on the AUC performance
values show that, prediction models trained on resampled datasets could
not outperform models trained on the default datasets. The effect sizes
computed from Cliff’s method with Hochberg’s method [17] were insignif-
icant indicating that existing sampling methods cannot improve the pre-

diction of defect-proneness itself.

The experimental results show that all sampling methods significantly improved
the G-mean and pd performance values whilst they increased pf for all predic-
tion models with large effect sizes. Sampling methods had no statistical and
practical effect on the AUC values. None of the sampling methods studied
could concurrently increase pd and decrease pf. We encourage the use of sam-
pling methods only for defective modules classification and not prioritization.
To help improve defect prioritization, sampling methods which could concur-
rently achieve low pf and high pd is needed. Overall, the simple RUS method
outperformed the complex SMOTE and it’s variants. We thus recommend the

use of RUS when large data samples of a particular project exist.

6.1.1 Chapter Organization

The organization of this chapter is as follows. Section 6.2 reviews some previous
studies on the application of sampling methods for defect prediction. Section
6.3 presents a brief background description of the sampling methods and the
effect size measure used for the experiments and in Section 6.4, we describe the
experimental methodology, data processing steps and performance evaluation
measures. The empirical results and analysis is presented in Section 6.5. Further
analysis and discussions together with the threats to validity are presented
in Section 6.6 and conclusion and discussion of future works are presented in

section 6.7.

6.2 Related Work

The problem of class imbalance makes it challenging to conduct experiments
with datasets in the field of software defect prediction. Few studies have con-
sidered the effects of class imbalance and how to alleviate this issue in software
defect prediction.

Kamei et al. [59] were the first to suggest the use of sampling methods as a

preprocessing technique for SDP. They experimentally evaluated the effects of
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four sampling methods (ROS, SMOTE, RUS, ONESS) on four prediction mod-
els using two sets of industrial legacy software evaluated using the Fl-value.
Sampling methods improved performance for two models (Linear Discriminant
Analysis and Logistic Regression) whilst the opposite was true for Neural Net-
works and Classification Trees. The best performing sampling method was
different among the models and datasets. The limitation of this study is that
they used a dataset which is not public and not readily available. Menzies et
al. [91] empirically examined several training data for defect prediction mod-
els. They studied the effects of over-, under- and micro-sampling on prediction
performance and concluded that these methods improve the information con-
tent within the training data and thus improve prediction performance. By
conducting an empirical study considering five PROMISE projects, two predic-
tion models and two sampling methods, Riquelme et al. [113] demonstrated
that sampling methods especially SMOTE does improve the AUC performance
when a fully balanced dataset was generated. Similarly, Pelayo and Dick [106]
analysed the effects of SMOTE on C4.5 prediction model using four bench-
marked datasets. They observed an improvement of at least 23% in the average
geometric mean (G-mean).

A more comprehensive study by Wang and Yao [135] investigated the effects
of different types of class imbalance learning methods comprising of sampling
method (RUS), threshold moving and boosting-based ensemble algorithms to-
gether with two base classifiers (Naive Bayes and Random Forests). Using three
evaluation measures and 10 PROMISE datasets, all methods improved perfor-
mance. However, AdaBoost.NC, the ensemble technique had the best overall
performance.

Our recent study [9](Chapter 5) investigated the effects of sampling ap-
proaches on effort-aware prediction models. We conducted an empirical com-
parisons among 10 effort-aware models trained on 10 manually extracted open
source software projects after resampling with four data sampling approaches
and evaluated these models using the effort-aware measure Norm(Popt). Re-
sults showed that ROS outperformed the SMOTE approach and no sampling
outperformed RUS when the dataset is highly imbalanced that is, has percent-
age of fault-prone modules (Pfp) less than 20%.

Most of these previous studies consider very few sampling methods for their
comparative studies (e.g. [106, 113]) and fail to perform statistical tests and
effect size computations to aid conclude the efficiency of these methods on the
prediction models. Benefits of using statistical test especially robust ones for

evaluating software engineering empirical results were reported in the recent
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work of Kitchenham et al. [64]. They argue that these robust statistical test
are very necessary given the fact that most real world data for software engi-
neering experiments are either skewed, heavy-tailed or have unstable variances
and could heavily impact the results produced from these datasets. The authors
recommended non-parametric methods such as Brunner’s test for statistical sig-
nificance and Clift’s delta for effect size computation.

This study builds on and extends previous studies [59, 106, 113] by investi-
gating additional oversampling approaches and using more prediction models.
However, this study differentiates itself from [106, 113] in that, we use different
datasets and conduct cross-release prediction. We further statistically evaluate
the performance of the models trained on these resampled datasets to examine
if the improvements were significant or not using robust statistical test recom-
mended by Kitchenham et al. [64].

6.3 Background

In this section, we present a brief description of the sampling methods and the
effect size metric adopted and used in our experiments. These methods are
selected because they are the most commonly used in several defect prediction

studies.

6.3.1 Data Sampling Approaches

Data sampling approaches are mostly considered as preprocessing procedures
which are applied to imbalanced datasets by either increasing or decreasing data
instances (samples) so as to alleviate the class imbalance before a prediction
model is trained on the datasets. They comprise of over-sampling whereby
minority data instances are increased and under sampling whereby majority

data instances are decreased.

Random Over-sampling (ROS)

The basic and simplest form of over-sampling is ROS. This method adds more
minority instances to the datasets by randomly duplicating existing minority
instances. It provides no new information to the trained classifier and is known
to cause over-fitting. It is mostly preferred because it is easy to implement and

requires no complex algorithm.
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Random Under-sampling (RUS)

RUS decreases the number of majority instances by randomly deleting already
existing majority instances. As a simple and easy approach, the approach is
repeated until the desired sampling rate is achieved. Due to the randomness of
deleting, majority instances which provide vital information to the classifier in

clearly identifying the decision boundary could be deleted.

Synthetic Minority Over-sampling TEchnique (SMOTE)

SMOTE has been extensively applied in several defect prediction studies [113,
117]. Proposed by Chawla et al. [22], this technique over-samples the minority
class in a dataset by generating new “synthetic” samples. This technique adopts
the k-nearest neighbor approach to over-sample the minority class instances. To
generate these “synthetic” samples, each minority class sample is considered and
the new samples are introduced along the line segments that joins any of the k

minority class nearest neighbors.

Adaptive Synthetic Sampling (ADASYN)

ADASYN was proposed by He et al. [48] as an alternative over-sampling ap-
proach that focuses on the minority classes that are difficult to classify. Weights
are assigned to the minority classes and dynamically adjusted so as to reduce
the bias in the imbalanced dataset by considering the characteristics of the
data distribution. The ADASYN algorithm incorporates a density distribution
in automatically deciding the number of synthetic samples needed for each mi-
nority class instance resulting in unequal data samples being generated for each

considered minority data instance.

Borderline-SMOTE

As a modified version of the SMOTE technique, this method proposed by Han et
al. [44] mainly focuses on the harder-to-classify minority instances found on the
border-line of a classifier. By adopting the K-nearest neighbor technique, mi-
nority data instances with more than a specified k-nearest neighbors of majority
instances than minority instances are labeled and considered for over-sampling.
The SMOTE technique is subsequently applied to the labeled instances. A ma-
jor advantage of this method is the strengthening of the borderline between the

majority and minority class samples.
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TABLE 6.1: Summary of selected 20 Imbalanced datasets extracted from
PROMISE data repository

Project Short Version A Version B

Name Name Release Module # Defects Pfp(%) | Release Module # Defects Pfp(%)
Antl ANT1 1.3 125 20 16 1.4 178 40 22
Ant2 ANT2 1.5 293 32 10.9 1.6 351 92 26.2
Camell CAM1 1.0 339 13 3.8 1.2 608 216 35.5
Camel2 CAM2 1.4 872 145 17 1.6 965 188 19.5
Forrest FORR 0.7 29 5 17.2 0.8 32 2 6.2
Ivy VY 1.4 241 16 7 2.0 352 40 114
Jedit JEDIT 4.2 367 48 13.1 4.3 492 11 2.2
Synapse SYNA 1.0 157 16 10.2 1.1 222 60 27
Xalan XALA 2.4 723 110 15.2 2.5 803 387 48.2
Xerces XERC 1.2 440 71 16.1 1.3 453 69 15.2

6.3.2 Effect Size

Any indicator that measures the magnitude of a treatment effect is referred
to as an effect size. Usually, the p-values obtained from statistical significance
tests are affected by the sample size [130] hence, the need for effect sizes which
provide a more practical significance and objective measure of the experimental
effect, regardless of the statistical significance of the test statistics used |64,
83]. Effect sizes provides an appropriate evaluation measure for determining
the magnitude and importance of the statistical results obtained [122]. The
benefits of effect sizes has been extensively reviewed and reported by Tomczak
and Tomczak [130]. Cliff’s delta (0) [25, 141] has been reported to outperform
other effect size metrics such as Cohen’s d and Hedges g statistics [70]. Cliff’s
method with Hochberg’s method proposed by Brunner et al. [17] for controlling
multiple tests was adopted for computing the effect sizes in our study. This
method was recently recommended by Kitchenham et al. [63] as a more robust
and appropriate choice for non-normal data since it is reliable when ties do exist

within the data. The method, related to Cliff’s delta uses the midranks (R)
of the treatments to calculate the test metric (p—hat(?)) which represents the
effect size and can be used to compute the delta value (g) A p-value is also
produced which helps indicate if the effect size is statistically significant or not.
The mathematical definitions of the effect size metric adopted for this study are

presented as follows:

J =1
P= l(R —R)+1 (6.2)
TN T '
§=1-2P (6.3)
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6.4 Case Study Design

This section describes the research questions, datasets, prediction models, per-
formance measures and comparison criteria used for the study. In emulation of
real-life setting, we used two sets of project datasets for training and testing.
Detailed but simple experiments were conducted at different resampling rates
(Pfp) to aid in the examination and analyses of the effects of sampling methods

on the chosen prediction models.

6.4.1 Research Questions

Our empirical experiments are designed to address the following two research
questions:

RQ1: Do sampling methods improve defect classification?

RQ2: Do sampling methods improve defect prioritization?

As we pointed out earlier in Section 6.2, previous studies report that sam-
pling methods do improve performance of defect prediction models but the
practical effects and implications of theses sampling methods are mostly not
reported. Jiang et al. [51] reports that the type of evaluation measure used for
performance assessment of prediction models could have a practical value for
software engineers. They report that measures such as the G-mean, F-measure,
pd, pf and precision offer comparison of classification performance but not suf-
ficient for model selection. RQ1 adopts some of these measures to examine the
practical effects of sampling methods on classification performance on predic-
tion models. On the other hand, for more safety critical systems with very
limited resources available for verification and validation activities, graphical
model evaluation approaches such as the AUC will aid in fault resolution and
prioritization activities. RQ2 examines the effect of sampling methods on defect

prediction models for software verification and prioritization activities.

6.4.2 Datasets

Twenty (20) versions of ten (10) open source software project datasets were
extracted from the PROMISE data repository. Table 6.1 shows a summary of
description of these datasets. These projects donated by Jurezcko and Madeyski
[56], and Jurezcko and Spinellis [57] were written in JAVA where a module corre-
sponds to a class. Twenty (20) static code metrics measured using Buglnfo and

ckjm! tools were extracted from each module. A non-defective module is labeled

thttp:/ /www.spinelis.gr/sw/ckjm
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TaBLE 6.2: Description of Static Code Metrics [49]

Abbreviation Description

WMC Weighted methods per class

DIT Depth of Inheritance Tree

NOC Number of Children

CBO Coupling between object classes

RFC Response for a Class

LCOM Lack of cohesion in methods

LCOM3 Lack of cohesion in methods, different
from LCOM

NPM Number of Public Methods

DAM Data Access Metric

MOA Measure of Aggregation

MFA Measure of Functional Abstraction

CAM Cohesion Among Methods of Class

IC Inheritance Coupling

CBM Coupling Between Methods

AMC Average Method Complexity

Ca Afferent couplings

Ce Efferent couplings

CC McCabe’s cyclomatic complexity

Max(CC) Maximum value of CC methods of
the investigated class

Avg(CCQC) Arithmetic mean of the CC value
in the investigated class

LOC Lines of Code

Bug Number of detected bugs in the class

as zero and defective modules are labeled with the number of bugs present in
the module. Table 6.2 presents the static code metrics. Previous or old release
datasets (version A) were used as the train datasets whilst the latest or newer
releases (version B) were used as the testing datasets. The datasets selected
consist of very low and high imbalanced ratio or percentage of fault-prone mod-
ules (Pfp) with the training datasets having a Pfp ranging between 3.8-17.2%.
These datasets have also been widely used in several empirical studies in the
defect prediction domain |10, 49, 56, 57|

6.4.3 Evaluation Criteria

Evaluation of the predictive models are done considering the confusion matrix
(Table 6.3). From the table, TP is the number of true positives, FP is the
number of false positives, FN is the number of false negatives and TN is the

number of true negatives. We use Recall (pd ), AUC, Geometric-mean and pf.
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TABLE 6.3: Confusion Matrix for two-class classification problem

Predicted Positive Predicted Negative

Actual Positive TP FN
Actual Negative FP TN
Recall(pd) = TPJJ——PFN (6.4)
b= (65)
g mean = \/TPZPFN i TNTJJFV FP (6.6)

These measures are known to be stable for evaluating performance of prediction
models on imbalanced datasets and ranges between the values of 0-100%. Recall
(pd ) measures how much of the defective modules were actually detected. A
higher pd denotes better performance. Probability of false alarm (pf) measures
the rate of predicted modules that were non-defective or wrongly predicted as
defective. A low or zero value for pf implies a better prediction model. For a
highly imbalanced dataset, the Geometric-mean (G-mean) proposed by Kubat
and Matwin [71] is preferred as it considers both the pf and pd values and does
not value one measure over the other. Measures such as precision and F-measure
were excluded since precision has been refuted by Menzies et al. [92] because
they are unstable for highly imbalanced datasets. We also use the AUC measure
because it does not sacrifice one class over the other and optimally handles the
tradeoffs between the true and false positive error rates. The mathematical

definitions of pd, pf and G-mean measures are presented in equations 4-6.

6.4.4 Experimental Setup

For the experiments, implementation of the ROS, RUS, SMOTE resampled
datasets, all prediction models construction and evaluations were executed using
the open source statistical processing tool, R [129]. The library packages WRS
[140] and Caret |72] were used for the statistical tests and prediction model
construction respectively. The ADASYN and Borderline-SMOTE generated
datasets were implemented following the instructions given by the authors using
MATLAB tool. We use all features or metrics for each training dataset as
suggested by Menzies et al. [88] . For this study, five prediction models (Table
8.2) widely used in defect prediction studies |75, 81| were chosen. The parameter

configurations for each of the prediction models are also presented in Table
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8.2. We considered the Random Forests [75], C4.5 decision tree [111], K-NN
algorithm [26], NNET [60] and SVM [144]. It should be noted that we predicted
the presence of bugs in a module and not the number of bugs in a module. The
experiments conducted are described below.

We examined the performance of the defect prediction models when the 5
different sampling methods as described in Section 6.3.1 are applied to each
project data at different Pfp rates (default, 20, 30, 40, 50) to create 5 inde-
pendent training data. The default value indicates that no sampling method is
applied and will be represented as NOS in our experiments. We stop resampling
at 50% because our pilot experiments shows that application of sampling meth-
ods above 50% could cause serious over-fitting and RUS could totally deplete
the training data. Considering 10 test and 10 training datasets, we conducted 10
cross-project experiments per each Pfp making 50 experiments for each predic-
tion model in all for each sampling method. After obtaining the training data, a
10-fold cross validation method is applied during the model construction. This
method ensures that for a particular model training, the dataset is split into
10 folds where 90% of the dataset is used for training and the remaining 10%
is used for testing. It is iterated until all folds in the dataset have been used
once as a test dataset. After model training, the model is tested on the sepa-
rate test data sets (version B) and evaluated using the performance measures
discussed in Section 8.3.3. Algorithm 1 presents the procedure followed for the
experiments. From the algorithm, steps 1 to 3 initializes the parameters used
for the experiment. These include the input variables such as the source and
target data, sampling methods, prediction models and Pfp rates. The process
continues from step 4 through to step 17 where the classifiers are constructed
on the resampled or modified training data (P,s,) and then tested on the test
data. For both SMOTE and ADASYN, we set k=5 as used by the original
authors of these approaches [22, 48|.

6.4.5 Performance Comparison

We compare the results of the performance measures of each prediction model
on the original unmodified dataset (simple predictors) and the resampled data
(advanced predictors). A superior sampling method should produce better re-
sults on the prediction model, notwithstanding the performance measure used.
Sampling methods generating high values for pd, G-mean, AUC and low value
for pf is thus preferred. We adopted the win-tie-loss statistics, one of the most
prevalent statistical evaluation method used in several Software effort estimation

studies [66, 68]. This procedure performs the statistical test by name Brunner’s
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TABLE 6.4: Predictive Models and their hyperparameter configurations

Model Overview Hyperparameters
C45 J48 Decision ¢ ={0.05,0.1,0.2,0.3,0.4,
' Tree 0.5,0.6,0.7}
3-layer Neural o -
NNET Network size = {4,..,28}, decay = {0.1,0.2}
Support Vector o6 10
SVM Machine c={27°....29}
R Random Forest mtry= { 10, 50,100, 200, 250,500,
1000}
K-Nearest  rox
KNN Neighbor c ={2%(0,......,7) + 1}

test [17] to find the significant differences in the performances of the models.
This test is known to be more robust in comparison to other non-parametric
tests [64]. Three counters by name wins, ties and losses are initially set for each
predictor. For two pairs of selected predictors (combination of prediction model
and sampling method), the statistical test is performed across all datasets for
each performance measure and the win, tie or loss value is reported based on the
significance value (p < 0.05). If the performance distributions of 2 predictors are
not significantly different, the ties counters of both predictors are increased by
1; otherwise the wins counter of the significant predictor is increased by 1 and
the losses counter of the other predictor also increased by 1. Lastly, we com-
pute the effect size if a predictor is significant and outperformed other predictors
using Cliff’s method with Hochberg’s method proposed by Brunner et al. [17]
(Section 6.3.2). The rationale behind Cliff’s method is "What is the probability
that a random observation from the set of simple predictors is greater than an
observation from the set of advanced predictors?". The p-value obtained from
this method helps indicate if the effect size computed is statistically significant
or not. We interprete the effect sizes using the proposed magnitude labels of
Kraemer and Kupfer [69] - small (0<=0.112), medium (0.112>;5\<O.428) and
large (g>:0.428).

6.5 Case Study Results

We present the prediction results of sampling methods applied to the dataset
at different Pfp rates. Due to space limitation, the results are visualized using
quartile charts. The charts are generated for each performance measure, Pfp
rate and prediction model by sorting the performance values for all data sets

to isolate the median, lower and upper quartiles. Figure 6.1 shows the quartile
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Algorithm 2 Outline of Experiment

Procedure Begin

1.

10.

11.
12.
13.
14.
15.
16.
17.
End

For source projects Pouree (Old version)={P; , . ., P,, } and target projects
Qtest(New version)={Q, , . ., Q; }, repeat

. Initialize pf, pd, auc, g-mean = &; sampling=[SMOTE, ADASYN,

BORDERLINE-SMOTE, ROS, RUS|;

. Initialize p f p=|default, 20, 30, 40, 50]; learner=[C4.5, SVM, KNN, NNET,

RF] ;

. for j =1, ..., length(Psource) do

Select each train data Pjand its respective test data Q;
for k =1,...,length(sampling) do
for i =1,...,length(pfp) do

Generate modified dataset (P,ppu) from Pgouree  where Pprp —
resample(P;, sampling[k]|, pfpli]);

for | =1, ..., length(learner) do

Train classifier learner; on modified data P,y using 10-fold cross-
validation

Classify data points in Q; using the classifier learner;
Compute: pf, pd, AUC, G-mean for each classifier learner;
end for
end for
end for
end for

until Py, is empty (i.e., the training data is exhausted)

charts of performance values for each sampling method and prediction model

across all datasets. From the performance results in Figure 6.1, the median is

represented by a solid dot and the 25th and 75th percentiles are represented

by vertical lines. In this figure, we compare the performance of the prediction
models on the default dataset (NOS) with the resampled datasets. To sta-
tistically evaluate the effects of applying sampling methods on the prediction

performance, we extract the total count of losses from the win-tie-loss statistic
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FiGure 6.1: Quartile charts of performance values for all sampling techniques on
different Predictive Models at different (Pfp) values across all ten Static metrics
datasets.

procedure explained in Section 6.4.5. Using this statistical procedure, we com-
pared the prediction performance value between prediction models trained on
NOS datasets (simple predictor) and prediction models trained on each sam-
pling method applied to all datasets (advanced predictors) across 4 (20,30,40,50
%) Pfp rates. The total losses generated across all datasets for each prediction
model and performance measure is presented in Table 6.5. For a record in
the table, the minimum loss is 0, which either indicates a predictor was never
outperformed by its respective predictor being compared, and the maximum
losses is 4 indicating the predictor lost across all 4 Pfp rates. Records with the
lowest or zero losses indicate better performance. For more practical results,
we present the effect sizes computed for each pairwise comparison between the
simple predictor and each other advanced predictors in Figure 6.2. Similar to
the win-tie-loss statistic procedure, we compute the effect size per each perfor-
mance measure across all 4 Pfp values. If the effect size was significant based on
the p-value, we report the magnitude of significance based on magnitude labels
of Kraemer and Kupfer [69]. Based on the results presented in the Figures and

table, we answer the following two research questions.

RQ1: Do sampling methods improve defect classification?

In this section, we measure classification performance using G-mean, pd
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TABLE 6.5: Performance in terms of losses aggregated across four Pfp values

on the 10 datasets. Lower losses values indicates higher performance. Records

highlighted in light gray indicate that application of sampling methods results in
better performance whilst those in dark gray indicate otherwise.

PERF MODEL TOTAL LOSSES
NOS ADASYN NOS BSMOTE NOS ROS NOS RUS NOS SMOTE
C4.5 0 0 0 0 0 0 2 0
KNN 0 0 0 0
AUC NNET
SVM
RF
C4.5
KNN
GMEAN NNET
SVM
RF
C4.5
KNN
PD NNET
SVM
RF
C4.5
KNN
PF NNET
SVM
RF
Total Losses 23 14 20 14 23 19 33 15 22 14
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Ficure 6.2: Performance plots for the effect sizes computed for each sampling
methods compared to the no sampling method on different prediction models across
all ten cross-project datasets per each Pfp values.
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and pf evaluation measures. From Figure 6.1, all sampling methods have an
impact on the performance values of the models. It is evident that sampling
methods performed better than no sampling across all prediction models except
SVM with regards to the G-mean and pd performance values. With no sampling
(NOS) as the baseline, all sampling methods had positive impacts on the predic-
tion models except the ROS where it had a negative impact on the SVM model
regarding the G-mean and pd values. However, the pf values were consistently
high with the application of sampling methods. For statistical significance, we
observe from Table 6.5 that for all performance measures except pf, application
of different sampling methods did improve performance. On rare occasions did
NOS outperform the other sampling methods. The losses are mostly reduced
to a 0 or 1 after applying sampling methods. The large differences in the total
losses after applying sampling methods across all performance measures indi-
cates the positive influence of sampling methods. Several large effect sizes were
observed for the G-mean and pd evaluation measures across most prediction
models (Figure 6.2). The sampling methods had large and positive impacts on
the KNN, NNET and SVM models as the Pfp rate increased. We can con-
clude based on the statistical and practical significance that applying sampling
methods on prediction models does improve the classification performance of

prediction models.

Summary: Application of sampling methods improved the G-mean and pd
performance measures of prediction models and were statistically significant
with large effect sizes in comparison to prediction models trained on datasets

with no sampling method applied. Existing sampling methods can properly

set the threshold between buggy and clean groups

RQ2: Do sampling methods improve defect prioritization?

From Figure 6.1, for most of the prediction models, the AUC performance
values of NOS prediction models seem to be no different from prediction mod-
els trained on datasets with sampling methods applied. The pf values were
consistently low for the NOS models. The statistical tests results presented in
Table 6.5 show very few losses even after applying sampling methods to the
prediction models for the AUC measure. NOS significantly outperformed all
sampling methods across all models regarding the pf performance measure.
RUS and ROS produced the worst and significant increase in pf.

The effect size results (Figure 6.2) for the pf measure indicates that appli-

cation of sampling methods on prediction models does increase the false alarms
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(pf) significantly since the effect sizes computed were large. From the figure, it
was observed that all results obtained excluding one (RUS on SVM at Pfp of 50)
were not practically significant when evaluated with the AUC measure. Appli-
cation of sampling methods cannot improve the prediction of defect-proneness
due to the high pf values making it difficult for engineers to rank and choose

the top-n ranked modules for testing purposes.

Summary: Application of sampling methods significantly increased the pf
performance values of prediction models with large effect sizes and had no
significant effect on the AUC performance value in comparison to prediction

models trained on datasets with no sampling method applied. Sampling

methods do not significantly improve the detection of defective modules.

6.6 Discussion

Practical Implications of Results: Our empirical results show the positive
effects sampling methods have on prediction performance. With models trained
on resampled datasets statistically outperforming the models trained on default
dataset with regards to the G-mean and pd, it implies that most or all defec-
tive modules are correctly classified. However, with the high pf values, these
modules will be contaminated with non-defective modules. Sampling methods
are useful for Engineers/SQA teams that wish to classify faulty/clean modules
so as to test all faulty modules.

With insignificant AUC results and high pf values produced by prediction
models trained on resampled data, existing sampling methods are not useful
to prioritize modules for quality assurance activities (such as testing and code
review). Engineers/SQA teams that wish to pick top n% faulty modules for
testing will struggle to select those faulty modules due to the contamination of
non-defective modules in the obtained results.

Comparisons with past findings: We revisited some previous studies and
compared our findings to theirs. Riquelme et al. [113| reported that SMOTE
does improve the AUC performance of prediction models. Our findings from
Figure 2 does show some performance changes with respect to the AUC values
but after conducting statistical tests and effect size computations, our results
however reveals that although some sampling methods had significant AUC

values, the effect sizes computed were impractical or insignificant across all
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models. We can thus conclude that evaluation of prediction models using the
AUC measure is not affected by the sampling methods.

Compared with previous work, our results agree that sampling methods
does improve prediction performance values of G-mean and pd values. Simple
methods such as the ROS and RUS had very positive influence on all prediction
models and could be used for fast computations. The results obtained with
statistical significance from this experiments clearly shows the positive impacts
sampling methods do have on prediction models and does reinforce that of
previous studies [59, 106]: the use of resampling approaches does improve the
classification performance compared to not using resampling approaches. With
large effect sizes obtained for the G-mean and pd values, we recommend future
software prediction studies to consider using sampling methods for classification
purposes.

Threats to Validity As an empirical study, there are several potential
limitations. We discuss below the internal and external threats to validity of
the study. Conditions under which the experiments were performed relates
to the internal threats to validity. The configuration parameters chosen for
each prediction model had an impact on our results. Secondly, the amount of
resampling or Pfp is a potential threat. With no agreed amount of resampling to
be used for sampling methods in literature, we used low to high Pfp rates so as
to eliminate any bias towards some datasets which are not severely imbalanced.
Considering only open source software projects with static code metrics poses
an external threat. These metrics extracted with automated softwares are easy
to collect but the results cannot be generalized to all other projects that have
different metrics apart from static code or projects in the commercial domain.
Also, the number of projects considered could have an effect on our results. We
however considered a wide range and sufficient sizes of projects and therefore
produced robust results, which we expect to be similar for other unconsidered
projects. We intend to consider commercial projects in future studies. A limited
number of prediction models were also considered. However, these are widely
used models in several defect prediction studies [106, 113]. Considering different

types of prediction models could have different implications.

6.7 Chapter Summary

The magnitude (degree and power) of the effect of sampling methods on the
classification and prioritization performances of defect prediction models has

not been established. The focus of this chapter is to investigate the statistical
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and practical significance of using resampled data for constructing defect pre-
diction models. We examine the practical effects of six data sampling methods
on performances of five defect prediction models. The prediction performances
of the models trained on default datasets (no sampling method) are compared
with that of the models trained on resampled datasets (application of sam-
pling methods). To decide whether the performance changes are significant or
not, robust statistical tests are performed and effect sizes computed. Twenty
releases of ten open source projects extracted from the PROMISE repository
are considered and evaluated using the AUC, pd, pf and G-mean performance
measures. Results: There are statistical significant differences and practical
effects on the classification performance (pd, pf and G-mean) between mod-
els trained on resampled datasets and those trained on the default datasets.
However, sampling methods have no statistical and practical effects on defect
prioritization performance (AUC) with small or no effect values obtained from
the models trained on the resampled datasets. Existing sampling methods can
properly set the threshold between buggy and clean samples, while they cannot
improve the prediction of defect-proneness itself. Sampling methods are highly
recommended for defect classification purposes when all faulty modules are to

be considered for testing.

6.7.1 Concluding Remarks

The purpose of this chapter was to investigate the statistical and practical signif-
icance of using resampled data for constructing defect prediction models. Em-
ploying five different sampling techniques, we analyzed the performance of these
sampling methods on prediction models evaluated with four different measures.
There is an interesting relation between the choice of evaluation measure and
the sampling method used. Evaluation measure that do not rely on the confu-
sion matrix like the AUC was not influenced by the sampling method whilst the
converse was true for those computed from a confusion matrix. Sampling meth-
ods had a significant and positive influence on prediction models when evaluated
with the G-mean and pd performance measures. Effect sizes computed for the
pairwise comparison between the simple predictors (models with no sampling
method) and advanced predictors (models with sampling methods) were very
large implying the importance of sampling methods in improving the classifica-
tion performance of prediction models. Consequently, these sampling methods
also significantly increases the pf which is very undesirable and impractical
for defect prediction studies. The use of sampling methods for prioritization

purposes is thus not recommended.
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The sampling approaches studied could not achieve high pd and low pf si-
multaneously. An increase in pd leads to an increase in false alarms. The
performance of the sampling methods were heavily influenced by the rate of
sampling (Pfp). In the next chapter, we examine the drawbacks of these sam-
pling approaches and propose a novel oversampling approach that achieves high

pd and low pf simultaneously.



79

Chapter 7

MAHAKIL: Diversity based
Oversampling Approach to

Alleviate the Class Imbalance Issue

1in Software Defect Prediction

7.1 Introduction

Software defect prediction models can conveniently identify software modules
or classes that are more likely to be defective [88, 135|. Accurate prediction
helps prevent defects by suggesting that developers focus more on these mod-
ules or classes to efficiently prioritize and allocate the limited testing resources
to them. The accuracy of the prediction models are often hindered by the
imbalanced nature of the datasets |9, 40|, in which there are naturally fewer de-
fective classes than the non-defective classes [34, 124, 135]. The main problem
is that common prediction algorithms assume that the classes in any dataset
are equally balanced [139, 145]. Thus, models trained on imbalanced software
defect datasets are generally biased towards the non-defective class samples and
ignore the defective class samples [110]. Consequently, the class imbalance is-
sue is well-recognized as one of the major causes of the poor performance of
software defect prediction models [4, 43]. Accordingly, a considerable body of
research |59, 106, 124| has sought to alleviate this problem in the past decade.

The prevalent approach to solving the problem of class imbalance is to use
data sampling techniques. To date, most of the data sampling approaches
are synthetic based [6, 22, 44, 48]. The most popular among them being the
Synthetic Minority Over-sampling Technique (SMOTE) [22|, whereby new syn-
thetic or artificial data samples are intelligently introduced into the minority

class samples. These synthetic methods tend to introduce some bias towards
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the minority class, thus improving the performance of prediction models on the
minority class.

Notwithstanding the positive effect that these synthetic methods have on
classifiers, Barua et al. [6] argued that synthetic methods such as SMOTE
and the Adaptive Synthetic Sampling Approach (ADASYN) [48]| erroneously
enlarge the minority class region. This leads to many majority class samples
being misclassified by a classifier because synthetic samples are accidentally
introduced into the region of the majority class. These approaches also gener-
ate data samples that are non-diverse and sometimes very similar to existing
samples because they consider only nearest neighbor samples.

Similarly, Wong et al. [143] noted that SMOTE causes over-generalization
and leads to a similar problem introduced by cross-company defect prediction
which is mainly the increase in the false alarm rate (pf) [133] whereby non-
defective modules are wrongly classified as defective. Our recent study [11]
also confirmed the findings by Wong et al. [143]. A high pf implies that more
effort is unnecessarily allocated to inspect those wrongly classified modules.
In agreement with Barua et al. [6] and Wong et al. [143], Hang et al. [45]
concluded with respect to anomaly detection that SMOTE increases pf despite
the significant increase in classification accuracy. The problem of a high pf
in highly imbalanced defect datasets was discussed in detail by Menzies et al.
in [92]. Menzies et al. suggested high recall (pd) and low pf as the more
stable performance measures for prediction models trained on highly imbalanced
defect datasets. As such, data re-sampling approaches that result in high pf are
undesirable.

In this Chapter, we propose a novel resampling technique that achieves both
a high pd and a low pf simultaneously. We believe that this can be achieved
by generating as much diverse synthetic data as possible restricted within the
region of the minority class. When the oversampling approach generates syn-
thetic samples that are widely distributed but appropriately reside within the
decision boundary or region of the minority class, the pf can be conveniently
reduced without sacrificing the overall performance.

Our proposed oversampling technique takes inspiration from the field of biol-
ogy by considering how diverse populations of humans or living organisms differ
although they are of the same species. This phenomenon is explained by the
Chromosomal Theory of Inheritance [126], which justifies how offspring inherit
traits from their parents by obtaining chromosomes from each parent in equal
quantity. The proposed technique named MAHAKIL (oversampling based on

the theory of inheritance and the Mahalanobis distance), increases the diversity
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within the minority class by uniquely creating new synthetic minority instances
based on a "typical" case (having a small diversity measure distance value) and
an "atypical" case (having a large diversity measure distance value) so that the
resultant instance becomes not too typical and not too atypical. The proposed
technique offers several benefits over the other complex and conventional tech-
niques. The over-generalization problem is alleviated by this technique because
the newly generated samples are evenly distributed within the data and au-
tomatically induced to reside within the boundary and region of the minority
class samples. Generating data instances from two dissimilar instances ensures
that over fitting is avoided because this technique does not generate duplicated
samples, thus in effect increasing the diversity within the resampled dataset.
We conducted empirical experiments to systematically show the performance
of MAHAKIL in comparison to four common over-sampling approaches: Ran-
dom Over-Sampling (ROS), SMOTE, Borderline-SMOTE and ADASYN using
20 imbalanced defect datasets from the PROMISE repository ! and considering
five classification algorithms evaluated on the resampled datasets. Based on
robust Brunner statistical test and win-tie-loss statistics, our results show that
MAHAKIL significantly improves the recall(pd) performance and reduces the
pf for all five models over SMOTE, Borderline-SMOTE, ADASYN and ROS.

7.1.1 Chapter Organization

The organization of this paper is as follows. Section 7.2 discusses some concerns
over the typical sampling techniques and the motivations behind the MAHAKIL
approach. Section 7.3 summarizes the chromosomal theory and its application
to synthetic data generation. In Section 7.4, a detailed description of the MA-
HAKIL approach and its main components are presented. In Section 7.5, we
describe the experimental methodology and performance evaluation measures
used to validate our approach. The experimental results are presented in Sec-
tion 7.6 and Section 7.7 discusses the impacts of our findings and the limitations

of our study. Finally, a summary of the study is presented in Section 7.8.

7.2 Motivation

Synthetic oversampling methods such as SMOTE [22], Borderline-SMOTE [44]
and ADASYN [48] share similar procedures for generating synthetic data. These

methods use the k nearest neighbor (k-NN) technique to aid in selecting similar

Thttp://openscience.us,/repo/
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neighbors for oversampling. These techniques select the data instances that are
the nearest neighbors or very close to the data instance under consideration
with respect to their Euclidean distance values. However, selecting only data
instances that are very close (neighbors) poses the potential challenge of gener-
ating less diverse data points. For example, when k=1, two very similar parents
are selected, thereby generating data instances that are mere duplicates of the
parents. This is almost the same as the ROS approach, which simply duplicates
existing data instances and thus provides no new information to the classifier
during training. The minority class boundary can also be accidentally widened
by the conventional k-NN methods when data instances on the boundary are
considered for oversampling. From Figure 7.1 (b), most of the new data in-
stances generated tend to fall outside the previous minority decision boundary

and fall in the region of the majority class when data point C' is considered.

— Majority class % Minority class s New synthetic data
- ey
—\Ex T T
(a) before resampling (b) after resampling (c) ideal resampled data

Ficure 7.1: Effect of sub-clusters of unequal or small sizes on the class imbalance
problem; (a) the estimated decision boundary (dashed line) does not approximate
the ideal or true decision boundary (solid line); (b) generating synthetic minority
data without considering the position and distance of the nearest neighbors from
the minority example (e.g. data point A) creates near duplicated or erroneous data
and widens the estimated decision boundary; and (c) the ideal diverse data after
resampling ensuring that the estimated and true decision boundaries are almost
equal

Lastly, if the minority class samples comprise several sub-clusters of unequal
size (intra-class imbalanced), generating synthetic data using the conventional
k-NN methods such as SMOTE will only increase the size of the sub-clusters
because each generated data instance will fall into a specified cluster. There-
fore, these samples worsen the intra-class imbalanced problem. Figure 7.1 (a)
displays an example of small and fairly dense subsets of samples within the
minority class samples. If data points A and B are considered for the over-
sampling, all new generated data points will fall within their respective clusters
if the synthetic methods that use k-NN methods are applied. The estimated
decision boundary (dashed line) can be largely induced towards the dominating
sub-clusters (i.e., cluster of A) and will not approximate as expected with the
ideal or true decision boundary (solid line), as observed from Figure 7.1 (a).

Moreover, an “empty space” between the major clusters will not be filled with
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data because all new data samples generated fall within a cluster. The ideal
resampled data are presented in Figure 7.1 (c), where the newly generated syn-
thetic data are diversely spread and induce the estimated decision boundary to
almost equal the true decision boundary.

These examples demonstrate that sampling methods based on the k-NN
method are still deficient and are sometimes inappropriate for certain disparate
scenarios of defect prediction. They can generate identical or duplicate data
points and worsen the intra-class imbalanced issue. As noted by Barua et al.
[6], these problems occur because these approaches select all k nearest neighbors
with no regard to the position and distance of these neighbors from the data
point under consideration. They thus generate erroneous samples and widen
the region of the minority class. The determination of k£ in advance also poses

a challenge for these methods.

7.3 Chromosomal Theory of Inheritance and Di-

versity

According to elementary biology and genetics, genes, the basic unit of heredity
are located on the chromosomes and are passed on to children in equal amount
with half from both parents during fertilization of the gametic (egg and sperm)
chromosomes . This theory known as the Chromosomal Theory of Inheritance
was proposed in 1902 by Walter Sutton and Theodor Boveri [126]. The the-
ory implies that new offspring receive 50% of chromosomes from each parent,
thereby making the new offspring similar to both parents and at the same time,
unique from both parents. To maintain diversity within species, the sex(gender)
of the species is of great importance because it helps in selecting two opposite
members that can reproduce. The natural process of reproduction involving
chromosomes can be defined as follows. Two different sets of chromosomes pop-
ulation M = (mq, ma, M3, .o....... my) and F' = (f1, fa, fa, oo f,) are created
with the same size q. Each chromosome ¢ = (¢j1, ¢jo, ¢jg, oovvnnnnn. ¢jp) represents
a p-dimensional vector comprised of genes, where cj; is the kth gene value (k=
1, 2, ...,p) of the jth chromosome (j= 1,2, ....,q) in each of the populations. A
new offspring is produced when two chromosomes, one from each set are com-
bined with each parent randomly contributing half of the genes inherited by the
offspring.

By elucidating the heredity law in animals and plants, researchers in the
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fields of biology and agriculture have extensively applied this theory and pro-
duced significant benefits. For example, improved methods for introducing new
breeds of various plants and animals have been developed by agricultural spe-
cialists [2]. This theory has also provided valuable information about the DNA
within a cell, hence facilitating the development of specific kinds of breeds in
the domain of agriculture on a more rational basis whereby breeders, for ex-
ample discard fish that are less productive and focus more on the productive
animals [39, 80]. Farmers segregate animals and plants into groups based on
their environmental and genetic features to develop (generate) specific traits in
the plants and animals. Thus, the chromosomal theory of inheritance forms
the basis of our understanding of the patterns of inheritance of many different
traits in humans and other organisms.

The underlying principles behind selective animal and plant breeding are
applied to an imbalanced defect dataset in order to generate (introduce) new
data instances of faulty modules. During selective breeding, methods such as
out-crossing, inbreeding and line-breeding [53] have been used to segregate the
populations of animals and plants. Similarly, we can rationally oversample the
faulty classes by considering a similarity measure to aid in segregating our data
samples. Based on the chromosomal theory of inheritance and by adopting the
segregation approach, we aim to develop an oversampling technique that can
generate new samples by examining the minority defective samples and merg-
ing distinct samples to produce synthetic data instances that are maximally
different from the parents and contribute to the diversity (variation) within
the minority class distribution. The proposed oversampling algorithm based
on inheritance theory is different from genetic algorithms because the software
modules are considered to be individuals and not solutions to a specific prob-
lem. Furthermore, similar to other oversampling techniques, we do not want to
lose the few minority data instances in the datasets after generating new data
instances, which is in contrast to genetic algorithms whereby parents or older

generations of parents die after generating new children data instances.

7.4 MAHAKIL - New Oversampling technique

for Software Defect Prediction

7.4.1 Overview

We exploit the challenge of the above mentioned synthetic methods in formu-

lating our novel MAHAKIL oversampling method. We take inspiration from
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Walter Sutton’s [126] chromosomal theory of inheritance by considering the
features (metrics) of the defective modules as the chromosomes. The theory
fits our objective of endeavoring to generate diverse data instances. We seek
to generate new minority instances that take features from two different data
instances but are also uniquely different and not a direct duplicate of the data
instances involved. The basic intuition is that two different instances, which are
not necessarily close in distance, can produce a new instance that is similar to
both instances. MAHAKIL aims to generate a synthetic instance that has both
peculiar and common attributes, and it involves three simple and fundamental
phases.

In the first phase, the segregation measure values for the minority samples
are computed after separating the minority samples from the majority samples.
This involves computing of the Mahalanobis distance (D?) for the minority
samples and arranging the samples in a descending order according to their D?
values. In the second phase, the ordered samples are partitioned into two bins
by using the midpoint of the distance matrix (D?) or central instance to split the
samples and sequentially assign a unique label to each member in both bins. In
the last phase, the synthetic sample is generated by finding the average of two
selected data samples (samples with same unique labels) from each partition.
Algorithm 3 presents the complete process, in which phase 1 is described in
steps 1 to 6, the second phase is from steps 7 to 9 and concludes with steps 10
to 14 for the final stage. Each component or phase is described in the following
sections.

Figure 7.2 shows MAHAKIL in greater detail. The figure shows the complete
generation of minority samples based on the number of samples required, which
are represented as levels, and focuses on the minority class samples extracted
from the whole data. In the first step, based on the Mahalanobis distance, the
first and main parents (ancestors) are found and partitioned into two groups
(node S1 and node S2) which are used to generate the set of new synthetic
samples C01. To avoid new synthetic samples penetrating into the region of
the majority class, the first parent nodes are used as the boundary such that all
subsequent children generated automatically reside within the range of the par-
ents. Each new child node with the help of its immediate parent, grand parent
or ancestor is used to generate two or more extra nodes if more data instances
are required. In step 2 (Level 0), the new synthetic node or children are included
in the next process of data generation by pairing the children with the first node
of parents (S1) and later with the second node (S2) to generate two new nodes

of children. Consequently, in the next levels, the location of the children nodes
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Ficure 7.2: Ilustration of MAHAKIL. The red and green dots represent the
minority samples with the latter representing the synthetic data generated by MA-
HAKIL.

is considered. New samples are generated by considering the immediate parent
node of each children node. If the samples generated by pairing the children and
immediate parent nodes are less than the required number of samples, the pre-
decessor nodes of the parent nodes are paired with the current/children node.
If the generated samples are still less than the required number of samples, the
process of pairing the child nodes with older generations is repeated until the
samples are sufficient (greater than or equal to the required number of samples).
From level 1 onwards, the pairing is done using the sequential labels inherited
from the immediate parents of the nodes and thus, the Mahalanobis distances
are not computed for any two samples selected for data generation. Only steps

10-14 of Algorithm 1 are invoked for all levels starting from level 0.

7.4.2 Phase 1: Diversity Measurement

To define a diversity measure for a set of minority defective samples, we initially
consider the diversity between the smallest sample set possible, which will be a
set of two defective instances. To declare two p-dimensional feature vectors in

the defective class as being the most diverse, the diversity value between them
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Algorithm 3 Overview of MAHAKIL(N, P)

Input: Dataset of minority and majority class samples N; Pfp value P
Output: Balanced dataset at a set Pfp value
Procedure Begin

1.

10.

11.

12.

13.

14.

End

Split dataset N into arrays of minority class N,,;, and majority class
Nmaj

Compute the number of additional minority classes to be generated (T)
to attain Pfp P and k = arraylength(Npn)

. Xnew: array for generated sample, initialized to 0

. Xnewenk: keeps count of number of synthetic samples generated,

Compute Mahalanobis distance (D?) for N, D? = (x — p)' 2 (z — p)
where y=mean and Y'=covariance matrix

Save D? matrix and it’s respective data samples in a decreasing order in
Nmindist

Find the midpoint or middle instance i.e. Np;q = k/2

Create two partitions from N,nase making N,,.q the last record
for partition 1 and N,4.1 the starting record for partition 2 i.e.

sz‘nl = {yl, Yervevnennnns ymz‘d} and meg = {ymid-i—l; Ymigd+2--eeereenees yk}, where
yiENmindist
. For each y;¢ N1 and y;€ Npin2, sequentially assign unique labels (I;) from
1=1............ mid
fori=1...... mid
e select instances ¥y, ¥ from N1 and Ny, where label (1) of y,, s
are same, i.e. yo(l;)==yp(l;)
e Generate a minority class synthetic sample = by average(ya, yp)
e Add z to X, and increment X,,copcnk:
end for
If Xoewene < T, pair instances in X,., with instances in each parent

bin Ny, and repeat steps 10 to 12 to create two different sets of Xj,c,;)
(7 =1,2). If still X,enenr < T, pair each set of current X, with
it’s immediate parent set and later with predecessor set (i.e., set that
contributed to generating that current set) of immediate parent and repeat
steps 10 to 12 for subsequent rounds.

If X, ewent >= T, assign all samples in X,,.,, with the label of the minority
class (defective) and add to dataset N.




Sghapter 7. MAHAKIL: Diversity based Oversampling Approach to Alleviate

the Class Imbalance Issue in Software Defect Prediction

should be very large. We measure the diversity of two data instances using
the Mahalanobis distance measure proposed by P. C. Mahalanobis [85]. This
measure is adopted because it eliminates several limitations of the Euclidean
metric. Defect datasets are known to contain noise or duplicates [40] due to the
collection process of the metrics. In this case, the use of the Euclidean distance
measure would fail to recognize the highly correlated or duplicated data samples
that provide no new information during the classifier training. As a unit-less
measure, the Mahalanobis distance measure provides a relative measure of an
instance distance or residual from a common selected point and helps identify
and detect the similarity between an unknown sample set and a known one,
which also helps in detecting outliers. This measure is preferred because of its
multivariate effect size, which considers the correlation of the dataset and is
therefore, not scale dependent. The covariance among the data samples is also
considered when calculating the distances thus, overcoming the inherent scale
and correlation problems associated with the Euclidean distance measure.
Considering two data instances or vectors of the defective class x = (1, g, X3, ..c.v....

and ¥y = (Y1, Y2, Y3y ceerrveen yn)T, the Mahalanobis distance between them is de-

fined as:

d(z,y) = \/(x —y)TS~(x — y), where S~! is the covariance matrix
We use this measure to help rank and sort the data instances according
to their distance in a decreasing order. By sorting the data, we are able to

distinguish data samples that are far or close from the central data instance.

7.4.3 Phase 2: Data Partitioning and Pairing

To avoid the problems associated with the k-NN based techniques, MAHAKIL
uses a partitional cluster approach. Based on the concept of the equal chromo-
somes from two parents established in the chromosomal theory of inheritance,
we partition or segregate the data samples into two bins based on having a small
Mahalanobis distance (typical case) and having a large Mahalanobis distance
(atypical case). Using two bins to partition the sample also results in the best
and generalized output of synthetic data after several runs of simulation exper-
iments. We believe that it is practical to use two parents because this approach
still works even when there are very few defective instances. The two parti-
tions are obtained through sorting using the middle instance found during the
ranking to partition them. All data samples with Mahalanobis distance values
higher than or equal to the middle data sample are grouped into one partition
while the second partition comprises the other data samples. Individual sam-

ples within the two partitions are sequentially labeled and then paired. Two
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instances from each bin are assigned the same label to uniquely identify two in-
dependent instances from both bins that have been systematically and orderly
paired as a "couple" (Steps 7- 9 of Algorithm 1). The pairing is done in a sys-
tematic order such that the first instances of both partitions are paired followed
by the second to last instances in sequential order. These pairs are identified
by their assigned labels. This is done to ensure that there are no overlapping
samples and that the consequent samples to be generated reside within the mi-
nority decision boundary and fill the space between the two clusters formed by

the partitioning process.

7.4.4 Phase 3: Synthetic Sample Generation

In the final phase, the synthetic samples are generated by aggregating and com-
puting the mean or average between two paired instances from each partition,
which, is then added to the original data N,,;, (steps 10 to 12 of algorithm
1). Unlike the SMOTE algorithm and A-NN based techniques, which use the
k-nearest neighbor to determine and generate a new synthetic instance, this
approach considers two instances that may not be close, as in being neighbors,
and orderly merges two unfamiliar instances by considering them as "male"
and "female" instances. In other words, based on the two partitions created in
the previous phase, the resultant instances that are generated will be distinctly
unique but related to the parents from both partitions. Maintaining an exact
order between the pair of bins ensures that the generated samples also follow
the trend of their parent instances. Thus, all of the synthetic data instances
are positioned within both bins so that no data instance falls out of the deci-
sion boundary of the minority class. This approach is beneficial because the
synthetic samples generated do not overlap in the majority region. Another
advantage of MAHAKIL over the k-NN based techniques is that, whereas the
synthetic samples generated by the k-NN based techniques tend to cluster or or-
ganize themselves in a particular group within the minority class samples, thus
providing limited information to the trained classifier, the synthetic samples
generated by MAHAKIL are evenly distributed to exhaust all possible minority
samples within the two clusters thus, providing more information to the classi-
fier. Analytically, MAHAKIL generates synthetic data samples of the minority
class within the convex hull of the minority samples. By strictly working within
the boundary of minority class, MAHAKIL ensures no data samples are created
outside the decision boundary of the minority class. Additionally, the synthetic

samples are convex combinations of well segregated parents that are dissimilar
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regarding the Mahalanobis distance measure ensuring duplicate instances are
not generated.

Based on the Pfp value, the algorithm computes the amount of synthetic
data instances to be generated and prunes other data that are generated but
not required. All data instances in the nodes or levels above the last level are
included in the final dataset. The pruning starts from the last level of data
generated by dividing the amount of data samples left to make our required
final set complete by the number of nodes on that level. The value computed
is then taken from each node on that level, which means that each node on the

last level will contribute equal amount to the final set.

7.5 Experimental Methodology

The research question we ask in this study is "Can MAHAKIL perform better
than other oversampling approaches?" The primary goal of this study is to im-
prove performance of defect prediction models trained on imbalanced datasets
using our proposed oversampling approach. Comparative experiments are con-
ducted in order to answer the research question. The performance of MAHAKIL
is compared with that of SMOTE [22], Borderline-SMOTE [44], Random Over-
Sampling (ROS), ADASYN [48| and the no sampling approach (NONE).
Below, we describe the datasets, selected oversampling approaches, predic-
tive models, evaluation metrics and statistical tests used for the study. For a
comprehensive study, the datasets chosen vary in terms of the imbalance ra-
tio and sample size. Predictive models spanning different domains of machine
learning and statistics are also applied and a further comparison is made us-
ing statistical tests to observe the statistical significance and dominance of our
sampling approach on predictive models over the other four data sampling ap-

proaches considered.

7.5.1 Benchmark Datasets

We conduct an experiment on 20 different benchmarked datasets extracted from
PROMISE Repository? which is freely available online. Jurezcko and Madeyski
[56], and Jurezcko and Spinellis [57| kindly donated the projects, which are
stored in the PROMISE Repository. The PROMISE Repository stores a collec-
tion of datasets that are commonly used by the software engineering research

community to construct predictive software models [115]. Twenty static code

2http://openscience.us/repo/
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TaBLE 7.1: Description of the Static Code Metrics [49]

Abbreviation Description

WMC Weighted methods per class

DIT Depth of Inheritance Tree

NOC Number of Children

CBO Coupling between object classes

RFC Response for a Class

LCOM Lack of cohesion in methods

LCOM3 Lack of cohesion in methods, different
from LCOM

NPM Number of Public Methods

DAM Data Access Metric

MOA Measure of Aggregation

MFA Measure of Functional Abstraction

CAM Cohesion Among Methods of Class

IC Inheritance Coupling

CBM Coupling Between Methods

AMC Average Method Complexity

Ca Afferent couplings

Ce Efferent couplings

cC McCabe’s cyclomatic complexity

Max(CC) Maximum value of CC methods of
the investigated class

Avg(CCQC) Arithmetic mean of the CC value
in the investigated class

LOC Lines of Code

Bug Number of detected bugs in the class

metrics (Table 7.1) are measured from classes or modules of these projects which
are written in JAVA. Non-defective modules are labeled as zero and defective
modules are labeled with the total number of defects present in the module.
A summary of the data sets, including the total sample size, number of fea-
tures and percentage of fault-prone modules (Pfp) or defects for each dataset,
is presented in Table 7.2. With varying degrees of sample size, features and
imbalance ratios, these datasets provide an extensive domain for the evaluation

of the sampling techniques.

7.5.2 Baselines

MAHAKIL is compared to four other common oversampling techniques and the
no sampling approach (NONE). A brief explanation of how these techniques

work is provided below.
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TABLE 7.2: Summary Statistics of Selected 20 Imbalanced Datasets Extracted
from the PROMISE Data Repository

# Release # modules # defects defects (%)
1 ant-1.3 125 20 16.0
2 ant-14 178 40 22.5
3 ant-1.5 293 32 10.9
4 ant-1.6 351 92 26.2
5 arc 234 27 11.5
6 camel-14 875 145 16.6
7  camel-1.6 965 188 19.5
8 ivy-14 241 16 6.6
9 ivy-2.0 352 40 11.4
10 jedit-4.0 306 75 24.5
11 jedit-4.1 312 79 25.3
12 jedit-4.2 367 48 13.1
13 logdj-1.0 135 34 25.2
14 pbeans2 51 10 19.6
15 redaktor 176 27 15.3
16 synapse-1.0 157 16 10.2
17 systemdata 65 9 13.8
18 tomcat 858 7 9.0
19 xerces-1.2 440 71 16.1
20 xerces-1.3 453 69 15.2

SMOTE: Proposed by Chawla et al. [22], this technique over-samples the
minority class in a dataset by creating "synthetic" samples. It over-samples the
minority class in a bid to make the dataset as balanced as possible based on
the configuration parameter values. To generate these synthetic samples, each
minority class sample is considered and the new samples are introduced along
the line segments that join any of the k£ minority class nearest neighbors.

Borderline-SMOTE: This is a modification of the SMOTE technique but
with the main focus on harder-to-classify minority class data instances, which
are referred to as borderline data instances [44] . The algorithm first finds
minority class instances that have more majority class instances as nearest
neighbors than minority class instances and applies the SMOTE technique to
such instances. This approach has the advantage of strengthening the borderline
between the majority and minority class data instances.

ADASYN: ADASYN was proposed by He et al. [48] and it assigns weights
to the minority classes and dynamically adjusts the weights in a bid to reduce
the bias in the imbalanced dataset by considering the characteristics of the data
distribution. The ADASYN algorithm incorporates a density distribution in au-

tomatically deciding the number of synthetic samples needed for each minority
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TaBLE 7.3: Classification Models and their Hyperparameter Configurations

Model Overview Hyperparameters
45 J48 Decision c
' Tree ={0.05,0.10,0.20,0.30,0.40,0.50,0.60,0.70}
3-layer Neural o -
NNET Network size = {4,..,28}, decay = {0.10,0.20}
K- Nearest  fox
KNN Neighbor c ={2%(0,......,7) + 1}
Random
RF Forost mtry= { 10, 50,100, 200, 250,500, 1000}
Support
SVM Vector c={276....21%
Machine

class sample. The learning algorithm is induced to focus on the hard to learn
(classify) examples within the minority class samples. Therefore, the samples
generated are not equal for all samples.

ROS: ROS increases the number of minority instances by randomly replicat-
ing the already existing minority class instances. A simple and easy approach
to implement, ROS has performed favorably in previous empirical studies |9,
59].

7.5.3 Experimental Design

For the experiments, we use five classification algorithms (Table 7.3) which have
been used in similar class imbalance studies [6, 78, 81] to evaluate the effect of
each sampling approach on the datasets. Conventional methods such as Neural
Networks [60], SVM [144] and the C4.5 decision tree [111] are used. We also
consider Random Forests (RF) which is are known to improve classification ac-
curacy because they grow an ensemble of classification trees and allow them vote
on the classification decision [81]. Lessman et al. [75] showed that RF was sig-
nificantly better than 21 other prediction models. KNN [26] is also used because
it is easy to implement and it classifies an unknown instance by considering its
nearest neighbors. Hyper-parameter configurations for the classification models
estimated using a 10-fold cross-validation method are presented in Table 7.3.
The training data are randomly selected using 2/3 of the sample size and
the remaining 1/3 as the testing data for each dataset. The division is done
using stratification such that the proportion of minority class distribution or
Pfp is kept intact within both the training and testing datasets. Figure 7.3
shows the steps followed for the empirical evaluation of the data re-sampling

methods for each dataset. To reduce the impact of bias caused by the random
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splitting method, the whole experiment is conducted 5 times. The results are
averaged across the independent runs and presented. The sampling techniques
are applied only to the training datasets. Because a significant number of the
projects have fewer minority samples than the number of features, we use a mul-
ticollinearity technique to eliminate features with very high correlations (>90%)
and zero-variance predictors. This helps to successfully invert the singular ma-
trices during the computation of the Mahalanobis distance for the MAHAKIL
approach.

We also consider a 10-fold cross-validation in choosing the parameters of the
validation set during the model construction on the preprocessed or re-sampled
training datasets i.e., we randomly partition the whole dataset into 10 folds of
data and use all but one for training and validating on the remaining fold. This
procedure ensures that the optimal parameters are found and selected after
validating them on each fold of data. The experiments are conducted on each
dataset after re-sampling with each over-sampling approach at different levels of
Pfp. With all datasets having a Pfp of less than 30%, we conduct three different
experiments for those datasets by applying each over-sampling approach until
the Pfp reaches 30%, 40% and finally 50%. We stop over-sampling at 50% based
on the assumption of a balanced dataset in most algorithms and also based on
the conclusion of Ahmad Abu, et al. [117]| that over-sampling to at most 50%
achieves better results.

The experiments were all conducted using R [129], an open source statistical
tool. The library packages Caret [72] and DMwR [132] were used for the model
construction and SMOTE sampling approach respectively. The ADASYN tech-
nique was implemented following the instructions given by the authors [48] us-
ing the MATLAB tool. For SMOTE, Borderline-SMOTE and ADASYN which

considers a k-neighbor value, k& was set to the default value of five.

7.5.4 Evaluation Performance Metrics

A typical defect dataset is categorized into two groups: defective and non-
defective. Conventionally, minority or defective classes are labeled as positive
and majority classes labeled as negative in a two-class problem. From the confu-
sion matrix (Table 7.4), True Positives (TP) are the number of positive samples
correctly classified as positive, False Positives (FP) are the number of negative
samples wrongly classified as positive, True Negatives (TN) are the number of
negative samples correctly classified as negative and False Negatives (FN) are
the number of positive samples wrongly classified as negative. Indicators such

as Precision, Recall or probability of detection(pd) and F-measure have also
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Imbalanced
defect data

Split data ¢
randomly

2/3 of data 1/3 of data
Apply resampling techniques
(MAHAKIL, ADASYN, ROS, SMOTE, Borderline-SMOTE)
'

e A — - @@
Training data

Training data

Resampled data at

Prediction model ——————»
different Pfp

9 folds 1 fold \
1 Optimal parameter

— —— Prediction

Output
Validation data
Compute
performance
Prediction model

Testing data

measures

Average of each
performance

measure

4

— 5 repetitions

Ficure 7.3: Framework of experiments

TaABLE 7.4: Confusion Matrix for the Two-class Problem

Predicted Positive Predicted Negative

Actual Positive TP FN
Actual Negative FP TN
TP
Recall(pd) = ———— 7.1
ccall(pd) = 75N (7.1)
FP
= - 7.2
P = TN FP (7.2)

been used to assess the performance of models on the minority class [18, 54].
Precision and the F-measure indicator which computes the harmonic mean be-
tween recall and precision are excluded from our experiment because precision
is known to be an unstable indicator for models trained on highly imbalanced
datasets [88]. We adopt the recall(pd) and pf measures for our experiment.
Recall (pd) is a measure of completeness that attains a high value of 100% if
the number of false negatives is zero. The probability of false alarms (pf) which
measures how many of the data instances that activated or prompted the detec-
tor did not actually have the defect concept [107] is also computed. A lower pf
implies that less time and effort will be required in determining the true defects.
A high pd and low pf indicate a better prediction model [88]. The evaluation
metrics used for this study are defined in equations (1) to (2) computed from

Table 7.4.
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7.5.5 Performance Comparison

To statistically evaluate and compare MAHAKIL to the other four techniques,
we adopt the win-tie-loss statistics which has been used in several empirical
studies [67, 68]. Three counters-wins, ties and losses are used to assess the
overall performance of a predictor (model*sampling technique) in a pairwise
manner for all possible pairs of predictors. By using Brunner’s statistical test
(p<0.05) [17], two predictors are compared and if the performance distributions
of the two predictors are not significantly different, the ties counters of both
estimators are increased by 1. Otherwise, the wins counter of the predictor with
a higher performance is increased and the losses counter of the other predictor
with low performance is also increased. All of the counters are summed per
the Pfp value to find the best performing predictors. Furthermore, to ascer-
tain the practical significance of the results, we compute the effect size using
Cliff’s method with Hochberg’s method proposed by Brunner et al. [17] and
recommended by Kitchenham et al. [63| as a more robust statistical test for
non-normal data. The effect sizes (g) are interpreted using the magnitude labels

(small (5<=0.112), medium (0.112>6<0.428) and large (3>=0.428)) proposed
by Kraemer and Kupfer [69].

7.6 Empirical Results

7.6.1 Overall Results

In this section, we present the results of each sampling approach on the predic-
tion models and compare the performance of MAHAKIL with ROS, SMOTE,
Borderline-SMOTE, ADASYN and No Sampling (NONE). We present the re-
sults for each sampling technique on each dataset per each percentage of fault-
prone modules (Pfp) value. For each dataset, we present the performance values
for all of the Pfp values and the prediction models in Figures 7.4 and 7.5. In
the figures, the dot plot compares the performance of each sampling method
(represented with different shapes) across the various Pfp values (represented
with different colors) per prediction model. It can be clearly seen that the
application of the sampling methods at different Pfp rates produces a better
performance than NONE regarding the pd performance values across all pre-
diction models. However, NONE has the lowest and better pf values compared
to the application of the sampling methods across most of the prediction models
and datasets.

From Figures 7.4 and 7.5, we observe the following.
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FiGure 7.4: Performance plot of the sampling techniques per each prediction
model for the pd performance metric on 20 imbalanced datasets across different
percentage of fault-prone modules (Pfp) values.

1. Across all prediction models, SMOTE and MAHAKIL consistently per-
formed better regarding the pd values than Borderline-SMOTE, ADASYN
and ROS. Their distributions were quite similar with SMOTE slightly
edging MAHAKIL.

2. SMOTE resulted in the worst pf values whiles NONE and MAHAKIL

resulted in the best pf values across all prediction models.

3. Across all prediction models and datasets, the best pd performance was

achieved when Pfp was increased to 50% for all sampling methods.

Across all models and datasets, MAHAKIL performed relatively better with
high pd and low pf values. This can be explained by the uniqueness and close-
ness or the representativeness of the new synthetic data injected into the dataset.
The models trained on the SMOTE resampled datasets resulted in the highest
mean pd but with the highest mean pf. This implies that the application of
SMOTE results in the models detecting more defective models, although this
approach is not cost effective. The results of the statistical tests conducted to

validate the results are presented in the next section.
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Ficure 7.5: Performance plot of the sampling techniques per each prediction
model for the pf performance metric on 20 imbalanced datasets across different
percentage of fault-prone modules (Pfp) values.

7.6.2

Statistical Comparison of Techniques

To investigate in detail the performance of MAHAKIL and demonstrate the

effectiveness of MAHAKIL in achieving better (significant) performance mea-
sures, we present the win-tie-loss results of MAHAKIL against those of SMOTE;,
Borderline-SMOTE, ADASYN, ROS and NONE per each Pfp for each perfor-

mance measure across all 20 datasets in Figure 7.6. Additionally, the practical

effect of the statistical results is also computed and presented in 7.6. We com-

pute the wins, ties and losses for each predictor on all datasets per each round

of experiment (i.e., Pfp value). For each Pfp rate, the win-tie-loss statistic is

presented together with the magnitude of the effect size. We observe from the
figure that the models trained on MAHAKIL resampled data significantly out-

performed most of the sampling techniques, with the Pfp increasing from 30 to

50 for both performance measures. MAHAKIL also proved to be statistically

and significantly better in terms of the pf value having atleast a win across

all of the prediction models. Most of the wins were practically significant as

confirmed by the magnitudes of the effect size. However, NONE consistently
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FIGURE 7.6: Brunner’s statistical test win-tie-loss and effect-size comparison of

MAHAKIL vs. ROS, ADASYN, Borderline-SMOTE, SMOTE and NONE across

all 20 datasets per each defect prediction model,performance measure (pd, pf) and
Pfp value (30%, 40%, 50%).

outperformed MAHAKIL achieving magnitudes of small or medium effect sizes
indicating that for the lowest pf, the no sampling method produces better results
than using the sampling methods.

MAHAKIL consistently outperformed the NONE method with significant
and practical effect sizes regarding the pd results. There were several ties be-
tween MAHAKIL and each of the other four sampling techniques regarding the
pd results across all models. From the figure, we can conclude that MAHAKIL
achieves better or comparable prediction results than the other four sampling
techniques. The results also show that for best results, MAHAKIL should be
applied at a Pfp of 50% because all of the models trained on datasets resampled
at this Pfp value produced significant and practical results.

For more details about the overall performance of MAHAKIL and to deter-
mine which predictors (combination of prediction models and sampling meth-

ods) produce the best performance, the total win-tie-loss results per Pfp value
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are reported in Table 8.4. For each performance measure, we compute the to-
tal wins, ties and losses for each predictor on all datasets per each round of
experiment (i.e. Pfp value). Each single predictor is compared with 29 other
predictors (5 models * 6 Sampling techniques - 1). We rank the results by
their total wins-losses. Out of the 58 (29*2) overall win-tie-loss comparisons
aggregated from two performance measures per Pfp value, the application of
MAHAKIL always resulted in a positive win-loss value. The models trained on
MAHAKIL resampled datasets consistently had positive wins-losses values and
were in the top half of the predictors. The models trained on data resampled
with ROS and SMOTE performed worse with the highest numbers of losses and
negative wins-losses values. Overall, the results shows that MAHAKIL clearly
outperforms all four sampling techniques and the no sampling method. All five
prediction models combined with MAHAKIL performed better than any other
combinations, with an impressive number of wins and minimum losses when Pfp
was 50%. Overall, the combination of RF and KNN with MAHAKIL produced
the best performance with the highest number of wins and few losses. Based on
the results, RF with MAHAKIL is recommended for highly imbalanced defect
datasets when a Pfp of 40 or less is applied. For a balanced dataset (Pfp of
50), the KNN prediction model combined with MAHAKIL is recommended. In
agreement with Figure 7.6, we observe that for the best results, MAHAKIL
should be applied at a Pfp of 50% because the models trained at this Pfp value

occupied the top five positions.

7.7 Discussion

7.7.1 Stability of MAHAKIL

The datasets used for the experiments vary in terms of the imbalance ratio. We
consider datasets with an imbalance ratio of less than 15% as severely /highly
imbalanced and the remaining ones as lowly imbalanced. Severely imbalanced
datasets imply that more artificial data instances will be generated compared
to the low imbalanced data when we apply the sampling methods at a specified
Pfp rate. From the pd plot in Figure 7.4, we observe that as the Pfp increases,
the pd values increase across all of the prediction models. For example, when we
consider the systemdata project, which is severely imbalanced, there are only
nine default defective instances, with the test data consequently comprising only
three instances. NONE achieves a minimum value of 0% and a maximum value
of 33% across all prediction models. The sampling methods except MAHAKIL
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TABLE 7.5: Performance in terms of wins, losses, and wins-losses aggregated from

the two performance measures on 20 datasets per each Pfp value. Higher wins(%),

wins-losses(%) and lower losses(%) indicate higher performance of the predictor.
The predictors are ordered by wins-losses.

Pfp 30 ‘ Pfp 40 ‘ Pfp 50

Model ~ Sampling Wins Losses Wins-Losses Model ~ Sampling Wins  Losses  Wins-L s ‘ Model i Wins Losses Wins-Losses
RF MAHAKIL 20 5 15 RF MAHAKIL 27 11 16 KNN MAHAKIL 34 11 23
RF NONE 26 12 14 c45 MAHAKIL 24 11 13 RF MAHAKIL 32 11 21
NNET  MAHAKIL 24 11 13 KNN MAHAKIL 26 14 12 NNET  MAHAKIL 29 9 20
RF ADASYN 19 9 10 NNET ~ MAHAKIL 23 11 12 ca5 MAHAKIL 29 13 16
c45 MAHAKIL 16 7 9 RF ADASYN 24 14 10 SVM MAHAKIL 23 12 1
RF BORDERLINE 19 11 8 RF BORDERLINE 26 18 8 RF SMOTE 21 15 6
NNET  ADASYN 19 12 7 SVM ROS 24 16 8 NNET  ADASYN 19 14 5
RF ROS 19 12 7 SVM MAHAKIL 20 14 6 RF BORDERLINE 27 22 5
SVM MAHAKIL 1 4 7 NNET  ROS 16 13 3 cas5 NONE 28 27 1
SVM ADASYN 18 13 5 RF SMOTE 19 16 3 NNET ~ BORDERLINE 18 17 1
KNN MAHAKIL 12 8 4 cas BORDERLINE 19 17 2 RF ADASYN 24 23 1
SVM ROS 12 8 4 RF NONE 28 26 2 RF NONE 28 27 1
cas NONE 27 25 2 RF ROS 26 24 2 KNN NONE 28 28 0
NNET  ROS 13 12 1 [e¥t) NONE 28 27 1 SVM NONE 27 27 0
cas5 BORDERLINE 10 10 0 KNN NONE 28 28 0 NNET  NONE 26 27 1
KNN NONE 28 28 0 SVM NONE 27 27 0 RF ROS 24 26 2
RF SMOTE 12 12 0 cas SMOTE 13 16 3 NNET  ROS 16 19 -3
SVM NONE 27 27 0 NNET ~ NONE 25 28 3 SVM SMOTE 17 20 3
cas ADASYN 9 11 2 KNN SMOTE 14 18 4 SVM ROS 16 20 4
NNET  SMOTE 17 19 2 NNET  ADASYN 9 13 1 cas SMOTE 14 19 5
ca5 ROS 8 12 4 NNET ~ BORDERLINE 12 16 4 KNN ADASYN 18 23 5
NNET  NONE 19 24 -5 SVM ADASYN 12 17 -5 KNN BORDERLINE 17 24 7
SVM BORDERLINE 7 13 6 cas5 ADASYN 15 21 6 cas5 ADASYN 18 26 -8
NNET  BORDERLINE 6 14 8 NNET  SMOTE 11 19 8 ca5 BORDERLINE 18 26 8
KNN ADASYN 6 15 9 SVM BORDERLINE 10 18 8 SVM ADASYN 1 20 9
cas5 SMOTE 8 18 -10 cas5 ROS 16 25 9 SVM BORDERLINE 13 22 9
KNN BORDERLINE 5 15 -10 SVM SMOTE 16 25 9 KNN ROS 14 24 -10
SVM SMOTE 12 22 -10 KNN ADASYN 15 25 -10 KNN SMOTE 1 22 11
KNN ROS 5 21 -16 KNN ROS 10 22 12 NNET  SMOTE 13 24 11
KNN SMOTE 4 28 24 KNN BORDERLINE 10 23 -13 cas ROS 15 30 -15

obtained a pd value of 0% across all the prediction models. MAHAKIL achieved
the highest pd value as the Pfp increased to 50%, which could be due to the
quantity of diverse and important data instances introduced into the training
data by MAHAKIL as the Pfp increased. When we consider a dataset that
is lowly imbalanced, such as pbeans2, we observe similar results regarding the
MAHAKIL method whiles the other methods except SMOTE obtain a 0% pd
value across the prediction models. We argue that our approach is more stable
and even the smallest amount of synthetic data introduced into the training
data improves the pd performance of the prediction models. Similarly, the pf
plot in Figure 7.5 shows a similar pattern to the pd plot, with the values of
pf increasing as Pfp increases. However, MAHAKIL obtains the lowest values

across all sampling methods.

7.7.2 Choice of Prediction models

The KNN and RF models achieved the best results when trained on MAHAKIL
resampled datasets. We attribute this to how these models work and the po-
sitioning of the synthetic generated samples within the minority class by MA-
HAKIL. MAHAKIL generates minority samples that are distributed within the
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sample space. Consequently, the test set’s similar instances are found in the
generated minority space more easily by these prediction models, especially the
KNN model which selects samples closer to the test instance. As an ensem-
ble method, RF is more robust against overfitting and the parameter settings
[15]. Based on the internal parameters, RF is able to compute the importance
of each predictor and choose the most informative predictor. It is also able
to measure the internal structure and pattern of the training data [77], which
makes it easy to identify the patterns of the MAHAKIL resampled datasets be-
cause the minority region is easy to identify. Lessman et al. |75] confirmed that
the RF classifier was a more effective classifier for software defect prediction
studies. Impressively, at a Pfp rate of 50%, all of the prediction models trained
on MAHAKIL resampled datasets outperformed the other sampling methods.

7.7.3 Why MAHAKIL Performs best

The findings of this study provide substantial empirical support demonstrating
that unique data instances can be generated with predetermined characteris-
tics. For all models, MAHAKIL performed relatively better with high pd and
low pf values. This can be explained by the uniqueness and closeness or the
representativeness of the new synthetic data injected into the dataset.

The performance of MAHAKIL can be attributed to the succinct and almost
uniformly spread of the newly generated samples within the boundary of the
minority class. Based on the strategy used to generate new data instances, all
"empty spaces" within the minority data are filled if more data instances are
generated which, produces diverse data instances. To demonstrate the diversity,
we compute the diversity (variety of different data instances) for each metric
in the minority class of the resampled dataset. The diversity for each metric
was computed using the Shannon-Wiener diversity index (H)[55], which is a
widely accepted metric for computing and quantifying diversity in ecological
and environmental studies. This method assigns the same weight to common
and rare species. H ranges between 0 and 5, with a higher H value implying
higher diversity and a lower likelihood of selecting two instances of the same
species, and hence less duplicates. The line plots in Figure 7.7 present the
average diversity values of the metrics for each dataset and sampling method.

We plot the diversity for the data when no sampling is applied (NONE) at
the Pfp-20 rate. For all sampling methods, Figure 7.7 shows that the diversity
within the minority class increases as the Pfp increases or more data instances
are produced. However, the diversity value of the SMOTE resampled datasets
decreases as the Pfp reaches 40%. Across all datasets, MAHAKIL achieves
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FIGUurE 7.7: Average diversity value at each Pfp for all 20 projects

the highest diversity values for all the metrics per each Pfp especially at a
Pfp of 50%. Based on these results, the success of MAHAKIL confirms that
prediction models not only require ample training data but also very relevant
and exhaustive data that contribute more information to the model. Data
quality is a very crucial issue in the domain of defect prediction and using
sampling approaches that generate less informative data tends to only worsen

the situation.

7.7.4 Threats to Validity

Threats to Validity refers to the extent to which a research study actually studies
what the researcher purports to investigate [120]. To address the observed
potential limitations in our findings, the following discusses the threats to the
construct, internal, statistical conclusion and external validity of the study as
recommended by Wohlin et al. [142].

Construct Validity

Our proposed approach assumes that defective classes can be appropriately sep-

arated into two clusters, which may not always be the case for defect datasets.
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Some defect datasets consist of several multi-clusters and even majority in-
stances mix with minority instance clusters. Restricting our technique to iden-
tifying mini clusters and working in local patches will improve the method and
reduce the pf. We leave this for future studies. The metrics considered for our
study are a potential threat to our experimental results. By using a single set
or type of metrics, we cannot generalize our results to other types of defect
metrics. Nonetheless, static code metrics are known to perform very well and
have been used in several empirical studies on defect prediction because they are
easy to collect and can be collected from any software once the source codes are
available [90]. We also acknowledge that the sampling and splitting approach
could affect the classification results. We randomly split the datasets into train-
ing (2/3) and testing (1/3) sets. Most empirical studies use this procedure for
predictive data modelling [8, 75, 127| making it an accepted approach. It would
be interesting to examine the effects of our proposed oversampling method on
cross-version datasets. However, we leave this for future studies. Because there
are no universally agreed upon performance measures for assessing the predic-
tion performance on imbalanced data, we used two different measures: Recall
(pd) and pf. Recall (pd) and pf enabled us to know the performance of the
predictors on the minority class. The assessment results for the performance of
the prediction models using the AUC and G-mean measures are provided in the
supplementary file. Other measures not used for our study are left for future

studies.

Internal Validity

Our approach is dependent on the use of the Mahalanobis distance metric. The
advantages of the Mahalanobis distance notwithstanding its use comes with
a high price. For very large data records, the computation of the covariance
matrices can be difficult to determine accurately, especially if there are a large
number of features. More memory and time resources are required because these
resources grow quadratically rather than linearly with the number of features.
These problems may be insignificant when only a few features are needed. This
challenge also affects methods based on the Euclidean distance measure and a
more advanced and time-efficient technique is required to handle the computa-
tion of covariance matrices for large dimensional features. Moreover, covariance
matrices cannot be inverted for datasets with fewer minority samples than the
number of features (singular matrix). We adopted multicollinearity techniques

to eliminate metrics with very high correlations. A generalized inverse method
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can be incorporated to compute an inverse-like matrix that will ignore the non-
informative metrics and the impact of such a method on our algorithm is left for
future studies. The hyper-parameters configuration set could introduce some
bias in our results. However, we used 10-fold cross validation at each run and
repeated the overall experiments five times, which enabled us to report the av-
erage results across all run times. An important known validity in empirical
experiments is the quality of the data, which is difficult to obtain and verify.
We do acknowledge that noise or outliers inherent in datasets extracted from
most open-source projects could have significant effects on prediction perfor-
mance as reported by Gray et al. [40]. As such, applications of data cleansing
techniques such as noise detection and elimination measures |62, 128| are left

for future studies.

Statistical Conclusion Validity

In this study, we used Brunner’s statistical test for the win-tie-loss analysis
and Cliff’s method with Hochberg’s method for the effect size computations.
These statistics are recommended by Kitchenham et al. |[64] as a more robust
and reliable test than other statistical tests for evaluating the performance of

prediction models. The impact of this threat on our study is thus limited.

External Validity

Our study used a limited number of datasets. The projects used were all from
one source, the PROMISE repository and have been extensively used in sev-
eral defect prediction studies. However, our results may not be generalizable
to all software projects, especially proprietary projects, because we used only
open source projects. Nevertheless, we provided a detailed description of the
experimental setup, which will be useful for replicating our experiment using
commercial software systems. We also used only five classification techniques
spanning the machine learning, data mining and statistical based families. The
effects of our proposed technique on other classification models that were not
examined in this study are not known and extra evaluation of other models are
required to generalize our results. Lastly, we compared our proposed technique
to four other sampling techniques. We intend to compare our technique with

other simple and more complex techniques in a future study.
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7.8 Chapter Summary

With most real world defect datasets highly imbalanced, resampling approaches
have been adopted to alleviate the class imbalance learning issues. The major-
ity of resampling approaches are synthetic based, where synthetic minority data
instances are generated to balance the distribution between the minority and
majority class samples. Although these synthetic methods have been shown
to increase the prediction performance, they sometimes generate erroneous or
duplicated data instances, which leads to high false positives. They also tend
to generate less diverse data points within the minority class. Exploiting these
challenges, we proposed a novel over-sampling approach that systematically
generates new minority samples based on their Mahalanobis distance. Moti-
vated by the chromosomal theory of inheritance, MAHAKIL uses features from
two parent instances to produce a new synthetic instance that has the char-
acteristics of both parent instances and, thus, ensures that the synthetic data
fall within the decision boundary of any classification algorithm. Our approach
generates new samples by finding the average between two instances merged
together based on the Mahalanobis distance disparity.

We empirically evaluated our approach by comparing it to four other over-
sampling approaches (ROS, SMOTE, Borderline-SMOTE and ADASYN) us-
ing five classification models (C4.5, NNET, KNN, RF, SVM ) on 20 imbal-
anced datasets. In total, over 200 different combinations of experiments were
conducted and MAHAKIL consistently performed better than the other four
approaches with regards to the performance measures. With respect to the
individual prediction models, MAHAKIL was significantly better than all four
approaches regarding the pf measure, with the RF and KNN models outper-
forming all of the models for all of the performance measures considered.

The performance of MAHAKIL was superior to the other methods because
the data generated by the MAHAKIL algorithm inherited features from the
parent data instances, which helped in correctly classifying most of the minority
classes used during testing. We demonstrated in a more practical scenario that
MAHAKIL works irrespective of the sample size of the data.

7.8.1 Concluding Remarks

Highly imbalanced data typically make accurate predictions difficult. Unfor-

tunately, software defect datasets tend to have fewer defective modules than
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non-defective modules. Synthetic oversampling approaches address this con-
cern by creating new minority defective modules to balance the class distri-
bution before a model is trained. Notwithstanding the successes achieved by
these approaches, they mostly result in over-generalization (high rates of false
alarms) and generate near-duplicated data instances (less diverse data). In this
chapter, we introduce MAHAKIL, a novel and efficient synthetic oversampling
approach for software defect datasets that is based on the chromosomal theory
of inheritance. Exploiting this theory, MAHAKIL interprets two distinct sub-
classes as parents and generates a new instance that inherits different traits from
each parent and contributes to the diversity within the data distribution. We
extensively compare MAHAKIL with SMOTE, Borderline-SMOTE, ADASYN,
Random Oversampling and the No sampling approach using 20 releases of defect
datasets from the PROMISE repository and five prediction models. Our exper-
iments indicate that MAHAKIL improves the prediction performance for all the
models and achieves better and more significant pf values than the other over-
sampling approaches, based on Brunner’s statistical significance test and Cliff’s
effect sizes. Therefore, MAHAKIL is strongly recommended as an efficient al-
ternative for defect prediction models built on highly imbalanced datasets.
The performance of the sampling methods were heavily influenced by the
rate of sampling (Pfp). In the next chapter, we examine and conduct in-depth

analysis on the impact of the Pfp on several sampling approaches.






109

Chapter 8

Assessing the Impact of the
Distribution Parameter of Data

Sampling Approaches on Software
Defect Prediction Models

8.1 Introduction

Prioritization of testing resources is a key challenge of any software engineering
project. Allocating the same testing efforts to all modules of a software is not
ideal since defects are not uniformly distributed within the software. Software
quality teams have adopted defect prediction models to predict buggy modules
in software and this helps in prioritization of scarce testing resources [75, 88|.
The effectiveness of these prediction models are however dependent on the data
used in training them [4, 28, 75|.

Defect datasets are typically imbalanced with the non-defective samples
dominating the defective samples [34, 40, 135]. In SE research, the preva-
lent and easy approach for solving the class imbalance issue is the application
of data sampling methods [5, 22|. These sampling methods have configurable
parameters that control the characteristics of the datasets produced for train-
ing classifiers. For example, the number of neighbors (K') considered for data
generation in SMOTE can be configured prior to being applied on the training
data. Different sampling methods have different configurable parameters and it
is impractical to configure all these parameters of the various sampling methods
during model construction. Nevertheless, a constant parameter for all sampling
method is the amount of resampling or percentage of fault-prone modules (Pfp)
which controls the amount of data added to or removed from the minority class

samples or the majority class samples respectively.
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Our literature analysis reveal that prior defect prediction studies that apply
sampling methods as preprocessing techniques do not consider the impact of
these parameters and its effect on prediction performance. Agrawal and Men-
zies [1] note that when the parameters of SMOTE are tuned based on the data
distribution, significant improvements could be observed. Most sampling meth-
ods apply a fixed balanced resampling rate since an optimal Pfp rate for these
existing sampling methods is a challenge. Our previous study [9] in Chapter
5 shows that the application of a fixed Pfp for sampling models may degrade
performance of prediction models due to the difference in imbalance ratio and
size (number of samples) of training datasets.

In this chapter, we investigate and assess the significant effect of tuning the
Pfp rate of sampling methods on performances of defect prediction models. Dif-
ferent Pfp rates are selected and configured for each sampling method before
being applied to the training datasets prior to classifier training. We conduct
an extensive experiment on seven sampling methods and five prediction models
evaluated with five performance measures across 20 releases of 10 open-source
software projects. We further perform a mini ranking experiment to obtain
the best performing predictors. Our analysis indicate that sampling methods
have a strong correlation with Pfp. The stable ranking experiments show that a
stable predictor is difficult to achieve across different evaluation measures. No
predictor was stable across the Pfp rates. In conclusion, we observe that perfor-
mance of all sampling methods studied can be improved when the parameters

are tuned and encourage the tuning of this parameter.

8.1.1 Chapter Organization

The organization of this chapter is as follows. Section 8.2 reviews some previous
studies on the application of sampling methods for defect prediction. Section 8.3
describes the experimental methodology, sampling methods and performance
evaluation measures. The empirical results and analysis is presented in Section
8.4. The threats to validity are presented in Section 8.5 and conclude in section
8.6.

8.2 Related Works and Research Questions

Several studies have assessed the impact of sampling methods on defect predic-
tion performance. There are however contradictory findings about the perfor-

mance of these sampling methods especially concerning SMOTE.
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These studies report the positive impact sampling methods have on pre-
diction models. Kamei et al. [59] experimentally evaluated the effects of four
sampling methods on four prediction models using two sets of industrial legacy
software evaluated using the Fl-value. They observed that sampling methods
improved the performance of two out of four models. Similarly, Menzies et al.
[91], Riquelme et al. [113], Pelayo and Dick [106] and Wang and Yao [135] con-
cluded that sampling methods improve prediction performance. These studies
applied the sampling methods using the default parameter values. In our re-
cent study [9], we investigated the effects of four sampling approaches on ten
effort-aware prediction models where we tuned the resampling parameters. Re-
sults showed that ROS outperformed the SMOTE approach and no sampling
outperformed RUS when the dataset is highly imbalanced. In this chapter, we
conduct an experiment that differentiates itself from previous studies in that,
we assess the performance of more than five sampling methods when the Pfp
parameter is tweaked. Additionally, we conduct cross-release predictions with
five performance measures. We further statistically evaluate the performance of
the models trained on these resampled datasets to examine if the improvements
were significant or not using robust statistical test recommended by Kitchenham

et al. [64]. We thus formulate three research questions.

RQ1: How does tweaking the Pfp parameter impact performance of sam-

pling approaches on defect prediction models?

The recent study by Agrawal and Menzies [1] where they tuned several pa-
rameters of SMOTE showed that performance can be further improved when
these parameters are tuned according to the distribution of the training data.
However, there exist several sampling methods in literature and each sampling
method has different configurable parameters. Tuning each parameter for the
numerous sampling methods available is not practical. We focus on the dis-
tribution parameter of the sampling methods. Additionally, we study other
sampling methods including SMOTE.

RQ2: To what degree (percentage of fault-prone modules Pfp) should one

resample or balance the original data set?

The amount of resampling (Pfp) applied is an important factor in determin-
ing the performance of a defect prediction model on a resampled dataset |32,
138]. To maximize overall classification accuracy, most conventional prediction

models assume the two classes in the datasets to be as balanced as possible or
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equal [139, 145|. Intuitively, it may seem ideal if we stop resampling at 50%. For
RQ2, we investigate the effect of applying the resampling methods at different
Pfp rates to the training datasets with the aim of finding the most appropriate

resampling rate which results in best or highest performance.

RQ3: Which are the high-performing resampling approaches for defect pre-

diction?

With the abundance of several resampling approaches proposed in literature,
software quality teams face a challenge of choosing the appropriate resampling
method to use. Empirically validating these approaches and finding the more
stable and highest performing resampling approach has the real world benefit of
helping these quality teams adopt the best resampling method to use for defect
prioritization or classification. We follow up on RQ1 by conducting an overall
assessment to determine and recommend the best performing resampling meth-
ods based on a robust statistical test. Thus, we apply a comparison procedure
among the resampling methods for each performance measure across all twenty

datasets.

8.3 Case Study Design

To assess the effect of tweaking the distribution parameter of sampling methods
on prediction performance, we briefly discuss the sampling methods, datasets,
performance measures and comparison criteria used for the study. In emulation
of real-life setting, two sets of project datasets are used for the experiments in
order to examine the impact of applying sampling methods on the performance
of the cross-release project prediction models. Detailed but simple experiments
were conducted at different resampling rates (Pfp) to aid in the examination and

analyses of the effects of sampling methods on the chosen prediction models.

8.3.1 Studied Sampling Approaches

Data sampling approaches were proposed with the aim of increasing the sample
size of the minority class or decreasing the sample size of the majority class
referred to as over-sampling and undersampling respectively. Seven sampling
methods were considered for these experiments.

RUS: Random Undersampling is the simplest form of undersampling. Ma-
jority instances of the dataset are randomly selected and deleted whereas the

minority instances are left intact. Information crucial to the classifier during
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training could be lost since instances are deleted. It is however very fast to
execute for large datasets.

ROS: As a very simple and effective oversampling method, Random Over-
sampling increases the minority sample by randomly selecting and duplicating
minority instances. This method provides no "new" information to the classi-
fier.

SMOTE: Proposed by Chawla et al. [22], this technique over-samples the
minority class in a dataset by generating new “synthetic” samples. This tech-
nique adopts the k-nearest neighbor approach to over-sample the minority class
instances. SMOTE is one of the most popularly used sampling method in SE
studies.

ADASYN: An adaptive oversampling method proposed by He et al. [48],
ADASYN focuses on the minority classes that are difficult to classify. Weights
are assigned to the minority classes and dynamically adjusted so as to reduce
the bias in the imbalanced data.

Borderline-SMOTE: A modification of SMOTE proposed by Han et al.
[44], this method mainly focuses on the harder-to-classify minority instances
found on the border-line of a classifier. SMOTE is then applied to the instances
labelled as "bordeline".

Safe-Level SMOTE: Originally proposed by Bunkhumpornpat et al. [20],
this method aims to avoid the generation of synthetic minority samples in the
region of the majority instances. Samples are labelled as "Safe-Level" before
the conventional SMOTE method is applied. Safe-level is defined as the number
of majority instances among the k nearest neighbor of a minority instance.

MAHAKIL: The oversampling approach based on the chromosomal the-
ory of inheritance proposed in Chapter 7. MAHAKIL aims to generate diverse
minority instances by obtaining different traits from two dissimilar instances.
MAHAKIL considers two unique and dissimilar instances (i.e., based on Ma-
halanobis distance values) for the generation of new instances. MAHAKIL
alleviates overgeneralization of prediction models since synthetic data instances
created are not clustered into a specific region of the minority class of the
dataset.

8.3.2 Datasets

40 releases of 20 open source projects were used for the experiments. The
datasets cover two types of metrics and have an imbalanced ratio between the

ranges of 3.8 - 17.46%. This is to ensure the generalization of the experiments
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TABLE 8.1: Summary of selected 40 Imbalanced datasets
Project Metric Version A Version B
Name Release Module # Defects Pfp(%) | Release Module +# Defects Pfp(%)
Antl Static 1.3 125 20 16 14 178 40 22
Ant2 Static 1.5 293 32 10.9 1.6 351 92 26.2
Camell  Static 1.0 339 13 3.8 1.2 608 216 35.5
Camel2  Static 14 872 145 17 1.6 965 188 19.5
Forrest  Static 0.7 29 5 17.2 0.8 32 2 6.2
Ivy Static 1.4 241 16 7 2.0 352 40 11.4
Jedit Static 4.2 367 48 13.1 4.3 492 11 2.2
Synapse Static 1.0 157 16 10.2 1.1 222 60 27
Xalan Static 24 723 110 15.2 2.5 803 387 48.2
Xerces  Static 1.2 440 71 16.1 1.3 453 69 15.2
Clam
An- Process| 0.96 1597 93 5.82 0.97 8723 56 0.64
tivirus
eCos Process| 2.0 630 110 17.46 3.0 3480 67 1.93
Helma  Process| 1.3.1 312 38 12.18 1.4.0 100 17 17
NetBSD Process| 4.0 6781 548 8.08 5.0 10960 299 2.73
OpenBSDProcess| 4.5 1706 275 16.12 4.6 5964 158 2.65
OpenCMSProcess| 7.0.0 1727 193 11.18 8.0.0 2821 93 3.3
openNMSProcess| 1.7.0 1203 123 10.22 1.8.0 1416 112 7.91
Scilab  Process| 5.2.0 2636 239 9.07 5.3.0 1248 244 19.55
Spring
Secu- Process| 2.0.0 926 126 13.61 3.0.0 639 132 20.66
rity
XORP  Process 1.0 1696 158 9.32 1.1 1755 217 12.36

considering the facts that we used datasets consisting of very low and high imbal-
anced ratio. 10 of these projects were extracted from the PROMISE repository
[115] which were collected by Jureczko and Madeyski [56] and Jureczko and
Spinellis [57]. These data have been well used in several empirical studies of
defect prediction [49, 84|. Each project has 20 static code features (Table 7.1)
and a labeled attribute (bug) that indicates the number of bugs for each each
row or instance. An instance is non-defective if the bug value is 0; and defective
otherwise.

The second half of the projects were manually extracted. For replication,
publicly available projects were chosen. Additional factors considered for ex-
tracting the projects include longevity (more than a year of development) and
the community of developers (more than five). Through a careful analysis of
the commit logs and files from version control tools (CVS, SVN), we obtained
the number of bugs in source code files for each project. For this study, we
refer to a module as one source code file. By using keywords such as "error"
and "bugs", we identify modules which are defective from their commit logs.
Similarly, "Bugfixes" or "fix" keywords found in the commit logs implies that
the module had been revised in the subsequent release. If files are modified for
bug fixes within "X" months (timespan between version B and A) after release,
we identify the files that have post-defect. For files with multiple bugs, we tar-

get all kinds of revisions, so there is no distinction between bug fixes and other
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revisions. Commits that were incomplete or did not contain the customised
keywords were thus not included in this study. The releases chosen and the
time period in which the metrics were extracted can be found in the Appendix
B where the "Faults recorded (Date)" column in Table B.1 under Appendix B is
the time period where post release bugs were recorded for each release. Refac-
toring for most of the projects were not performed when we extracted. As such,
the value of refactorings for these projects were zero (0). During preprocessing,
we excluded all metric values with zero refactorings. These projects have been
used in previous studies in Chapter 3 and Chapter 5. Detailed information on
how the bugs were matched and the keywords used can be found in the ap-
pendix. We extracted eight typical process metrics proposed by Moser at al.
[95] and commonly used in defect prediction studies [46] from these repositories
and label each module as defective or non-defective. Table 8.1 presents the
projects, number of modules and buggy labels. A module is defect-prone if the
number of bugs is greater than zero. For all the data set, version B is a newer

version of A.

8.3.3 Evaluation Criteria

Five commonly used performance metrics are adopted for the study. The AUC,
g-mean, balance, pd and pf. The first three metrics measure the performance
of the overall classifier while the last two are used for assesing the performance
of the minority(defective) class. Higher AUC, g-mean, balance and pd denotes
better performance. Probability of false alarm (pf) measures the rate of pre-
dicted modules that were non-defective or wrongly predicted as defective. A low
or zero value for pf implies a better prediction model. Detailed explanations
of these measures can be found in [51]. The mathematical definitions of pd, pf,

balance and g-mean measures are presented in equations 1-4.
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TABLE 8.2: Predictive Models and their hyperparameter configurations
Model Overview Hyperparameters
C45 J48 Decision ¢ ={0.05,0.1,0.2,0.3,0.4,
' Tree 0.5,0.6,0.7}
3-layer Neural o -
NNET Network size = {4,..,28}, decay = {0.1,0.2}
Support Vector o6 10
SVM Machine c={27°....29}
RF Random Forest mtry= { 10, 50,100, 200, 250,500,
1000}
K-Nearest  rox
KNN Neighbor c ={2%(0,......,7) + 1}

8.3.4 Experimental Setup

The experiments reports the performance of the defect prediction models when
7 different sampling methods are applied to each project data at different Pfp
rates (default, 20, 30, 40, 50). This results in five independent training dataset
(resampled data) per each sampling method and 350 (5 Pfp * 10 datasets * 7
sampling methods) cross-release predictions in total. We represent the default
distribution value as No Sampling (NONE) in our experiments. In agreements
with the assumptions of classifiers that the dataset should be balanced, we
stop resampling at 50%. Also, resampling above 50% could totally deplete the
dataset for RUS. Five commonly used prediction models in defect prediction
[75, 81| are selected for the experiment. They are presented in Table 8.2 to-
gether with the parameter configurations used. The experiments were executed
with the open source statistical processing tool (R) [129]. The Caret [72] and
WRS [140] library packages were used for the prediction model construction and
statistical analyses respectively. According the recommendations of Menzies et
al. [88], all the features (metrics) of the datasets are used during the model
training. We strictly apply the parameters used by the original authors of all
synthetic oversampling methods except the distribution values.

During the model construction, the 10-fold cross-validation method is ap-
plied to each resampled data. This method ensures that for a particular model
training, the dataset is split into 10 folds where 90% of the dataset is used
for training and the remaining 10% is used for testing. It is iterated until all
folds in the dataset have been used once as a test dataset. The constructed
model is tested on the separate test dataset (version B) and evaluated using the

performance measures discussed in Section 8.3.3.
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8.3.5 Statistical Performance Comparison

The win-tie-loss evaluation procedure mostly used in several Software effort
estimation studies [66, 68| is adopted for the performance comparison. This
procedure employs a statistical test for a pairwise comparison between predic-
tors . Brunner’s statistical test [17] is applied for significant differences since
this test was recently recommended by Kitchenham et al. [64] as a more robust
non-parametric test. Three counters wins, ties and losses are initially set for
each predictor. For any two pairs of selected predictors, the statistical test is
performed across all datasets for each performance measure and the win, tie
or loss value is reported based on the significance value (p < 0.05). If the
performance distributions of 2 predictors are not significantly different, the ties
counters of both predictors are increased by 1; otherwise the wins counter of
the significant predictor is increased by 1 and the losses counter of the other
predictor also increased by 1. Figure 8.1 presents the win-tie-loss procedure

used.

wing, = 0, tie, = 0, loss. =0
wing = 0,tie; = 0,loss; =0
if Brunner-test(Per f;.. Per f;.0.95) says they are the same then
tier = tiep. + 1
tie; = tieg + 1
else
if better(Per fi.. Perf;) then
wing = wing + 1
loss; = loss; + 1
else
win; = win; + 1
lossy. = lossp+ 1
end if

end if

Ficure 8.1: Pseudocode for win-tie-loss computation between predictors k and
| with performance measure values Perf; and Perf;. Note that pf values are
negated before comparison since the lower the pf value, the better.
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8.4 Case Study Results and Discussions

8.4.1 RQ1l: How does tweaking the Pfp parameter im-
pact performance of sampling approaches on defect

prediction models?

To answer RQ1, we first compute the correlation between the amount of resam-
pling (Pfp) and prediction performance for each sampling method. Kendall’s
Tau correlation test between Pfp and prediction performance is computed. The
results are presented in Table 8.3. For the AUC performance measure, very low
and insignificant correlation values less than 0.15% was observed overall across
all prediction models indicating that all the sampling methods were not affected
by the Pfp rate. On a rare occasion did the Pfp have a negative and signifi-
cant correlation with RUS for the RF prediction model. Positive and significant
correlations between the Pfp rate and the remaining performance measures are
observed across almost all sampling methods and prediction models. However,
a positive and significant correlation for pf measure indicates that sampling
methods do increase the probability of false alarms. This is undesirable since
the lower the false alarms, the better the performance. The C4.5 and SVM
prediciton models are most resistant to Pfp rates and are not affected by Pfp

changes.

Sampling Techniques
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FIGURE 8.2: Performance plots (median values) for all performance measures of
the sampling techniques on different Prediction Models at different Pfp values
across all ten cross-release static metrics datasets

We further evaluate the effects of changing the Pfp on the prediction perfor-
mance of seven sampling methods. The performance of each prediction model

when sampling methods are applied are compared to the prediction model with



8.4. Case Study Results and Discussions 119

TaBLE 8.3: Kendall’s Tau rank correlation analysis between Pfp and each pre-
diction performance measure per each prediciton model and metric-type dataset.
Significant correlation results (p-value<0.05) are highlighted in gray.

Static Metric Datasets
Perf Model | ADASYN BSMOTE ROS RUS SAFE SMOTE

c4.5 -0.06 0.08 0.01 0.13 -0.01 -0.01

knn -0.03 -0.07 -0.05 -0.2 0 0
AUC nnet -0.11 -0.16 -0.06 0.08 -0.09 -0.04
svm -0.04 -0.05 -0.15  0.15 0.01 0.02
rf -0.13 -0.21 0.04 -0.35 -0.02 0.02
c4.5 -0.02 -0.06 0 0.22 0.04 0.04
knn 0.38 0.45 0.36  0.51 0.35 0.37
balance  nnet 0.13 0.21 0.3 0.39 0.17 0.21
svim -0.03 0 0.03 0.4 -0.02 0.01
rf 0.27 0.06 0.41 -0.04 0.13 0.18
c4.5 -0.04 -0.06 -0.01  0.21 0.02 0.02
knn 0.38 0.41 0.3 0.51 0.32 0.32

g-mean  nnet 0.11 0.19 0.27  0.37 0.16 0.2
svm -0.03 -0.02 0.02 = 037 -0.03 0.05
rf 0.25 0.04 0.39 0.04 0.13 0.16
c4.5 -0.01 -0.06 0.05 = 0.41 0.05 0.05
knn 0.4 0.56 0.49 0.55 0.45 0.45
pd nnet 0.15 0.28 0.36  0.47 0.27 0.29

svim -0.03 -0.01 0.02 = 0.43 0 0
rf 0.3 0.11 0.57 0.34 0.24 0.25
c4.5 0.14 -0.04 0.19 = 0.44 0.08 0.08
knn 0.49 0.73 0.64 0.48 0.38 0.38
of nnet 0.15 0.49 0.42 0.51 0.34 0.33
svim 0.05 0.07 0.01 = 0.51 0.05 0.01
rf 0.4 0.17 0.59 0.65 0.3 0.27

Process Metric Datasets

c4.5 -0.19 -0.05 -0.03 -0.06  0.12 0.12
knn 0.03 -0.1 0.01 -0.12 -0.03 0.02
AUC nnet -0.02 -0.03 0.07 -0.09 0.04 0.02
svim 0.03 -0.06 0.01 -0.11  -0.06 -0.03
rf 0.13 0.15 0.17 -0.03 0.16 0.15
c4.5 0.04 -0.05 -0.01  0.02 0.14 0.13
knn 0.13 0.17 0.13 0.13 0.26 0.22
balance  nnet 0.2 0.33 0.45 0.11 0.37 0.28
svm 0.12 0.15 0.01  0.03 0.07 0.04
rf 0.11 0.39 0.25 0.11 0.14 0.11
c4.5 0.03 -0.06 -0.02  0.03 0.13 0.13

knn 0.13 0.15 0.13 0.12 0.24 0.2
g-mean  nnet 0.24 0.34 047  0.12 0.39 0.31
svm 0.12 0.14 0.02  0.02 0.07 0.04
rf 0.1 0.39 0.24 0.1 0.15 0.11
c4.5 0.17 0.1 0.07  0.19 0.14 0.13
knn 0.24 0.44 0.46  0.47 0.4 0.29
pd nnet 0.2 0.44 0.47  0.37 0.46 0.32
svm 0.17 0.19 0.02 = 0.32 0.08 0.03
rf 0.19 0.5 0.39 0.28 0.29 0.22
c4.5 0.13 0.13 0.15 0.18 0.18 0.15
knn 0.31 0.52 0.53 0.4 0.45 0.33
of nnet 0.16 0.49 0.45 0.31 0.41 0.33
svm 0.12 0.13 -0.01 = 0.29 0.09 0.05
rf 0.15 0.49 0.42 0.31 0.3 0.27




Chapter 8. Assessing the Impact of the Distribution Parameter of Data

120
Sampling Approaches on Software Defect Prediction Models
ZZ —_— —— : el e~ 9

Sampling Techniques
ADASYN
=== Borderline-SMOTE
=== MAHAKIL
NONE

o

T

S—

== ROS

Performance values (%)
% 8 o
13NN

. p——————— : RUS
== SAFE-LEVEL
75—, [#=|SMOTE
50 —\ sl
3
® =
0
75 1 St
50 = ——— ] = ————— 2
A.ﬂ 2
25 o E

1 2 3 41 2 3 4 1 2 3 4 1 2 3 41 2 3 4
Pfp( % of fault-prone modules)

FIGURE 8.3: Performance plots (median values) for all performance measures of
the sampling techniques on different Prediction Models at different Pfp values
across all ten cross-release process metrics datasets

no sampling (default Pfp) across the Pfp values. Figures 8.2 and 8.3 presents
plots of median performance values for each sampling method and prediction
model across all static-metric and process-metric datasets respectively. By us-
ing the NONE as the benchmark, we observe change in performances as Pfp
increases. AUC performance values are not significantly improved as Pfp in-
creases. The AUC values for all sampling methods were almost the same as
NONE. All other performance values improved with the exception of pf as Pfp
increases for all the sampling methods. For both dataset metric type, it is obvi-
ous sampling methods perform better compared to no sampling (NONE) across
all prediction models with regards to the balance, g-mean and pd performance
values. However, pf performance values are worse when sampling methods are
applied. For the AUC performance measure, performance values seem to be
no different when sampling methods are used. The g-mean and balance perfor-
mance values for most sampling methods increases as Pfp increases. The same
applies for the pd performance measure where the RUS method increases at an
increasing rate as Pfp increases across all prediction models in comparison to
the other sampling methods. RUS performs better in terms of pd because the
non-defective samples consistently reduces as Pfp is increasing. However, this is
not desirable because in as much as we want to attain high pd especially on the
defective modules, we also do not want to lose crucial information. It is how-
ever not a surprise that as pd increase, pf also increases implying RUS should
be used with extra caution as a sampling method in software defect prediction

research.
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8.4.2 RQ2: To what degree (percentage of fault-prone
modules Pfp) should one resample or balance the

original data set?

To find the most appropriate Pfp rate to use per each sampling method, dot
plots are presented to show the dominant Pfp rate that resulted in the highest
performance across all datasets. More specifically, for each prediction model
and sampling method, we count the number of wins (i.e., highest AUC, g-mean,
balance, pd and lowest pf values) attained by each Pfp rate across all datasets.
The results across all prediction models per each performance metric for the
datasets are displayed in Figures 8.5 and 8.4. The best Pfp rates differed per the
performance measure. For the AUC performance measure, the highest values
are attained at a Pfp rate of 20% with ROS and SMOTE methods being the
only exception where highest performance values were obtained consistently at
a Pfp rate of 50%. There were no clear and consistent patterns for the balance
and g-mean performance measures with the best Pfp alternating between 40%-
50% depending on the prediction model and sampling method. Across g-mean
and balance performance measures, the best Pfp for SMOTE and the variants
(Borderline and Safe-level) was 50%. ADASYN however achieved more better
performance for these measures when Pfp was 40%. These Pfp rates are however
not stable since they were very close to the other Pfp rates. The gaps between
the best Pfp rates and the next closest Pfp rates were too narrow and thus
insignificant. For pd and pf performance measures, we observe more stable
Pfp rates and consistent patterns for all sampling methods. A Pfp rate of 20%
resulted in the lowest pf value across all sampling methods. In contrast, a high
Pfp rate results in high pd values. A single Pfp rate could not be attained by
ADASYN with the best ranging between 40% to 50%.
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Ficure 8.4: Total counts of wins of each Pfp rate for each Sampling method
across all ten static metrics datasets and all prediction models per each performance
metric

From the analysis and from the analysis of MAHAKIL in chapter 7, a stable

Pfp rate of 20% was observed for all sampling methods when evaluated with
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Ficure 8.5: Total counts of wins of each Pfp rate for each Sampling method across
all ten process metrics datasets and all prediction models per each performance
metric

the pf performance measure across all prediction models. Similarly, with re-
gards to pd, a stable Pfp rate of 50% was observed for most sampling methods.
However, a stable Pfp rate could not be achieved for the sampling methods per
the other three performance measures (AUC, g-mean, balance). It is therefore
better to conduct several experiments with different Pfp and select the Pfp rate
producing the highest performance value per each sampling method for these

three performance measures.

8.4.3 RQ3: Which are the high-performing resampling

approaches for defect prediction?

RQ3 aims to assess the performance of each sampling method on prediction
models and determine the most effective one for defect prediction studies. To
find the best sampling method, statistical comparisons are made per each per-
formance measure using the Pfp rate that produced the highest performance
for each sampling method and prediction model across the individual datasets
using the win-tie-loss statistic procedure explained in Figure 8.1.

For each Pfp rate, comparisons are made among the five performance values
of each sampling method and prediction model for every single dataset. We
present the win-tie-loss results where each predictor is compared with 39 (5
models * 8 sampling methods - 1) other predictors for each Pfp rate in Table
8.4. We focus on the wins and losses of each predictor and thus exclude the
tie values from the results. From the table, the best ranked predictors differed
at each Pfp rate. A summary of the results from the tables are presented as

follows:

1. Across all Pfp rates, combination of no sampling method (NONE) with

all the five prediction models were consistently ranked in the bottom half
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TABLE 8.4: Performance in terms of wins, losses and wins-losses aggregated from

all five performance measures across all datasets. Higher wins and wins-losses

indicate better performance, whereas lower losses also indicate better performance.
The ranks are ordered by wins-losses

o [ P [ P [ e
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of the table, suggesting that prediction models perform worse when no

sampling (NONE) methods are applied to imbalanced datasets.

2. A stable predictor could not be observed across all four Pfp rates. The

best predictor varied across the Pfp rates.

3. Sampling methods significantly improved the KNN prediction model whilst
the C4.5 prediction model is the least impacted by sampling methods.

The win-tie-loss results indicate sampling methods are more effective in im-
proving performance of prediction models. However, the best sampling method
to use differs with respect to the Pfp rate applied and evaluation metric. It is
thus difficult to find a stable Pfp rate to use for defect prediction research and we
recommend using different predictors based on the evaluation metric used. For
each dataset and sampling method, several experiments should be conducted
with different Pfp values where (default>Pfp<=50). The Pfp value resulting
in the highest performance should be used. Our results is in agreement with
the observations made by Bowes et al. [13] that there are uncertainties in the
predictions made by classifiers. The instability in the prediction performances
among the classifiers caused by the Pfp rates provides practical implications for

practitioners. In safety critical scenarios where false alarms are costly, Pfp rates
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similar to the default distribution rate of the dataset is recommended for most
sampling methods. From our results, we recommend KNN prediction model
in combination with MAHAKIL or Safe-level SMOTE since it performed very
well statistically irrespective of the Pfp rate across all performance measures.
The results suggest that the number of minority samples introduced into the

training data has significant effect on prediction performance.

8.5 Threats to Validity

As an empirical study, there are several potential limitations. We considered
only 10 open-source projects with static metrics for the experiments. The re-
sults may not generalize for commercial projects and a replication study using
commercial projects is left for a future study. The default imbalance ratio and
project sizes span from low to high values. These imbalance values were con-
sidered so as to reduce any bias of specific datasets dominating and influencing
the results. The effect of sampling methods on very large project sizes will be
explored in a future work. We carefully selected a large number of performance
measures and applied the robust statistical test recommended by Kitchenham
et al. [64] for the experiment. The threat to statistical conclusion is thus lim-
ited in our study. We considered a limited number of prediction models. These
models are however widely used in defect prediction studies. We acknowledge
different prediction models could have different implications. The configuration
parameters chosen for the prediction models could also have an impact on the

prediction results.

8.6 Chapter Summary

Sampling methods applied to training datasets prior to model construction are
controlled by configurable parameters. Exploring all the accessible parameter
for the various sampling methods is however impractical. Recent studies con-
clude that performance of prediction models are influenced by the imbalance
ratio of the training datasets. This imbalance ratio (Pfp) can be controlled
when sampling methods are applied. To assess the effect of Pfp on sampling
and prediction performance, we examine the statistical significant performance
of seven sampling methods on five prediction models across 20 releases of 10
open source projects. Sampling methods had a significant and positive influence
on prediction models across all Pfp values. AUC values were not significantly

improved by sampling methods whilst sampling methods significantly increases
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the false alarms (pf) as Pfp increased. The experimental results indicate that
Pfp has significant effect on prediction performance. This suggest that not only
is the sampling method important but the Pfp selected is important as well. It
is however difficult to find a stable Pfp value to use for defect prediction studies.
This depends on several factors with the default imbalance ratio of the dataset
being the major factor. We suggest researchers apply different Pfp values and

select the rate that produces the best performance.

8.6.1 Concluding Remarks

Sampling methods are known to impact defect prediction performance. These
sampling methods have configurable parameters that can significantly affect the
prediction performance. It is however, impractical to assess the effect of all the
possible different settings in the parameter space for all the several existing
sampling methods. A constant and easy to tweak parameter present in all sam-
pling methods is the distribution of the defective and non-defective modules
in the dataset known as Pfp (% of fault-prone modules). In this chapter, we
investigate and assess the performance of defect prediction models where the
Pfp parameter of sampling methods are tweaked. An empirical experiment and
assessment of seven sampling methods on five prediction models over 20 releases
of 10 static metric projects indicate that (1) Area Under the Receiver Operat-
ing Characteristics Curve (AUC) performance is not improved after tweaking
the Pfp parameter, (2) pf (false alarms) performance degrades as the Pfp is
increased. (3) a stable predictor is difficult to achieve across different Pfp rates.
Hence, we conclude that the Pfp parameter setting can have a large impact on
the performance (except AUC) of defect prediction models. We thus recom-
mend researchers experiment with the Pfp parameter of the sampling method

since the distribution of training datasets vary.
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Chapter 9

Conclusion

9.1 Introduction

Software defect data sets are typically characterized by an unbalanced class dis-
tribution where the defective modules are fewer than the non-defective modules.
Prediction performances of defect prediction models are detrimentally affected
by the skewed distribution of the faulty minority modules in the data set since
most algorithms assume both classes in the data set to be equally balanced. Re-
sampling approaches address this concern by modifying the class distribution
to balance the minority and majority class distribution. However, very little
is known about the best distribution for attaining high performance especially
in a more practical scenario. There are still inconclusive results pertaining to
the suitable ratio of defect and clean instances (Pfp), the statistical and practi-
cal impacts of resampling approaches on prediction performance and the more
stable resampling approach across several performance measures. The impact
of data resampling methods on prediction performance has not been studied in
detail considering robust statistical tests. This thesis examines the significant
and practical impacts of resampling methods on prediction models, the best
resampling rate (Pfp) that should be used per each resampling method and the
evaluation measure adopted and the most stable and high performing resam-
pling method suitable for software defect prediction studies. Furthermore, this
thesis proposes a novel data sampling approach to tackle the main drawback
of existing sampling approaches. The main findings and contributions of this

thesis are discussed in details in the sections below.

9.2 Research Findings and Implications

From the studies conducted in this thesis, we conclude that resampling methods
do not improve AUC performance values since there were no practical signif-

icance difference between resampling methods and no sampling method. The



128 Chapter 9. Conclusion

results is in agreement with findings observed by Shatnawi [118] that sampling
methods do not improve the AUC performance of prediction models. Also, no
sampling (NONE) significantly outperformed sampling methods when evaluated
with the pf performance measure. Sampling methods significantly improved the
performance (g-mean, pd, balance) of all prediction models. The improvements
are however accompanied with a high cost of false alarms (pf). With regards
to the best and more stable Pfp rate, the experimental results indicate that
it is difficult to attain a stable Pfp to be used during sampling for the AUC
measure. Sampling with a Pfp rate of 50% produces higher pd values whereas
a Pfp rate of 20% produces less pf values. From our stability ranking experi-
ments in Chapters 7 and 8, MAHAKIL sampling method attained the highest
rank across four out of five performance measures. Additionally, the Borderline-
SMOTE outperformed the other oversampling methods. By conducting a com-
prehensive empirical experiments with more performance measures and robust
statistical tests, we discuss in detail the overall findings from our analysis.
Finding 1: The Pfp rate applied to resampling approaches significantly
impacts performance of prediction models. There was a positive relationship
between Pfp and g-mean, balance and pd performance measures. A negative
relationship was observed between Pfp and pf. This implies prediction perfor-
mance is affected by the amount of minority samples. Most machine learning
algorithms have been intuitively made to favor an equally balanced dataset for
the best prediction performance. The effect of Pfp on prediction performance is
related to the information present in the dataset since the increase of minority
instances tend to increase the information within the minority instances. Pre-
diction models are known to work well when the amount of information present
in the dataset is sufficient. Class imbalance due to rare minority instances or
small sample size makes it difficult for learning algorithms of classifiers to gener-
alize inductive rules [47]. Menzies et al. [91] noted that the information content
within the training data is improved when sampling methods are applied and
we confirm their assertion based on our experimental results. Oversampling
methods aim to increase the defective information within a dataset. In con-
trast, undersampling methods aim to reduce non-defective information present
in a dataset. Accordingly, both type of sampling methods ensure that the de-
fective modules dominate which subsequently shifts the decision boundary of
the classifier towards the region of the minority (defective) class. Synthetic
oversampling methods introduce new minority instances into the dataset that
provides new information to the classifier. Interestingly, simple methods such as

ROS and RUS outperformed more complex and synthetic generating methods.
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Both methods do not provide "new" information to the classifier. However,
they modify the distribution of the data which tends to positively improve per-
formance of classifiers. ROS which tend to randomly duplicate the minority
instances could duplicate instances which are very close to the decision bound-
ary. This automatically shifts the decision boundary of any classifier trained
on the dataset hence increasing the performance on the classifier on the minor-
ity instances. Similarly, RUS could randomly delete more majority instances
which are close to the decision boundary thus shifting the bias of the decision
boundary towards the minority instances.

Implications:  Pfp parameter setting does have a large impact on the
performance (except AUC) of defect prediction models. Researchers should
experiment with the Pfp parameter of the sampling method until the highest
performance is obtained since the distribution of training datasets vary.

Finding 2: Intrinsic algorithm make-up of sampling approaches impacts
prediction performance. Considering the oversampling methods, the assessment
based on the win-tie-loss reveals that the strategy adopted by the sampling
methods in generating new samples does impact prediction performance. Specif-
ically, the individual minority data instances selected for oversampling can sig-
nificantly improve prediction performance. The Borderline-SMOTE sampling
method proved to be more stable across all performance measures. This method
consistently ranked in the top three sampling methods for all performance mea-
sures except the pf according to the win-tie-loss statistical analysis. Addition-
ally, the Safe-Level SMOTE outperformed the original SMOTE method. As an
upgrade on SMOTE, both Borderline and Safe-Level SMOTE make significant
modifications to the original SMOTE sampling method. These methods specif-
ically focus on subsets of minority instances and applies the SMOTE method
to generate more samples.

Implications: This finding suggest the importance of analyzing the mi-
nority instances and selecting the more relevant instances that will generate
informative instances and thus provide more information to the classifier.

Finding 3: Sampling approaches increase false alarms (pf). Sampling meth-
ods significantly increased the false alarms with RUS and ADASYN being the
worse performing sampling methods. RUS method deletes majority or non-
defective modules as Pfp increases thus information on the majority modules
provided to the training model is limited or even non-existent. RUS does not
provide any "new" minority instance information to classifiers similar to ROS
which provides duplicated information on the minority instances. RUS and

ROS make the samples limited in information leading to the rules formed by
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the learning algorithms to be too specific. This causes overfitting as reported
by Phung et al. [108] and thus increases the probability of false alarms. With
a significant loss of information, the trained classifier lacks information on the
non-defective modules and will accordingly classify non-defective modules as
defective. For the synthetic oversampling methods, the high false alarms could
be attributed to the intrinsic characteristics of the algorithms specifically the
selection of parent modules used for new samples generation and positioning of
the new samples generated. Most of the algorithms of synthetic oversampling
methods focus on modules (parents) very close to decision boundary for new
modules generation. Consequently, the positioning or placement of the new
samples generated are usually ignored by these algorithms and these samples
are randomly positioned based on the parent modules. As such, modules could
be accidentally positioned in the region of the non-defective modules. Addition-
ally, based on the parent selection criteria of these algorithms, if the minority
class is intra-class imbalanced, that is, should there exist several or very similar
modules within a specific cluster of the defective modules, the newly generated
modules will most likely be a duplicate and will provide no new information
to the prediction model. The proposed MAHAKIL approach considers this
issue and thus performs better than the other synthetic based oversampling
approaches.

Implications: Sampling approaches should not aim at basically making
the minority samples dominate. Oversampling methods should consider the
relevance of the new minority data being introduced into the data. This includes
the selection of neighbors and parents instances used to generate the new data
and the position or placement of the new data instance. Additionally, noise or
outliers are inherent with defect prediction datasets [40]. To significantly reduce
the false alarm rates, sampling methods should consider noise detection and
elimination techniques to ensure only relevant and important minority instances
remain or are added to the training data.

Finding 4: Sampling approaches are not beneficial for defect prioritization.
Software quality teams are mostly interested in prediction models that can aid
in the efficient allocation of scarce testing resources. Prioritization of defective
modules is thus necessary. The use of the area under the ROC curve (AUC) to
assess the performance of prediction models does help in prioritizing the top-n
defective modules which require more attention. The AUC performance values
after applying sampling methods were insignificant irrespective of prediction
model or dataset type. The empirical assessment based on win-tie-loss and effect

sizes does reveal that sampling methods cannot be used for defect prioritization.



9.3. Research Contributions 131

The insignificant effect sizes computed from the Cliff’s method with Hochberg’s
method for prediction models trained on resampled datasets demonstrate that
sampling methods cannot improve the prediction of defect-proneness itself.

Implications: Due to the high and significant pf values, data resampling
methods should be not considered for defect prioritization activities.

Finding 5: Sampling approaches are useful for defect classification: The sig-
nificant and practical results observed for the performance measures computed
from confusion matrix (g-mean, balance, pd and pf) indicate the importance
of sampling methods for defect classification. When software quality teams
want to consider all defective modules for testing, sampling methods could be
of great help. With very large effect sizes observed for the g-mean, balance
and pd values, we have demonstrated that sampling methods can find all de-
fective modules. The sampling methods considered in this study explicitly set
the threshold between the defective and non-defective modules. However, ex-
tra cost will be incurred in testing modules which may not be defective (false
alarms) since significant pf values were also observed.

Implications: Existing sampling approaches can properly set the thresh-
old between buggy and clean groups. Practitioners can adopt sampling ap-

proaches for defect classification purposes.

9.3 Research Contributions
The contributions resulting from the studies in this thesis is listed in this section.

1. Provide better clarifications on the impact of data sampling approaches
on the performance of defect prediction models. In this thesis, we con-
ducted several empirical experiments across several datasets and perfor-
mance measures using robust statistical tests to validate the benefits and
drawbacks of most commonly used data sampling approaches. We explain

in detail how and why some sampling methods perform better than others

2. Conducted an in-depth analysis on the best rate of sampling (Pfp) to use
for sampling methods. We find that a Pfp of 20% results in the best
pf values and a Pfp of 50% or higher results in best recall(pd) values.
For other performance values, it was still a challenge to obtain specific
values. AUC performance values were the most robust and indicate that
future research should evaluate sampling methods using AUC performance

measure.
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3. We highlight the possible shortcomings of current data sampling approaches.
Although we investigated only seven data sampling approaches in this
thesis, we notice that the strategy adopted by these approaches affect
performance. Most of these approaches increase the false alarms(pf) as

they improve pd values. This leads us to our next contribution.

4. We provide a novel oversampling approach called MAHAKIL which signif-
icantly outperformed all the oversampling approaches considered in this
thesis. To facilitate learning from class imbalanced datasets, practition-
ers can adopt our novel robust and diversity-based oversampling approach
called MAHAKIL which improves the performance of the prediction mod-
els by generating new and diverse synthetic data and strengthening the

decision boundary of the minority class.

5. Provide practical recommendations and guidelines on which data resam-

pling approach to use or avoid for software quality teams and researchers.

9.4 Future Research

The research reported in the thesis provided answers for several questions re-
garding the impacts and practical benefits of applying data sampling approaches
during the training of software prediction models. Nonetheless, this research has
brought to mind several other questions and provided several avenues for fu-
ture work. These future research avenues could possibly address some of these
questions.

We present a summary of the likely future research areas regarding our
approach. The development of a robust diversity based data sampling approach

could be extended and improved for other research areas of defect prediction.

9.4.1 More Analysis of sampling approaches

The study in this thesis considered as much as seven sampling approaches and
five prediction models for the impact analysis. For a very large comprehen-
sive study, empirical investigations using more simple and complex sampling
methods and analysis of the effect on the intra- and inter- release prediction
performances using more prediction models and other metric based datasets

could be conducted.
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9.4.2 Improving the MAHAKIL oversampling approach

In the domain of cross project or company prediction, where historical datasets
are not readily available for training by new projects and thus acquires projects
of similar characteristics and domains for training classifiers; MAHAKIL could
prove to be of great value when appropriately applied with similar projects to
generate synthetic data, which is close to the new project under consideration.
This could be applied after using state of the art techniques to filter and select
the appropriate datasets for the new project. This technique could also be used
to generate both majority and minority classes of datasets for cross project
prediction. It would be interesting to investigate this area further. To signifi-
cantly reduce the pf, our approach could be modified to identify multi-clusters
and work in local patches. The MAHAKIL algorithm could thus be applied to
work within each cluster of minority instances found after applying clustering
algorithms.

Moreover, several aspects of the theory of inheritance were not considered in
the proposed method, such as fitness evaluation, mutation and recombination.
Future research could leverage other existing information of the inheritance
theory to significantly improve the method. We will also consider comparing the
performance of MAHAKIL to that of the ensemble models and other complex

sampling techniques.

9.4.3 Considering the impact of other parameters of sam-

pling approaches

This thesis considered the impacts of data sampling approaches and the effect of
the resampling rate parameter(Pfp). Parameters such as the number of nearest-
neighbors, the considered data samples for undersampling or oversampling and
others could be examined and their impacts on prediction performance evalu-
ated.
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A.1 Extra Results for MAHAKIL (Chapter 7)

In the tables below, we report the AUC and G-mean results for the sampling
techniques per each prediction model on the 20 imbalanced datasets across

different percentage of fault-prone modules (Pfp) values.

TaBLE A.1: AUC Performance values of SMOTE, ADASYN, ROS, Borderline-

SMOTE and MAHAKIL on Real World Data sets using C4.5 at different Pfp rates.

Default Pfp-30 Pfp-40 Pfp-50
Project NONE |[AD BS MA ROS SM |[AD BS MA ROS SM |AD BS MA ROS SM
ant-1.3 52.6 33.1 52.6 33.3 488 486 |555 68.8 333 519 671 |80.0 645 729 586 63.3
ant-1.4 50.0 473 51.6 50.0 436 56.2 458 63.9 63.0 426 622 |69.6 46.4 573 508 62.0
ant-1.5 54.8 85.5 575 483 579 61.1 |72.0 625 519 677 693 |61.1 51.6 51.9 67.1 544
ant-1.6 76.4 688 695 76.4 715 681 |685 503 782 750 683 |73.1 624 755 602 742
arc 50.0 55.9 70.8 70.2 548 583 | 552 728 690 495 80.9|521 568 758 673 75.9
camel-1.4 50.0 58.3 63.8 628 56.8 485 |51.6 551 553 549 63.3]65.2 624 624 63.7 62.7
camel-1.6 52.5 67.7 56.7 56.7 55.7 628 |62.0 67.5 639 67.5 656 |55.0 65.1 644 544 647
ivy-1.4 50.0 56.7 26.5 59.3 53.5 456 |43.6 459 593 559 63.2|60.3 643 76.5 44.7 587
ivy-2.0 52.4 61.0 502 70.5 423 621 |59.8 76.6 83.7 537 772 |50.7 551 85.6 53.7 69.0
jedit-4.0 66.8 67.7 668 668 678 75.6|69.1 575 669 622 625 |63.1 73.8 614 66.0 66.6
jedit-4.1 74.1 56.5 71.7 741 70.0 720 703 756 76.0 709 723 |70.2 75.2 687 70.7 745
jedit-4.2 59.8 70.7 489 59.7 66.1 71.7|78.3 665 622 560 533 |73.9 63.0 626 615 56.9
log4j-1.0 72.7 73.3 86.8 727 86.8 71.5 |81.3 640 86.9 729 71.5 | 81.3 66.9 85.5 62.7 60.1
pbeans2 75.6 57.7 885 96.2 615 84.6 | 53.8 96.2 885 731 92.3 | 65.4 846 885 73.1 92.3
redaktor 65.6 80.8 759 656 68.0 653 |71.2 61.0 618 705 70.1 |681 681 74.4 703 656
synapse-1.0 | 54.0 45.7 65.1 69.4 636 52.6 | 436 651 68.9 61.1 483 |43.6 62.6 53.6 526 59.4
systemdata | 63.0 444 61.1 583 79.6 556 |61.1 71.3 36.1 444 194 |61.1 444 66.7 36.1 27.8
tomcat 70.1 64.6 46.7 73.8 56.1 635 | 654 653 546 568 73.2|67.9 712 525 562 76.0
xerces-1.2 50.0 64.2 63.1 66.3 582 58.8 |60.8 70.6 655 66.3 75.0|57.7 684 634 62.1 69.2
xerces-1.3 61.3 77.5 739 66.7 60.5 714 | 775 739 702 65.1 69.0 | 75.1 734 71.1 569 67.3

*#* NONE-No Sampling | AD-ADASYN | BS-Borderline-SMOTE | MA- MAHAKIL | ROS- Random Oversampling | SM- SMOTE
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TaABLE A.2: AUC Performance values of SMOTE, ADASYN, ROS, Borderline-
SMOTE and MAHAKIL on Real World Data sets using KNN at different Pfp

rates.
Default Pfp-30 Pfp-40 Pfp-50

Project NONE |[AD BS MA ROS SM |[AD BS MA ROS SM |[AD BS MA ROS SM
ant-1.3 75.0 78.6 721 80.5 579 726 [82.4 745 762 61.9 743|795 729 84.0 757 588
ant-1.4 41.7 53.6 46.7 546 446 60.6 | 554 50.0 62.5 452 523 |51.6 534 57.2 480 314
ant-1.5 70.0 79.2 694 69.0 733 69.7 |79.8 725 704 737 69.6 |79.3 725 702 743 70.7
ant-1.6 85.4 80.3 85.2 85.4 837 826 |75.6 848 86.5 8.6 81.3 | 769 829 87.3 86.7 858
arc 69.2 49.2 585 78.6 669 684 |50.3 609 81.1 679 736 |475 629 80.5 62.3 67.1
camel-1.4 67.9 581 649 68.4 633 66.6 |58.7 621 66.5 651 64.7 [59.5 63.6 66.7 659 63.7
camel-1.6 60.6 62.6 582 633 609 66.3]|639 59.6 65.3 60.1 640 657 60.5 66.6 63.5 61.4
ivy-1.4 66.7 70.3 641 69.6 569 70.0 | 683 61.7 70.7 51.3 74.3|72.0 565 70.0 520 685
ivy-2.0 89.3 831 89.4 882 834 88 |8l.6 876 8.9 868 88.8|784 8.5 863 852 87.5
jedit-4.0 68.5 70.8 69.7 685 681 75.2|71.0 704 681 69.0 73.1|721 73.2 725 69.9 67.3
jedit-4.1 73.0 753 73.0 730 739 75.6|752 698 751 720 75.3|766 682 752 713 78.0
jedit-4.2 69.9 81.7 694 703 684 67.7 |85 669 69.5 653 69.8 |82.1 656 69.8 659 721
log4j-1.0 91.9 69.0 91.7 91.9 883 758 |69.3 836 87.9 90.8 824 |71.1 843 85.1 832 818
pbeans2 87.2 57.7 872 84.6 80.8 654 |628 769 79.5 654 705 |679 85.9 833 846 795
redaktor 60.7 74.6 66.0 72.0 66.1 714 |76.2 654 717 638 60.1 |76.8 76.1 69.6 642 52.7
synapse-1.0 | 56.2 72.8 63.6 704 547 623 |71.7 651 709 568 715 |734 672 709 570 74.7
systemdata | 65.7 63.0 574 72.2 593 602 | 639 676 713 61.1 74.1|75.0 593 731 556 1.9
tomceat 79.8 689 81.2 808 788 804 |69.2 804 81.0 79.1 785 |66.8 79.7 820 779 787
xerces-1.2 | 45.5 519 59.8 69.7 51.0 53.8 |54.7 592 70.7 51.2 496 [581 55.6 71.4 53.1 46.3
xerces-1.3 | 71.9 79.9 757 684 704 706 |77.7 776 679 712 705 [82.9 781 660 714 69.1

##% NONE-No Sampling | AD-ADASYN | BS-Borderline-SMOTE | MA- MAHAKIL | ROS- Random Oversampling | SM- SMOTE

TaBLE A.3: AUC Performance values of SMOTE, ADASYN, ROS, Borderline-
SMOTE and MAHAKIL on Real World Data sets using NNET at different Pfp

rates.
Default Pfp-30 Pfp-40 Pfp-50
Project NONE |[AD BS MA ROS SM |[AD BS MA ROS SM |[AD BS MA ROS SM
ant-1.3 49.0 79.0 762 66.2 529 69.0 |77.6 640 762 80.0 779 |78.1 61.9 581 564 60.2
ant-1.4 76.8 70.7 599 79.6 773 80.9|67.1 79.6 70.1 724 555 |656 726 76.6 73.7 66.9
ant-1.5 70.0 82.3 654 60.7 703 60.1 |74.9 70.1 69.5 70.2 672 |83.9 717 682 60.7 7Ll
ant-1.6 78.7 80.2 79.0 828 825 858|769 792 824 829 774 [766 761 796 83.9 774
arc 64.4 65.1 70.7 829 84.9 792 |627 620 782 749 771 |61.7 556 84.4 689 775
camel-1.4 74.9 70.3 65.1 76.0 656 684 | 685 644 70.5 662 672 |70.0 734 73.8 70.5 68.5
camel-1.6 67.6 65.0 724 715 73.3 705 |67.0 676 73.6 689 669 | 687 587 73.0 632 74.2
ivy-1.4 56.8 623 75.1 684 645 67.7 [68.0 63.2 60.8 656 644 |72.8 555 69.3 64.0 544
ivy-2.0 87.5 772 89.8 83.6 869 882 |764 748 825 764 85.1|759 775 755 88.6 720
jedit-4.0 63.5 71.1 68.0 686 71.8 66.8 |658 729 73.4 690 684 [76.1 725 687 738 69.0
jedit-4.1 81.1 79.2 837 784 825 845|818 839 842 775 86.0|759 853 844 862 87.2
jedit-4.2 66.7 749 636 766 686 675 |79.2 675 683 650 770 |71.8 74.2 616 702 73.6
log4j-1.0 92.6 81.8 788 862 81.3 90.4|835 887 8.7 91.0 846 |766 868 87.3 832 843
pbeans2 82.1 615 85.9 846 782 85.9|692 833 87.2 87.2 718 |61.5 744 79.5 769 513
redaktor 68.9 75.7 711 705 744 678 [86.6 68.0 71.8 71.9 680 |90.0 743 69.2 735 76.6
synapse-1.0 | 65.1 383 65.1 64.7 626 557 |44.3 59.6 64.7 549 60.2 | 502 604 63.8 587 583
systemdata | 66.7 722 519 685 704 741|611 66.7 722 648 81.5|66.7 50.0 68.5 61.1 53.7
tomcat 80.6 82.3 687 80.0 749 784 |81.7 773 768 784 793 |787 719 769 809 82.1
xerces-1.2 | 74.7 64.7 712 748 78.0 726 |654 81.1 719 739 650 |67.7 79.1 732 80.8 69.8
xerces-1.3 | 784 776 823 80.6 775 729|714 726 74.8 720 700 | 775 725 784 80.1 787

*#% NONE-No Sampling | AD-ADASYN | BS-Borderline-SMOTE | MA- MAHAKIL | ROS- Random Oversampling | SM- SMOTE
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TABLE A.4: AUC Performance values of SMOTE, ADASYN, ROS, Borderline-

SMOTE and MAHAKIL on Real World Data sets using RF at different Pfp rates.

Default Pfp-30 Pfp-40 Pfp-50
Project NONE |[AD BS MA ROS SM |[AD BS MA ROS SM |AD BS MA ROS SM
ant-1.3 73.3 76.7 70.7 729 626 69.0 |776 719 721 629 81.2|781 745 771 614 69.0
ant-1.4 60.9 67.7 69.7 654 671 645 | 716 704 76.4 703 702 |69.2 702 76.3 671 777
ant-1.5 66.8 82.0 672 662 66.0 61.6 |80.9 660 667 664 674 |80.6 652 66.0 69.0 67.1
ant-1.6 86.5 83.3 856 86.7 8.1 813 |82 820 85.8 843 791 |82.0 793 84.8 840 80.1
arc 71.3 469 711 824 675 783 |456 70.6 82.8 671 705 |49.1 726 81.3 725 774
camel-1.4 75.4 73.4 732 721 688 709 |74.6 736 714 715 676 |73.9 731 69.8 726 692
camel-1.6 74.6 73.0 75.8 728 751 725|718 750 732 753 735|713 742 726 75.8 736
ivy-1.4 63.5 69.7 628 67.5 605 57.7 |72.1 703 66.7 57.7 664 |73.3 681 63.7 547 629
ivy-2.0 85.3 84.7 822 835 803 817 |83 794 86.2 798 844 |84.7 803 873 772 831
jedit-4.0 73.6 776 781 750 788 762 |79.0 766 766 799 751 |81.0 734 750 788 745
jedit-4.1 85.2 84.1 846 846 87.9 870 |8.3 863 86.6 845 834 |88 863 87.0 846 87.5
jedit-4.2 | 77.0 83.1 744 751 742 750 |82.9 T48 755 740 726 |84.1 738 751 735 7.6
logdj-1.0 | 88.2 842 91.2 882 895 883 |815 92.3 910 87.3 873 | 832 906 894 8T.9 90.4
pbeans2 | 89.7 718 846 872 807 923|769 846 89.7 846 846 | 718 89.7 89.7 846 885
redaktor 62.1 83.0 650 673 620 658 |79.7 669 675 659 668 |82.8 650 666 66.6 683
synapse-1.0 | 58.3 655 657 71.9 60.2 598 |61.7 660 71.9 628 604 | 643 66.6 72.3 59.8 581
systemdata | 79.6 63.0 79.6 759 79.6 79.6|667 778 741 759 741 |574 657 79.6 685 519
tomcat 87.2 83.0 87.8 832 8.5 879|808 8.8 829 865 89.5|804 844 817 852 87.1
xerces-1.2 80.7 714 83.1 814 775 802 702 84.0 80.1 779 756 |70.2 821 782 781 80.3
xerces-1.3 78.6 86.3 80.0 80.1 778 758 |85.1 80.1 800 794 793 |84.2 80.7 80.1 79.0 782

** NONE-No Sampling | AD-ADASYN | BS-Borderline-SMOTE | MA- MAHAKIL | ROS- Random Oversampling | SM- SMOTE

TaBLE A.5: AUC Performance values of SMOTE, ADASYN, ROS, Borderline-
SMOTE and MAHAKIL on Real World Data sets using SVM at different Pfp

rates.
Default Pfp-30 Pfp-40 Pfp-50
Project NONE [AD BS MA ROS SM |[AD BS MA ROS SM |AD BS MA ROS SM
ant-1.3 74.3 73.8 729 76.7 705 748 |79.5 676 73.8 77.1 743|771 66.2 748 78.1 748
ant-1.4 56.7 577 58.0 57.5 57.7 57.7 |73.4 574 64.0 587 57.9|69.2 60.5 632 66.7 543
ant-1.5 66.9 73.0 646 646 689 663 | 73.9 686 678 70.1 648|730 69.5 686 72.2 69.9
ant-1.6 83.1 83.4 832 824 804 80.0 | 821 828 83.9 829 805|792 755 820 825 83.8
arc 62.3 52.8 720 742 789 723 |493 799 746 80.0 70.7|41.9 742 70.7 75.8 65.7
camel-1.4 82.5 71.0 724 740 754 732 |657 643 66.7 72.1 63.0]|59.6 61.0 615 66.3 589
camel-1.6 71.5 721 707 717 710 73.0|73.4 679 662 699 704 |67.0 627 657 66.2 67.0
ivy-1.4 60.0 627 632 592 65.3 640 |624 621 65.1 640 632|653 613 643 67.5 60.0
ivy-2.0 76.8 81.8 814 883 827 88.5|781 837 88.2 87.3 831|632 674 849 86.7 728
jedit-4.0 74.0 80.8 740 738 765 741 |75.9 758 722 742 738|732 682 750 785 76.9
jedit-4.1 84.7 80.3 84.6 842 86.1 853 |80.0 852 85.4 852 847 |80.1 844 866 87.5 87.2
jedit-4.2 69.3 82.4 685 698 67.7 689 |83.9 694 700 70.0 72.6|77.8 689 743 746 739
log4j-1.0 79.1 804 848 821 785 88.2]821 898 91.7 90.9 895|785 91.7 928 91.5 93.1
pbeans2 82.1 53.8 79.5 821 718 718 |66.7 744 821 744 66.7 385 385 231 205 56.4
redaktor 55.6 72.8 60.3 624 653 56.7 | 70.7 644 653 626 61.9|77.3 60.3 60.5 61.2 61.2
synapse-1.0 | 51.5 65.1 711 791 694 711 | 715 715 80.9 70.6 715|715 749 783 732 643
systemdata | 80.6 81.5 759 759 778 741 |759 722 759 815 722|79.6 722 79.6 722 50.0
tomcat 74.2 76.2 787 794 84.2 796 | 761 79.6 80.3 84.5 77.6|76.0 80.3 80.7 81.6 80.1
xerces-1.2 73.9 65.7 71.2 656 650 67.0 | 59.8 685 634 68.9 582 |63.2 56.5 55.1 60.9 586
xerces-1.3 78.7 83.1 770 744 735 750 |821 750 735 739 735|834 722 710 717 704

** NONE-No Sampling | AD-ADASYN | BS-Borderline-SMOTE | MA- MAHAKIL | ROS- Random Oversampling | SM- SMOTE
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TABLE A.6: G-mean values of SMOTE, ADASYN, ROS, Borderline-SMOTE and
MAHAKIL on Real World Data sets using C4.5 at different Pfp rates.

Default Pfp-30 Pfp-40 Pfp-50

Project NONE |AD BS MA ROS SM |AD BS MA ROS SM |AD BS MA ROS SM
ant-1.3 14.3 182 143 167 167 33.3|375 133 16.7 222 42.1 471 333 53.3 300 250
ant-1.4 0.0 190 182 331 194 345|286 261 300 83 500|231 286 318 276 47.4
ant-1.5 37.5 57.1 316 26.1 250 182 |42.1 276 31.6 421 279 |222 231 316 35.7 222
ant-1.6 57.1 53.6 625 571 66.7 475 |56.7 441 69.1 545 500 | 629 43.1 66.7 40.6 63.3
arc 0.0 1.1 364 44.4 182 348 |74 30.0 41.1 182 41.4 |80 26.7 40.0 345 39.0
camel-1.4 0.0 38.3 372 286 294 252 |283 34.4 280 260 336 |37.6 330 309 375 340
camel-1.6 | 18.7 433 311 315 348 407 | 206 403 353 47.2 443 | 286 36.8 397 349 405
ivy-1.4 0.0 28.6 0.0 182 11.8 8.0 11.1 154 40.0 154 222 |25.0 26.7 143 0.0 13.3
ivy-2.0 0.0 10.0 16.7 30.3 0.0 29.3 16,7 270 44.4 182 364 |74 18.7 53.3 182 33.8
jedit-4.0 50.0 40.0 50.0 50.0 51.3 57.1|449 440 45.0 409 44.1 | 54.9 471 435 50.0 476
jedit-4.1 60.5 41.0 68.0 60.5 60.0 61.0 | 559 66.7 640 53.6 556 |59.2 66.7 59.6 53.6 61.3
jedit-4.2 16.7 50.0 286 412 387 250 |41.4 244 390 222 324 429 294 364 333 350
logdj-1.0 | 62.5 63.6 625 625 (25 476 |66.7 667 70.0 588 480 |66.7 421 69.6 417 60.0
pbeans2 57.1 28.6 75.0 85.7 57.1 60.0 |40.0 85.7 66.7 444 750 | 40.0 60.0 75.0 444 75.0
redaktor 46.2 50.0 50.0 46.2 41.7 429 |52.6 421 364 53.3 50.0 |455 40.0 526 53.3 40.0
synapse-1.0 | 20.0 0.0 36.4 167 30.8 154 |00 28.6 167 26,7 11.8 |0.0 28.6 16.7 154 235
systemdata | 33.3 0.0 33.3 222 57.1 500 | 333 444 333 0.0 0.0 |33.3 286 286 0.0 0.0
tomcat 0.0 25.5 255 292 204 37.7)327 36.0 298 21.7 250 | 203 40.6 27.1 20.8 342
xerces-1.2 | 0.0 300 25.6 381 25.0 367 |267 46.2 383 394 452 | 200 424 25 358 378
xerces-1.3 37.8 444 48.0 453 333 46.749.0 480 473 385 459 |46.2 48.0 47.3 286 426
##% NONE-No Sampling | AD-ADASYN | BS-Borderline-SMOTE | MA- MAHAKIL | ROS- Random Oversampling | SM- SMOTE

TABLE A.7: G-mean values of SMOTE, ADASYN, ROS, Borderline-SMOTE and
MAHAKIL on Real World Data sets using KNN at different Pfp rates.

Default Pfp-30 Pfp-40 Pfp-50

Project NONE |AD BS MA ROS SM |AD BS MA ROS SM |[AD BS MA ROS SM
ant-1.3 66.7 57.1 50.0 421 40.0 375 |50.0 43.5 40.0 348 381 |44.4 345 435 400 381
ant-1.4 0.0 0.0 16.0 11.8 0.0 16.0 | 37.5 200 333 267 370 [33.3 235 33.3 273 154
ant-1.5 16.7 40.0 333 312 387 294 |353 333 273 38.7 278 [298 30.4 279 302 240
ant-1.6 65.5 56.7 70.2 655 69.8 66.7 | 58.8 64.8 72.7 687 64.7 |55.7 619 70.4 640 66.7
arc 0.0 25.0 235 45.2 261 308 | 242 200 50.0 27.6 40.0 [19.0 233 40.0 240 276
camel-1.4 8.0 16.4 340 350 301 37.6|25.0 373 374 342 331 |31.6 328 35.7 349 344
camel-1.6 | 0.0 16.1 203 25.0 30.2 293 |36.3 307 38.2 308 31.3|39.1 333 369 376 319
ivy-1.4 0.0 21.1 182 26.1 16.7 16.7 | 129 182 231 133 26.1|21.1 150 23.1 128 20.0
ivy-2.0 0.0 432 50.0 55.0 51.2 50.0 | 364 440 44.0 50.0 50.0|314 393 381 366 42.9
jedit-4.0 41.0 458 444 410 46,5 52.2|49.1 55.6 468 489 52 48.3 545 500 56.6 50.0
jedit-4.1 59.6 40.0 612 59.6 588 61.5|42.6 51.7 640 593 65.4 594 522 655 508 62.3
jedit-4.2 18.2 50.0 346 40.0 28.6 16.7 | 47.6 345 341 267 255 |44.9 36.7 36.0 233 340
logdj-1.0 | 53.3 444 632 533 63.6 435 | 609 72.0 72.0 692 640 | 538 74.1 74.1 741 60.0
pbeans? | 0.0 00 00 197 00 20.0|44.4 444 400 00 400 |444 500 429 429 57.1
redaktor 0.0 44.4 0.0 40.0 400 105 |357 27.3 400 45.5 21.1 |353 42.9 414 345 316
synapse-1.0 | 0.0 30.8 143 154 143 154 |40.0 26.7 154 143 26.7 |40.0 26.7 235 25.0 26.7
systemdata | 0.0 28.6 0.0 282 0.0 0.0 |308 00 325 250 57.1(2.7 00 36.4 0.0 9.1
tomcat 0.0 21.6 41.8 377 39.4 28.0 |25.0 350 38.0 429 386 |224 296 387 290 41.1
xerces-1.2 0.0 10.0  26.1 0.0 27.6 250 | 228 30.0 292 259 30.1 237 250 27.9 268 179
xerces-1.3 | 0.0 43.3 414 303 393 345 |405 43.5 356 388 356 |46.2 444 38.6 400 43.7
##% NONE-No Sampling | AD-ADASYN | BS-Borderline-SMOTE | MA- MAHAKIL | ROS- Random Oversampling | SM- SMOTE
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TABLE A.8: G-mean values of SMOTE, ADASYN, ROS, Borderline-SMOTE and
MAHAKIL on Real World Data sets using NNET at different Pfp rates.
Default Pfp-30 Pfp-40 Pfp-50
Project NONE |[AD BS MA ROS SM |AD BS MA ROS SM |AD BS MA ROS SM
ant-1.3 28.6 50.0 20.0 36.4 16.7 30.8 |44.4 154 286 429 308 |47.1 267 20.0 235 250
ant-1.4 13.3 375 316 317 50.0 52.4|51.4 444 412 53.8 231 |457 48.3 443 432 364
ant-1.5 33.3 54.5 133 174 353 200 | 250 240 174 250 27.6|44.4 300 214 16.0 182
ant-1.6 56.1 51.9 655 613 615 71.0|51.0 548 56.7 58.8 541 |493 526 59.7 66.7 575
arc 16.7 286 30.0 63.2 471 556 | 2061 182 381 41.7 364 |0.0 29.6 50.0 16.0 40.0
camel-1.4 46.2 385 351 46.7 322 346 | 306 336 38.2 367 376 |43.1 45.6 441 36.8 349
camel-1.6 11.6 35.7 339 40.7 42.9 382 402 374 43.7 380 338 |40.0 350 42.9 345 422
ivy-1.4 0.0 286 42.9 273 333 174 |20.0 125 20.0 182 20.0|20.0 143 37.5 235 16.0
ivy-2.0 21.1 350 54.5 323 485 488 | 258 244 375 273 42.6 | 308 375 43.5 429 270
jedit-4.0 41.2 51.0 372 372 390 54.2|36.1 500 54.2 341 500 |47.5 51.5 50.0 40.0 40.0
jedit-4.1 43.1 61.5 643 64.4 627 643 | 629 586 64.2 571 625 |554 60.0 63.0 61.8 61.8
jedit-4.2 22.2 40.0 244 333 263 303 | 400 356 424 333 286 |36.8 333 37.8 273 36.7
log4j-1.0 50.0 60.9 47.1 533 500 73.7|583 66.7 62.6 83.3 615 |545 72.7 60.0 636 66.7
pbeans2 | 0.0 571 571 60.0 444 571 | 333 60.0 60.0 0.0  60.0 | 286 286 60.0 444 250
redaktor 57.1 57.1 533 444 556 50.0 |55.6 444 333 50.0 421 |60.0 47.1 444 455 455
synapse-1.0 | 14.3 0.0 12,5 143 133 14.3 0.0 143 15.4 143 133 | 0.0 143 154 133 133
systemdata | 28.6 80.0 28.6 286 33.3 286 |44.4 286 286 250 286 |80.0 28.6 28.6 28.6 250
tomcat 16.2 37.1 250 356 259 227 [40.0 40.0 36.0 41.7 39.0 |35.1 303 347 330 42.9
xerces-1.2 13.8 269 20.0 40.0 44.4 349 |254 46.7 36.7 438 19.2 | 33.8 431 353 471 337
xerces-1.3 30.8 424 51.2 468 409 379 | 244 357 393 36.1 40.6|45.0 41.3 383 425 425

*#*¥ NONE-No Sampling | AD-ADASYN | BS-Borderline-SMOTE | MA- MAHAKIL | ROS- Random Oversampling | SM- SMOTE

TABLE A.9: G-mean values of SMOTE, ADASYN, ROS, Borderline-SMOTE and
MAHAKIL on Real World Data sets using RF at different Pfp rates.

Default Pfp-30 Pfp-40 Pfp-50
Project NONE |AD BS MA ROS SM |[AD BS MA ROS SM |[AD BS MA ROS SM
ant-1.3 42.9 200 25.0 28.6 308 37.5|57.1 375 267 375 375 |53.3 444 375 308 267
ant-1.4 23.5 37.0 222 333 30.0 20.0 |46.7 222 286 300 316 |387 31.6 200 200 46.7
ant-1.5 33.3 353 333 333 37.5 286 |286 333 222 353 308 [37.5 31.6 222 37.5 276
ant-1.6 64.2 61.0 69.1 69.1 60.0 629 | 645 623 68.9 67.7 59.7 |65.6 581 67.7 67.7 64.8
arc 18.2 0.0 353 66.7 133 381 |00 333 40.0 143 267 |00 31.6 50.0 235 333
camel-1.4 | 35.3 37.1 209 312 233 202 |39.4 229 286 232 320 |40.0 272 32.6 297 320
camel-1.6 31.5 347 286 38.0 40.0 39.6 |36.0 347 426 39.6 43.1|355 392 46.0 33.7 44.6
ivy-1.4 0.0 33.3 0.0 22.0 0.0 10.0 | 28.6 0.0 40.0 0.0 182 [25.0 0.0 33.3 0.0 23.1
ivy-2.0 14.3 11.1 261 182 240 36.4|8.7 26.1 320 23.1 40.0 9.1 25.0 308 16.7 42.3
jedit-4.0 42.6 55.8 435 41.7 512 50.0 | 55.3 458 449 512 481 |56.0 46.2 462 51.2 45.6
jedit-4.1 60.9 51.2 583 56.5 59.1 64.0|642 65.4 68.0 531 618 [67.9 69.2 66.7 56.0 69.0
jedit-4.2 19.0 53.8 231 345 296 375 |56.0 222 323 320 276 |44.4 286 333 333 341
log4j-1.0 62.5 66.7 588 62.5 66.7 588 |72.0 70.0 70.0 55.6 60.9 |66.7 73.7 70.0 632 70.0
pbeans2 57.1 40.0 75.0 75.0 75.0 75.0|333 75.0 75.0 75.0 75.0 (333 75.0 75.0 75.0 66.7
redaktor 46.2 57.1 462 57.1 462 429 |57.1 57.1 50.0 429 375 533 57.1 500 429 375
synapse-1.0 | 18.2 00 154 154 143 143 |00 16.7 16.7 143 143 |00 30.8 16.7 16.7 143
systemdata | 40.0 0.0 40.0 333 333 333 |40.0 40.0 286 333 28.6 |[40.0 286 50.0 0.0 25.0
tomcat 6.9 20.0 25.6 19.5 114 36.7 | 143 200 244 114 47.1 143 273 182 11.1 43.1
xerces-1.2 | 47.6 356 51.0 47.8 407 436 | 327 51.9 440 385 370 |367 50.9 408 392 494
xerces-1.3 46.5 53.3 48.0 41.7 40.0 40.7 | 53.1 44.0 392 520 50.0 |52.0 408 392 49.0 455

** NONE-No Sampling | AD-ADASYN | BS-Borderline-SMOTE | MA- MAHAKIL | ROS- Random Oversampling | SM- SMOTE
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TABLE A.10: G-mean values of SMOTE, ADASYN, ROS, Borderline-SMOTE
and MAHAKIL on Real World Data sets using SVM at different Pfp rates.

Default Pfp-30 Pfp-40 Pfp-50
Project NONE |AD BS MA ROS SM |[AD BS MA ROS SM |AD BS MA ROS SM
ant-1.3 36.4 42.9 286 42.9 182 42,9400 250 375 375 41.7|421 267 353 40.0 42.9
ant-1.4 0.0 28.6 19.0 32.0 11.8 32.0|34.5 320 320 320 320 |45.7 385 370 308 387
ant-1.5 30.8 444 364 381 47.6 320 |38.5 276 353 300 294 |258 308 33.3 33.3 33.3
ant-1.6 48.0 60.3 61.8 39.1 473 554 | 657 658 68.5 67.6 58.0 |59.0 522 594 66.7 59.7
arc 0.0 105 375 42.9 182 429|148 40.0 40.0 348 375 |87 48.0 345 41.2 286
camel-1.4 7.4 31.0 296 40.0 294 33.0 | 272 323 327 444 293 |323 351 341 344 353
camel-1.6 14.1 288 6.0 330 337 39.1|372 331 388 333 42.7|374 368 377 373 40.5
ivy-1.4 0.0 00 00 80 222 80 |00 229 200 188 211 |00 148 154 167 17.1
ivy-2.0 14.3 27.3 345 412 444 50.0 | 47.6 30.0 52.4 488 46.2 | 233 16.7 36.7 43.1 344
jedit-4.0 41.2 45.0 45.0 47.4 429 46,5 | 464 462 490 50.9 492 | 493 418 453 50.7 50.9
jedit-4.1 63.6 51.0 652 652 66.7 67.9]|51.7 67.9 635 655 635|512 611 61.5 61.5 60.0
jedit-4.2 0.0 64.5 300 40.0 432 350 |45.5 28.0 383 383 36.7 |328 255 368 40.0 359
log4j-1.0 0.0 0.0 73.7 588 588 73.7|643 636 63.6 636 74.1|444 73.7 667 636 783
pbeans2 0.0 0.0 00 250 0.0 28.6 |33.3 33.3 33.3 33.3 250 |[25.0 267 250 0.0 46.2
redaktor 46.2 61.5 462 46.2 462 429 |50.0 42.1 421 381 353 |42.9 353 353 381 375
synapse-1.0 | 25.0 0.0 35.3 37.5 353 235 222 333 353 333 316 |0.0 40.0 42.9 333 353
systemdata | 0.0 0.0 0.0 28.6 0.0 28.6 | 26.7 0.0 28.6 44.4 20.0 | 375 222 50.0 222 222
tomcat 0.0 34.7 387 379 451 375|309 355 284 39.6 325 302 261 290 37.9 279
xerces-1.2 | 26.7 20.0 30.2 255 267 250 |241 31.4 267 361 289 [32.4 253 220 272 308
xerces-1.3 | 424 37.5 41.8 39.5 40.0 39.5 |50.0 404 409 404 400 |50.6 39.6 39.6 40.0 39.6

*#* NONE-No Sampling | AD-ADASYN | BS-Borderline-SMOTE | MA- MAHAKIL | ROS- Random Oversampling | SM- SMOTE
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B.1 Appendix B: Process Metrics Data Used This
Study (Chapter 8)

The static metric datasets are available on the PROMISE repository. The pro-
cess metric datasets were manually extracted. The keywords used for matching
the commits from the commit logs during the data extraction process are "er-
rors, bugs, fix, fixes, issues, bugfixes, refactoring(s)". Below is a sample code
used for the commit matching process.
[(bugs?|fix(es|ed)?)[\s: _#]*(\d+)],
[#(\d+)(issue|bug)s?|\s#-|*(\d+)show_bug\.cgi\?id=(\d+)PR:? (\d+)].
Table B.1 presents the metrics and fault collection period for the extracted

datasets. The process metric datasets are available at http://analytics.jpn.org/SEdata/
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TaBLE B.1: Summary of versions and collection period for the 10 OSS projects

used.

Project Name

Summary of Version A (Older)

Version

Metrics recorded (Date)

Faults recorded (Date)

Clam Antivirus
eCos

Helma

NetBSD
OpenBSD
OpenCMS
OpenNMS
Scilab

Spring Security
XORP

0.96
2.0
1.3.1
4.0
4.5
7.0.0
1.7.0
5.2.0
2.0.0
1.0

2009,/10/02 - 2010/03/31
2002,/11/21 - 2003/05/20
2003,/03,/01 - 2003/08/28
2007/06,/22 - 2007/12/19
2009/01/31 - 2009/05/01
2007/01,/06 - 2007/07/05
2008,/10,/17 - 2009/01/15
2009/06,/18 - 2009/12/15
2007/10/17 - 2008/04,/14
2004,/01/10 - 2004/07/08

2010/03/31 - 2010/09,/27
2003,/05,/20 - 2006/05 /04
2003,/08/28 - 2004,/02/24
2007/12/19 - 2008/06/16
2009/05/01 - 2009/07/30
2007/07/05 - 2008/01/01
2009,/01/15 - 2009/04/15
2009/12/15 - 2010/06/13
2008,/04/14 - 2008/10/11
2004,/07/08 - 2005/01 /04

Summary of Version

B (New)

Clam Antivirus
eCos

Helma

NetBSD
OpenBSD
OpenCMS
OpenNMS
Scilab

Spring Security
XORP

0.97
3.0
1.4.0
5.0
4.6
8.0.0
1.8.0
5.3.0
3.0.0
1.1

2010,/08,/11 - 2011/02/07
2008,/10/01 - 2009/03 /30
2003,/10/04 - 2004/04/01
2008,/10/31 - 2009/04,/29
2009,/07/20 - 2009/10/18
2010,/11/09 - 2011/05/08
2010,/03,/09 - 2010/06,/07
2010/06/18 - 2010/12/15
2009/06,/25 - 2009/12,/22
2004,/10/15 - 2005/04/13

2011,/02/07 - 2011/08/06
2009/03/30 - 2011/08/25
2004,/04/01 - 2004/09/28
2009/04,/29 - 2009/10/26
2009/10/18 - 2010/01/16
2011,/05/08 - 2011/10/13
2010/06/07 - 2010/09/05
2010/12/15 - 2011/06/13
2009/12/22 - 2010/06/20
2005,/04/13 - 2005/10/10
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Publications

List of Major Publications

Journal Publications

1. (Chapter 7) Kwabena Ebo Bennin, Jacky Keung, Passakorn
Phannachitta, Akito Monden, and Solomon Mensah. "M AHAKIL:
Diversity based Oversampling Approach to Alleviate

the Class Imbalance Issue in Software Defect Predic-
tion." IEEE Transactions on Software Engineering(TSE),2017.
Impact Factor: 3.27-2017

2. (Chapter 1 and Chapter 8) Kwabena Ebo Bennin, Jacky Ke-

ung, and Akito Monden. "On the relative value of data re-

sampling approaches for Software Defect Prediction."
Empirical Software Engineering (EMSE),2018. Impact Factor:
3.27-2017

Conference Publications

1. (Chapter 6) Kwabena Ebo Bennin, Jacky Keung, Akito Mon-

den, Passakorn Phannachitta, and Solomon Mensah. "The
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significant effects of data sampling approaches on soft-
ware defect prioritization and classification." In Proceed-
ings of the 11th ACM/IEEE International Symposium on Em-
pirical Software Engineering and Measurement (ESEM), pp.
364-373. IEEE Press, 2017. Acceptance Rate: 19%

2. (Chapter 5) Kwabena Ebo Bennin, Jacky Keung, Akito Mon-

den, Yasutaka Kamei, and Naoyasu Ubayashi. "Investigating

the effects of balanced training and testing datasets on
effort-aware fault prediction models." In Computer Soft-
ware and Applications Conference (COMPSAC), 2016 IEEE
40th Annual, vol. 1, pp. 154-163. IEEE, 2016.

3. (Chapter 3) Kwabena Ebo Bennin, Koji Toda, Yasutaka Kamei,
Jacky Keung, Akito Monden, and Naoyasu Ubayashi. "Empirical

Evaluation of Cross-Release Effort-Aware Defect Pre-
diction Models." In Software Quality, Reliability and Secu-
rity (QRS), 2016 IEEE International Conference on, pp. 214-
221. IEEE, 2016.

4. (Chapter 8) Kwabena Ebo Bennin, Jacky Keung, and Akito

Monden. "Impact of the Distribution Parameter of Data

Sampling Approaches on Software Defect Prediction
Models." In Asia-Pacific Software Engineering Conference (APSEC),
2017 24th, pp. 630-635. IEEE, 2017.

Other relevant publications produced during the research period.

Journal Publications
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1. Limsettho, Nachai, Kwabena Ebo Bennin, Jacky W. Keung,
Hideaki Hata, and Kenichi Matsumoto. "Cross Project De-

fect Prediction Using Class Distribution Estimation

and Oversampling." Information and Software Technology
(2018). Impact Factor: 2.69-2017

2. Yu, Xiao, Man Wu, Yiheng Jian, Kwabena Ebo Bennin, Mandi

Fu, and Chuanxiang Ma. "Cross-company defect predic-

tion via semi-supervised clustering-based data filter-
ing and MSTrA-based transfer learning." Soft Comput-
ing (2018): 1-12. Impact Factor: 2.47-2017

3. Shi, Zhendong, Jacky Keung, Kwabena Ebo Bennin, and Xingjun

Zhang. "Comparing learning to rank techniques in hy-
brid bug localization." Applied Soft Computing 62 (2018):
636-648. Impact Factor: 3.54-2017

4. Xiao, Yan, Jacky Keung, Kwabena Ebo Bennin, and Qing Mi.

"Machine translation-based bug localization technique
for bridging lexical gap." Information and Software Tech-
nology (2018). Impact Factor: 2.69-2017
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