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Abstract

The integration of deep learning techniques into bug report and log anomaly detection
represents a foundational aspect of software and system maintenance. Typically,
these analyses encompass two primary stages: text representation and representation
learning. Text representation involves converting raw text data into machine-readable
formats, such as embeddings in the feature space, while representation learning
utilizes a variety of techniques, including machine learning and deep learning,
to effectively capture these representation features. Furthermore, clustering and
resampling techniques are commonly used to enhance representation learning by
facilitating the identification of meaningful data patterns and addressing issues like
class imbalance.

In this thesis, we embark on a comprehensive exploration of four pivotal software
engineering tasks, each tackling crucial aspects of bug report analysis and log anomaly
detection: (1) security bug report detection, (2) bug report title generation, (3) log
anomaly detection, and (4) data resampling in log anomaly detection. We propose three
novel deep learning approaches (CASMS, AttSum, AdalLog) and conduct an empirical
study to address ongoing research challenges.

Specifically, bug reports (BRs) serve as indispensable records in software
maintenance, documenting issues reported by users for resolution by software
developers. Given the different severity of bug reports, prioritizing the detection
of Security Bug Reports (SBRs) is critical. Identifying and resolving bugs exposed
in SBRs can help mitigate potential damage to software products before disclosure.
Moreover, the bug report title is a compulsory component of a BR, making the
automatic generation of high-quality bug report titles a focal point for researchers.
This task aims to effectively extract the core content of a BR, thereby improving its
readability and usability. Logs play a pivotal role in maintaining software-intensive
systems, capturing vital information essential for troubleshooting and performance
monitoring. Consequently, the analysis of logs for anomaly detection emerges as a

il



significant area of interest. Despite numerous studies dedicated to these tasks in recent
years, persistent and enduring research challenges continue to remain unresolved.

In the realm of security bug report detection, the inappropriate disclosure of
SBRs poses significant risks to software systems. However, prevailing techniques
face challenges arising from class imbalance, inadequate training data, and limited
performance robustness. To address these issues, we introduce the CASMS approach.
CASMS leverages weighted word embeddings derived from ¢t f — id f and word2vec
techniques to transform bug reports. Subsequently, it utilizes the Elbow method and
k-means clustering algorithm to automatically select diverse non-security bug reports
(NSBRs), with the aim of addressing the class imbalance. Finally, we employ an
Attention CNN-BLSTM model to process both SBRs and selected NSBRs, efficiently
extracting contextual and sequential information for representation learning.

Towards bug report title generation, the creation of concise and informative titles
plays a crucial role in facilitating efficient bug resolution processes. However, the
challenge lies in the ability of bug reporters to generate high-quality titles. To mitigate
this, we propose AttSum, an innovative deep attention-based summarization model.
AttSum employs an encoder-decoder framework, utilizing the robustly optimized
bidirectional-encoder-representations-from-transformers (RoBERTa) approach for
deep text representation of bug reports. Moreover, it incorporates a stacked transformer
decoder to generate bug report title tokens. Both the RoBERTa encoder and the
stacked transformer decoder utilize multi-head attention operations, enabling them
to memorize previous information and capture long-range dependencies between
input and output sequences, regardless of distance. Consequently, AttSum excels in
extracting and summarizing the global semantic information of bug report bodies,
enhancing its overall performance. Additionally, we employ a copy mechanism to
address the rare-term problem effectively.

In the domain of log anomaly detection (LAD), a variety of machine learning
and deep learning approaches have been proposed, categorized into supervised,
semi-supervised, and unsupervised methods. While semi-supervised techniques show
promise by requiring only a fraction of labeled data and demonstrating relative stability,
current approaches often suffer from manual parameter tuning and high false positives.
To address these challenges, we introduce Adalog, an integrated semi-supervised
approach. Specifically, AdaLog utilizes a pre-trained model for word embedding,
employs a self-adaptive clustering method to accurately calculate label probabilities

for unlabeled data across twelve designed scenarios, and integrates a transformer-based
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model for prediction. Furthermore, to mitigate class imbalance, AdaLog incorporates
undersampling to enhance model performance.

In the realm of LAD, the persistent issue of class imbalance in publicly available
data hinders the effectiveness of deep learning-based models. Nonetheless, whether
data resampling can address this imbalance remains uncertain. To bridge this gap,
we conduct a comprehensive analysis of various data resampling techniques and their
impact on existing deep learning-based log anomaly detection (DLLAD) approaches.
Through empirical evaluations on multiple benchmarks, we elucidate the effectiveness
of resampling techniques in alleviating class imbalance and improving the performance
of DLLAD approaches. Our study offers a valuable roadmap for researchers aiming to
tackle the challenge of data imbalance in DLLAD. By implementing the recommended
strategies for data resampling, researchers can significantly improve the performance
and effectiveness of DLLAD approaches.

In summary, this thesis introduces novel approaches and empirical studies geared
toward enhancing bug report analysis and log anomaly detection in software and system
maintenance. Through our proposed approaches and empirical insights, we aim to
make meaningful contributions to the continual advancement of robust and effective
techniques within these domains.

Keywords: Text Representation Learning, Security Bug Report Detection, Title
Generation, Log Anomaly Detection, Data Resampling.
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Chapter 1
Introduction

In the field of intelligent software engineering, the selection of appropriate text
representations and representation learning methods is pivotal for effective text-based
analysis tasks (presented in Figure 1.1). These chosen techniques play a critical
role in capturing and analyzing contextual information within the text, serving as the
foundation for bug report analysis [1-7] and log anomaly detection [8—14], both of
which primarily involve textual data. The evolution of text representation techniques
has been swift [15], advancing from hand-crafted features like Bag of Words (BoW) to
embedding vectors such as Latent Semantic Analysis (LSA) [16], Word2vec [17], and
Embeddings from Language Models (ELMo) [18]. More recently, text embeddings
based on Transformer-based models like Generative Pre-trained Transformer (GPT)
[19], Bidirectional Encoder Representations from Transformers (BERT) [20], and their
extensions have gained prominence. Furthermore, representation learning methods for
these representations are diverse, primarily encompassing machine learning [2, 21]
and deep learning [22, 12]. Various text-based analysis tasks necessitate different
combinations of text representations and learning methods, occasionally incorporating
techniques like clustering and resampling for enhanced representation learning.

For instance, Jiang et al. [5] utilized word2vec to represent Non-Security
Bug Report (NSBR) and Security Bug Report (SBR) features, employing a ranking
model BM25F,,, to calculate the similarity between the two classes for SBR
prediction. Shi et al. [7] integrated Recurrent Neural Network (RNN)-based
Sequence-to-Sequence (Seq2Seq) models with different features and demonstrated
superior performance in summarization tasks, such as bug report title generation.
Le et al. [12] explored the effectiveness of Deep Learning-based Log Anomaly
Detection (DLLAD) approaches and observed that DLLAD models trained on highly
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Fig. 1.1 Text-based analysis.

imbalanced datasets yield low precision or recall values. Many DLLAD approaches
employed a pre-trained model for text representation and a DL model for log anomaly
prediction. For example, Zhang et al. [10] combined a pre-trained word2vec
model FastText [23] with Term Frequency-Inverse Document Frequency (¢ f — id f)
weights for log representation and an attention-based Bidirectional Long Short-Term
Memory (BLSTM) model for anomaly detection. Additionally, Le et al. [11]
utilized a pre-trained Transformer-based language model BERT [20] for generating
representations and applied a transformer encoder for log anomaly detection.

In this thesis, our attention lies on four text-based analysis tasks, as illustrated in
Figure 1.2: (1) security bug report detection, (2) bug report title generation, (3)
log anomaly detection, and (4) data resampling in log anomaly detection. For
the first three tasks, we proposed novel approaches to enhance text classification
or text generation performance. Regarding log anomaly detection, we introduced a
novel DLLAD approach and discovered that integrating random undersampling can
mitigate class imbalance and enhance model performance. Furthermore, we conduct
a detailed investigation into the effectiveness of data resampling in DLLAD in our
subsequent work. These approaches and empirical studies address the underlying
research challenges comprehensively.
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Fig. 1.2 The four text-based analysis tasks in this thesis.

1.1 Security Bug Report Detection

Nowadays, bug tracking systems are widely used to aid developers in software
maintenance. Accurately capturing bugs in user-submitted bug reports is crucial for
software engineers. These bug reports are typically categorized as SBRs and NSBRs.
Priority is given to detecting SBRs as they expose security vulnerabilities that need
fixing before disclosure [24]. A published security bug can lead to potential security
breaches and significant damage to software products [1]. Text-based prediction
methods have been developed to efficiently and accurately identify SBRs. Some
approaches [1-3] first represent bug reports as feature vectors by identifying relevant
keywords and extracting feature information using techniques like tf — id f [2, 3].
These approaches then utilize classification algorithms such as (e.g., Naive Bayes and
Logistic Regression) to build prediction models based on the feature vectors.

The challenges of identifying SBRs usually include:

(1) How to alleviate the class imbalance problem of the training dataset.
Due to the imbalanced nature of collected datasets, the percentage of SBRs typically
ranges from 0.5% to 9% [2, 4, 5]. Prediction models trained on highly imbalanced
datasets tend to focus more on NSBRs and misclassify unknown bug reports as NSBRs.
However, accurately detecting SBRs is crucial for software engineers. To address the
data imbalance issue, recent methods [2, 4, 5] first rank NSBRs using various metrics
(e.g., keyword scoring [2, 4] and BM25F,,, for similarity calculation [5]). Peters
et al. [2] selected the top 100 terms with the highest ¢tf — ¢d f values in SBRs as
security-related keywords, noting that 74% of these keywords also appeared in NSBR
contexts. However, Jiang et al. [5] argued that many of these security-related keywords
may not be related to security. Instead, they ranked NSBRs based on content similarity
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rather than individual words, retaining only the most dissimilar NSBRs to SBRs in the
feature space.

(2) How to capture the semantic and sequential information of bug reports
better. Previous studies [1, 2, 4] adopted term-based approaches (e.g., tf — idf)
to evaluate the importance of each term in bug reports. These approaches relied on
machine learning algorithms to construct classifiers but struggled to capture semantic
information and long-term dependencies in bug reports. Our experimental datasets
revealed that bug reports contain an average of 75.86 terms, with the longest report
having 4,859 terms. This abundance of information requires a more comprehensive
approach to model the order and semantic information of terms. In contrast, insufficient
information will cause high-dimensional sparsity in the feature space and the loss of
temporal relationships between terms.

(3) How to make the approach more efficient and robust. Jiang et al.’s approach
[5] achieves good performance through extensive experimentation, conducting a total
of 240 experiments on each project. The ratio of NSBRs to SBRs in their best results
ranges from 1:1 to 10:1 across 12 combinations of two filters and six classifiers.
However, their approach’s robustness evaluation is not ideal, as the g-measure of
LTRWES varies significantly with the resampling ratio, resulting in a high standard
deviation for its g-measure.

Considering the above challenges, we propose CASMS (combining Clustering
with Attention Semantic Model for identifying Security bug reports) to efficiently
alleviate class imbalance and enhance classification stability. CASMS utilizes the
k-means clustering algorithm to group NSBRs, selecting samples closest to cluster
centroids to represent diverse NSBRs. This process ensures different potential types
of NSBRs are extracted for training. Specifically, we first use the Elbow algorithm to
calculate the optimal number of clusters k. The core of security bug report detection is a
text-based analysis task. We adopt a Convolutional Neural Networks (CNN)-BLSTM
architecture to capture contextual and sequential information within bug reports. First,
the CNN layer processes both retained NSBRs and all SBRs to capture the correlation
between consecutive terms in the reports. Subsequently, the BLSTM layer extracts
correlations between distant terms, followed by the Attention layer, which prioritizes
the relevant input parts. This approach contrasts with the general machine learning
algorithms utilized in previous works [1, 2, 4, 5], as our prediction model incorporates
contextual and sequential information from bug reports.

Despite a slightly higher false alarm rate compared to baselines like FARSEC [2],
SMOTUNED [4], and LTRWES [5], CASMS outperforms these baselines in terms
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of average g-measure by 4.09% to 24.26% and average recall by 10.33% to 36.24%.
The training ratio of NSBRs to SBRs for optimal results ranges from 1:1 to 3:1, with
CASMS showing consistently lower standard deviations in g-measure (1.47% to 7.4%)
compared to LTRWES. For instance, in the Wicket project, CASMS has a standard
deviation of 7.44%, while LTRWES with rs-filter and ms-filter has standard deviations
of 11.74% and 15.49%, respectively.

1.2 Bug Report Title Generation

Since bugs are ubiquitous in the software life cycle [25-29], the existence of software
bugs encourages bug reporters to record some information about them. However,
mainly due to the lack of software management experience and necessary skills,
many bug reports provided by reporters suffer from low quality [30]. To improve
bug report quality, bug trackers like Jira' and Bugzilla> have issued guidelines on
crafting constructive bug reports, emphasizing concise and precise bug report titles
as a mandatory field*. Despite these guidelines, ad-hoc titles containing scant or noisy
information (e.g., brief descriptions, unclear expressions, and irrelevant content) are
frequently observed [6].

Chen et al. [6] introduced iTAPE, leveraging a Seq2Seq model to automatically
generate bug report titles. To address the lack of suitable data for this task, they
curated a dataset with high-quality titles based on three newly proposed heuristic rules.
While iTAPE performs well, it faces limitations such as using static pre-trained word
vectors like Global Vectors for Word Representation (GloVe) for text representation,
leading to ambiguity with polysemous words and imprecise semantics in bug reports.
Furthermore, iTAPE’s one-layer LSTM architecture with a copy mechanism faces
challenges with long-range dependencies and rare terms [31]. For instance, in their
collected dataset, the average sample length is approximately 120 tokens, with the
longest reaching 1106 tokens. These extended dependencies between distant terms,
coupled with memory constraints, hinder its ability to memorize historical data and
infer global dependencies efficiently [31].

Hence, we propose AttSum, a deep Attention-based Summarization model, to
showcase the impact of semantic and global information from bug report bodies on
enhancing bug report title generation performance. AttSum leverages the pre-trained

"https://atlassian.design/content/writing-guidelines/empty-state/
Zhttps://bugzilla.mozilla.org/page.cgi?id=bug-writing.html
3https://testlio.com/blog/the-ideal-bug-report/
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Robustly Optimized BERT approach (RoBERTa) encoder for deep text representation,
enabling better capture of contextual semantic information by comprehensively
analyzing the entire term sequence at once. Then, AttSum employs a stacked
Transformer decoder with multi-head attention to generate bug report titles, effectively
handling long-range dependencies between the input and the output sequences
regardless of distance. The multi-layered architecture of AttSum facilitates deep-level
semantic information capture, enhancing its performance in summarizing bug report
bodies. Furthermore, AttSum utilizes a copy mechanism to address rare term
challenges, ensuring important but infrequently occurring terms are correctly handled
in bug report title generation.

To evaluate our approach AttSum, we use the dataset collected by Chen et
al. [6], comprising 333,563 “<body, title>" pairs from 992,730 bug reports on
GitHub. We then compare AttSum’s performance against two recent advanced
abstractive summarization models (i.e., iTAPE [6] and NATS [7]), as well as an
extractive approach (ExtSen), employing two automatic evaluation metrics and human
assessment. The experimental results demonstrate that AttSum surpasses three
baselines by 3.4%-34.7% (Recall-Oriented Understudy for Gisting Evaluation [32],
ROUGE-1), by 24.4%-58.8% (ROUGE-2), by 10.7%-31.0% (ROUGE-L) in terms of
F1, and also exhibits superior performance by an average of 7.7%-42.3% in terms of
BiLingual Evaluation Understudy (BLEU) [33]. Statistical analysis (including ¢-tests
and Cohen’s d) indicates that AttSum significantly outperforms the baselines in most
cases.

We also invite several qualified volunteers to evaluate the quality of our generated
titles from a human perspective. Our approach excels significantly and outperforms
the baselines in terms of Accuracy, Comprehensiveness, and Lucidity. Additionally, to
improve the quality of initially poor titles, we conduct a practical evaluation using a
specific dataset of 50 randomly selected samples, confirming our approach’s capability
to produce more reasonable and accurate titles. Moreover, we assess agreement levels
using Kendall and Pearson correlations, revealing high consistency in evaluators’
scores. Furthermore, we analyze the impact of training dataset size, demonstrating
AttSum’s robustness despite limited data. Ablation studies on the effectiveness of
the encoder, decoder, and copy mechanism indicate that AttSum incorporating the
copy mechanism achieves superior performance on automatic evaluation metrics. In
summary, both automatic evaluations and instance analysis affirm that AttSum excels

in generating higher-quality titles for bug reports.
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1.3 Log Anomaly Detection

Anomaly detection has gained significant attention in industry due to the need for
intelligent data processing and analysis [34-37]. Even minor anomalies in industrial
systems can cause issues like data corruption and product performance degradation
[11, 12]. Logs have been widely used in reliability enhancement tasks such as system
status checks, facility monitoring, and anomaly detection because they record essential
system runtime information [38]. This has inspired extensive research into employing
machine learning and deep learning techniques for log anomaly detection. Existing
approaches are typically categorized into supervised (e.g., LogRobust [10], NeuralLog
[11]), semi-supervised (e.g., DeepLog [8], LogAnomaly [9], PLELog [13]), and
unsupervised methods (e.g., LogCluster [39]). Supervised approaches often perform
better due to their use of labeled data during training. However, they are impractical
in industry because they require large labeled datasets and are sensitive to mislabeled
data [13, 12]. Unsupervised techniques face challenges due to significant log data
instability. Frequent log modifications may result in some incoming log sequences not
appearing in the training set [13]. Consequently, effectively deploying unsupervised
approaches in the industry can be highly challenging.

Compared to supervised approaches, semi-supervised approaches require only a
small amount of labeled data for training, reducing manual labeling costs and reliance
on labeled data. Unlike unsupervised approaches, semi-supervised ones leverage
part of the training label information, such as feature-label correlations, to optimize
training objectives effectively. Although existing semi-supervised approaches achieve
decent accuracy on public log datasets (e.g., HDFS [40]), several critical issues remain
unresolved, limiting their practical utility. Firstly, real-world log data are often
imbalanced, with a higher number of normal logs compared to abnormal logs. For
example, only 0.82% of the logs in the Thunderbird dataset are anomalous. This
imbalance leads to existing approaches often misidentifying anomalies as normal
cases. Secondly, most semi-supervised approaches rely on clustering algorithms
for grouping unlabeled data, which are sensitive to parameter settings and require
extensive manual adjustments (e.g., cluster size and minimum samples [13] and
similarity threshold [41]). Thirdly, the choice of clustering algorithms significantly
impacts the performance of the semi-supervised pipeline [13, 41]. Existing clustering
algorithms simply predict labels for unlabeled samples without distinguishing different

situations (e.g., the correlation between samples in a cluster). This rough labeling often
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results in severe performance degradation (e.g., lower precision and specificity) in the
subsequent steps due to high false positives (FP).

To address these problems, we propose AdaLog, a semi-supervised approach based
on self-Adaptive clustering for Log-based anomaly detection. Adalog employs a
pre-trained BERT model [20] for semantic representation and adopts a self-adaptive
clustering method based on k-means, dividing label probabilities into twelve situations.
Specifically, AdaLog calculates the label probability of each unlabeled sample by
considering its distance to the cluster centroid and the distance averages of labeled
samples in two classes. This refined calculation is then used for model training. To
address dataset imbalance, AdaLog incorporates undersampling before clustering to
reduce the imbalanced ratio of normal and abnormal data. Finally, AdaLog employs a
Transformer-based model [31] for log anomaly detection.

We conduct comprehensive experiments to evaluate the performance of AdaLog
across three widely-used log anomaly datasets (HDFS [40], BGL [42], and
Thunderbird [42]). The results showcase that AdaLog significantly outperforms three
state-of-the-art (SOTA) semi-supervised approaches, with average F1 improvements
of 2489.8% (DeepLog [8]), 2448.9% (LogAnomaly [9]), and 17.8% (PLELog [13]),
respectively. Furthermore, AdaLog even surpasses two SOTA supervised approaches
in F1 by 23.8% (LogRobust [10]) and 10.9% (NeuralLog [11]). Our ablation studies
also highlight the effectiveness of the proposed self-adaptive clustering method and the

necessity of undersampling.

1.4 Data Resampling in Log Anomaly Detection

Logs, essential for troubleshooting and performance monitoring [38], are crucial for
system maintenance [43—46]. Hence, there’s significant interest in leveraging logs
for anomaly detection. Recently, many Deep Learning-based Log Anomaly Detection
(DLLAD) approaches [8, 47, 10, 9, 11, 13, 48] have been proposed to automatically
identify system anomalies, showing promising results.

In real-world scenarios in DLLAD, the proportion of normal data significantly
outweighs that of abnormal data. For instance, consider the Thunderbird dataset, one
of the commonly used public datasets where logs are grouped into log sequences (with
20, 50, or 100 logs constituting a sequence) for data analysis. In this dataset, anomalies
only account for 0.16%-0.35% of the total, highlighting the serious imbalance in
the data distribution. Le et al. [12] have revealed that DLLAD models trained on
highly imbalanced datasets exhibit low precision or recall values. Low recall leads to
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missed anomalies, leaving potential threats undetected, while low precision generates
numerous false alarms, causing alert fatigue and resource wastage on normal logs
[13, 12, 48]. Nonetheless, the issue of class imbalance in DLLAD has remained
unaddressed. Data resampling offers an alternative by generating abnormal data or
removing normal data, thereby enabling the model to learn from a more balanced
representation of both classes.

In this study, we aim to assess the impact of data resampling on the performance of
existing DLLAD approaches and explore the optimal ratio of normal to abnormal data
for data resampling. To achieve these goals, we conduct an extensive empirical study
by employing three oversampling methods (Random OverSampling (ROS), SMOTE
[49], and ADASYN [50]), three undersampling methods (Random UnderSampling
(RUS), NearMiss [51], and InstanceHardness Threshold [52]), and two hybrid sampling
methods (SMOTEENN [53] and SMOTETomek [53]) to three supervised DLLAD
approaches (CNN [47], LogRobust [10], NeuralLog [11]) across three publicly
available datasets. We compare the results with DLLAD approaches with NoSampling
(using the original dataset). Furthermore, the data resampling methods can also be
categorized into resampling on raw data and resampling in the feature space. It is
important to note that many data resampling methods are designed for application only
within the feature space, as they rely on distance computations. Simpler methods, like
ROS and RUS, can be applied to both raw data (duplicating/removing log sequences
with identical texts) and feature space (duplicating/removing sequences with the same
embedding vectors). We structure our study with the following research questions:

(1) Do the existing DLLAD approaches perform well enough with varying
degrees of class imbalance? We first evaluate the performance of existing DLLAD
approaches across datasets with diverse levels of class imbalance. Findings: The
performance of DLLAD approaches is greatly affected by the degree of class
imbalance, with their effectiveness notably decreasing when faced with severe data
imbalance.

(2) How does the resampling ratio of normal to abnormal data affect the
ability of data resampling? We explore how varying the resampling ratio of
normal to abnormal data impacts the results by using quarter-based multipliers of the
original ratio of normal to abnormal log sequences. Findings: The effectiveness of
oversampling methods on DLLAD approaches is maximized when generating more
abnormal log sequences. Conversely, removing fewer normal log sequences enhances
the effectiveness of undersampling methods on DLLAD approaches. When DLLAD
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approaches already perform well on specific datasets without applying data resampling
methods, they become less sensitive to the choice of the resampling ratio.

(3) Does data resampling improve the effectiveness of existing DLLAD
approaches? We assess the effectiveness of data resampling on DLLAD approaches
utilizing an optimal resampling ratio (obtained from RQ2) of normal to abnormal
data. Findings: Overall, oversampling methods demonstrate superior performance
compared to undersampling and hybrid sampling methods.  Remarkably, the
straightforward methods applied directly to raw data outperform other methods applied
within the feature space. Surprisingly, in many scenarios, some more advanced
undersampling methods (i.e., NearMiss and InstanceHardnessThreshold), and even
a hybrid sampling method SMOTEENN aimed at mitigating data imbalance, fail to
effectively enhance the performance of DLLAD approaches.

1.5 Contributions of Thesis

In this thesis, three novel deep learning-based approaches (CASMS, AttSum,
Adalog) are proposed, accompanied by one comprehensive empirical study addressing
persistent research challenges.

e In the domain of security bug report detection, we propose CASMS (combining
Clustering with the Attention Semantic Model for Security bug report detection)
to automatically select diverse NSBRs and learn semantic/sequential information

from bug reports, enhancing performance.

e We evaluate CASMS on five real-world projects, showcasing its efficiency and
robustness without much tuning effort. It automatically determines the optimal
number of clusters and adjusts the ratio scope of NSBRs to SBRs.

e For bug report title generation, we introduce AttSum, a deep Attention-based
Summarization approach that utilizes the pre-trained RoBERTa encoder to
comprehensively represent the terms in report bodies, a stacked Transformer
decoder to address long-range dependencies, and a copy mechanism to solve

the rare term issue.

e The experimental results demonstrate that AttSum performs better than the

baselines on both automatic and manual evaluation; It not only demonstrates

10
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robustness but also improves the quality of low-quality titles. We open source
the code of our approach* to facilitate further studies.

e In Log Anomaly Detection (LAD), we present AdalLog, a semi-supervised
approach designed to address the primary concerns of existing semi-supervised
approaches. At the heart of AdalLog lies a self-adaptive clustering method
featuring twelve carefully crafted situations, enhancing label probability

calculation and representation learning.

e The experimental results show that AdalLog surpasses SOTA semi-supervised
approaches by 17.8%-2489.8% in F1, and it also outperforms two supervised
approaches by 10.9%-23.8%. Our implementation is publicly accessible®.

e Furthermore, we delve into the effectiveness of data resampling methods in
Deep Learning-based Log Anomaly Detection (DLLAD). Our study represents
the first comprehensive assessment of how different data resampling methods
affect model performance in DLLAD. We conduct a total of 4,185 experiments,
employing ten data resampling methods in conjunction with existing DLLAD
approaches. Our study includes a thorough evaluation and statistical analysis
across three publicly available benchmark datasets.

e Based on the empirical results, we conclude the findings and provide
recommendations to researchers and software developers in LAD. We
recommend that practitioners 1) prefer oversampling with generating more
abnormal log sequences over undersampling and hybrid sampling and 2)
prioritize data resampling on raw data over data resampling within the feature
space. However, we do not recommend SMOTEENN for datasets with extremely
high class imbalance. We open source our replication package® for further
research.

1.6 Organization of the Thesis

The remainder of this thesis is structured as follows:

“https://github.com/mkkmaomao/AttSum
Shttps://github.com/mkkmaomao/AdaLog
Shttps://github.com/ResamplingDLLAD/ResamplingEmpirical
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Chapter 2 provides a comprehensive review of related work in the thesis, covering
topics such as security bug report detection, text summarization, log anomaly detection,
and data resampling.

Chapter 3 introduces CASMS, a novel approach that utilizes clustering to select
diverse non-security bug reports to address class imbalance. An attention-based
CNN-BLSTM model is employed to capture semantic/sequential information for
effective security bug report detection. Extensive experiments demonstrate the
superior performance of CASMS compared to baselines.

Chapter 4 presents AttSum, an attention-based summarization approach using an
Encoder-Decoder framework to generate high-quality bug report titles by representing
comprehensive information from report bodies. AttSum is evaluated on real-world bug
report datasets and outperforms baselines.

Chapter 5 describes AdaLog, which employs a self-adaptive clustering method to
pseudo-label unlabeled data before training. Experimental results on publicly available
datasets showcase the effectiveness of AdalLog.

Chapter 6 explores the impact of data resampling methods on deep learning-based
log anomaly detection approaches. Through comprehensive analysis, this chapter
provides insights and recommendations for researchers in the field.

Finally, Chapter 7 concludes the thesis by summarizing the research findings,
highlighting the main contributions, and suggesting avenues for future work.

12



Chapter 2
Literature Review

In this chapter, we delve into a range of text-based analysis tasks pertinent to this thesis,
such as security bug report detection, bug report title generation, log anomaly detection,
and data resampling.

2.1 Security Bug Report Detection

In the early phase, bug tracking systems are used to help engineers to identify
duplicate bug reports [54—58], evaluate the severity or priority of bug reports [59—61],
trace bug reports back to relevant source documents [62—66], analyze and predict
the effort needed to fix software bugs [67], work on characteristics of software
vulnerabilities [68, 69], and evaluate the ability of code analysis tools to detect security
vulnerabilities [70]. Most of these approaches applied textual similarity metrics (e.g.,
cosine similarity) and machine learning methods (e.g., SVM and KNN) for extracting
textual information, yet they often overlook sequential and semantic information.
In addition, studies specifically focusing on security bug report detection [1-5] are
limited, predominantly relying on machine learning methods for model training.
Consequently, the integration of sequential and semantic information remains largely
unexplored in prior work.

Gegick et al. [1] first highlighted the issue of bug reporters mistakenly labeling
security bug reports (SBRs) as non-security bug reports (NSBRs) due to a lack of
expertise in the security domain. To address this, they employed text mining techniques
on bug report descriptions to create term-by-document frequency matrices, upon
which they trained a statistical model. Their empirical findings revealed a significant
proportion (78%) of SBRs being inaccurately labeled as NSBRs within a large Cisco

13
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software system. This suggests that the features extracted during training, notably the
security-related keywords, could contribute to misclassification of bug reports.

In a similar vein, Peters et al. [2] discovered that at least 74% of security-related
keywords present in both SBRs and NSBRs, termed as security cross words, could
lead to mislabeling of SBRs. Consequently, they proposed the FARSEC framework
to identify SBRs by filtering out NSBRs containing security cross words. Initially,
they computed the ¢ f — id f value for each term and selected the top-100 terms with
the highest ¢t f — id f values as security-related keywords. Subsequently, these terms
were utilized to construct term-document matrices (referred to as the feature set).
Then, each term in the training set was scored, with terms from the feature set given
higher weights through various filters. Finally, bug reports were ranked, and NSBRs
scoring above a certain threshold were filtered out. Additionally, they incorporated the
Closest List Noise Identification (CLNI) algorithm [71], which is based on Euclidean
Distance, for prediction purposes. Goseva et al. [3] introduced both supervised and
unsupervised approaches for identifying security bug reports. In both methodologies,
they utilized three feature extraction methods: binary bag-of-words frequency (bf),
term frequency (¢ f), and term frequency-inverse document frequency (¢t f — ¢d f). For
the supervised approach, they integrated machine learning algorithms with feature
vectors to classify bug reports. Their unique contribution lies in exploring different
training set sizes to ascertain the minimum size necessary for achieving satisfactory
classification results. Additionally, they proposed an unsupervised approach based
on anomaly detection principles to identify security bug reports. Evaluation of these
approaches was conducted using data from two NASA missions obtained from issue
tracking systems.

Building upon the FARSEC framework, Shu et al. [4] incorporated the Synthetic
Minority Over-sampling Technique (SMOTE) algorithm [49] along with FARSEC
filters for data preprocessing. They employed the Differential Evolution (DE)
algorithm [72, 73] to optimize the parameters of SMOTE and the machine learning
classifiers independently. Through experimentation, they recommended utilizing DE
exclusively for tuning SMOTE, resulting in SMOTUNED, rather than for tuning the
learners due to its time-consuming nature. Consequently, they observed a substantial
enhancement in recall (pd) of prediction models with a moderate increase in false alarm
rate (pf), leading to SMOTUNED outperforming FARSEC in terms of the g-measure.

In a recent study, Jiang et al. [5] introduced LTRWES, a novel approach distinct
from keyword-based FARSEC. LTRWES employed a content-based data filtering
strategy that considered the entire content of bug reports rather than focusing solely

14
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on individual keywords. Initially, LTRWES calculated the content similarity between
each NSBR and all SBRs using a ranking model BM25F,_, [74]. Subsequently, it
extracted the top-m NSBRs that exhibited the greatest dissimilarity to SBRs. The
underlying concept of LTRWES mirrors that of FARSEC, aiming to retain the most
dissimilar NSBRs to SBRs to achieve higher recall. To mitigate issues related to
vector sparsity and capture semantic information, LTRWES also utilized W ordZ2vec to
transform the remaining NSBRs, along with SBRs, into low-dimensional vectors prior
to training.

However, there are several issues with the previous approaches: (1) These
approaches focused on retaining the most dissimilar NSBRs to SBRs rather than
ensuring diversity among NSBRs. (2) They relied on machine learning techniques
for model training, neglecting the semantic and sequential information inherent in
bug reports. (3) Despite achieving good performance, LTRWES exhibited a lack of
robustness, even after conducting repeated experiments. For instance, when utilizing
a combination of the SVM classifier and the ms filter, the authors experimented with
different ratios of NSBRs to SBRs for training, ranging from 1:1 to 10:1, in pursuit of
optimal prediction results. However, the number of remaining training NSBRs varied
widely, from 4 to 770. Additionally, the g-measure of LTRWES exhibited significant
variability with changes in the resampling ratio.

2.2 Text Summarization

For text summarization tasks, people receive a tremendous amount of information
from multiple online platforms and web pages. However, it is not such easy
to quickly understand the core point from acres of text within a limited time,
which promotes research in automatic text summarization to generate readable and
informative summaries with main ideas [75]. In general, extractive and abstractive
ways are normally used for automatic summarization. The former aims to identify
and directly extract the important parts from the source text. In contrast, the latter
generates each term from a given vocabulary, which conveys the informative terms
and restructures them into a completely shorter text. The fundamental role of bug
report title generation is to help software bug reporters write a high-quality title before
submitting bug reports. Since the generated title is expected to contain the necessary
terms and can accurately summarize the content of the report body, this bug report title

generation task can be treated as a one-sentence text summarization task.
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2.2.1 Extractive Methods

A framework consisting of a hierarchical encoder and an attention-based extractor for
document summarization was developed by Cheng et al. [76]. Then many researchers
proposed enhanced models to adapt to different problems. Typically, extractive models
adopt a binary classifier to judge whether the sentence is included in the extractive
summary by learning the labels of sentences (i.e., extraction or not). SummaRuNNer
as an RNN-based labeling sequence model was proposed by Nallapati et al. [77] for
extractive summarization that can be trained in an end-to-end manner. They assigned
each sentence a probability of being extracted and then selected sentences based on
it. Zhou et al. [78] integrated the two steps (i.e., scoring and selection) to predict
the relative importance of the rest sentences given the previous extraction. Narayan
et al. [79] selected sentences as the extracted text of the summary by ranking, and
applied reinforcement learning to globally optimize the ROUGE for the summarization
task. Compared to the models that selecting sentences relies on their binary labels,
Zhang et al. [80] proposed a latent variable model LATENT, where they regarded
sentences as latent variables and used them to infer the golden summaries instead of
the labels. BANDITSUM was put forward by Dong et al. [81], which combined neural
extractive summarizers with reinforcement learning. It also removed the sequential
binary labeling setting and treated summaries as a contextual bandit. However,
sometimes the contextual features are unable to be learned well, Liu et al. [82] utilized
pre-training BERT[83] with a powerful architecture for vector representation and built
summarization layers (e.g., linear layer) stacked on the vectors for fine-tuning.

The above models aim to generate a summary containing many sentences and
indeed have a good performance on semantic parsing. Nevertheless, our bug report
title generation task requires generating a title (i.e., one sentence) that effectively
summarizes the report body in very few words. Thus, it is not expected that extractive
methods can directly extract one sentence from a descriptive text up to 1106 tokens in
this study.

2.2.2 Abstractive Methods

In recent years, the emergence of Encoder-Decoder models for some tasks (e.g.,
machine translation [84-87], speech recognition [88, 89], video captions [90])
dramatically promoted the development of abstractive techniques. Rush et al. [91]
adopted convolutional models as encoder and an attentional feed-forward neural
network for summary generation, which was referred by Nallapati et al.[92] who then
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proposed an attentional Encoder-Decoder RNN model for text summarization. An
open-source toolkit for neural machine translations proposed by Klein el al. [22] was
made public, which is based on an attentional Seq2Seq model and is widely used in
many Natual Language Processing (NLP) tasks. Shi etal. [7] developed another toolkit
named Neural Abstractive Text Summarizer (NATS) for abstractive summarization.
It combines typical Seq2Seq models with many features and is possibly applied in
different datasets.

Consequently, Transformer-based Seq2Seq models (e.g., BERT [83], UNILM [93],
BART [94], RoBERTa [95], PEGASUS [96]) for pre-training have been extended to
abstractive summarization. For example, Liu et al. [97] introduced BERTSUM based
on BERT as the encoder and stacked several Transformer layers as the extractive model
for abstractive summarization. Inspired by these studies, we use a pre-training model
RoBERTa for text representation and a stacked Transformer decoder for text generation
to construct our Encoder-Decoder model. Due to the presence of rare tokens in bug
reports, we also incorporate a copy mechanism in our approach.

2.3 Log Anomaly Detection

In the realm of Log Anomaly Detection (LAD), supervised approaches often
outperform semi-supervised and unsupervised approaches owing to their utilization of
a large pool of labeled data for training. However, semi-supervised and unsupervised
approaches are normally considered more practical due to their diminished reliance on
labeled data.

2.3.1 Supervised Approaches

Numerous machine learning-based approaches have been proposed for log anomaly
detection. Liang et al. [98] introduced four classifiers for predicting failure log events.
Chen et al. [99] employed a decision tree model to classify logs within eBay’s web
request logging system, while Farshchi et al. [100] presented a regression-based
approach for detecting application operation failures. Subsequently, a plethora of deep
learning-based approaches emerged for log anomaly detection (DLLAD).

Zhang et al. [101] combined log template extraction with ¢ f — id f to represent log
templates as vectors, leveraging an LSTM model for anomaly prediction. Similarly,
Vinayakumar et al. [102] utilized a stacked-LSTM model to learn temporal patterns
using sparse representations. Lu et al. [47] employed CNN with three filters to learn
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local semantic information from log data. Zhang et al. [10] proposed LogRobust,
integrating attention mechanisms with a Bi-LSTM model to capture comprehensive log
sequences in both directions. Li et al. [103] utilized BERT for semantic representation
and an attention-based BLSTM for anomaly detection. Zhang et al. [104] proposed
DeepTraLog, a deep learning-based microservice anomaly detection approach that
utilizes a unified graph representation to describe the complex structure of traces
together with log data, and applies a gated graph neural networks (GGNNs) based
deep SVDD model to detect anomalies. Hashemi et al. [105] proposed a training pair
generation algorithm to train the siamese network combined with LSTM and GRU
layers to reduce training overhead while maintaining effectiveness. Fu et al. [106]
employed a hybrid deep neural network consisting of a Transformer encoder with
IDF-weights for semantic representation and a deep neural network combining the
Mogrifier LSTM with CNN to capture global and local log patterns simultaneously.
Hashemi et al. [107] adopted a single deep neural network, HierarchicalCNN, for
end-to-end learning, containing multiple convolutions and fully-connected layers.
Zhang et al. [108] proposed MetalLog, which incorporates a globally consistent
semantic embedding module using GloVe and leverages the meta-learning paradigm
based on GRU to improve the model’s generalization ability. Guo et al. [109]
proposed LogFormer, a unified Transformer-based framework with a two-stage
process, pre-training the log-attention encoder on the source domain to obtain shared
semantic log information, followed by fine-tuning on the target domain using a plug-in
mechanism as an adapter.

Furthermore, several works have developed frameworks for log anomaly detection
based on pre-trained representation models and Transformer-based classification
models. Le et al. [I1] introduced NeuralLog, leveraging BERT for embedding
representation and a Transformer encoder for log anomaly detection. Xie et
al. [110] described LogRep, which captures semantic and numeric information
using a BERT-based semantic representation module and a position-aware numeric
representation module, followed by anomaly detection with a Transformer-based
module. He et al. [111] developed LogBP-LORA, a parameter-efficient log anomaly
detection framework that combines BERT and Low-Rank Adaptation (LORA) by
adding a bypass for the self-attention layer to reduce training overhead. Wang et al.
[112] employed SIMCSE-BERT for semantic representation and a Transformer-based
classification model combined with an LSTM model for numerical key-value pair

learning.
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2.3.2 Semi-Supervised and Unsupervised Approaches

DeepLog [8] utilized an LSTM model to autonomously learn log patterns from
normal log sequences, detecting anomalies when incoming log sequences deviate
from normal execution. LogAnomaly [9] considered semantic information by
matching log sequences against generated templates to learn normal patterns. PLELog
[13] combined HDBSCAN clustering for probabilistic label estimation with an
attention-based GRU model for log sequence classification. LogOnline [113] was
designed to continuously learn normal sequence patterns as new log sequences appear.
It used tf — idf-weighted FastText to transform logs into semantic vectors, then
employed LSTM layers and a fully connected neural network to calculate the combined
loss for anomaly detection. Hades [14] combined both log and trace data for
anomaly detection, adopting FastText and Transformer to learn log representations
and employing a hierarchical encoder with a causal convolution network for metric
representations. The semi-supervised training involved initially training with a few
labeled data points, then pseudolabeling the remaining unlabeled data and updating the
model iteratively. LogLoader [114] utilized a Transformer encoder to capture normal
patterns from log data. It identified anomalies by predicting a set of candidate log
templates for the next log message under normal conditions, flagging an anomaly if
the actual log message template did not match any candidates.

LogCluster [39], an unsupervised approach, grouped log sequences via hierarchical
clustering based on log event weights. LAnoBERT [115] leveraged BERT to
learn log information without parsing. Yang et al. [116] enhanced the traditional
unsupervised PCA (Principal Component Analysis) technique by incorporating a
lightweight semantic-based log representation (¢ f — ¢d f-weighted GloVe) to address
the problem of unseen log events, improving anomaly detection effectiveness.

While unsupervised approaches typically underperform compared to
semi-supervised ones due to the lack of labeled data, semi-supervised approaches
benefit from using a portion of labeled data for training, balancing the need
for labeled data with the practical constraints of acquiring it. However, many
semi-supervised approaches, particularly those using clustering algorithms, face
challenges due to their sensitivity to parameter settings, requiring extensive manual
tuning. The choice of clustering algorithm significantly impacts the performance
of semi-supervised approaches, potentially leading to unsatisfactory results if not

properly configured [13, 41].
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2.4 Data Resampling

2.4.1 Data Resampling in Software Engineering

Data resampling has been widely applied to address the class imbalance issue in
the field of software engineering, such as quality prediction [117], bug classification
[118, 119], defect prediction [120-127], and code smell detection [128, 129]. For
example, Zheng et al. [118] analyzed the impact of six data resampling methods
(e.g., SMOTE, Mabhakil [130], and Rose [131]) on multiple classifiers for bug report
classification. They found that the combination of Rose with random forest yielded
the best performance. Bennin et al. [123] observed that while their investigated data
resampling methods have no statistically significant effect on defect prioritization,
these methods improve the defect classification performance with regard to Recall
and G-mean. Subsequently, they [125] demonstrated that random undersampling and
borderline-SMOTE are the more stable data resampling methods in software defect
prediction. Li et al. [129] investigated the effects of 31 imbalanced learning methods
on machine learning classifiers for code smell detection. Their study revealed varied
impacts of these methods across different code smells, with deep forest consistently
enhancing performance. Additionally, certain data resampling methods such as CNN,
ENN, BSMOTE, and ROS showed superior performance compared to SMOTE.

Differently from prior work, in the context of log anomaly detection, which poses
unique challenges such as the need for careful selection of window sizes, our research
conducts an extensive analysis to explore the influence of data resampling methods on
model performance across various window sizes. Furthermore, this thesis delves into
the effects of some data resampling methods on both raw data and the feature space,
providing valuable insights for practitioners in this field.

2.4.2 Data Resampling for Anomaly Detection

Deep learning-based anomaly detection is applicable not only in software log anomaly
detection (LAD) but also in diverse fields like fraud detection [132—135], medical
diagnosis [136—139], manufacturing defect detection [140], and network intrusion
detection [141]. While the workflow for anomaly detection in these domains shares
similarities with that of log anomaly detection, specific data preprocessing steps,
such as log parsing and grouping, may not be applicable. In these fields, class
imbalance also presents a significant challenge that can affect the performance of

anomaly detection models. Various data resampling methods have been employed to
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address this issue. For example, Heryadi et al. [132] utilized RUS on non-fraudulent
transactions and adopted a hybrid CNN-LSTM model to capture both short and
long-term financial transaction features. Similarly, Roy et al. [133] implemented RUS
with a recommended resampling ratio [142] of 10:1 for non-fraudulent to fraudulent
credit card transaction data, followed by an LSTM model for detecting fraud in credit
card transactions. In medical anomaly detection, imbalanced datasets pose challenges,
leading to sensitivity issues during supervised training [ 139]. Common strategies, such
as data resampling and cost-sensitive training [137], are employed to mitigate these
challenges. Li et al. [138] employed a CNN-based model with adjusted class weights
to analyze phonocardiograms for abnormal heart sound detection. In network intrusion
detection, Abdelkhalek et al. [141] proposed a data resampling approach combining
ADASYN and Tomek Links in conjunction with diverse deep learning models (such
as LSTM and CNN) for improved detection of malicious attacks, aiming to address
the class imbalance issue between normal traffic and attack samples. In summary,
the aforementioned studies suggest that certain data resampling methods can enhance
model performance, aligning with our findings in this thesis.

However, empirical research regarding the most effective data resampling methods,
optimal resampling ratio, and their impacts on both raw data and the feature space is

currently lacking in these fields.

2.5 Summary

In this chapter, we have presented the techniques most relevant to this thesis. For
each subsection, we provide a summary of recent methodologies and highlight their

limitations.
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Chapter 3

CASMS: Combining Clustering with
Attention Semantic Model for
Identifying Security Bug Reports

Detecting security bug reports is crucial for assisting software developers in
maintaining software. ~ However, due to class imbalance, prevailing methods
typically rely on keyword-based or similarity-based approaches to select NSBRs.
They employ machine learning algorithms for constructing classifiers but overlook
sequential information analysis and often necessitate extensive experiments to achieve
satisfactory performance, lacking robustness.

To overcome these challenges, we propose an innovative approach that combines
clustering with an attention-based sequential model to enhance representation learning.
Specifically, we utilize ¢ f — id f-weighted word2vec for text representation, employ
k-means combined with the Elbow method to extract diverse NSBRs, and utilize a
CNN-BLSTM model for representation learning during training and prediction.

To validate our approach, we applied it to 44,940 bug reports from five public
datasets. Experimental results showcase its superiority over three baselines (FARSEC,
SMOTUNED, and LTRWES) in overall performance assessment (g-measure) and
correctly identifying SBRs (recall), with enhancements ranging from 4.09% to 24.26%
and 10.33% to 36.24%, respectively. The approach performs well within the limited
ratio ranges of NSBRs to SBRs (1:1 to 3:1), with approximately 20 experiments
conducted for each project. Furthermore, by evaluating the robustness of CASMS
using the standard deviation indicator, it proves to be more stable than LTRWES. This
work was published in the Information and Software Technology journal in 2022 [143].
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3.1 Background

The subsequent sections of this chapter are organized as follows: Section
3.1 provides background and theoretical foundations, while Section 3.2 introduces
CASMS and its methodology. Sections 3.3 and 3.4 delve into the experimental setup
and results, respectively. Section 3.5 elaborates on the threats to the validity of this

work, and a summary is provided in Section 3.6.

3.1 Background

3.1.1 Text Representation

Text classification typically involves identifying the category of a new document based
on probabilities derived from a designated training corpus with labeled data [144].
Adopting appropriate techniques for text representation is essential to interpret the
text effectively and assist subsequent representation learning in categorizing data into
distinct categories.

Term Frequency-Inverse Document Frequency (¢ f — idf) is one of the most
popular term-weighting schemes in text analysis and data mining [ 145, 146], applicable
in various contexts such as hidden impact bug identification [147] and SBRs detection
[2, 3]. In the field of information retrieval, ¢tf — idf is represented as a numerical
statistic value reflecting the significance of a term in a document corpus or collection.
Terms with higher ¢f — idf values indicate a powerful ability to distinguish the
categories of documents and have a stronger relationship with the documents where
these terms appear [144]. Given a document collection D, a term ¢, and an individual
document d that belongs to D.The calculation of ¢t f — id f is as following [145]:

ty = fr.a*log(|D|/fi p) (3.1)

where f, ; is the number of times that term ¢ appears in the document d, | D| is the size
of the corpus, and f, p, is the number of documents in which the term ¢ appears in D.
Although tf — id f supposes each term in bug reports is independent, it reflects the
importance of the term to bug reports where the term exists to a certain extent. Thus,
we apply ¢t f — id f to calculate the weight of terms instead of directly generating word
vectors in our proposed approach.

Word embedding is critical to construct deep learning models in many NLP tasks
[148—155]. In the early days, the original objective of word embedding was to convert
text into a statistical representation, such as the one-hot representation. For each word,
its corresponding position was set to 1, and the other positions were all 0. However,
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the earliest sparse-populated vector was very verbose because it set the dimension of
the word vector to be the size of the entire vocabulary, which may cause a dimensional
disaster. In addition, the contextual information of words was ignored. To address this
problem, Mikolov et al. [156, 17, 157] proposed two language learning algorithms,
Continuous Bag-of-Words (CBOW) and Skip-Gram based on word2vec, to represent
the meaning of a word with respect to other words. The former algorithm predicts
the surrounding words according to the given current word, while the latter algorithm
predicts the current words based on the distributed representation of the context [144].
Generally, owing to the higher calculation complexity of the Skip-Gram model, CBOW
is more suitable for scenarios with small datasets [5, 156]. LTRWES, an approach
for security bug report detection, utilizes CBOW to transform the bug reports into
low-dimensional vectors for subsequent training. Building upon this method, we
multiply the word vectors by the previously calculated word weights to generate the

feature vectors for our datasets.

3.1.2 Clustering

Clustering automatically aggregates similar objects into clusters based on shared
characteristics. By minimizing variance within clusters, it effectively organizes
entities. This technique has been extensively explored in machine learning, including
applications in feature selection [158, 159], distance algorithms [160], and grouping
methods [161]. In the context of identifying diverse NSBRs, clustering algorithms
segment data into distinct categories based on data features.

Overall, there are several types of clustering methods to consider: 1)
Hierarchical-based methods [162], like CHAMELEON, are known for causing high
time complexity [163, 164], making them unsuitable for our study due to time
constraints. 2) Density-based methods, such as DBSCAN, can handle clusters
of arbitrary shapes but are often more computationally intensive and sensitive to
parameter settings [165, 166]. This sensitivity, along with challenges in managing
clusters with varying sparsity [166], makes them less effective for large-scale,
high-dimensional data like bug reports. 3) Grid-based methods [167, 168], like
CLIQUE, offer speed but are sensitive to parameter selection [169]. Threshold
selection, in particular, poses challenges as high thresholds may overlook clusters
while low thresholds may merge clusters inappropriately. Additionally, grid-based
methods struggle with irregularly distributed data and are susceptible to the curse

of dimensionality. 4) Partition-based methods [170], although straightforward and
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efficient [163, 164, 171], have drawbacks. They may result in locally optimal solutions,
and the number of clusters must be predetermined. However, this limitation can be
mitigated by conducting multiple trials and employing the Elbow principle for cluster
number determination [172, 173].

Given these considerations, we chose the widely-used partition-based method,
k-means [174], as it provides a practical balance between performance and efficiency.
In k-means, initial centroids are constructed based on incoming data and the specified k&
value. These centroids are iteratively adjusted based on the distances between centroids
and data samples. The resulting centroids and the distances between each sample and
its centroid are retained for further analysis.

Before systematically exploring multiple k£ values, we can roughly estimate the
recommended £* using the Elbow method. In k-means clustering, the objective
function is to minimize the square error between samples and centroids. The sum of
squared distance errors between each cluster centroid and its member points is termed
as distortion (or distortions). Lower distortion indicates tighter clustering, while higher
distortion suggests a looser clustering structure. As the number of clusters & increases,
distortion typically decreases. However, in datasets with inherent structure, distortion
improves until a critical point is reached, after which it diminishes slowly. This critical

value £* can be identified as the optimal cluster number.

3.1.3 Models for Representation Learning

Machine learning algorithms are extensively employed for learning text
representations, and recent studies [2, 4, 3, 5] have utilized these algorithms to
construct SBR prediction models. These include Naive Bayes (NB) [175, 176],
Logistic Regression (LR) [177, 178], Support Vector Machine (SVM) [179], Random
Forest (RF) [180], Multilayer Perceptron (MP) [181], and K Nearest Neighbor (KNN)
[182]. However, these algorithms fail to retain information from previous terms
continuously; instead, they discard previous information and restart calculations. In
essence, they are unable to capture the sequential information necessary to process
subsequent data.

Convolutional Neural Networks (CNN) and Recurrent Neural Networks (RNN)
are two prominent architectures for modeling and comprehending natural language.
CNN excels at learning local patterns from temporal data, while RNN, with its ability
to retain information over time, is adept at sequential modeling [183]. RNN [184] is

designed to capture long-term dependency within the sequential data, which adopts
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Project: Camel N

Issue Id: 5888 Type: Bug Resolution: Fixed

Textual Content:

‘When I call removeRouteDefinition for DefaultCamelContext the route
doesn't removed from collection of routes. public synchronized void
removeRouteDefinition(RouteDefinition routeDefinition) throws
Exception { String id = routeDefinition.idOrCreate(nodeldFactory);
stopRoute(id); removeRoute(id); }it is just remove it from running route
service if context is running. When we do restart context this route started
again. Workaround for this issue is call removeRouteDefinitions and
wrap single route into collection.But when I call removeRouteDefinitions
- it is process correctly: remove from collections of definitions and after
removed from running route services. public synchronized void
removeRouteDefinitions(Collection=RouteDefinition= routeDefinitions)
throws Exception { this.routeDefinitions.removeAll(routeDefinitions); for
(RouteDefinition routeDefinition : routeDefinitions) {
removeRouteDefinition(routeDefinition); } }

Fig. 3.1 An SBR instance of the Camel project (the text in the orange font represents
summary and the text in the grey font represents description).

a simple mechanism of recurrent feedback. In the field of information retrieval,
term dependencies [185] are usually defined as statistical co-incidence of terms at the
document level. Long-term dependencies refer to relatively long intervals of relevant
information and locations. Long Short-Term Memory (LSTM) architecture is derived
from RNN. It has recursive connections so that the previous activation state of neurons
from previous time steps is used as the context for forming the output. Bidirectional
LSTM (BLSTM) was initially proposed by Graves [186] to avoid gradient exploding
and vanishing, and it had been applied in many speech recognition tasks [186, 187].
Hence, BLSTM focuses on extracting the correlation between long-distance terms but
insufficiently captures the correlation between consecutive terms. For this reason, a
mixed model CNN-BLSTM was designed for extracting features and was broadly used
in multiple fields [188—191]. The attention mechanism, introduced by the Bengio team
[192], allocates weights to terms, enhancing the model’s ability to identify impactful
components within input sentences. This mechanism has found broad applications
in translation, image captioning, and speech recognition [192—194]. The attention
mechanism originates from information retrieval systems, where users input a query
(Q) and the search engine matches keywords (K). Based on their similarity, the
matching content (') is returned.

In our study, bug reports typically consist of a summary and a detailed description

(as illustrated in Figure 3.1). In our datasets, a bug report contains an average of 75.86
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terms, a median of 44 terms, and the longest one contains 4,859 terms. Considering
Khandelwal et al.’s observation that LSTM models can effectively handle context
sizes of up to 200 tokens on average [195], the LSTM architecture is suitable for
capturing long-term dependencies between terms in our datasets, as both the average
and median lengths are below 200 terms. This makes CNN-BLSTM a suitable choice
for our prediction model. Compared to Transformer models that utilize multi-head
attention mechanisms [31], CNN-LSTM is more appropriate for our dataset due to the
relatively small data size (refer to Table 3.1). The advantages of CNN-LSTM include
1) delivering competitive results without needing extensive training data, unlike
transformers that often require large-scale datasets; 2) demanding less computational
power and training time; and 3) being sufficient for binary classification tasks,
particularly when compared to the ML classifiers used in our baselines. To further
enhance our approach, we integrate a self-attention mechanism into the prediction
model, allowing it to automatically identify critical terms for classification, thereby
improving the model’s ability to accurately capture important features.

3.2 Methodology

3.2.1 Framework Overview

The CASMS framework, depicted in Figure 3.2, comprises three stages. In the
first stage (Data Preparation), CASMS transforms bug reports into weighted word
embeddings using a combination of tf — id f and CBOW techniques. In the second
stage (Data Filtering), CASMS efficiently extracts diverse NSBRs by employing the
k-means clustering algorithm in conjunction with the Elbow method. In the third stage
(Training and Prediction), CASMS trains an effective Attention CNN-BLSTM model
utilizing the selected NSBRs alongside all SBRs. The intricate processes are elaborated
in the subsequent subsections.

3.2.2 Data Preparation

Text Preprocessing. Before proceeding with Algorithm 1 to generate embedding
vectors, we preprocess our data using the following steps. Firstly, we filter out the
noise information by matching it with a set of regular expression rules (e.g., removing

URLs, Stack Trace, and hex code). Then, we tokenize the textual information and
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Fig. 3.2 The framework of CASMS.
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remove the stop words. In addition, all terms are changed into lowercase, and they are
stemmed.

Text representation. In Algorithm 1, CASMS calculates the ¢t f — ¢d f weight of
each term in the training set (Lines 1-4) and the vector of each term in the open-sourced
corpus of collected bug reports [5] based on word2vec (Lines 5-8). Then, CASMS
traverses all the terms in the training set (Line 9). If a term exists in the corpus (Line
10), the algorithm assigns the calculated word vector to this term (Line 11); otherwise,
it will be represented by a zero vector of the same length (Line 12-13). Finally, through
dot product by weights and vectors, each bug report in the generated matrix can be
expressed as a same-length weighted vector (Line 16-17).

Algorithm 1 Calculate the vectors to represent bug reports.
CalVec(S, C,I)

Input: Training set .S, bug report corpus C, the set length of each term [
Output: The vectors of bug reports M o,

1: for each term w in .S do
2 M. eignt < Transform(t fidf(w))
3 /I Generate the weight matrix of terms in S;
4: end for

5: for each term ¢ in C do
6: M, 5. — Word2Vector(t)

7 // Return the matrix consisting of the vectors of each term in the corpus C;
8: end for

9: for each term w in S do

10: if w exists in C then

11: M':U2c<w> «— Mw2c(w)
12: else

13: M5 (w) < M([0, ]*])
14: end if

15: end for

16: MSQU — dOt(Mweight9M':u2c)
17: return M

s2v
18: // Return the matrix of bug reports, each row is a vector to represent a bug report.

3.2.3 Data Filtering

Rough estimation on k values. As explained in Section 3.1.2, we choose the
widely-used partition-based method k-means to cluster our data for filtering NSBRs.
To ensure the efficiency of our approach, we first estimate the range K of the
number of clusters k£ and compute the recommended £* using the Elbow method
(Algorithm 2). For each chosen k, Algorithm 2 calculates the distance between each
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sample and its corresponding initialized cluster centroid. By summing and normalizing
these distances, the average distortion for each £ is determined. When the degree of
distortion shows a significant improvement followed by a gentle improvement, the k&
value at this point is suggested for the subsequent clustering. To visualize the results,
consider the example of the Derby project. A line graph illustrating £ values and their
corresponding distortions is generated (Lines 7-8), as shown in Figure 3.7. The turning
point, marked with a dark blue arrow, is considered as k£*. For each project, we execute

Algorithm 2 ten times, and the experimental results are summarized in Table 3.5.

Algorithm 2 Compute the recommended cluster numbers & for NSBRs.
CalClusterNum(K, S, C, [)

Input: The selected range K, training set .S, corpus C), the set length of each term [
Output: The recommended k value

senVec <+ CalVec(S, C,1)

for k in K do
classifier cl f;, + K Means(k)
clfy < fit(senVec,, op,)
meanDistortion,, + Zi:l(

end for

line graph < Draw(meanDistortion,)

// Draw a line graph based on the k and its mean distortion value;

return k*

: // Return the k value at the turning point.

min (¢ Dist(senV ey, clcentror)) )
S oo

SR AW

—

Clustering. The clustering conducted here is within a single class (NSBRs). As our
datasets do not distinguish or label NSBRs, we utilize the clustering method within this
single class to explore potential interrelations among features. Algorithm 3 is designed
to find the suitable total number of selected NSBRs via automatic clustering. Given the
range K, for each k in K, the algorithm initializes the centroid for each cluster (Line
3-4) and the zero matrices that include the index of the cluster to which each sample
belongs and the distance from each sample to this cluster (Line 5-6). For each sample,
the algorithm iteratively calculates and saves the index of its nearest cluster and the
distance between it and the centroid of this cluster (Lines 11-21). During this process,
if the saved index is the index of the nearest cluster for all samples, the centroids will no
longer change (Line 10). Otherwise, the centroids will be changed gradually according
to the average distance between the cluster centroid and all samples in this cluster
(Lines 22-25). At last, each sample has its cluster index and the distance from the
centroid. The NSBR set for succeeding training can be gathered according to different

k values and different numbers n of samples in each cluster (Line 27). In this way, this
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clustering algorithm finds diverse samples from each cluster. The number of clusters
and the nearest NSBRs to each cluster centroid guarantee feature diversity.

Algorithm 3 Find diverse NSBRs from each cluster.

SelRepreNSBR(K, S, C, [, n)

Input: The selected range K, the training set S, corpus C, the set length of each term I, the number n
of NSBRs in each cluster

Output: The chosen NSBRs for training

1: senVec < CalVec(S, C, 1)
2: for kin K do
3: centroids;, < ranSelect(k)

4: // Randomly chose the number of centroids k in S, ;1,5
5: distMatriz[+, 2], < M, .+
6: // each term includes the cluster’s index and the distance from its centroid;
7: centroidChanged + true
8: // set the initial state whether the centroids change;
9: while centroidChanged == true do
10: centroidChanged < false
11: foric S, ., do
12: // Calculate the cluster index to which each NSBR 4 should belongs,
13: and the distance between the NSBR 4 and the cluster;
14: Index, < callIndex(senVec,, .., centroids,,)
15: Dist,; < calDist(senVec,, ..., centroids;,)
16: if dist Matriz,(¢,0)! = Index, then
17: centroidChanged + true
18: end if
19: distMatriz,(i,0) < Index,
20: distMatriz,(i,1) < Dist;
21: end for
22: if centroidChanged == true then
23: centroids;, < updateCtd(disMatriz;,)
24: // Update the centroids in each cluster;
25: end if

26: end while

27: fItNSBR,, < topN(centroids, disMatriz,,n,)
28: end for

29: return fitNSBR,

30: // Return the retained NSBRs for different k£ and n.

3.2.4 Model Training and Prediction

Model Training. The CNN-BLSTM mechanism can excellently capture long-term
dependencies, and the Attention mechanism can compensate for the former’s neglect
of different levels of attention to terms. In the clustering stage, each SBR is expressed
asatf —idf-weighted word embedding vector for clustering and filtering. However,
in the model training stage, to capture the sequential and semantic information, the
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relationship between terms in bug reports (SBR and NSBR) should be explored as
we mentioned in Section 3.1.3. Thus, we consider each term in each retained text as
a unit for further analysis. These terms are represented as word embeddings via the
word2vec-based technique (the same as that is used in the clustering stage) to form
our embedding layer, which requires that the vectors of terms should have the same
length for further convolution calculation.

Due to the small size of our preprocessed datasets, in the front part of the
whole model, we choose the shallow CNN-1D architecture to capture the contextual
information to avoid high complexity or insufficient training of model parameters.
Each term in the training set is calculated and padded into a d-dimensional sequence
in Algorithm 1, and the variable-length sequence composed of d-dimensional vectors
(None, vector_dim) is sent to the embedding layer as the input. The trained weights
are also used to generate a 3D tensor (/None, vector _dim, embedding size), which
is incorporated into the convolution layer with fixed-size kernels to capture features
from temporal contextual information. This layer outputs a tensor with (None,
new_steps, filters) shape. Followed by a max pooling layer with output shape
(None, downsampled_steps, filters), the role of this pooling layer is to filter
the features extracted by the model, which can not only remove some redundant
information but also reduce the number of nodes in the network, thereby reducing the
number of training parameters.

Afterward, a Bidirectional LSTM layer is added, taking the feature sequence
calculated by the CNN architecture as input. In NLP, a significant feature of the
text is serialization, and the order in which terms appear is often closely related to the
semantics of the sentence. To make full use of the information of the sentence structure,
we adopt a BLSTM model to extract the semantic information better, which applies
memory cells to store the important information of long-range context. An LSTM unit
illustrated in Figure 3.3 consists of an input gate 7,, a forget gate f,, an output gate o,,
and a memory cell ¢, that acts as an accumulator of the state information. This memory
cell can be accessed, written, and cleared by those controlling gates. When a new input
comes, if 7, is activated, the information will be accumulated to the cell. Similarly, if
the f, is turned on, the information of the last state ¢, ; should be forgotten. The o,
controls whether the latest memory cell ¢, will be propagated to the final state h,. o
represents the logistic sigmoid activation function and W indicates the corresponding
weight matrix from the cell to gate vectors. At each specific time node, the network
can choose to remember or forget some information and send it to the next moment,
and the steps are demonstrated by Equations 3.2-3.7 [187, 196].
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LSTM

Fig. 3.3 The structure of the LSTM cell.

LSTM

iy =Wz, + Wyhy_ 1 + W, ¢, +0b;) (3.2)
fi = U(foxt + Wiphyy + Wepe g + bf) (3.3)
o, =W ,x, + Wy hey +W.,c, +b,) (3.4)

g, = tanh (W x, + W} h, ; +b,) (3.5)

¢ = fiCiq + 49, (3.6)

h, = o, tanh (c,) (3.7)

Since the network contains two sub-networks, which are forward and backward
pass, respectively, the output of the i-th term is represented in Equation 3.8, and the

shape of the output is (None, timesteps, units x 2).

_— e

(2

Because we adopt the self-attention model, the attention mechanism is able
to dynamically generate the weights of different connections, which can handle
variable-length information sequences. In our model, the input of our Attention layer
can be expressed by three same fixed-length vectors query (Q), key (K), and value
(V). By calculating the similarity score between two matrices () and K), applying
the softmax function to activate it, and getting the weighted score of each input vector
through dot product, we can finally gain the result keeping the same shape. This process
is actually a manifestation of the Attention mechanism that eases the complexity of the
prediction model. It is not necessary to input all input information into the next layer

for calculation; only need to select some task-related information.
Attention(Q, K, V) = softmaz(Q - K1) -V (3.9)
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Prediction. In the end, the output of this stage is sequentially put into the flatten
and dense layer with sigmoid function. The output is the predicted labels of the
training data. Besides, the prediction model with the trained parameters is also saved
for the next step. Through word embedding and padding, each term in the test data is
represented by a fixed-length vector. These vectors are sent to the trained model and
evaluated. The overall training and prediction processes can be found in Figure 3.2.

3.3 Experimental Setup

3.3.1 Research Questions

We employ three state-of-the-art methods, FARSEC, SMOTUEND, and LTRWES, as
our baselines. All of them applied the commonly used machine learning algorithms
(listed in Section 3.1.3) to build models.

Our experiments are performed by addressing the following research questions

(RQs):
* RQ1. How effective is CASMS in classifying bug reports?

* RQ2. How does CASMS find the best results effectively and how robust is it
based on the number of clusters and the total number of selected NSBRs?

* RQ3. Does selecting diverse samples through clustering improve the results?

For RQ1, we calculate the average of the top five best results for each project since
these baselines extract the best results from multiple combinations between filters and
classifiers. To make the comparison fair enough, we list the average of the top five
best results of FARSEC, SMOTUEND, LTRWES, and CASMS. To answer the RQ2,
we draw figures to illustrate 1) how the Elbow method finds the optimal number of
clusters £* and 2) the laws of the ratio of the two-class data corresponding to the best
g-measure. To verify the effectiveness of retaining diverse data (answer the RQ3), we
implement the idea of choosing NSBRs that are the most dissimilar to SBRs (held by

our baselines) on the same k-means clustering algorithm.

3.3.2 Datasets

In the experiments, we use the same five datasets as the three baselines [2, 4, 5] for a fair
comparison. The datasets were collected by Ohira et al. [197] with a Comma Separated
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Table 3.1 Details of the collected datasets.

Project Time Period BRs SBRs SBRs(%)
Chromium | 08/30/2008-06/11/2010 41,940 192 0.5
Camel 07/08/2007-09/18/2013 1,000 32 3.0
Ambari 09/26/2011-08/08/2014 1,000 29 3.0
Derby 09/28/2004-09/17/2014 1,000 88 9.0
Wicket 10/20/2006-11/09/2014 1,000 10 1.0

Value (CSV) format, where each row represents a bug report, and the columns describe
the features of these reports including the metadata information and textual description
(e.g., issue id, priority, security, description, and summary). Bug reports are classified
according to the label of the security field, where 1 is for SBR and 0 is for NSBR. The
details of datasets are shown in Table 3.1. We aggregate the information of description
and summary for training, and an example is described in Figure 3.1. The text in the
orange font is summary, and the text in the grey font is description. To calculate the
tf — idf vectors, for each project, the vocabulary is its training set. It aims to find
the importance of words in the specific dataset. The large domain corpus used for
implementing the word embedding technique in Algorithm 1 has been extracted from
1,490,066 bug reports and open-sourced in [5]. The five datasets and the corpus can
be found in our GitHub!.

3.3.3 Implementation

Our prediction model is implemented by using TensorFlow [198], an open-sourced
deep learning library using Python. In the process of designing our model, parameter
setting has a significant effect on its performance. We use binary Cross-Entropy for
labeling the bug reports into two categories. In addition, different optimizers for
iteratively updating the network weights and minimizing the loss are applied to enhance
the performance, and regularizers are implemented to alleviate overfitting problems.
To make the model more adaptive and general, the model check point technique is used
to keep tracking the performance of the model on the validation dataset at each epoch.

The bug reports are equally divided into training/validation and test parts. For
each project, 50% of the whole dataset is used for model training, and the remaining
50% is for model testing (prediction). During the model training stage, the K-fold
cross-validation methodology is applied. Because our datasets are small, we choose

K=3 for our experiments. The training/validation set is divided into three parts, one

Thttps://github.com/mkkmaomao/bug-report-prediction
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Table 3.2 Hyperparameter tuning range for the prediction model.

Explanation | Architecture | Hyperparameter| Search Scope
Embedding | embed size | [50, 100, 200] The indexes representing terms are turned into
vectors with the same length.
filters [64, 128] The number of output filters in the convolution
Convolution layer.
kernel size [3,5, 8] A convolution kernel is used for producing a
tensor of outputs; its size determines the length
of the convolution window.
activation [tanh, relu, | The activation function for the hidden layer.
sigmoid,  leak
relu]
units [32, 64, 128] The dimension of the output of one LSTM layer
B-LSTM (the BLSTM layer should have the units x
2-dimension).
dropout [0.1,0.2,0.5] The fraction of the dropped units aiming to
enhance the generalization ability.
regularizer kernel: [l;, I5], | The regularizer functions applied to avoid
bias: [I5] overfitting.
Compiling optimizer [adam, rmsprop, | The optimizers invoked for training.
adadelta, nadam]|
batch_size [32, 64, 128] The number of samples selected for one

training, which affects the optimization degree
and speed of the model.

part is kept as the data for validation, and the other two parts are used for training. The

cross-validation is repeated three times, each validation is performed once, the results

of three times are averaged, and a single estimate is finally obtained. The model with

the highest average g-measure on the validation dataset is saved for prediction.

For hyperparameter tuning, to reduce the high computational cost of grid search

by generating possible combinations among different hyperparameters, we first refer

to the machine learning tool scikit-learn [199] in Python to estimate the configurations

that are expected to contribute to better results. Then, we determine the search scope

(shown in Table 3.2) and tune the hyperparameters successively.

Table 3.3 The evaluation metrics used in our study.

prediction actual
Metric SBRs NSBRs
SBRs TP FP
NSBRs FN N
pd TP/(TP+FN)
pf FP/(FP+TN)
g-measure | (2xpdx(100-pf))/(pd+(100-pf))
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3.3.4 Evaluation Metrics

We employ the three evaluation metrics that have been used in previous work [2, 4, 5].
Table 3.3 lists the definitions of the metrics to evaluate the performance of prediction
models, where TP (True Positive) is the number of SBRs that are correctly predicted as
SBRs, FP (False Positive) is the number of NSBRs that are wrongly predicted as SBRs,
FN (False Negative) is the number of SBRs that are wrongly predicted as NSBRs, and
TN (True Negative) is the number of NSBRs that are correctly predicted as NSBRs.
The probability of detection (pd) is the ratio of the correctly predicted SBRs to the
actual SBRs; The probability of the false alarm (p f) is the ratio of the NSBRs that are
mislabeled as SBRs to all NSBRs; The g-measure [200] is the harmonic mean of pd
and (100-pf), where 100-p f represents the specificity (i.e., not predicting NSBRs as
SBRs). The g-measure is a comprehensive metric, and more suitable for evaluating the
prediction models trained on the unbalanced data [5]. Therefore, the g-measure is also
considered as the optimization target for training our prediction model. To evaluate
the robustness of our approach CASMS, we introduce the standard deviation (SD)
indicator. In statistics, the standard deviation is a measure of the amount of variation
or dispersion of a set of values [201]. A low standard deviation indicates that the values
tend to be close to the mean (also called the expected value) of the set, while a high
standard deviation indicates that the values are spread out over a wider range. The

calculation of S D is shown below.

1 n
SD = \/N 2;@ — )2, (3.10)

where N is the number of experiments, x, represents the value of g-measure in the ¢-th

experiment, and p indicates the corresponding average value of all experiments.

The g-measure of three baselines and CASMS
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Fig. 3.4 The Boxplot of the g-measure values with CASMS and the three compared
methods.
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The recall of three baselines and CASMS
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Fig. 3.5 The Boxplot of the pd values with CASMS and the three compared methods.

The false alarm of three baselines and CASMS
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Fig. 3.6 The Boxplot of the p f values with CASMS and the three compared methods.

Table 3.4 Comparison of the average g-measure, recall, and false alarm of FARSEC,
SMOTUNED, LTRWES, and CASMS.

. . Approach
Project | Metric £ RSEC [ SMOTUNED | LTRWES | CASMS
g-measure 34.79 79.38 81.20 74.00
Chromium | pd 22.48 78.42 77.40 73.05
pf 0.96 18.84 14.59 24.41
g-measure 57.69 66.02 43.18 64.60
Wicket pd 50.00 63.36 36.74 73.33
pf 23.49 26.98 25.29 40.85
g-measure 53.73 70.92 74.79 83.12
Ambari pd 40.00 57.1 66.70 82.85
pf 5.93 6.41 14.87 16.10
g-measure 33.34 54.53 56.00 62.99
Camel pd 23.36 52.22 53.32 64.45
pf 15.47 39.74 38.09 37.05
g-measure 58.59 68.15 71.02 74.72
Derby pd 46.68 60.94 57.10 70.00
pf 17.07 21.74 5.93 19.44
g-measure 47.63 67.80 65.24 71.89
Overall pd 36.50 62.41 58.25 72.74
pf 12.58 22.74 19.75 27.57
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3.4 Results

3.4.1 RQI1. How effective is CASMS in classifying bug reports?

Methods: There are six filters (e.g., based on the Closest List Noise Identification
(CLNI) algorithm) and five classifiers (i.e., Logistic Regression, Random Forest,
Multilayer Perception, Naive Bayes, and K Nearest Neighbor) used in FARSEC
and SMOTUNED, which generate the 30 (=6x5) combination results. In each
combination, there are different resampling ratios of NSBRs to SBRs based on their set
threshold for each project. Similarly, LTRWES applies two kinds of selectors and six
classifiers. For each project, in each of the 12 (=2x6) combinations, the resampling
ratio of NSBRs to SBRs is from 1:1 to 10:1. For these three approaches and CASMS,
we illustrate the performance of the top five best results via Boxplots shown in Figure
3.4, 3.5, and 3.6, and we also detail the average of three metrics of the top five best
results in Table 3.4.

Results: CASMS achieves the highest average g-measure value (71.89%) on the
five projects, and outperforms FARSEC, SMOTUNED, and LTRWES by 24.26%,
4.09%, and 6.65%, respectively.

As shown in Figure 3.4, SMOTUNED and LTRWES perform better than CASMS
in g-measure and far surpass FARSEC on the Chromium project. Compared with
FARSEC and LTRWES, SMOTUNED and CASMS perform well on the Wicket project
with a smaller variance. On the remaining projects Ambari, Camel, and Derby,
CASMS has outstanding performance, which outperforms three baselines in both the
mean and median values of g-measure. Since the primary purpose of SBR detection
is to predict the actual SBRs more correctly, SBRs usually have the priority to be
detected than NSBRs. Therefore, the pd is a more useful metric than p £, as it describes
the ability of the prediction model to identify the actual SBRs from all bug reports.
Figure 3.5 displays the recall values (pd) of three methods and CASMS. Except for
the Chromium project where SMOTUNED performs slightly better than CASMS, on
the remaining four projects, CASMS significantly outperforms other methods with an
ideal small variance. Similarly, Figure 3.6 illustrates the performance of three baselines
and our approach in false alarm values (pf). On the Chromium and Wicket projects,
CASMS has a relatively high average pf compared with other methods, but on the
Ambari, Camel, and Derby projects, CASMS has a similar or even lower p f. It implies
that CASMS achieves good performance on the g-measure and pd evaluation metrics

at the expense of the performance of the p f metric to some extent, and the relatively
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high p f is still an issue in identifying security bug reports, which needs to be improved
in our future work.

Intuitively, Table 3.4 lists the average g-measure, pd, and p f values of the five best
combination results of FARSEC, SMOTUNED, LTRWES, and CASMS. Although the
compared methods outperform CASMS (27.57%) by 4.83%-14.99% in terms of pf,
CASMS is able to identify SBRs more accurately with high pd (72.74% on average),
which outperforms FARSEC, SMOTUNED, and LTRWES by 36.24%, 10.33%, and
14.49%, respectively. In terms of g-measure, CASMS performs better than the
three baselines on the three projects Ambari, Camel, and Derby by 8.33%-29.39%,
6.99%-29.65%, and 4.09%-16.13%, respectively. On the Wicket project, the g-measure
value of CASMS is 6.91% and 21.42% higher than that of FARSEC and LTRWES,
separately, and only 1.42% lower than that of SMOTUNED. On the Chromium
project, the performance of CASMS is 39.21% better than FARSEC, but worse than
SMOTUNED and LTRWES by 5.38% and 7.2%, respectively.

Answer to RQ1: CASMS is superior to FARSEC, SMOTUNED, and LTRWES

in average g-measure and recall.
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Fig. 3.7 Selection of an optimal £* in the Derby project.
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Table 3.5 Comparison of the recommended £* values and the experimental k values

yielding the best g-measure.

Project Recommended k* Calculated k with

best performance
Chromium 18, 20 15,18
Wicket 4 4,5
Ambari 4,8 4,8
Camel 4 3,4
Derby 18,19 18,19

3.4.2 RQ2. How does CASMS find the best results effectively and
how robust is it based on the number of clusters and the total
number of selected NSBRs?

Methods (1): To avoid repeated experiments, CASMS roughly estimates the optimal
number of clusters k* using the Elbow algorithm (shown in Algorithm 2). To show the
validity of the coarse estimate, the recommended k* values are calculated and listed in
the 2"¢ column of Table 3.5. The 3" column lists the k values when the g-measure
reaches the optimal value, which is obtained through multiple experiments. Figure 3.7
takes Derby dataset as an example, showing one of the recommended £* that is equal
to 18 (is circled and marked with a dark blue arrow).

Results (1): In Table 3.5, the k£* calculated ten times is 4 or 8 for the datasets with a
few SBRs (Camel, Ambari, Wicket), and for other datasets with more SBRs (Chromium
and Derby), the range of £* is between 18 and 20.

As shown in the 3" column of Table 3.5, it can be seen that the model achieves
the best performance within a certain range of k£ value for each dataset. The three
projects (Camel, Ambari, Wicket) containing fewer SBRs for training have k values
ranging from 3 to 8, and the other two projects (Derby and Chromium) with more SBRs
have k values ranging from 15 to 19. We can find that when the prediction results for
each project are optimal, the values of k£ almost completely cover the value of £* we
estimated in advance (marked in bold). For example, in the best cases, the k values of
Ambari (4 and 8) and Derby (18 and 19) totally coincide with the pre-calculated £*.

Methods (2): To explore whether there is a certain rule for choosing the resampling
ratio of two classes and whether it is robust, we calculate the best g-measure of different
ratios and the corresponding indicator for evaluating the stability of CASMS. Table
3.6 shows the number of NSBRs and SBRs in the training set when the two best
results reach, and the ratio of these two classes. Figure 3.8 displays how the g-measure
changes as the percentage of retained training NSBRs increases for each project while
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Table 3.6 The NSBR to SBR ratio leading to the best g-measure.

Project

NSBRs

SBRs

Ratio

Chromium !

80

77

2:1-3:1

1

50

77

1:1-2:1

Wicket

10

4

2:1-3:1

12

4

3:1

Ambari

36

22

1:1-2:1

38

22

1:1-2:1

Camel

21

14

1:1-2:1

24

14

1:1-2:1

Derby

52

47

1:1-2:1

47

47

1:1
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the range of £ is from 2 to 20. Furthermore, we compare the three indicators (average,
standard deviation, and median) between LTRWES and CASMS, and the standard
deviation of g-measure is used to evaluate the robustness of these two approaches.

Results (2): The relationship between the percentage of retained NSBRs and
the g-measure metric is illustrated in Figure 3.8. It is evident that the four lines of
Wicket, Camel, Ambari, and Derby have a general trend that it increases rapidly before
reaching the highest g-measure value, followed by a monotonic decline. Table 3.6
lists the number of selected NSBRs where the peak values of g-measure reach, and the
corresponding percentage of retained NSBRs are 2.02%, 4.32%, 7.53%, and 11.48%,
respectively. Since the remaining project Chromium has more SBRs for training, this
may make the choice of the number of NSBRs fall into a locally optimal solution.
There is not much difference between the local optimal g-measure and the globally
optimal g-measure, with a difference of 3.85%. The percentage corresponding to the
optimal number of NSBRs is 0.86%.

Overall, in all the optimal cases, the ratio of NSBRs to SBRs for training is between
1:1 and 3:1. Chromium has the ratio range from 1:1 to 3:1, Wicket has the ratio range

from 2:1 to 3:1, and the others have the ratio range from 1:1 to 2:1.

Table 3.7 Comparison of the average avg (%), standard deviation sd (%), and median
md (%) of g-measure of LTRWES and CASMS.

. . LTRWES
Project Indicator rs-filier T ms-filter CASMS
avg 79.23 53.20 71.22
Chromium | sd 2.17 16.95 4.52
md 79.17 58.83 70.00
avg 13.25 32.20 62.83
Wicket sd 11.74 15.49 7.44
md 8.35 2791 62.42
avg 69.28 67.05 77.69
Ambari sd 3.50 9.56 5.39
md 69.60 69.38 77.37
avg 47.57 44.69 60.51
Camel sd 7.19 11.49 3.31
md 47.00 48.25 60.70
avg 61.20 66.16 72.99
Derby sd 5.78 6.58 241
md 61.00 67.40 73.36
avg 54.11 52.66 69.05
Overall sd 6.08 12.01 4.61
md 53.02 54.35 68.77

Method (3): In order to evaluate the robustness of CASMS, for each project,
we calculate the standard deviation of g-measure in LTRWES and CASMS. The
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average and median indicators are also introduced for comparison. Since LTRWES
conducted experiments under the ratio of two classes from 1:1 to 10:1, we calculate the
g-measure under the ratio span and choose the best-performing SVM as the classifier in
LTRWES. For CASMS, we use the results under the ratio span between 1:1 and 3:1 for
comparison. In table 3.7, to avoid too many decimals, the ”%” of the three indicators
(average, standard deviation, and median) shown here is omitted.

Result (3): The best results are marked in bold, and we have two main findings.
The first finding is that the maximum standard deviation of CASMS is 7.44%, and
that of LTRWES is 16.95%. For the three projects (Wicket, Camel, and Derby), the
standard deviation of CASMS is much lower than that of LTRWES. For the other
projects (Chromium and Ambari), when LTRWES uses rs-filter, the standard deviation
of CASMS is 2.1 and 1.5 times that of LTRWES, respectively; When ms-filter is used,
the standard deviation of LTRWES is 3.8 and 1.8 times that of CASMS, respectively.

The second finding is that the average and the median of CASMS on the four
projects (except Chromium) are higher than LTRWES, and the gap between CASMS
and LTRWES is large. On the Wicket project, the median and the average g-measure
of CASMS exceed those of LTRWES by 49.58% and 54.07%, respectively. On the
Chromium project, CASMS does not perform as well as LTRWES, but the difference
in performance between CASMS and LTRWES is small, i.e., the median and average
of CASMS are 8.01% and 9.17% lower than those of LTRWES.

On the whole, the standard deviation of g-measure of CASMS is 1.47% and 7.4%
lower than that of LTRWES with rs-filter and ms-filter, respectively. The average and
median of g-measure of CASMS are higher than those of LTRWES by 14.94%-16.39%
and 14.42%-16.75%.

Answer to RQ2: CASMS can narrow the range of cluster numbers based on the
Elbow method and quickly find the optimal number of NSBRs (should be one to
three times the number of SBRs for projects), which indicates the effectiveness.
In addition, the robustness of CASMS is better than that of LTRWES.

3.4.3 RQ3. Does selecting diverse samples through clustering

improve the results?

Methods: To be more rigorous, we also test the idea of choosing the NSBRs with
the most dissimilar to SBRs held by our baselines through the k-means clustering
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Fig. 3.9 The best pd, pf, and g-measure based on two data selection strategies.
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algorithm. Both NSBRs and SBRs are used for clustering. When the value range
of k is 2 to 20, there are 19 groups of NSBRs. For each value of k&, we take the union
of the NSBRs in the selected clusters that contain fewer SBRs but more NSBRs. For
example, if the ratio of NSBRs to SBRs in a cluster is greater than 10, the NSBRs
in the cluster will be gathered. In other words, if there are many NSBRs but a few
SBRs in a cluster, these NSBRs in this cluster will be regarded as the most dissimilar
to SBRs. In order to keep the ratio of NSBRs to SBRs between 1:1-3:1, we then take
the intersection of the NSBRs obtained when k is a different value. After that, the
intersecting NSBRs in these clusters are integrated with all SBRs for training.

In detail, after each clustering with different &, two dictionaries (pairs of key and
value) are generated for NSBRs and SBRs. In each dictionary, the pairs are arranged
in reverse order according to the number of samples in each cluster. key refers to the
cluster index assigned to the samples, and the value is the ranking of the number of
samples corresponding to the cluster. The algorithm then traverses the same cluster
index in each pair of two dictionaries to see if the cluster meets a certain condition.
For example, if the difference between the ranking of the same cluster in the dictionary
of SBRs and in that of NSBRs is greater than a certain value, the cluster indexes will
be stored. Finally, the NSBRs in the selected clusters with different £ values are
intersected, and the final filtered NSBR data is obtained. If the number of screened
samples is insufficient, more samples can be filtered out by adjusting the threshold.
Finally, for each dataset, the number of selected NSBRs that are the most dissimilar to
SBRs and the number of diverse NSBRs are kept in the same range, e.g., the ratio of
selected NSBRs to SBRs is between 1:1 and 3:1.

In Figure 3.9, the best g-measure values based on two data selection strategies
are illustrated by a bar graph. The orange bars represent the results of retaining the
diverse NSBRs, and the blue bars indicate the results of retaining the NSBRs that are
the furthest to SBRs.

Results: When adopting the prediction model with the same parameters (Section
3.2.3), the best results in terms of pd, pf, and g-measure for each project are not
as good as the method of retaining diverse NSBRs. In Figure 3.9, the best pd, pf,
and g-measure of the two data selection strategies are compared, and the strategy of
retaining the diverse NSBRs performs better in each of these metrics. Based on the
strategy of retaining the dissimilar NSBRs, the overall g-measure and pd values are
nearly 16.2% and 17.8% lower than those of CASMS, and the pf is nearly 12.2%
higher than that of CASMS. This indicates that owing to the high feature overlapping,
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even if the NSBRs in the clusters that are farther from most of the SBRs are retained,

it is still challenging to achieve the desired effect we expect.

Answer to RQ3: The performance of extracting the furthest NSBRs from SBRs
is not a patch on that of selecting diverse NSBRs.

3.5 Threats to Validity

3.5.1 Construct Threats

One of the threats is the choice of evaluation metrics, which is very important for
statistical analysis. Since detecting SBRs has priority in bug report classification, the
g-measure and recall are designed to be the widely used evaluation metrics. However,
there are different numbers of combinations between filters and classifiers for our
baselines (30 combinations of FARSEC and SMOTUNED and 12 combinations of
LTRWES). If we only choose the best result for comparison, it is not reasonable, e.g.,
compare a model that has spent a lot of effort on multiple parameter optimizations
with a model with default parameters. To counter this threat, we calculate
the average of the best five experiment results for comparison. The Boxplots
are drawn to comprehensively compare the performance between methods, which
includes a number of indicators, such as the four quantiles and outliers on different
metrics. In addition, data scarcity is another construct threat, such as the lack of
cybersecurity-related descriptions in the bug reports. In the four projects, the dataset
is relatively small, and even some of the samples have a short description related to
cybersecurity. To the best of our knowledge, there is no related work to effectively
solve this threat. Therefore, it is considered to be included in our further work.

3.5.2 Internal Threats

The first threat comes from the uncertainty of clustering. The centroids of clusters may
be changed due to the random initialization setting. To eliminate the possible bias,
we execute the clustering algorithm five times for each project and extract different
numbers of NSBRs. The selected samples for each time have a high repetitive rate of
more than 80%, and the predicted results based on these samples have shown similar
trends. Thus, the centroids formed by each clustering will not have a visible impact
on the selected training data and the prediction results. The second one is that the
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performance of CASMS is sensitive to the selection of the cluster and NSBR numbers.
To mitigate the threat, we conduct numerous experiments with a comprehensive
combination of two quantities (Figure 3.8) and calculate the recommended cluster
numbers ten times for each project (Table 3.5) to ensure that the results shown in Table

3.4 are scientific and well-tried.

3.5.3 Conclusion Threats

Normally in experiments in similar fields, the ratio of training to test sets is set to 7:3
or 8:2 because abundant data is needed for training. In our datasets, there are limited
samples (i.e., there are only a thousand samples in each of the four projects), especially
there are a few SBRs in each project. Thus, not only do we need a certain number
of SBRs for training, but we also need enough SBRs in the test set to evaluate the
prediction results. We have tried creating more SBR samples to alleviate this threat
via synthesizing new SBR samples or copying existing SBRs, but the results were not
ideal and required continuous tuning. Finally, we divide the ratio of training and test
sets into 1:1, which is the same as our three baselines.

3.5.4 External Threats

The external threat relates to the generalizability of the findings to other datasets. The
facts that (1) the dataset used in this study is constructed by five projects containing
45,940 bug reports and (2) the projects were collected over multiple years, allow for
a degree of external validation. Despite the dataset reflecting the class imbalance
problem in bug reports and similar conclusions being drawn across all five projects,
the model generated may not be applicable in a more complex scenario. Hence, this
work shows that the proposed technique is valid and outperforms other approaches
under certain conditions, and its generalization for different datasets will be subject to

scrutinization in future studies.

3.6 Chapter Summary

In this chapter, we have introduced CASMS, a novel approach designed for detecting
SBRs. Addressing the key challenges in bug report classification, including high
feature overlap among data with different labels and the inability to capture contextual

and sequential information, CASMS employs a k-means clustering algorithm in
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conjunction with the Elbow algorithm. This combination enables the collection of
the closest NSBRs to cluster centroids, serving as diverse samples for training. The
successful utilization of the Elbow algorithm facilitates the identification of the optimal
k for clustering. Furthermore, CASMS integrates a CNN-BLSTM attention model to
extract semantic and sequential information, thereby enhancing prediction outcomes.
Experimental results demonstrate that CASMS outperforms baselines by 4.09% to
24.26% and 10.33% to 36.24% in terms of average g-measure and recall, respectively.
Notably, CASMS achieves these results with a limited number of experiments while

maintaining superior robustness.
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Chapter 4

AttSum: A Deep Attention-Based
Summarization Model for Bug Report
Title Generation

Concise and precise bug report titles help software developers to capture the highlights
of the bug report quickly. Unfortunately, it is common that bug reporters do not
create high-quality bug report titles. Recent LSTM-based Seq2Seq models were
proposed to generate bug report titles automatically, but the text representation
method and LSTM employed in such models make it difficult to capture the
accurate semantic information and draw the global dependencies among tokens
effectively. In this chapter, we propose a deep attention-based summarization model
(i.e., AttSum) to generate high-quality bug report titles. Specifically, the AttSum
model employs the encoder-decoder framework, which utilizes the robustly optimized
bidirectional-encoder-representations-from-transformers approach to encode the bug
report bodies to capture contextual semantic information better, the stacked transformer
decoder to automatically generate titles, and the copy mechanism to handle the rare
token problem.

To validate the effectiveness of AttSum, we conduct automatic and manual
evaluations on 333563 “<body, title>" pairs of bug reports and perform a practical
analysis of its ability to improve low-quality titles. The result shows that AttSum
is superior to the state-of-the-art baselines by a substantial margin both on automatic
evaluation metrics (e.g., by 3.4%—-58.8% and 7.7%-42.3% in terms of recall-oriented
understudy for gisting evaluation in F1 and bilingual evaluation understudy, separately)

and three human-set modalities (e.g., by 1.9%—57.5%). Moreover, we analyze the
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impact of the training data size on AttSum and the results imply that our approach
is robust enough to generate much better titles. This work was published in IEEE
Transactions on Reliability in 2023 [202].

The subsequent sections of this chapter are organized as follows: Section 4.1
introduces the methodology of the proposed approach AttSum. Section 4.2 describes
the experimental setup, and Section 4.3 demonstrates the results and analysis. Section
4.4 discusses the automated evaluation metrics, AttSum’s effectiveness, and insights
for further research. Section 4.5 presents the threats to the validity. Finally, Section

4.6 summarizes the work of this chapter.

4.1 Methodology

4.1.1 Framework

The workflow of our approach is demonstrated in Figure 4.1. The model architecture is
composed of two main components: a pre-trained ROBERTa Encoder and a stacked
Transformer Decoder. To handle the rare token problem of the title generation
task, we incorporate a copy mechanism to facilitate copying some necessary tokens
from the descriptive body to the target generated title. (In this paper, we treat
“tokens” and “terms” as interchangeable.) The organized “<body, title>" pairs are
preprocessed as sequences with special tokens. In order to be consistent with the
data format in our pre-training model, we add “s” and “/s” and “SOS” and “EOS”
to each body sequence x and title sequence y, separately, and these two pairs of
special tokens perform similar effects. Hence, the token sequences of body and
title can be represented as X = [< § >, %1, %q, ..., Tpy, .., < /5 >l andy = [<
SOS >, Y1, Ygy ooy Ypy -, < EOS >], respectively. In addition, the input body x
and the targeted title y share the same word embedding based on the pre-trained
RoBERTa tokenizer, and then feed them into our RoBERTa encoder and stacked vanilla
Transformer decoder respectively for training. When our approach achieves the best
performance on the validation set, it is saved for generating bug report titles on the test
set.

4.1.2 RoBERTa Encoder

BERT (Bidirectional Encoder Representations from Transformers) [83] has excellent

performance on multiple tasks. It is a state-of-the-art masked language model that
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adopts transformer encoder architecture with multiple attention heads to capture
long-distance dependencies and semantic relationships. Nevertheless, some recent
research works [203, 204] have doubts about the necessity of adopting NSP (Next
Sentence Prediction) used by BERT since the experimental results could not show
consistent improvement in their studies. Therefore, following ROBERTa [95] and other
latest works (e.g., [204]), we remove the NSP objective and make each segment contain
complete sentences contiguously sampled from one or more documents.

The RoBERTa encoder performs pre-training by maximizing the likelihood of the
conditional probability p,(Z|Z), i.e., to recover the original tokens & from the corrupted
text sequence x. The pre-training objective can be expressed as follows[203]:

1 1
maz 1og py (z|%) ~ Zlmt og py(z4|T)

) i cap(Hy(@)f e(a,)) @D

Z exp(Hy(Z) e(z’))

We suppose the length of an input text sequence x is 7. = denotes the dynamical
masking version of the input sequence with a special symbol [M ASK]. The masked
tokens are expressed as z, and x, is masked where m, = 1. e(x) indicates the word
embedding of x, which is fed into the encoder H, and gets the H,(z) that refers to the
sequence of hidden vectors h,;. During the fine-tuning period, the pre-trained RoOBERTa
is employed as our encoder, and the parameter ¢ in Equation (4.1) is updated to fit our
training data, i.e., as we mentioned, a body sequence and its corresponding title can be
expressed as x and y, respectively.

Hy(x) =[Hy(x)1, Hy(X)g, ..., Hp(X) ]
:He[hp h27 ceey hT] (42)
=ENCODER(x),

where H is a Transformer encoder that is able to capture bidirectional contextual
information via implementing bidirectional self-attention operations. Our RoBERTa
encoder is composed of a 12-layer bidirectional Transformer encoder. The output of
the last layer is denoted as Hy(x), which is then passed to our decoder and the copy

mechanism for further processing.
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4.1.3 Transformers Decoder

We stack L-layer vanilla Transformer decoders [31] with the multi-head self-attention
mechanism to construct our decoder. We gather together the output H,y(x) of our
encoder and the token sequence y for the next token generation. In Figure 4.1, we
suppose the decoding step at this time is in the state of generating the (k + 1)th token.

To avoid involving the tokens that are after the (k + 1)th token in the self-attention
operation during training, a special mask expressed as m = [1,1,...,1,0,...] is used
for masking, where the positions of the front (k£ + 1) are “1”’s and that of the following
are “0”. In this way, the previous £ tokens that have been generated are used to predict
the next (k + 1)th token. All tokens can be generated simultaneously in accordance
with the masked self-attention.

Consequently, we collect the output H,(x) of the encoder, the masked sequence
m, and the embedding vectors E(y) = Flegog,€1,€9 - €k, s €gog) that are
derived from the input sequence y, to feed into our decoder. The obtained matrix
Vy (Hy(x), E(y), m) is a sequence of the hidden vectors of the predicted tokens.

Vo (Hg(x), E(y), m) =V [v1, V2, -, Vg 11]

(4.3)
=DECODER(H,(x), E(y), m),

where the vector v, refers to the representation of the (k + 1)th predicted token
generated by the decoder. After that, the embedding vector e;, and the generated vector
v}, are then passed to the following copy attention layer.

4.1.4 Copy Mechanism

The motivation for adopting the copy mechanism is that some tokens are rarely seen
in a corpus but are important for a specific bug report [205-207]. According to our
statistics, some tokens only appear dozens of times or even a few times, such as
application frameworks, programs, variables and functions, and so on. In such cases, it
is hard for a decoder to generate such rare items compared to high-frequency items that
occur tens of thousands of times. Thus, we incorporate the copy mechanism to handle
the rare token occurrence for bug report title generation. Following the architecture
of the pointer-generator networks proposed by See et al.[208], we first calculate the
Encoder-Decoder attention score @, ;. On the basis of it, we then figure out the copy
probability p,_ as a binary classifier to determine whether to copy the token directly from
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the input sequence or not. Suppose we still prepare to generate the (k+ 1)th token, the
encoder hidden states H,(x), the embedding vector e, and the decoder hidden state
v}, are fed into the copy mechanism together as its inputs:

ditt = vTtanh(Wyh; + W1 + bag)s (4.4)
at = softmax(dF), (4.5)
= Y, a'h, (4.6)

i=1,...,|z|

where v, W, W,, and b,,, are model parameters that need to be learned. Equation
(4.4) calculates the attention score dF" ™ between the current decoder hidden state vy, ;
and the encoder hidden state /,; of the i-th token using the Tanh activation function.
This helps to keep the score within a bounded range (-1 to 1), which stabilizes the
values passed to the Softmax layer. Equation (4.5) applies the Softmax function to
the attention scores df“ to generate a probability distribution af“. This distribution
reflects how much attention each token in the input sequence should receive relative to
the current decoding step. Equation (4.6) uses the attention weights afH to compute
the context vector c;, ;. This context vector is a weighted sum of the encoder hidden
states, emphasizing those that are more relevant for predicting the next token. The
context vector ¢, is then used to derive the probability distribution P, (Equation
(4.7)) over the vocabulary tokens and the copy probability p. (Equation (4.8)) for
tokens directly from the input sequence x. The combined final probability distribution
p*(dtoken) (Equation (4.9)) for decoding the (k+ 1)-th token is calculated, leveraging
both the vocabulary and the original input sequence for a more robust output prediction.

The calculation is shown below:

P, = softmax(W[vg, 1, cpq) +b,), (4.7)
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pe = sigmoid(wichyy +wi vy +wley +b.), (4.8)

p*(dtoken) = p, Z a?-‘-l + (1 —p,.)P,(dtoken), (4.9)

iw,;=dtoken

where the matrix (i.e., W), vectors (i.e., w,.., w,, and w,), and scalars (i.e., b, and
b.) are trainable model parameters. Incorporating the copy mechanism in our deep
learning-based Encoder-Decoder architecture, we get the final loss function for the

entire input sequence:

T
Z ogp(dtoken,), (4.10)
t=0

that is used for our approach to update the parameters 6 via backpropagation.

Once our model is trained, we adopt the beam search method to infer the predicted
tokens in titles. To be specific, the encoded vectors of a body sequence are sent to the
decoder to generate output tokens, and only a certain number of these probable tokens
with high scores are retained as a candidate list of the first generated token. Through
continuous iteration, the previously retained tokens are re-input into the decoder for
the next inferring step. Until the terminator “EOS” is encountered or the maximum
length of the predicted title is reached, the generated sequence with the highest score
is the final output.

4.2 Experimental Setup

4.2.1 Data Preparation

Data for pre-training. @ We adopted RoBERTa as our encoder, which is
pre-trained with five English language corpora [95] of uncompressed text over
160GB, i.e., BOOKCORPUS [209] and English WIKIPEDIA, CC-NEWS [210],
OPENWEBTEXT [211], and STORIES [212].

Data for training. We used 333,563 samples collected by Chen et al. [6] as our
dataset, which has been split into the training set, validation set, and test set with

the ratio of 8:1:1. Each sample represents a bug report, including a pair of “<bod)y,
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title>". The collected dataset has been preprocessed from the raw data containing
922,730 samples by Chen et al. through applying defined rules to filter unnecessary
bug reports, which makes the remained data with regular expressions more suitable
for studies. In order to avoid the context-specific problem that makes it difficult for
our approach to learn the semantic information [213], we replace the human-named
tokens (i.e., version number) with special tokens “id,,id,, ..., id,,” to preserve the
original structure of the input. In addition, we find that the NLTK toolkit [214] cannot
separate some tokens, which may cause out-of-vocabulary (unknown tokens) and
large-size vocabulary problems. Therefore, we design a tokenizing algorithm based
on RoBERTaTokenizer [95], which uses bytes to effectively split special tokens into
byte-based subword units [215]. By this means, a smaller byte-level vocabulary is
obtained without introducing any unknown tokens when a text sequence is input. For
example, the maximum body length in the training set is converted from 300 to 1106
after tokenization, the average and median lengths of bodies and titles are 120.0 and
104.0, 8.2 and 8.0, respectively.

4.2.2 Implementation

In this work, we keep the initial parameter settings of the RoBERTa encoder with a
vocabulary of 50,000 tokens. The hidden size is 768, and the Transformer encoder
layer is 12. We perform optimization on RoOBERTa by using Adam [216] algorithm with
By = 0.9, B, = 0.999, and initial [r = 5x 10~° with linear warm-up strategy. We build
an 8-layer Transformer decoder with initialized parameters. For training our model, the
batch size and training epoch are fixed at 8 and 5, separately. During decoding, we set
the beam size to 10. We employ the 5-fold cross-validation on our dataset, and all
hyperparameters are adjusted on our validation set, and the average results on our test

set of 5-fold cross-validation are reported.

4.2.3 Baselines

Since Seq2Seq approaches have gradually become mainstream, and generally perform
better than models with other architectures on text generation tasks [7, 213], we
compare our proposed AttSum with two state-of-the-art Seq2seq approaches as the
abstractive methods to demonstrate the effectiveness of our approach. In addition,
we also design a term-frequency-based approach as the extractive method to show the

effectiveness of its performance. In order to ensure a fair comparison, we carefully
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tune the parameters involved and set the hyperparameters strictly according to their
descriptions to adapt their model to our task.

(1) iTAPE Chen et al. [6], for the first time, proposed to automatically generate
bug report titles based on the report body and contributed the experimental dataset.
Hence, it is regarded as our main baseline. They used an Encoder-Decoder architecture
(i.e., one-layer bidirectional LSTM for the encoder and unidirectional LSTM for the
decoder) combined with the copy mechanism to conduct title generation, which was
implemented by the OpenNMT-py model'.

(2) NATS is an open-source library for abstractive text summarization, which
was developed by Shi et al.[7]. This toolkit integrates typical advanced Seq2Seq
models with different features, which can be effectively applied to multiple datasets.
Therefore, we use the Recurrent Neural Network (RNN)-based Seq2Seq model
denoted as ID C10101 in their study that has almost the best performance on
the CNN/Daily Mail Dataset [208] as our second baseline. The ID refers to the
combination of the attention mechanism, the copy mechanism, the intra-decoder
attention, and the coverage mechanism.

(3) ExtSen The core of extractive text summarization is to pick out the sentences
that best match the summarization [207]. In this study, we take this idea and select
only one sentence from the bug report body that has the most overlapping tokens with
the target title. Considering the objective of title generation approaches is to maximize
the scores of ROUGE and BLEU, we count the frequency of overlapping words and
calculate the similarity between each sentence in the bug report body and the target
title. Therefore, we name the mentioned simple method ExtSen, which can effectively
extract the best result from a model.

4.2.4 Evaluation Metrics

(1) Automatic Evaluation. We adopt Recall-Oriented Understudy for Gisting
Evaluation (ROUGE) [32] and BBiLingual Evaluation Understudy (BLEU) [33] to
evaluate the performance of AttSum and baselines, which are widely used in text
summarization and machine translation tasks.

ROUGE [32] is a recall-oriented evaluation metric to evaluate the quality of
generated titles. It measures how many the terms in the golden-standard references
(original human-written titles) appear in the candidates (model-generated titles). In
our study, we employ three ROUGE-family metrics where ROUGE-N (i.e., N=1 and

"https://opennmt.net/
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2) scores are calculated with N-gram co-occurrence and the ROUGE-L considers the
longest common subsequence.

BLFEU [33] 1s aprecision-oriented measure to evaluate the performance of models.
Thus, we also use this evaluation metric to automatically measure the generated titles
by counting the units in the generated title that occurred in the golden references. In
our experiments, we utilize the average BLEU score of N-gram where N=1,2,3,4. The
usage was also widely adopted, such as in code summarization tasks [217, 218, 207].
For convenience, the composite BLEU is called BLEU in the article.

(2) Human Evaluation.

On the refined dataset. To evaluate the bug report title generation methods
more comprehensively, we aim to analyze the text comprehensibility from the human
perspective. The human evaluation also acts as a supplementary material to narrow
the gap between the existing automatic evaluation metrics and the functionality of the
result in reality. In this experiment, we randomly select 200 samples from the test
set to make the comparison of approaches fair. Meanwhile, we conduct the statistical
analysis to make sure the selected samples are representative, and the results show
that the distribution of these samples is consistent with that of the entire dataset (i.e.,
the mean and median lengths of bodies and titles are 117.1 and 95.5, 6.7 and 6.0,
respectively). We invite five volunteers who are not co-authors in this study to inspect
the bug report body, then compare the automatically generated titles where the title
resources (i.e., which title is generated by which approach) are hidden in advance.
Four evaluators are Ph.D. students in computer science, and one evaluator is a master
graduate who is engaged in computer science-related work. All of them have over six
years of experience in at least two programming languages, and they also have at least
three years of studying/working experience in English-speaking countries or regions.
Referring to Gao et al.’s recent work [213], we consider the three modalities (accuracy,
comprehensiveness, and lucidity) in our case study. Hence, these evaluators are asked
to manually score the generated titles, ranging from 1 (weak) to 5 (excellent) across
the three modalities with the following grading standards:

e Accuracy: It assesses the title’s relevance to the main text and its ability to reflect
the critical idea without useless information (e.g., repetition and meaningless

words).

o Comprehensiveness: The model is supposed to extract input content effectively.
Thus, it evaluates whether the title is diverse to contain all necessary information
within the limited length.
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e Lucidity: It tests the fluency and correctness of the titles. It is expected to be
readable by using understandable vocabulary and grammar rules.

On the low-quality dataset. Besides evaluating our approach on the test set, we also
investigate how our approach performs when a low-quality bug report is given. It is
noteworthy that the dataset described in Section 4.2.1 has been refined and selected
from the raw data with approximately 920,000 samples following the instructions
of Chen et al.’s [6], so the test set can be used to compare the title generated by
our approach with the original reference based on automatic evaluation metrics. For
those samples with low-quality titles shown in Table 4.11, it is unlikely to measure
the results through automatic evaluation. Thereby, we randomly extract 50 samples
with low-quality titles from the raw data, excluding our experimental dataset. The
distribution of these selected low-quality pairs (i.e., the mean and median lengths of
bodies and titles are 134.3 and 90.0, 7.0 and 6.0, separately) is different from that of
the refined dataset but is more consistent with the distribution of the whole low-quality
dataset (i.e., the mean and median lengths of bodies and titles are 177.9 and 105.0,
7.0 and 6.0, respectively). This is because in our refined dataset, some bug reports
whose body or title is too long or too short are also one of the types of samples that are
considered low quality, and therefore are removed from our refined dataset. Then, we
ask three of the raters mentioned above to manually decide and annotate the two titles
(one is generated by our approach and the other is the original one). Their evaluation
consists of two parts, i.e., quantitative scoring and the reasonable explanation in terms
of three metrics: fitness, clearness, and willingness, which is consistent with Gao et
al.’s work [213].

e Fitness: It measures whether the title is reasonable and relevant to summarize
the core of the whole bug report.

e Clearness: It measures whether the title is complete in grammar and easy to

understand with clear expression.

o Willingness: It measures whether the title is readable and likely attracts people to
handle the specific bug report, which may be effective for us to conduct further
interactions.

4.2.5 Statistical Analysis

We employ the #-test [219] to check the significance of the differences between the
compared title generation methods [220]. If the obtained p-value is less than 0.05,
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Table 4.1 Automatic evaluation of our approach and baselines. F1, P, and R denote the
evaluation metrics for F1-score, Precision, and Recall, respectively.

ROUGE-1 ROUGE-2 ROUGE-L

Approaches F1 P R F1 P R F1 P R BLEU

iTAPE[6] 31.03 3253 31.13 | 12.69 1338 12.83 | 28.62 29.97 2872 | 19.56
NATS[7] 2499 2835 2416 | 994 1146 9.63 | 24.19 2852 2250 | 14.80
ExtSen 32.32 2855 46.72 | 12.07 10.75 1832 | 2823 2520 4048 | 14.96

AttSum 33.41 38.05 31.15 | 15.78 18.04 14.71 | 31.69 36.17 29.40 | 21.06

Table 4.2 Automatic evaluation of our approach and baselines on the long bug report
dataset.

ROUGE-1 ROUGE-2 ROUGE-L

Approaches | o, p R F1 P R F1 p R | BLEU

iTAPE[6] 2798 2971 27.69 | 1145 1240 1131 | 26.41 28.26 2598 | 16.68
NATS[7] 2422 2746 2354 | 970 11.17 9.42 | 23.67 28.00 22.18 | 14.51
ExtSen 31.53 2944 4383 | 11.51 10.78 16.75 | 27.48 26.00 37.83 | 14.49

AttSum 3042 34.61 28.38 | 14.06 16.05 13.15 | 28.99 33.12 26.86 | 19.18

there is a significant difference between the two methods. In addition, the Effect
Size (ES) is used to reveal the magnitude of the differences. Considering the ease of
calculation and practicality, Cohen’s d (a standardized mean difference) as the most
broadly and generally used ES calculation [221] is adopted in our study. For two
independent groups, ES (d) can be measured by the standardized difference between
two means. The magnitude of the difference is considered negligible (d < 0.2), small
(0.2 < d < 0.4), moderate (0.4 < d < 0.8), and large (0.8 < d).

4.3 Evaluation and Analysis

We organize the experiment through four Research Questions (RQs), i.e., the titles of
the following subsections. The bold values in Table 4.1, 4.2, 4.5, and 4.6 indicate the
best performance under automatic or human evaluation; and the bold pair values shown
in Table 4.3 and 4.7 represent that AttSum significantly better than the other compared

approach in automatic evaluation metrics.

4.3.1 RQI1. How does our approach perform under automatic

evaluation?

Methods: To intuitively illustrate the superiority of our approach, Tables 4.1 and

4.2 present the results of automatic evaluation of our approach and aforementioned
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baselines (i.e., iTAPE, NATS, and ExtSen) on both the entire dataset and the dataset
that contains the top 25% long bug reports in the test set for each fold. Each column
lists the corresponding results of four models on this evaluation metric, and the best
performance is highlighted in boldface. To illustrate the significance of the difference
between AttSum and baselines, we calculate the p-value and the effect size of Cohen’s
d in Table 4.3. Each cell contains two values, the former one and the latter one within
the brackets indicate the p-value and the degree of Cohen’s-d effect size, respectively.
Results are shown in bold if they have a large degree of Cohen’s d value and a p-value
of 0.05 or less. The positive/negative signs indicate that AttSum has a better/worse
performance. In addition, we extract several examples shown in Table 4.4 to perform
further analysis.

Results: From Table 4.1, we compare the automatic evaluation results and sum up

the following points:

a) Regarding the ROUGE score, it is clear that our approach delivers outstanding
performance compared with the other two abstractive methods on the two
sets. On the test set, AttSum outperforms iTAPE, NATS, and ExtSen by
3.4%-34.7% (ROUGE-1), 24.4%-58.8% (ROUGE-2), and 10.7%-31.0%
(ROUGE-L) in FI; by 17.0%-34.2% (ROUGE-1), 34.9%-67.8% (ROUGE-2),
and 20.7%-43.5% (ROUGE-L) in precision, respectively. In recall, ExtSen
performs the best and is superior to AttSum by 19.7%-33.3%. AttSum performs
better than iTAPE and NATS by 0.1%-29.0% (ROUGE-1), 14.6%-52.8%
(ROUGE-2), and 2.4%-30.7% (ROUGE-L). Recall represents the percentage
of actual tokens that are correctly identified, and these metrics compare the
generated titles to reference titles by measuring the overlapping tokens [222].
Since ExtSen directly extracts the original sentence from the bug report body
based on token frequency to best match the title, it is much easier than the
abstractive methods (iTAPE, NATS, and AttSum) to contain more overlapping
tokens. Regarding the BLEU score, our approach is the most competitive
among the four methods. It improves over three baselines on the BLEU by
7.7%-42.3%. The experimental results on the long BR test set show a similar
trend. Compared with iTAPE and NATS, AttSum improves ROUGE in F/ by
9.1%-22.9% and 22.5%-45.0%, in precision by 16.5%-29.4% and 18.3%-43.7%,
in recall by 2.5%-16.3% and 20.5%-39.5%, respectively. AttSum surpasses
ExtSen by 5.5%-22.2% in terms of ROUGE-1 and ROUGE-2 in F/ but 3.5%
below ExtSen (ROUGE-1) in F'I. For precision, AttSum is 17.6%-49.0% better
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b)

than ExtSen, but for recall, it is 21.5%-35.3% worse than ExtSen. Considering
the BLEU score, AttSum outperforms the three baselines by 15.0%-32.4%.

To illustrate the statistical difference between our approach and other baselines,
we calculate the p-value and the effect size of Cohen’s d (Table 4.3). Compared
with iTAPE and NATS, AttSum is significantly better overall in all evaluation
metrics on two sets, except in two situations (i.e., Cohen’s d is at a negligible
level, or the p-value is larger than 0.05). ExtSen outperforms AttSum by a large
margin in terms of recall. On the long BR test set, a high recall also contributes
to the best '/ in ROUGE-1.

Examples: Table 4.4 displays five representative examples that are opted to
analyze the performance of the models (i.e., iTAPE, NATS, ExtSen, and AttSum)
manually. The detailed observations are listed and explained below.

a)

b)

By order of illustration, iTAPE in the first sample generates a title without the
command-line program name “youtube-dl” and NATS outputs even an opposite
title “downloading all videos from isvaffel2010: s channel” to the original
one, which fails to learn the semantic information of the context correctly.
Meanwhile, our approach generates a more accurate title “youtube - dl doesn
> t download videos from isvaffel”, which is basically consistent with the
underlined sentence in the report body indicating the primary meaning. In
comparison, ExtSen extracts the sentence that can completely describe the main
idea of this bug report. However, the length of the extracted title cannot satisfy
the rules, it cannot be regarded as a reasonable title.

Another example is the second example. Although the condition
“Validate=True” is incompletely captured by all models, the title generated
by our approach expresses better with fluency to give the primary focus by
offering the output owner “functiontransformer” and the description “validate”.
The remarkable performance does credit to the capability of our approach for
capturing the long-range dependencies.

In addition, the third example intuitively demonstrates that our approach has
the advantage of understanding the intention of the reporters. Only the title
generated by AttSum matches the original request: allow disabling the bootstrap
checks. In contrast, the other two abstractive methods select the one of actions

conducted by the reporter as the title, respectively. The extractive method only
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Table 4.4 Examples of automatically generated titles (four approaches) and the original
testing titles.

Body

Titles

(1) When I'm trying to download all the videos from the Youtube user
account Isvaffel2010, Youtube-dl just downloads video list pages

but doesn’t get to downloading the actual videos at all. Other channels
I have tried have worked fine, somehow the problem seems to be
specific to Isvaffel2010:s channel (although the bug can of course
affect some other channels as well). The command I run:

youtube-dl-o “/isvaffel2010/(upload_date)s_(title)s_(id)s.(ext)s”
—write-description —username xxxxxx —password yyyyyy -f best/18 -v
—no-overwrites —restrict-filenames —playlist-end 800
https://www.youtube.com/playlist?list=UUhSBvT-fcrzzcAIFFGvMarA.
Youtube-dl version: 2014.09.29.2

Python version: Python 2.7.3

My operating system is Xbian release candidate 3 on Raspberry Pi,
based on Raspbian.

When I run youtube-dl this is the (clipped) output I get
http://pastebin.com/cr8k5e2m.

Golden: youtube - dl just downloads ridiculously many playlists pages
AttSum: youtube - dl doesn ’ t download videos from isvatfel

iTAPE: downloading videos from youtube user account does n’t work
NATS: downloading all videos from isvaffel2010 : s channel

ExtSen: When I'm trying to download all the videos from the Youtube user
account Isvaffel2010, youtube - dl just downloads video list pages but doesn’t
get to downloading the actual videos at all

(2) Description Validate ensure that “X” is 2D as it is imposed in any
other transformer. However, the output of the “FunctionTransformer™
can be 1D if the provided function does not ensure it. I think that we
should ensure that the output is 2D since it could be useful when
chaining transformer and estimator. “validate=False” will still allow
for 1D in this case.

Golden: ensure that the output of functiontransformer is 2d when validate=true
AttSum: validate 2d output of functiontransformer

iTAPE: validate ensure that x is 2d instead of 2d

NATS: functiontransformer should ensure that output is 2d

ExtSen: I think that we should ensure that the output is 2D since it could be useful
when chaining transformer and estimator

(3) When running elasticsearch in docker, in a development
environment or when running builds, I need to have elasticsearch bind
to 0.0.0.0 and/or publish a container hostname. This has the
undesirable side-effect of enforcing bootstrap checks.I understand the
benefit of these bootstrap checks in production, but I question the
assumption that you must be in production if you’re binding to a
non-local address, especially given the prevalence of docker. Having
to modify the host to set vm.max_map_count, for example, severely
limits the portability of my test environment for no real reason. It
would be useful to be able to set a configuration setting explicitly
indicating I am not in production and that the bootstrap checks are
therefore unnecessary, rather than binding the assumption of
development vs production to the hostname to which we choose to
bind.

Golden: allow disabling bootstrap checks explicitly

AttSum: make it possible to disable bootstrap checks

iTAPE: publish bootstrap checks to set vim . max_map_count

NATS: elasticsearch bind to 0.0.0.0 and / or publish a container hostname
ExtSen: this has the undesirable side-effect of enforcing bootstrap checks

(4) 5.0.0-beta Bulk index request with 1 concurrency error returns no
version info (for the one item) as expected. POST
http://127.0.0.1:9200/_bulk HTTP/1.1
Accept: application/json
Content-Type: application/json
Host: 127.0.0.1:9200
Content-Length: 647 ...
version conflict, current version [2] is different than the one provided
[1] ... bulk delete request for items that don’t exist return version “1”.
Shouldn’t these be consistent and not return a version as these
documents don’t exist?

Golden: inconsistency with returned version numbers on requests with errors
AttSum: bulk delete request with 1 concurrency error returns no version

iTAPE: bulk index request does n’t return version info

NATS: bulk index request returns no version info

ExtSen: 5.0.0-beta Bulk index request with 1 concurrency error returns no version
info (for the one item) as expected

(5) The introduction of Web Flux support in 2.0 will mean that we
have a second kind of web application. As described in 8017, this
makes “setWebEnvironment(boolean)” on “SpringApplication”
insufficient. I think we need an enum. In 1.5, it’d only have two
values: NONE and SERVLET. In 2.0 we can add REACTIVE or
WEB_FLUX or whatever we want to call it. We’d then deprecate
“setWebEnvironment(boolean)” in favour of a new method that takes
the new enum. We already have a “WebEnvironment” enum in the
testing support with a different meaning so I think we may need
another name. I wonder if it could be “WebApplication” with a
corresponding “XsetWebApplication(WebApplication)” method on
“SpringApplication”. “WebApplication” ties in quite nicely with
“@ConditionalOnWebApplication” and could also complement more
specific variants of that condition in 2.0 such as
“@ConditionalOnServletWebApplication” and
“@ConditionalOnReactiveWebApplication”.

Golden: introduce an enum for web environment on springapplication
AttSum: rename webapplication . setwebenvironment ( boolean ) to
iTAPE: deprecate set webenvironment ( boolean ) in springapplication
NATS: web flux support for web flux support

ExtSen: As described in 8017, this makes setWebEnvironment(boolean) on
SpringApplication insufficient.
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lists the consequence. The information focusing on one point is too specific to
help developers identify the root of the problem.

d) Sometimes, there is an unavoidable gap in the ability to conclude statements
between humans and machines, even for the extractive approach. In the fourth
example, all models only show one error case “no returned version”, and miss
the case of “version conflict”. We will handle such problems in our further study,

e.g., investigate how to interpret each key point and draw a conclusion.

e) The proposed model might be disrupted by a large amount of the rare
terms in the original text body. In the fifth example, none of the
abstractive machines manages to capture the problem the reporters try to
solve. There is even repetition in the titles from the NATS model. Apart
from that, the application environment “SpringApplication” is missing in
all generated titles. On the contrary, they focus on the solutions like
“deprecate setWebEnvironment(boolean)” (iTAPE) and provide a new name
“WebApplication=" (AttSum). Thus, it might be hard for the developers to infer
where the bug is. In this case, the extracted sentence of ExtSen does not fully

describe the problem and has an unclear referent.

Answer to RQ1: AttSum is superior to iTAPE and NATS on both ROUGE and
BLEU evaluation metrics; Even ExtSen performs well in terms of recall, the

extracted titles are usually still unsatisfying.

4.3.2 RQ2. How does our approach perform under human

evaluation?

Methods: (1) We summarize 200 samples with five titles (i.e., four generated and one
original) and 50 low-quality samples with two titles (i.e., the generated title by AttSum
and the original one), then distribute them to evaluators. As we mentioned in Section
4.2.4, for the former evaluation, evaluators need to score the four generated titles
across Accuracy, Comprehensiveness, and Lucidity modalities. We inform evaluators
in advance that the higher the score, the better the result. In each modality, a score
lower/higher than 3 is considered poor/desired performance, and a score equal to 3 is
medium performance. In addition to this, we perform a statistical analysis of these
evaluation results on the 200 samples, including effect size and p-value.
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(2) For each pairwise comparison of low-quality samples, we collect the selections
from three raters and calculate which title was better on each assessment dimension
(i.e., Fitness, Clearness, and Willingness) regarding the percentage of choices. For
example, if two raters vote Candidate 1 and another one votes Candidate 2, the final
result should be that Candidate 1 is the winner. If all three raters make different choices,
the conclusion should be indistinguishable.

(3) To explore the degree of agreement of evaluators, we follow Hu et al. [222]
and compute the Kendall Correlation 7 and Pearson correlation r to evaluate the
consistency among them. In Tables 4.9 and 4.10, we calculate the correlation values
for the two human assessments separately. Based on Hinkle et al.’s [223] scheme, the
correlation is considered negligible (7/r < 0.3), low (0.3 < 7/r < 0.5), moderate
(0.5 < 7/r < 0.7), high (0.7 < 7/r < 0.9), and very high (0.9 < 7/r < 1).

Results: (1) The collected 200 feedbacks and the top 25% long bug reports selected
from them (i.e., 50 feedback) are considered as two evaluation sets, and we then
calculate the average score and quality distribution for each modality among the four
approaches. The statistical results are illustrated in Tables 4.5 and 4.6.

e On the 200-feedback set, AttSum is much better than the three baselines,
outperforming them in Accuracy, Comprehensiveness, and Lucidity on average
by 3.5%-57.5%, 1.9%-52.6%, and 1.9%-5.9%, separately. Similarly, our
approach achieves 5.6%-55.8%, 0.5%-49.8%, and 0.5%-4.5% higher average
scores than the three baselines on the three modalities on the 50-feedback set.
In most cases, AttSum has the smallest percentage of poor performance and the
largest percentage of good performance. The superior performance derives from

the caption of core information and complex semantics.

 Table 4.7 lists both effect size and p-value between AttSum and the baselines.
In the three modalities, our approach is slightly better than iTAPE and NATS.
While ExtSen performs well on automatic evaluation, it performs poorly on
human evaluation, especially in terms of Accuracy and Comprehensiveness.
Compared with AttSum, the calculated p-values are much smaller than 0.05,
and the Cohen’s d values are at a large degree.

(2): Table 4.8 displays the comprehensive results of the manual evaluation on the
50-long bug report set. From this table, we can see that:

* In terms of all assessment metrics, the titles generated by our approach beat the
human-written titles with poor quality. It shows the capability of our approach

to generating clearer and more reasonable titles.
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Table 4.6 Human evaluation of our approach and baselines on the long bug report

dataset.
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Table 4.7 Statistical analysis on the 200 samples.

Effect size Cohen’s d (p-value)

Modality vs. iTAPE vs. NATS vs. ExtSen
Accuracy 2.58E-01 (+Negligible) | 1.85E-02 (+Small) 8.87E-26 (+Large)
Comprehensiveness | 6.94E-01 (+Negligible) | 1.82E-02 (+Small) 5.77E-31 (+Large)
Lucidity 3.83E-01 (+Negligible) | 1.22E-02 (+Small) | 3.12E-01 (+Negligible)

Table 4.8 Manual evaluation on bug reports with low-quality titles.

Generated vs Original

Modality Win(%) | Lose(%) | Indistinguishable(%)
Fitness 66 22 12
Clearness 62 20 18
Willingness 58 22 20

* Our approach performs exceptionally well on the Fitness metric, generating even

3 times as many suitable titles as human-written ones. It indicates that the titles

generated by our approach are more likely to be relevant and grasp the main

point of the bug reports.

Table 4.9 The average Kendall Correlation (7) and Pearson Correlation (r) among
evaluators on the test set.

Modality Accuracy | Comprehensiveness Lucidity
T T T r T T
iTAPE 0.80 | 0.88 | 0.73 0.77 0.66 | 0.72
NATS 0.80 | 0.84 | 0.78 0.82 0.69 | 0.71
ExtSen 0.73 | 0.77 | 0.66 0.72 0.80 | 0.84
AttSum 0.75 | 0.76 | 0.72 0.75 0.68 | 0.77

Table 4.10 The average Kendall Correlation (7) and Pearson Correlation () among

evaluators on the low-quality test set.

Modality Fitness Clearness | Willingness
T r T r T r
Title Generation | 0.71 | 0.76 | 0.53 | 0.59 | 0.52 | 0.59

(3) When evaluating the performances of four approaches on the test set (Table

4.9), raters have high Pearson correlations (0.7 < r < 0.9) in evaluating three
modalities for iTAPE, NATS, and AttSum. In addition to their moderate correlations
(0.5 < 7 < 0.7) on Lucidity, they still have high Kendall correlations on both Accuracy

and Comprehensiveness. When measuring ExtSen’s performance, evaluators have high

two kinds of correlations on all modalities except the moderate Kendall correlations on
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Comprehensiveness. In summary, each evaluator rates all approaches very closely on
three modalities. Concerning the assessment of the low-quality test set (Table 4.10),
evaluators have both high Kendall and Pearson correlations (0.7 < 7/r < 0.9)
in assessing Fitness, and moderate correlations (0.5 < 7/r < 0.7) in assessing
Clearness and Willingness. The results denote those evaluators have highly consistent
evaluations, and the titles generated by AttSum have a remarkable advantage in Fitness
compared with the original titles. All in all, for the two types of assessments, the raters
are mostly in high agreement or at least moderate agreement (according to Kendall and
Pearson correlations) on the different modalities. Consequently, in the absence of any
apparent conflict, the inter-rater reliability is acceptable.

Table 4.11 Examples of bug reports with low-quality titles.

Body | Titles

(1) Hello, I know how to support sass files using Human: Sass support?

webpack, but I am little confused if/how that is supported | AttSum: support for sass files in gatsbyjs
in gatsbyjs as webpack config seems buried in source of
gatsby. Thanks in advance for help.

(2) Can I know using MPAndroidChart, it is possible to Human: Not an issue but a question!
draw two real time functions on the same line chart. If, AttSum: two real time functions on the same line chart
yes can you please help me. Thanks.

Examples: We give two examples shown in Table 4.11 to demonstrate the
performance of our approach in practice visually. One of the reasons for the
poor-quality titles is that the content of the report is not accurately and clearly
summarized, such as insufficient information (e.g., the first example) and too broad
description without mentioning the actual problem (e.g., the second example) in
human-written titles. Instead, in both cases, our approach is able to catch the keywords
that even rarely appear (e.g., “sass” and “gatsbyjs” in the first case) and capture the
primary intention of the report (e.g., in the second case).

Answer to RQ2: AttSum outperforms two abstractive approaches and
overwhelms the extractive approach across all modalities (i.e., Accuracy,
Comprehensiveness, and Lucidity); It is able to significantly improve the

low-quality titles on Fitness, Clearness, and Willingness.
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Fig. 4.2 The effect of different ratios of training data on AttSum.

4.3.3 RQ3. How does the size of the training set influence the
performance of AttSum?

Methods: The entire dataset used in our study has been split into training/validation
sets and test set with a ratio of 9:1. To explore the impact of the size of the training set on
AttSum, we perform the automatic evaluation on different proportions of the training
set (i.e., 80%, 60%, 40%, and 20%) where the validation set is also cut down by the
same ratio. In Figure 4.2, each color represents a kind of training set size, and each bar
corresponds to an automatic evaluation value (i.e., ROUGE and BLEU scores).
Results: Overall, the performance on each evaluation metric maintains a steady
decline as the training set size decreases. In detail, when taking 80% and 60% of the
original training data as the training set size, the performance of AttSum is only reduced
by 2.1% and 3.4% on average on all evaluation metrics, respectively, and the Standard
Deviations (SD) are 0.01. The performance of the AttSum drops by 9.0% at 40% of
the training set, and the SD becomes larger, i.e., 0.03. Compared to the former three
training set size, the average performance declines apparently (16.9%) when the scale
is 20%, and its SD is even double (0.06) that of the 40% training set. Our results imply
that the performance of the AttSum may suffer to a relatively large extent only if the
training and validation sets are significantly reduced in size to 20% of their original
sizes (i.e., with a ratio of 1.8:1 to the test set). 40% of the original training/validation

set size does not seriously impair the performance of the model (i.e., with a ratio of
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3.6:1 to the test set). On the basis of the results, we recommend that the data size for
training and tuning should not be less than three times the test set (i.e., the ratio of
training/validation set and test set should be greater than 3:1). It also indicates that the
AttSum is robust enough even though the size of the training and validation sets is very
limited.

Answer to RQ3: AttSum has good robustness even when the training/validation

set size is reduced to 40% of the original size.

Table 4.12 Ablation studies of AttSum.

Strategies M, M, Mg M, Mg
ROUGE-1 | F1 | 32,51 3238 33.05 3252 3341
P | 3697 3686 3743 3745 38.05
R | 3038 3022 30.97 30.08 31.15
ROUGE-2 | F1 | 1539 1538 1547 14.89 15.78
P | 17.60 17.61 17.64 17.25 18.04
R | 1440 1437 1450 13.80 14.71
ROUGE-L | F1 | 3142 3140 31.53 30.89 31.69
P | 3642 3655 3584 3570 36.17
R | 2891 2880 2934 2841 29.40
BLEU 20.53 2045 20.66 20.32 21.06

4.3.4 RQ4. How do the feature parts influence the performance of
AttSum?

Methods: (1) We conduct the ablation analysis (Table 4.12) to examine the
effectiveness of our encoder, decoder, and the copy mechanism using automatic
evaluation, and we compare AttSum (M) with four incomplete variants (M; — M,).
Model M, combines a RoBERTa encoder and a one-layer LSTM decoder. Model M,
combines a RoBERTa encoder and a one-layer GRU decoder. Model M5 combines
a BERT encoder and a stacked Transformer decoder. Model M, removes the copy
mechanism from our approach.

(2) To evaluate whether incorporating a copy mechanism is able to statistically
enhance the performance of our approach, we also calculate the effect size and p-value
in Table 4.13. In addition, two examples are enumerated for further explanation.

Results: (1) From the results shown in Table 4.12, we can see that the four model
parts adopted in our approach can enhance the performance in terms of evaluation
metrics.
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Table 4.13 Statistical analysis of the effectiveness of the copy mechanism.

Cohen’s d (p-value) | AttSum without the copy mechanism
F1 7.24E-02 (+Large)
ROUGE-1 | P 1.54E-01 (+Large)
R 6.32E-02 (+Large)
F1 3.96E-03 (+Large)
ROUGE-2 | P 7.31E-03 (+Large)
R 6.77E-03 (+Large)
F1 3.64E-03 (+Large)
ROUGE-L | P 6.15E-02 (+Large)
R 1.43E-02 (+Large)
BLEU 1.91E-01 (+Large)

As for ROUGE metric, AttSum outperforms four models by 1.1%-3.2%
(ROUGE-1), 2.0%-6.0% (ROUGE-2), and 0.5%-2.6% (ROUGE-L) in FI; by
0.6%-3.6% (ROUGE-1), 1.4%-6.6% (ROUGE-2), and 0.2%-3.5% (ROUGE-L) in
recall, respectively. In precision, AttSum performs better than M1-M4 by 1.6%-3.2%
(ROUGE-1) and 2.3%-4.6% (ROUGE-2) while M1 and M2 is lightly superior to
AttSum by 0.7%-1.1% (ROUGE-L). As for the BLEU metric, the score is improved
by 1.9%-3.6% when compared with the other four models.

(2): The copy mechanism can bring substantive significance (large effect size) and
statistical significance (p-values less than 0.05) to the performance of our approach
on the F'1 metrics. Although statistical significance could not be observed on some

evaluation metrics, substantial significance is always present.

Table 4.14 Examples of generated titles by AttSum with or without copy mechanism.

Body | Titles

(1) Hiall ! i can not using “ ” for css and sass Golden: can ’ t load sass and css

i set “webpack.config.js” phofcode and “ app.component.ts” phofcode | With copy: can not use for css and sass
and i run it still error uncaught error : expected “styles” to be an array | Without copy: can not use ” for css and s

of strings . zone.js:129 help me , thank so much

Golden: rustdoc compilation error for aarch64 - linux - android
(2) the compilation of rustdoc crate for target “aarch64-linux-android” | With copy: rustdoc fails to compile for aarch64 - linux - android
failed to compile. Without copy: failed to compile rustdoc for android

it seems the “os” module in crate isn’t defined for “target_os=\ android
\”. But as I don’t have this platform, I can’t check how implement it.

Examples: Table 4.14 presents some examples to indicate the effectiveness of
employing the copy mechanism. All the displayed cases have two emphasizing points
highlighted with different colors in the original report body. The text marked with the
corresponding color in titles means that this crucial point is captured.
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4.4 Discussion

Apparently, the bug report in the first example states the problem at the beginning,
but the golden reference did not declare it clearly. In comparison, our approach captures
the rare terms “extracttextplugin” and “css and sass” simultaneously, while the second
phrase cannot be captured completely without a copy mechanism. Another case is the
second example, and the reporter sought advice on a specific compilation error. The
original title detailed the ‘“aarch64-linux-android” module, and our approach with the
copy mechanism also extracts the keyword. In comparison with them, our approach

without the copy mechanism is unable to capture the key point completely.

e

Answer to RQ4: The RoBERTa encoder, the stacked Transformer decoder, and
the copy mechanism have a positive effect on the performance of our approach
based on automatic evaluation; adding the copy mechanism could bring about a

significant difference in statistical and human analysis to a certain extent.

4.4 Discussion

4.4.1 Automated Metrics for Evaluating Title Quality

A good-quality bug report title is able to help the software maintainers quickly catch
issues and fix them in time. As a mandatory section, the title writing suggestions are
included in the guidelines published by the bug trackers for reporters to follow, e.g.,
“include an informative, scannable title; try and limit the number of words as much
as possible”, “a good summary should quickly and uniquely identify a bug report; it
should explain the problem, not your suggested solution”, and “your title should serve
as a concise summary of what the bug is.” However, even though there are now some
specific instructions to help people write reports, it is inevitable that some bug reporters
may be unfamiliar with bugs and cannot summarize the problem in an accurate and
general manner.

Hence, we recommend AttSum automatically generate a one-sentence summary for
reference. In order to follow existing specifications as much as possible, this abstract
approach extracts key information by learning semantics from the bug report body,
and follows the rules of high-quality titles by limiting the length of the generated
titles, duplicating rare terms, etc. In Section 4.3, we combine automatic metrics
with human judgment to evaluate the performance of different approaches, and also
calculate the agreement of rater correlations (i.e., Kendall and Pearson correlations).
Although we tried our best to provide a fair comparison, there is no evidence that these

75



Chapter 4. AttSum: A Deep Attention-Based Summarization Model for Bug Report
Title Generation

metrics correlate with human judgment (e.g., ExtSen has acceptable performance on
metrics, but worst performance on human judgment). Hu et al. [222] also pointed
out that for code documentation generation tasks, these automatic metrics are not
sufficient substitutes for human evaluation. In future research, we still need to develop
specialized automated evaluation metrics for bug report title generation tasks, which

are more closely related to human evaluation metrics.

4.4.2 Is AttSum Good Enough

The FI scores for all approaches shown in Table 4.1 may not be as high as we
expected, which brings us a question of whether these methods are really helpful in
guiding reporters to write titles. To deeply explore the effectiveness of AttSum, we
selected some real-world instances for analysis and conducted many human evaluation
experiments in Section 4.3.2. In Table 4.4, we discussed the generated titles and found
that, although ExtSen also has reliable F'/ scores among the four approaches because of
the high degree of overlapping tokens, these titles are often considered unqualified by
human evaluation (e.g., too long in length, or failing to capture the main idea of the bug
report). Furthermore, even if the tokens generated by abstractive approaches are very
similar to the tokens that appeared in the original titles, automatic metrics do not count
them. Hence, evaluation metrics are not sufficient for us to judge the quality of the
generated titles. We invited several evaluators to manually score the generated titles
without knowing which title was generated by which approach. The results displayed in
Tables 4.5 and 4.6 indicate that AttSum performs the best in terms of three modalities,
and Table 4.8 implies that AttSum effectively generates titles of decent quality, which
motivates us to apply this approach in the future to generate drafts that reporters can

use as a reference to revise and refine.

4.4.3 Error Analysis and Suggestions

To intuitively compare the performance of different approaches, we provided five
examples in Table 4.4 and explained them in detail in Section 4.3.1. The fourth
example and the fifth example indicate that the gap between humans and machines
is unavoidable. Due to a large number of rare terms in the text body, it is hard
for abstractive approaches to capture the problem raised in the original title. A
potential explanation is that AttSum puts more focus on the semantics and long-range
dependency capture, and even incorporating with a copy mechanism, it might be

difficult to choose the appropriate one [205] when multiple rare terms appear. In
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the fourth example, all models fail to capture all key points, they miss the error case
“version conflict” that is embedded in code snippets and difficult to identify. For the
fifth example, instead of the specific environment “SpringApplication”, our approach
captured another term “WebApplication” to demonstrate a possible solution rather than
the problem statement. Nonetheless, AttSum and iTAPE came up with the closest title
compared to the other two approaches. Hence, adopting AttSum to generate titles is
a good choice to avoid some biases like the given examples. Therefore, we suggest
that reporters can consider this approach as an automatic generation tool for reference,
and occasionally they may need to manually modify the generated titles. Moreover,
we will explore how to accurately capture rare terms in the future.

4.5 Threats to Validity

4.5.1 Internal Validity

Threats to internal validity concern the relationship between our implementation and
the corresponding output. To try our best to avoid errors, we have thoroughly checked
and tested the code of our approach implementation. To have a fair comparison, we
carefully went through the experimental setup of our baselines and tuned the parameters
that were then adopted in their best-performing settings. Hence, the results of our

automatic evaluation shown in Section 4.3 can be convincing.

4.5.2 External Validity

Threats of this type are related to the generalizability of our dataset. We adopted
the collected dataset from Chen et al. [6], which has been preprocessed by several
rules, e.g., the non-textual information in bug reports should be replaced with regular
expression. Considering the model architecture of the baselines, these non-textual
data may increase the difficulty of model learning. Nevertheless, for our approach
with a more powerful deep learning capability, this information may be helpful for
a deeper investigation of the bug reports [6]. Furthermore, whether AttSum can be
applied in a cross-project prediction scenario is also a concern to us. We did not
conduct pure cross-project experiments (i.e., the training set and the test set were from
completely different repositories), but the data used for training, validation, and testing
were randomly selected in our experiment. Consequently, AttSum heavily utilized

other repositories as the training and validation data for training and tuning when
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generating titles from bug report bodies from a repository. Additionally, according to
our experimental results illustrated in Figure 4.2, despite the ratio of training/validation
set and test set dropping nearly threefold (i.e., from 9:1 to 3.6:1), the results only
reduced by 9.0%. Since our dataset contains many repositories and AttSum has the
ability to learn the different features of them, it is possible to be utilized for other
project research even if the dataset size is limited. In short, our approach not only
offers cross-project potential but also expresses its robustness.

4.6 Chapter Summary

This chapter has introduced AttSum, a deep attention-based summarization model
that combines an Encoder-Decoder model with a copy mechanism, which is proposed
to improve the performance of bug report title generation. The model architecture
effectively captures the semantic information and long-range dependencies from
report bodies regardless of distance among terms. The copy mechanism is
incorporated to extract the necessary rare terms into the generated titles selectively.
Extensive experiments were conducted with 333,563 pairs of real-world bug
reports. The automatic evaluation results showed that AttSum is superior to
the state-of-the-art approaches, consistent with the conclusion drawn from human
evaluation. Furthermore, we survey the impact of the training dataset size on AttSum
and conduct a practical analysis on the low-quality pairs, and the results indicate that

AttSum is robust enough and can significantly enhance the quality of original titles.
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Chapter 5

AdaLog: A Semi-supervised
Approach for Industrial Anomaly
Detection via Self-adaptive Clustering

With the rapid development of the Industrial Internet of Things (IIoT), log-based
anomaly detection has become vital for smart industrial construction that has prompted
many researchers to contribute. To detect anomalies based on log data, semi-supervised
approaches stand out from supervised and unsupervised approaches because they only
require a portion of labeled data and are relatively stable. However, the state-of-the-art
semi-supervised approaches still suffer from two main problems: manual parameter
setting and unsatisfactory performance with high false positives. We propose
Adalog, an integrated semi-supervised approach based on self-adaptive clustering,
for industrial anomaly detection. In particular, the clustering step performs automatic
label probability estimation by distinguishing twelve situations so that the label
probability of each unlabeled data can be carefully calculated, leading to high accuracy.
In addition, AdalLog employs a pre-trained model to learn contextual information
comprehensively and a transformer-based model to detect anomalies efficiently. To
alleviate class imbalance, an undersampling method is incorporated. The results
on three popular datasets demonstrate that AdaLog significantly outperforms three
state-of-the-art semi-supervised approaches by 17.8%—2,489.8% on average in terms
of Fl-score, and is even superior to two supervised approaches in most cases
with average improvements of 10.9%-23.8%. This work was published in IEEE

Transactions on Industrial Informatics in 2023 [48].
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The following sections of this chapter are structured as follows: Section 5.1
introduces the novel approach AdaLog. Section 5.2 outlines the experimental settings,
while Section 5.3 presents the results and discussion. Finally, Section 5.4 provides a

summary of the chapter’s work.

5.1 Methodology

The workflow of AdaLog is illustrated in Figure 5.1, which contains four modules:
data preprocessing, semantic embedding and undersampling, self-adaptive clustering,
and classification model building.

Adalog 1) preprocesses the log messages in a standard format (Section 5.1.1).
The processed log data is 2) tokenized and transformed into vector representations
by a pre-trained BERT model (Section 5.1.2). After that, the training log messages are
grouped into log sequences with/without ground truth labels (i.e., labeled or unlabeled),
and then are processed through undersampling. 3) The remaining log sequences are
collected together for automatic clustering and label probability estimation (Section
5.1.3). AdalLog 4) builds the Transformer-based model for classification (Section
5.1.4) and trains it using the training data with estimated labels. Once deployed,
AdaLog first generates log vectors by steps 1) and 2) given a test log sequence. The
vectors are then fed into the trained model, from which the predicted output will be

normal or abnormal.

5.1.1 Data Preprocessing

The first step of AdaLog is preprocessing the raw log messages. To avoid the errors
caused by log parsing (e.g., Drain, Spell, AEL, and IPLoM) due to the lack of semantic
information and semantic misunderstanding [11], we keep the full information of
each log message. The raw log messages are tokenized into word-based tokens
and then separated by common delimiters (e.g., commas, semicolons, and white
spaces). Inspired by NeuralLog [11], AdaLog removes all non-character tokens, such
as numbers, operators, and punctuations, which preserves most of the informative
content. In addition, AdaLog converts the capital letters to lower letters to make the
overall process case-insensitive. An example of log message preprocessing is shown
in Table 5.1.
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Table 5.1 An example of log message preprocessing on BGL dataset.

Original: - 1117958437 2005.06.05 R37-M0-N0-C:J13-U01 2005-06-05-01.00.37.726577
R37-MO0-NO0-C:J13-U01 RAS KERNEL INFO 1 ddr errors(s) detected and corrected on
rank 0, symbol 12, bit 3

Preprocessed: ras kernel info ddr errors s detected and corrected on rank symbol bit

5.1.2 Semantic Embedding and Undersampling

To better understand the semantic information of log messages, we adopt a deep
learning pre-trained model BERT [20] to extract features and represent log messages as
embedding vectors. The architecture of the pre-trained model consists of multi-layers
of bidirectional Transformer encoder. Every encoder utilizes the self-attention
mechanism to determine the terms they should pay more attention on and draw global
dependencies between inputs and outputs. Hence, each input log message from the
training set is passed through the first-layer encoder to generate embedding vectors,
which serve as the input of the next layer of the encoder. The word embeddings
generated by the last-layer encoder of BERT are used for the next step. In this way,
each log message can be represented as a fix-length vector, i.e., V = {v, v,, ..., 5},
where N is the number of tokens in each log message. Subsequently, the log messages
are grouped into log sequences by session or fixed windows.

As we mentioned in Section 1.3, class imbalance exists in the log-based anomaly
detection datasets. Therefore, we employ an undersampling method [224] to remove
a certain proportion of normal log sequences to alleviate this problem. We did not use
oversampling since oversampling may lead to overfitting during the model construction
process, especially when abnormal data is very limited. To handle the varying degrees
of imbalance in the datasets, we empirically design the following heuristic rule: use an
undersampling ratio range and then specify three-quarters of the undersampling range
as the specific undersampling ratio to conduct undersampling. Finally, we remove
normal log sequences from the training dataset according to the order of the collected
data. The remaining normal log sequences and all abnormal log sequences are sent to

the clustering stage as training data.

5.1.3 Self-adaptive Clustering

Typically, the training dataset of semi-supervised approaches consists of labeled and

unlabeled data. To utilize labeled data, semi-supervised approaches employ clustering
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algorithms to form groups of similar samples, based on which we can estimate the label
probability of the unlabeled data according to specially-designed different situations.

Existing clustering methods can be classified into four categories. Since the
hierarchical-based clustering technique has the drawback of high time complexity,
the density-based and grid-based are sensitive to parameter selection, AdaLog uses
k-means [174], a widely-used partition-based method to cluster the samples. The
principle of this method is to optimize the squared error distortion between the samples
and the centroids to minimize the within-cluster variance by adjusting the centroids.

(1) K-Means Clustering with Elbow Method. As explained above, we choose the
effective and straightforward method k-means for rough clustering. To ensure the most
suitable £ (i.e., the number of clusters), we use the Elbow method [172] to compute the
recommended £*. The Elbow method is centered around the computation of the sum of
squared errors (SSE). The SSE measures the sum of the squared distances between each
data sample and its corresponding cluster centroid, which represents the within-cluster
variability. The SSE can be regarded as the clustering error of all samples, and serves
as an indicator of the clustering quality. When the number of clusters, denoted by £, is
smaller than the true number of clusters, increasing k will lead to a significant decrease
in SSE due to the increased degree of aggregation within each cluster. However, as k
approaches the true number of clusters, denoted by £*, the rate of decrease in SSE will
begin to plateau, resulting in an elbow-shaped curve. The value of k* corresponding
to the elbow point represents the optimal number of clusters for the given dataset. To
compute the SSE for each value of k£ within a range K = (0, 50), we sum the squared
distance as shown in the following equation:

k

SSE, =3 p—m|". (5.1)

=1 peC,

where C represents the i-th cluster, p denotes a sample point belonging to C;, and m;
indicates the centroid of C';. Based on our empirical findings, we recommend adopting
the first two optimal £* values for subsequent operations, as they may be very close in
certain scenarios. For each chosen £*, we employ k-means to cluster our training data
on the embedding space. k-means iteratively computes centroids by calculating the
index of the cluster to which each sample is assigned and the distance between each
sample and its nearest cluster centroid. When the calculated index of each sample’s
cluster is its nearest cluster, the iteration stops, and the centroids will no longer change.
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In this way, the labeled/unlabeled data has its corresponding cluster under each optimal
k*.

(2) Label Probability Estimation. In this step, our aim is to compute the
probability P, .., for each unlabeled sample being normal under each k£* value, and
the final P, ,.,,.; 1s obtained by taking the average. Compared to other approaches,
AdaLog proposes a novel way to leverage the clustering results and existing labeled
samples in the clusters by considering twelve specially-design situations. By doing
so, existing labeled data can contribute to the label probability estimation of unlabeled
data. We discuss twelve scenarios and demonstrate the computation in Table 5.2. In

addition, we keep the P, ; = 1 for labeled normal samples and P, ; = 0 for

norma orma

labeled anomalous samples.
The twelve scenarios can be classified as five main situations (51-55) based on
which cluster an unlabeled sample belongs to. We calculate the label probability

P, .ma for each unlabeled sample by comparing the distances d, d 4, and d .

(5.2)

where d represents the distance from the unlabeled sample to its corresponding cluster
centroid. d, and d 4 are the average distances between each labeled normal/anomalous
sample in this cluster and the cluster centroid. N,, and N, indicate the number of
labeled normal and abnormal samples, respectively.

The first situation S1 is that the corresponding cluster only contains one known
category (normal or abnormal). S1.1 indicates the cluster only has labeled normal
samples (i.e., so we have d ;). Therefore, this unlabeled sample is very likely to be
normal, and a large probability (P, ,,,.; 15 almost closer to 1) is given to this sample.
In contrast, 1.2 describes the situation in that only labeled abnormal samples exist in
the cluster (i.e., so we have d 4). Accordingly, a small probability (P, ,,,; 15 almost
closer to 0) is given to this sample. 52 demonstrates another situation the cluster does
not contain any labeled samples. Since there is no preference for the possible estimated
categories, we assign a medium probability to the unlabeled sample (i.e., P, .01 =
0.5).

For the 53 and 54 (i.e., the cluster contains two known categories), the average
distances d, and d, should be considered to decompose the situation. For each
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sub-situation, we introduce two coefficient parameters P, and P, for calculating
P, orma @ shown in Table 5.2. P, represents the confidence degree in which the
sample is more inclined to be normal or abnormal, according to the average distances
(i.e., dy and d 4) from the normal and abnormal samples to the cluster centroid. P,
refers to the confidence degree that the unlabeled sample is more likely to be normal
or abnormal, depending on which category the sample is closer to (i.e., |d — d | and
|d — d4|). In addition, we utilize constants (i.e., 0.5) to ensure that the P, .../ 1S
located in the reasonable range. If dy < d 4 (i.e., §3), it demonstrates that the cluster
may be more towards the normal category. For 53.1, if the situation satisfies d < d,

the unlabeled sample is closer to the cluster centroid, so it is more likely to be normal

(i.e., Pormar € (0.5,1)). The coefficent parameters (P, and P,) expressed as ‘;—JZ
and flj :g are used to assess the degree to which the sample tends to be normal. Take

the scenario as an example, 1) if the d, approximates to d 4, it becomes challenging
to determine to which category the sample is more likely to belong because known
normal and abnormal data are very close in distance within the cluster. Therefore, P;
as a coefficient cannot excessively bias the sample towards the normal category, even
if the sample is closer to the normal category. Similarly, Since the distance between
this sample and each category is very close, P, does not make much effort to push the
sample to one of the categories. Consequently, P, and P, should be very close to 1,
resulting in a more neutral label probability for this sample; 2) In contrast, if the d 4 is
far away from d;, P, and P, should be more biased towards 0, which increases the
probability of the sample being normal.

For §3.2, when the sample lies between the two categories (i.e., dy < d < dy),
two situations may arise. If (d—dy ) < (d4—d) (53.2.1), this means that although the
sample is likely to be in either of the two categories, the sample is closer to the normal
category (i.e., P, rmai €

(1- Zi ) cause the sample to be shifted in the normal direction; else if (d — dy) >

(d4—d) (53.2.2), the sample is more likely to be an anomaly (i.e., P,,,,,,a € (0,0.5)),
and P, and P, are formulated as (1 — Z—N) and (1 — %) to decide the degree to
A N

(0.5,1)). These two coefficient parameters (1 — 3—1:) and

which the sample is biased like an anomaly. &3.3 indicates that the sample is farther
from the cluster centroid and even further than the abnormal category (i.e., dyy < d4 <

d), therefore it is more prone to be an anomaly (i.e., P,,,,.,a; € (0,0.5)). (1 — Z—Z)

and (1- 5:32) are used to calculate the degree to which the sample is inclined to the
abnormal category.
Similarly, the $4 with d4 < d is derived from the same calculation idea of the

&3. This situation demonstrates that the cluster is more likely to gravitate toward the
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abnormal category due to the fact that known anomalous data are closer to the cluster
centroid. The last situation 85 is that dy = d 4. Since we cannot judge which category
of the unlabeled sample is more likely to belong, we assign the P = 0.5 to it under this
condition. It can be regarded as a special case of the above cases. Furthermore, we list

the range of the calculated P, ; for each situation in Table 5.2. It also implies that

orma
self-adaptive clustering is reasonable and rigorous.

In this way, unlabeled log sequences can be automatically classified into one of
the twelve situations, then their corresponding label probabilities of being normal are

calculated. We use (P, 1—P

abnormal — normal

) to represent the probability that a
sample is an anomaly. The probability pair (P P

vormals Pabnormai) fOr €ach log sequence

1s sent to the next classification model.

5.1.4 Classification Model Building

Based on the training data with ground-truth labels or label probabilities computed
by the clustering method, we finally utilize a transformer-based classification model
[31] to detect anomalies. Since a log sequence contains many log messages, relative
position information should be incorporated. To this end, a sinusoidal encoder
[31] used to generate the embedding p, at position ¢ is added to the corresponding
embedding vector v,, which is fed into the classification model as illustrated in step 4)
of Figure 5.1.

The network structure of the transformer encoder solves the limitation of the
parallel ability, and better deals with the problem of long dependencies within log
sequences. Typically, the transformer encoder stacks several identical layers. Each
layer uses multi-head attention and a feed-forward network that contains two fully
connected layers, plus layer normalization and residual connection. In this way,
the combination of attention scores for each log message is obtained through the
fully connected layers [225]. Afterward, the output of this transformer encoder is
sequentially connected to a pooling layer, a dropout layer, and a fully connected layer
with a softmax function. Since we train with the estimated label probabilities of the
log sequences rather than binary labels (i.e., 0 or 1), the transformer-based model will
try to optimize the loss between the computed label probabilities and the predicted
binary labels. We have such a computation setup for two reasons. The first reason
explains why we utilize estimated label probabilities. Adal.og as a semi-supervised
method, there is no guarantee that every unlabeled data will be correctly classified by

the predictions of the clustering method, and the mislabeled data may bias the training.
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Hence, we compute the label probabilities of the data to reduce the noise effect to
some extent. The second reason explains why we choose the binary labels predicted
by the transformer-based model to compute the loss instead of the probabilistic ones.
Owing to the binary classification task, the final prediction result should be normal or
abnormal (i.e., 0 or 1). If we use both probabilities to calculate the loss simultaneously,
some labels of the data are likely to be neutral, making it difficult to judge the boundary
between these two categories.

During the training, the best-trained parameters of this model will be saved for
anomaly prediction. If a new log sequence comes, it is preprocessed and embedded
before being fed into the trained model. Finally, its predicted label (normal or
abnormal) will be generated as output with the above steps.

5.2 Experimental Setup

5.2.1 Datasets

To evaluate AdalLog’s performance in detecting anomalies, we use three widely-used
datasets: Hadoop Distributed File System (HDFS) dataset [40], Blue Gene/L
supercomputer (BGL) dataset [42]), and Thunderbird dataset [42]. In particular,
Thunderbird is an extremely imbalanced dataset, which better reflects anomaly
detection in practice. Similar to previous works [11, 13, 12], we group log messages of
the HDFS dataset by session windows according to the log’s identifier (i.e., block_id).
For other datasets (i.e., BGL and Thunderbird), log messages are grouped with fixed
window sizes (i.e., 20, 100, and 200). In Table 5.3, the number of log messages,
the grouping strategies, and the corresponding grouped log sequences with abnormal

proportions are presented in order.

5.2.2 Baselines

Recently, log-based anomaly detection as an interesting and novel research problem
has attracted many studies proposing models to detect anomalies. Since supervised
methods usually have the best performance and our approach is semi-supervised,
we choose the state-of-the-art semi-supervised approaches (i.e., DeepLog [8],
LogAnomaly [9], and PLELog [13]) and supervised approaches (i.e., LogRobust [10]
and NeuralLog [11]) introduced in Section 2.3.1 as baselines.
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Table 5.3 Statistics of three datasets.
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5.2.3 Parameter Settings

In our experiments, we employ the default values of hyperparameters that have been
widely used in related work [11, 20, 226]. Specifically, we set the layer of the
transformer encoder to be 1, the number of attention heads to be 12, and the size
of the feed-forward network followed by multi-head self-attention to be 2048. The
classification model is optimized by using an improved regularization technique in
the Adam optimizer [227], which involves decoupling the weight decay from the
gradient-based update. This model was trained with the learning rate of 3e — 4, the
dropout rate is 64, the adopted loss function is weighted binary cross-entropy, and the
number of epochs is 20. Furthermore, we use PCA for dimensionality reduction so that
the number of components for our self-adaptive clustering is 100, the same as PLELog
[13].

To make a fair comparison, we adopt the parameter values provided by the
original authors. DeepLog [8] and LogAnomaly [9] adopt a two-layer LSTM with
128 neurons. LogRobust [10] utilizes two BLSTM layers with 128 neurons and one
attention layer. PLELog [13] employs a single-layer GRU network for prediction,
and its clustering parameter settings remain the same as they introduced (that is, the
minimum cluster size and the minimum number of samples are 100) to calculate
the number of clusters through HDBSCAN. NeuralLog [11] has the same parameter
settings as the transformer encoder we described above. In the original work [9],
LogAnomaly applied a synonym- and antonym-based approach to representing log
templates as semantic vectors. However, the employed template2vec model was
trained with domain-specific antonyms and synonyms, some of which were manually
added by operators. Furthermore, the model was trained with the index of log events
(i.e., sequential and quantitative vectors), thereby ignoring the semantics of the logs.
Due to the unavailability of the information, we follow the empirical study [12],
using a pre-trained FastText word2vec model [23] to compute semantic vectors for
log templates. The semantic vectors obtained from language models are usually more
informative.

The log sequences used in our study are continuous and sequential because of their
chronological ordering and grouping based on window size or session window. Hence,
the conventional k-fold cross-validation method is not applicable in our timing-related
problems, considering the time dependencies present in the data. To assess the
effectiveness of AdaLog, we perform each experiment 20 times and report the median
value in Table 5.4. These results are more reliable and applicable in practical scenarios.
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5.2.4 Evaluation Metrics

Log-based anomaly detection is an imbalanced binary classification problem. To

evaluate the effectiveness of AdalLog, we refer to previous works and adopt the

g TP _ TP _ __ 2xprecisionXxrecall :
precision= 7555, recall= 57 TFN and F1-score= Drecisiontrecall  Metrics for
. o, Py . . _ TN
comparison. In addition, Le et al.’s work [12] demonstrated that specificity= 7x=Frp

is necessary for evaluation, especially under the imbalanced data distribution. Thus, we
introduce this metric in our study. Specifically, TP, TN, FP, and FN refer to the number
oftrue positives (an abnormal log sequence is correctly predicted to be anomalous), true
negatives (a normal log sequence is correctly predicted to be normal), false positives (a
normal log sequence is incorrectly predicted to be abnormal), and false negatives (an
abnormal log sequence is incorrectly predicted to be normal), respectively. Precision
indicates the percentage of correctly detected anomalies among all detected anomalies;
recall refers to the percentage of correctly detected anomalies over all anomalous log
sequences; specificity represents the percentage of correctly detected normal ones
over all real normal log sequences; and the Fl-score considers both precision and
recall, which is a comprehensive evaluation metric. The higher the F1-score value,
the more accurate the proposed approach is in predicting both categories (i.e., normal
and abnormal).

5.3 Results and Analysis

In Section 5.3.1, we present a comprehensive evaluation of the performance of our
proposed AdaLog approach as well as SOTA approaches. Subsequently, we conduct
ablation studies to assess the effectiveness of the self-adaptive clustering method,
undersampling technique, and overall methodology in Sections 5.3.2, 5.3.3, and 5.3.4,
respectively. In Section 5.3.2, we compare our proposed clustering method against
the HDBSCAN clustering method used in PLELog, both without (Table 5.5) and
with (Table 5.6) the classification model. Additionally, we investigate the efficacy
of the undersampling method at different sampling ratios in Section 5.3.3. Finally, in
Section 5.3.4, we analyze how varying sizes of labeled data impact the performance of
AdaLog. These sections provide a detailed analysis of our experimental results, further
contributing to the overall efficacy and understanding of the proposed approach.

In Table 5.4-5.8, the column M indicates the evaluation metrics, and P, R, S, and
F1 represent precision, recall, specificity, and F1-score, respectively. For each dataset,
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the grouping methods are abbreviated as session or the values of the window sizes (i.e.,
20, 100, and 200).

Table 5.4 Performance of different approaches on three datasets. LogRobust and
NeuralLog are supervised, while the others are semi-supervised.

. HDFS BGL Thunderbird

Model Metric | Cocion [ 20 100 200 | 20 100 200
0.835 | 0.128 0.166 0.192 | 0.004 0.017 0.005

DeepLog R 0.994 | 0.995 0988 0987 | 0.938 0.963 1.000
S 0.994 | 0.539 0530 0.528 | 0.899 0.922 0.005

Fl 0.908 | 0227 0285 0.322 | 0.008 0.033 0.010

P 0.886 | 0.136 0.176 0203 | 0.004 0.025 0.000
LogAnomaly R 0.893 | 0.970 0985 0985 | 0.938 0.963 1.000
S 0961 | 0.581 0562 0.559 | 0.891 0.950 0.005

Fl 0.966 | 0239 0299 0.336 | 0.008 0.050 0.009

P 0.893 | 0.592 0595 0862 | 0429 0826 0.692

PLELog R 0979 | 0.882 0.880 0.844 | 0.688 0.704 0.360
S 0.996 | 0.958 0.968 0.985 | 1.000 1.000 1.000

F1 0.934 | 0.708 0.710 0.853 | 0.528 0.760 0.474

P 0.961 | 0.616 0696 0684 | 0377 0318 0289
LogRobust R 1.000 | 0.969 0.968 0963 | 0.876 1.000 0.960
S 0.989 | 0.959 0.960 0.949 | 0.999 0.997 0.994

F1 0.980 | 0.753 0.810 0.800 | 0.531 0.482 0.444

P 0.992 | 0.976 0975 0906 | 0.977 1.000 0.833

NeuralLog R 0979 | 0.979 0.867 0.791 | 0.935 0379 0.200
S 1.000 | 0.998 0.985 0.991 | 1.000 1.000 1.000

F1 0.986 | 0.977 0918 0.845 | 0.956 0.550 0.323

P 0.988 | 0.970 0883 0875 | 0912 1.000 0818

AdaLog R 0.997 | 0.940 0961 0.847 | 0.674 0.621 0.360
S 1.000 | 0.998 0.988 0.986 | 1.000 1.000 1.000

F1 0.993 | 0.955 0.920 0.861 | 0.775 0.766 0.500

5.3.1 Detection Accuracy

As shown in Table 5.4, in terms of Fl-score, compared with all semi-supervised
approaches, our approach Adalog performs best on all datasets, improving
existing approaches by 2489.8% (DeepLog), 2448.8% (LogAnomaly), and 17.8%
(PLELog) on average. On HDFS dataset, all semi-supervised approaches perform
well, and AdaLog outperforms these three approaches by 6.2% on average. On BGL
dataset, regardless of window size, DeepLog and LogAnomaly have a relatively low
Fl-score because of the poor precision; that is, they are likely to mislabel normal
log sequences as anomalies. Adalog is superior to these two approaches by 237.0%
and 221.2% on average, respectively. In contrast, PLELog performs better but
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still 21.8% worse than AdalLog on average. Every dataset has a class imbalance
problem, especially Thunderbird dataset, where abnormal log sequences in the test
set only account for 0.1%—0.3% of the entire test set under different window sizes.
Beneficial from the undersampling method, Adalog outperforms other approaches
most apparently on this dataset with various window sizes, where AdaLog improves
DeepLog, LogAnomaly, and PLELog by 5569.5%, 5491.7%, and 17.7% on average,
respectively.

Even though Adalog is a semi-supervised approach, its performance (F1-score)
on all datasets is even 23.8% and 10.9% better than the supervised approaches
LogRobust and NeuralLog on average. On HDFS dataset, AdaLog outperforms
LogRobust by 1.3%. On BGL and Thunderbird datasets, AdaLog improves LogRobust
by 21.8% and 39.2% for three window sizes, separately. Compared with NeuralLog,
even though AdaLog performs worse on BGL and Thunderbird datasets at ws = 20, it
is on average 31.7% better in other cases and 10.9% better on all datasets. In cases
where there is a significant imbalance between the two classes in the training set,
AdaLog is found to exhibit suboptimal performance relative to NeuralLog. Adding
more anomalous data in the supervised approaches may help alleviate overfitting and

improve overall performance.

Finding 1: Adalog outperforms all semi-supervised approaches and obtains
an average improvement of 17.8%-2489.8% in terms of Fl-score; AdalLog
outperforms supervised approaches in most cases.

Table 5.5 Comparison of the effectiveness of different clustering methods on the
training set.

HDFS BGL Thunderbird

Clustering  Metric | on [ 20 100 200 | 20 100 200

P 0.889 | 0.815 0.786 0.795 | 0.049 0.088 0.110
Self-adaptive R 0973 | 0967 0922 0.893 | 0.881 0.765 0.717
S 0996 | 0978 0.971 0970 | 0.939 0915 0.908
Fl1 0930 | 0.884 0.849 0.841 | 0.093 0.157 0.190
P 0.796 | 0.784 0.672 0.666 | 0.015 0.044 0.046
HDBSCAN R 0.898 | 0993 0976 0.892 | 0.883 0.886 0.583
S 0.993 | 0973 0.944 0941 | 0.798 0.795 0.807
F1 0.844 | 0.876 0.796 0.762 | 0.030 0.084 0.085
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Table 5.6 Comparison of the effectiveness of different clustering methods on the test
set.

Clustering Metric HDFS BGL Thunderbird
session 20 100 200 20 100 200

P 0.982 | 0942 0.896 0.929 | 0.900 0.913 0.500

Self-Adaptive R 0.994 | 0962 0.866 0.800 | 0.587 0.724 0.240
S 1.000 | 0.996 0.991 0.993 | 1.000 1.000 1.000
F1 0.988 | 0.952 0.880 0.859 | 0.711 0.808 0.324
P 0.985 | 0.848 0.824 0.212 - 0.010 -

HDBSCAN R 0.848 | 0.960 0.920 0.858 | 0.000 0.138 0.000
S 1.000 | 0.988 0.982 0.642 | 1.000 0.980 1.000
F1 0912 | 0901 0.869 0.340 - 0.019 -

5.3.2 Clustering Effectiveness

To compare the clustering algorithms employed in AdalLog and PLELog, we adopt
the same methods of preprocessing and generating word embeddings (i.e., BERT).
In this experiment, we do not perform undersampling to ensure that differences
in comparisons are entirely due to clustering. The results on the training set are
demonstrated in Table 5.5, and Table 5.6 indicates the comparison on the test set with
the transformer-based classification model for anomaly prediction.

In Table 5.5, we compare our self-adaptive clustering method with HDBSCAN
employed in PLELog on the training set. On the whole, our clustering method can more
accurately label unlabeled data on all datasets. We can find that both clustering methods
perform much better on both HDFS and BGL datasets than Thunderbird dataset. On
both datasets, the recall of two clustering methods achieves high values, while the
precision calculated by AdaLog is higher than the HDBSCAN adopted by PLELog. On
HDEFS dataset, our self-adaptive clustering method outperforms HDBSCAN in terms
of F1 by 10.2%. The improvements of our clustering method over HDBSCAN by 6.0%
on average on BGL dataset. Because of the severe imbalance problem on Thunderbird
dataset, two clustering methods have difficulty in correctly classifying log sequences.
Overall, on all datasets, our self-adaptive clustering method outperforms HDBSCAN
in the term of F1-score with 64.1% on average.

In Table 5.5, we directly classify unlabeled data on the training set into normal
and abnormal based on label probabilities. Nonetheless, to predict the labels of
samples in the test set, we use the Transformer-based classification model for training
and validation. Similarly, the results displayed in Table 5.6 also illustrate that our
clustering method is far better than HDBSCAN in terms of all evaluation metrics.
When combining the HDBSCAN clustering method and the same classification model,
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the results are not satisfactory. Even on the Thunderbird dataset, the value of TP
is 0 (i.e., no anomaly can be correctly predicted), which results in a recall of 0 and
makes precision and F1-score invalid values. The reason is that the label probability
calculated by HDBSCAN has a large error. Incorporating the classification model, the
self-adaptive clustering outperforms HDBSCAN by 864.1% (on average) in terms of
F1-score on three datasets.

Finding 2: Our self-adaptive clustering method outperforms HDBSCAN by
64.1% (training set) and 864.1% (test set) in terms of F1-score.

5.3.3 Undersampling Effectiveness with Different Ratios

In Table 5.7, we summarize the raw ratios of normal and abnormal data, the
undersampling ratio ranges, and the specific undersampling ratios used in AdaLog (i.e.,
75% of the range as it is practice-recommended on all three datasets). Table 5.8 shows
the comparison of AdaLog with (75% of the range) or without undersampling. For the
sake of rigor, we choose five values within the undersampling ratio ranges to observe
the effect of the undersampling ratio on Adalog’s performance. The trend is illustrated
in Figure 5.2.

Table 5.7 Statistics on the undersampling ratio of datasets.

Dataset Group | Original Ratio | Undersampling Ratio Range | Ratio (75%)
HDFS session 33.5:1 15:1-30:1 26:1
20 10.0:1 5:1-9:1 8:1
BGL 100 8.5:1 4:1-8:1 7:1
200 7.6:1 3:1-7:1 6:1
20 282:1 140:1-280:1 245:1
Thunderbird | 100 93:1 45:1-90:1 79:1
200 63:1 30:1-60:1 53:1

The results shown in Table 5.8 demonstrate that the performance with
undersampling outperforms without undersampling except for only one case (i.e., on
Thunderbird dataset with ws = 100). The possible reason is that the percentage of
anomalies in the training set is much larger than that in the test set, and the use of
undersampling may enlarge the difference between the two and lead to a little deviation
in prediction. Overall, compared with the model without undersampling, the one with
undersampling improves the performance on average by 0.5% (HDFS), 1.7% (BGL),
and 19.4% (Thunderbird), respectively.
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Fig. 5.2 The effect of the undersampling ratio on AdaLog’s performance in F1-score.
The percentages 0% and 100% indicate the minimum and maximum values of the
undersampling range.
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Table 5.8 The results of AdalLog without or with undersampling.

HDFS BGL Thunderbird

AdaLog | Metric | cion [20 100 200 | 20 100 200

P 0982 | 0942 0.896 0.929 | 0.900 0.913 0.500
W/o R 0.994 | 0962 0.866 0.800 | 0.587 0.724 0.240
S 1.000 | 0.996 0.991 0.993 | 1.000 1.000 1.000
F1 0988 | 0952 0.880 0.859 | 0.711 0.808 0.324
P 0988 | 0970 0.883 0.875 | 0912 1.000 0.818
W/h R 0.997 | 0940 0.961 0.847 | 0.674 0.621 0.360
S 1.000 | 0.998 0.988 0.986 | 1.000 1.000 1.000
F1 0.993 | 0.955 0.920 0.861 | 0.775 0.766 0.500

To explore whether this chosen undersampling ratio is reasonable for each dataset,
we conduct experiments on the undersampling ratio within a set range shown in Table
5.8. We take different undersampling values, i.e., 0% (minimum), 25%, 50%, 75%, and
100% (maximum), as the undersampling ratio. The performance trend is illustrated
in Figure 5.2. The horizontal and vertical axis refers to the percentages of the ratio
range and the performance in terms of F1-score, respectively. On the HDFS dataset,
performance drops slowly from 0.991 (min) to 0.992 (25%), and rises to 0.993 (75%),
then drops sharply to 0.975 at a 30:1 ratio of the two classes (max). Unlike HDFS,
the performance of the BGL dataset shows a steady upward trend until reaching 75%
of the ratio range. The up and down trends are flatter when the window size is 20 or
100, and the corresponding ranges of the variation are 0.033 and 0.054, respectively.
In comparison, the change (i.e., 0.211) is more significant in the case of ws = 200.
The performance climbed from 0.650 (min) to 0.765 (50%), followed by a sharp rise
to 0.861 (75%), and then a slow decline to 0.840 (max).

On Thunderbird, the most imbalanced dataset, the variation range widens to 0.352
(ws = 200). When the window size is 20 or 200, the trend of change is similar. There is
a modest decrease and then a considerable increase, followed by a minor decay. At the
peak points, the percentage of the ratio range is 75%. When ws = 100, the performance
continues to rise to 0.766 as the percentage increases from min to 75%, after which the
performance decreases to 0.549 (max). To sum up, for any dataset, within the range of

undersampling ratios, 75% is a very reasonable undersampling ratio.

Finding 3: Adopting undersampling is able to improve AdalLog performance.

75% is a reasonable undersampling ratio for various datasets.
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Fig. 5.3 The effect of the labeled training data size on AdalLog’s performance in
Fl-score.
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5.3.4 Overall Effectiveness with Different Labeled Ratios

As a semi-supervised approach, AdalLog utilizes a part of labeled training data to
predict the unknown ones. The operation benefits the model will be less sensitive
to the data, thereby keeping stability. Figure 5.3 represents how the performance of
the proposed AdaLog in F1-score changes when the labeled proportion (represented as
lp) ranges (i.e., 10% to 90% in 10 percentages).

On HDFS dataset, the performance of AdaLog continues to rise steadily, from
0.869 to 0.997. Especially when Ip increases from 50% to 90%, the performance
gap of AdalLog is tiny, and the improvement is only 0.4%. This result represents that
AdaLog on HDFS dataset maintains outstanding performance even with the proportion
of labeled data changes. On BGL dataset, the changing trend of AdaLog’s performance
is relatively consistent in different window sizes. The performance change of AdaLog
under different window sizes is basically a sharp improvement first (especially the Ip
changes from 10% to 20%) and then a slow increase (i.e., 50%—-90%). When ws = 20,
the F1-score dramatically increases from 0.519 to 0.899 (an improvement of 73.2%) as
Ip changes from 10% to 20%, then gradually grows to 0.955 when [p is 50%. Similarly,
under ws = 100, the F1-score has an improvement of 42.5% with the changes of Ip
from 10% to 20%. Afterward, this value rises by 27.6% until [p increases to 50%.
When ws = 200, the F1-score greatly improves from 0.449 to 0.861 (an improvement
0f 91.8%) with the change in [p from 10% to 50%. When the labeled ratio changes from
50% to 90%, the performance of AdalLog is slightly improved by 2.2% (ws = 20),
3.7% (ws = 100), and 3.8% (ws = 200), respectively. The experimental results
demonstrate that as the amount of labeled data increases, the performance of AdalLog
on BGL dataset also steadily improves. However, when the proportion of labeled data
changes from 50% to 90%, the performance does not change much.

Adalog has an unusual behavior on the Thunderbird dataset compared to the
other two datasets. In Table 5.4, supervised methods generally perform better than
semi-supervised methods since the former use more semantic information for training.
Then on the Thunderbird dataset, due to the severe imbalanced problem, supervised
methods will likely overfit anomalies. Once some anomalies that the model has not
seen appear, the model is likely to predict them as normal logs. Figure 5.3(c) clarifies
this point intuitively. When the window size is 20, the performance of Adalog spikes
from 0.001 (Ip = 10%) to 0.775 (Ip = 50%), then slowly rises to 0.857 (Ip = 70%)
before dropping slightly to 0.833 (ip = 90%). When the window sizes are 100
and 200, the performances of AdalLog change significantly. They rise sharply to
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0.735 (Ip = 50%) and 0.541 (Ip = 60%), respectively, then drop magnificently.
The experimental findings suggest that augmenting the amount of training data is
not invariably conducive to enhanced performance, and the data category should be
considered. In instances of pronounced class imbalance, such a practice may engender
training drift, yielding diminished recall and F1-score. In summary, AdaLog performs
well as a semi-supervised method with 50% labeled training data, even better with

extreme imbalance.

Finding 4: As the labeled data increases, AdalLog performance normally
increases sharply and then steadily. On datasets with severe class imbalance,

augmenting the labeled data does not always lead to better performance.

5.4 Chapter Summary

In this chapter, we have proposed an efficient semi-supervised method AdalLog
to enhance the performance of anomaly detection. To improve the accuracy
of data labeling, AdalLog utilizes a self-adaptive clustering method to calculate
the label probability of unlabeled data more accurately, which considers twelve
specially-designed situations based on the distance of labeled data. To alleviate the
class imbalance problem, Adalog employs an undersampling method to improve
the performance of AdalLog. Furthermore, we adopt a pre-trained model for word
embedding and a Transformer-based model for prediction. Experimental results show
that AdaLog achieves superior performance than five SOTA semi-supervised and
supervised approaches for industrial log-based anomaly detection.
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Chapter 6

On the Influence of Data Resampling
for Deep Learning-Based Log
Anomaly Detection: Insights and
Recommendations

Numerous Deep Learning (DL)-based approaches have garnered considerable attention
in the field of software Log Anomaly Detection (LAD). However, a practical challenge
persists: The prevalent issue of class imbalance in the public data commonly used
to train the DL models. This imbalance is characterized by a substantial disparity
in the number of abnormal log sequences compared to normal ones, for example,
anomalies represent less than 1% of one of the most popular datasets, namely the
Thunderbird dataset. Previous research has indicated that existing DLLAD approaches
may exhibit unsatisfactory performance, particularly when confronted with datasets
featuring severe class imbalances. Mitigating class imbalance through data resampling
has proven effective for other software engineering tasks, however, it has been
unexplored for LAD thus far. This study aims to fill this gap by providing an
in-depth analysis of the impact of diverse data resampling methods on existing DLLAD
approaches from two distinct perspectives. Firstly, we assess the performance of these
DLLAD approaches across three datasets, and explore the impact of resampling ratios
of normal to abnormal data on ten data resampling methods. Secondly, we evaluate
the effectiveness of the data resampling methods when utilizing optimal resampling
ratios of normal to abnormal data. Our findings indicate that oversampling methods

generally outperform undersampling and hybrid sampling methods. Data resampling
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on raw data yields superior results compared to data resampling in the feature space.
In most cases, certain undersampling and hybrid methods (e.g., SMOTEENN and
InstanceHardnessThreshold) show limited effectiveness. Additionally, by exploring
the resampling ratio of normal to abnormal data, we suggest generating more data for
minority classes through oversampling while removing less data from majority classes
through undersampling. In conclusion, our study provides valuable insights into the
intricate relationship between data resampling methods and DLLAD. By addressing
the challenge of class imbalance, researchers and practitioners can enhance the model
performance in DLLAD. This work was submitted to IEEE Transactions on Software
Engineering in 2024.

The subsequent sections of this chapter are organized as follows: Section 6.1
introduces the background of DLLAD and data resampling methods. Section 6.2
illustrates the study design, while Section 6.3 analyzes the results and presents findings.
Sections 6.4 and 6.5 discuss our study and threats to validity, separately. Finally,
Section 6.6 summarizes the chapter’s work.

6.1 Background

6.1.1 Overview of DLLAD Models

The typical workflow of DLLAD approaches (shown in Figure 6.1) consists of four
phases: 1) log parsing, 2) log grouping, 3) log embedding, and 4) model training and
prediction.

To effectively extract valuable information for analysis, previous studies [39, 8, 10,
9, 11] convert the unstructured log messages generated during system operation into
structured log events. Each log message comprises a header and content, where the
header includes information like timestamps, typically omitted from analysis [11]. The
log content is then segmented into constant and variable sections [11]. By replacing
variable elements with a special symbol, the original log messages are converted into
log events as illustrated in Figure 6.1 To group log events into log sequences, we adopt
the fixed window strategy used in prior studies [8, 9, 13]. If an abnormal log event
is part of a log sequence, the log sequence is labeled as abnormal. Conversely, if the
log sequence comprises solely normal log events, it is labeled as normal. These log
sequences are subsequently transformed into embedding vectors and used as input for

training a classification model to predict whether a log sequence is abnormal.
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Fig. 6.1 The common workflow of DLLAD approaches.
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6.1.2 Existing DLLAD Approaches

Recent DL approaches for anomaly detection can be categorized into three main
groups: Convolutional Neural Network (CNN)-based models, Long Short-Term
Memory-based models, and Transformer-based models. To select the most suitable
DLLAD approaches, we take two factors into consideration. Firstly, we look for
models that are representative of the DL models described in Section 2.3.1. Secondly,
we aim to include models that have been recently proposed. Therefore, we choose the
following models:

CNN. Lu et al. [47] adopted a CNN-based model to automatically detect log
anomalies. Logs were parsed into templates based on log keys, which were then
encoded using logkey2vec. These embeddings were structured into a trainable
matrix, simplifying neural network training. The model architecture comprised three
convolutional layers, a dropout layer, and max-pooling layers.

LogRobust. Zhang et al. [10] employed Drain [228] for log parsing and integrated
the FastText [23], a pre-trained Word2vec model, with TF-IDF weights [229] to
represent log events as semantic vectors. Subsequently, these vectors are utilized
as input to an attention-based Bi-directional LSTM (Bi-LSTM) model for detecting
anomalies.

NeuralLog. Le et al. [11] preprocessed log messages without log parsing and
encoded them into vector representations via a pre-trained Transformer-based language
model BERT [20]. Then, they apply a transformer encoder to classify log sequences,
with the primary objective of capturing semantic information comprehensively.

6.1.3 Data Resampling

We make use of commonly adopted data resampling methods in the software
engineering domain [230, 231, 121, 232]. These methods are classified into three
primary categories: oversampling, undersampling, and hybrid sampling. As depicted
by two arrows in Figure 6.1, certain resampling methods are tailored for use
exclusively within the feature space, while others, such as random oversampling and
undersampling [231], can be applied to both the raw data and the feature space. Data
resampling methods applied to raw data focus on directly modifying the distribution of
log sequences in the training set to address class imbalance, thereby altering the number
of log sequences belonging to each class and subsequently impacting the embedding
vectors derived from them. In contrast, data resampling methods within the feature
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space involve first embedding the original log sequences and then resampling based
on these embedding vectors.

(1) Random OverSampling (ROS) randomly replicates log sequences of the
minority class without generating new ones. These replicated abnormal sequences are
then added to the original dataset. This method, when applied to raw data and feature
space, is denoted as ROS ; and ROS ., respectively.

(2) Random UnderSampling (RUS) randomly selects log sequences from the
majority class and subsequently removes them from the original dataset. This
method, when applied to raw data and feature space, is denoted as RUS, and RUS,
respectively.

(3) Synthetic Minority Oversampling Technique (SMOTE) [49] is an oversampling
method applied to the feature space. It augments the minority class by generating
synthetic log sequences instead of duplications. This method first randomly selects
log sequences from the minority class. For each selected abnormal log sequence
M ,, one of its k nearest neighbors My are randomly chosen. The embedding
vector of the synthetic log sequence Mg is calculated with the formula z, = x4 +
Random(0,1)(xz — z 4), where x 4 and z 5 represent the embedding vectors of M 4
and Mg, separately. These newly generated synthetic abnormal log sequences are
subsequently added to the original dataset.

(4) Adaptive Synthetic Sampling Approach [50] (ADASYN) serves as an extension
of SMOTE. Unlike SMOTE, ADASYN generates new synthetic abnormal log
sequences near the class boundary instead of within the abnormal log sequences
themselves.

(5) NearMiss [51] operates as an undersampling method. It calculates the distance
between two classes and randomly removes normal log sequences based on the
distance. In our evaluation, we adopt NearMiss-3, which has demonstrated superior
performance compared to NearMiss-1 and NearMiss-2. Specifically, NearMiss-3
selects a number of the nearest normal log sequences for each abnormal log sequence
and removes them from the dataset.

(6) Instance Hardness Threshold (IHT) [52] involves the application of a classifier
to the dataset, followed by the removal of log sequences that are hard to classify. The
Random Forest (RF) [180] algorithm serves as the default estimator for estimating the
Instance Hardness (IH) [52] of individual log sequences.

(7) SMOTEENN [53] is a hybrid sampling method that combines the oversampling
method SMOTE and the undersampling method Edited Nearest Neighbour (ENN)
[233]. SMOTE generates abnormal log sequences that can sometimes overlap with
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the majority class, making classification challenging. ENN, acting as a data cleaning
method, helps address this issue. For a normal log sequence, if more than half of its
k neighbor log sequences do not belong to the majority class, then the log sequence is
removed.

(8) SMOTETomek [53] is a hybrid sampling method that shares similarities with
SMOTEENN. It incorporates Tomek links [234] for data cleaning, defined by the
distances between log sequences M, and M; from different two classes. A pair (I,
M) forms a Tomek link if no log sequence M exists with d(M;, M) < d(M;, M)
or d(M;, M) < d(M,, M;). After oversampling by SMOTE, the log sequences that
form Tomek links are then removed to help reduce potential noise or borderline log
sequences that may affect classification performance.

6.2 Study Design

6.2.1 Datasets

To assess the performance of the log anomaly detection approaches with the data
resampling methods, there are four widely-used publicly available datasets [42,
235], namely HDFS, BGL, Thunderbird, and Spirit. However, since most existing
approaches (e.g., LogRobust and NeuralLog) have already achieved satisfactory results
on the HDFS dataset (e.g., F1 exceeding 0.98), we exclude it from our evaluation. BGL
dataset [42] is a collection of supercomputing system log data gathered by Lawrence
Livermore National Labs. Thunderbird and Spirit datasets [42] are acquired from two
real-world supercomputers at Sandia National Labs. These log datasets consist of both
normal and abnormal log messages, which have been manually identified.

To group log events into a log sequence, a fixed window grouping strategy is
commonly used [8, 9, 13]. However, choosing an appropriate window size (ws) is
challenging. A small ws makes it difficult for log anomaly detection models to capture
anomalies that span multiple log sequences [12]. Additionally, employing smaller ws
results in more log sequences containing fewer log events, ultimately leading to slower
training speed. On the other hand, if ws is large, log sequences may include multiple
anomalies and confuse the detection scheme [12, 236]. In the majority of prior research
studies [8, 9, 11, 13, 115], a single window size is typically employed to evaluate
the proposed approaches, with ws=20 being the most common choice. A few studies
[12, 48] have investigated multiple window sizes including 20, 100, and 200. In most

cases, the F1 performance is found to be better at ws=20 and 100 compared to ws=200.
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Table 6.1 Statistics of the three public datasets. TB, Msg, Seq, and A are the
abbreviations of Thunderbird, Messages, Sequences, and Anomalies, respectively.

Training Data Testing Data
#of Seq #of A #ofSeq #of A

20 188,540 17,252 47,134 3,006
BGL 4,713,493 50 75,416 7,415 18,853 1,383
100 37,708 4,009 9,425 817

Dataset #of Msg ws

20 200,000 328 50,000 37
TB 5,000,000 50 79,999 195 19,999 29
100 39,999 138 9,999 23

20 200,000 8,817 50,000 290
Spirit 5,000,000 50 79,999 4,275 19,999 270
100 39,999 2,577 9,999 250

However, there is no consistent pattern regarding which performs better between
ws=20 and ws=100. Our experiment results (shown in Table 6.3) also emphasize the
absence of a universally optimal window size across all DLLAD datasets. For instance,
LogRobust exhibits superior F1 and MCC performance on the Thunderbird dataset at
ws=100, while achieving better performance on other datasets at ws=20. As aresult, in
our experiments, we consider both ws=20 and ws=100 as window sizes to account for
potential variations in performance. Additionally, we introduce a ws of 50 to provide a
balanced perspective between the shorter and longer sequences analyzed. By including
this intermediate window size, we aim to uncover a more nuanced understanding of
how log sequence length impacts DLLAD performance, and whether the effects of
data resampling across datasets with different window sizes are robust.

In Table 6.1, we present the number of log sequences (# of Sequences) in each
dataset across various window sizes, as well as recording the number of abnormal
sequences within all sequences (# of Anomalies) in both the training and test sets.
In Table 6.2, we report the proportions of abnormal sequences within all sequences (%
of Anomalies) before and after employing data resampling methods. The proportions
of anomalies are determined based on the resampling ratios of normal to abnormal log
sequences, which are calculated by multiplying the original ratio of normal to abnormal
log sequences by quarter-based constants. The original datasets exhibit very small
proportions of anomalies, ranging from 0.16% to 10.63%. Moreover, enlarging the
window size has minimal impact on the level of class imbalance across each dataset
(for example, in BGL, the proportion of abnormal sequences is 9.15% with ws=20

and 10.63% with ws=100.). Upon implementing the specified resampling ratios, the
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proportions of abnormal sequences have shown increases: 9.15% to 40.29% (BGL
dataset with ws=20), 9.83% to 43.62% (BGL dataset with ws=50), 10.63% to 49.33%
(BGL dataset with ws=100), 0.16% to 0.66% (Thunderbird dataset with ws=20),
0.24% to 0.98% (Thunderbird dataset with ws=50), 0.35% to 1.38% (Thunderbird
dataset with ws=100), 4.41% to 18.50% (Spirit dataset with ws=20), 5.34% to
22.58% (Spirit dataset with ws=50), 6.44% to 27.55% (Spirit dataset with ws=100),
respectively.

6.2.2 Evaluation

We use four commonly used evaluation metrics Recall, Precision, Specificity, and
F1-score in previous DLLAD studies [13, 11, 12, 14]. Given that Matthews Correlation
Coefficient (MCC) and Area Under the Curve (AUC) are recommended for evaluating
software engineering tasks with class imbalance [237-239, 125, 240], we include both
MCC and AUC in our evaluation to provide a comprehensive assessment of DLLAD
model performance. The commonly used four metrics originate from the confusion
matrix, which describes four types of instances: TP (True Positives) represents
the number of abnormal log sequences correctly predicted as anomalies, TN (True
Negatives) represents the number of normal log sequences correctly predicted as
normal, FP (False Positives) represents the number of normal log sequences incorrectly
predicted as anomalies, and FN (False Negatives) represents the number of abnormal
log sequences incorrectly predicted as normal. The definitions of these metrics are as
follows:

(1) Recall= TPZ% represents the proportion of actual anomalies that are correctly
predicted by DLLAD models out of all actual anomalies present in the testing dataset.
It indicates DLLAD models’ ability to capture all abnormal log sequences correctly.

(2) Precision= #I;P measures the proportion of predicted anomalies by
DLLAD models that are actual anomalies out of all anomalies predicted by the models.
It indicates the accuracy of the DLLAD models in identifying actual anomalies without
falsely labeling normal log sequences as anomalies.

(3) Specificity= % represents the proportion of actual normal log sequences
that are correctly predicted as normal by DLLAD models out of all actual normal log
sequences. It indicates the ability of the DLLAD models to correctly identify normal

log sequences as normal.
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log sequences in the training dataset, and quarter-based constants are represented as
1/4, 1/2, and 3/4. The last nine columns correspond to the proportion of abnormal

after over-/under-/hybrid sampling. r denotes the original ratio of normal to abnormal
sequences after data resampling.

Table 6.2 The proportion of abnormal sequences within all log sequences before and
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(4) Fl-score= 2ZXLecallxPrecision) 10ylates the harmonic mean of Recall and
Recall+Precision

Precision. It provides a balanced measure between Precision and Recall, giving equal

weight to false positives and false negatives.

- TPXxTN—FPxFN

takes into account all four values (TP, TN, FP, and FN) in the confusion matrix when

is a fully symmetric metric that

calculating the correlation between ground truth and predicted values.

(6) AUC is a threshold-independent measure that can be calculated by assessing
the area under the Receiver Operating Characteristic (ROC) curve, which plots the
true positive rate (Sensitivity) against the false positive rate (1 - Specificity) at various
threshold settings. Unlike other metrics such as Precision, Recall, F1-score, and MCC,
which depend on the choice of a threshold, AUC evaluates the classifier’s performance
across all possible threshold values.

To determine the statistical significance of the observed performance differences
among these data resampling methods, we employ the Scott-Knott Effect Size
Difference (ESD) test [241] based on the assumptions of ANalysis Of VAriance
(ANOVA). The Scott-Knott ESD test is a multiple comparison approach that leverages
hierarchical clustering to partition these data resampling methods into distinct groups,
exhibiting statistically significant differences at the predetermined significance level
of 0.05 (a=0.05). There are no statistically significant differences between data
resampling methods within the same group, but significant differences are observed

between data resampling methods located in different groups.

6.2.3 Research Questions

RQ1. Do the existing DLLAD approaches perform well enough with varying
degrees of class imbalance? In this RQ, we evaluate the performance of existing
DLLAD approaches in detecting log sequence anomalies across datasets with
different levels of class imbalance. Specifically, our objective is to understand
whether significant differences in class imbalance have a notable influence on the
effectiveness of these DLLAD approaches. In cases where the achieved performance
is unsatisfactory, especially when dealing with extreme class imbalance, the utilization
of data resampling methods becomes essential to address data imbalance issues prior
to model training. Consequently, in RQ2, our primary focus is to explore the optimal
resampling ratios of normal to abnormal data. Subsequently, based on these ratios,
in RQ3, we discuss the effectiveness of data resampling methods in enhancing the
capabilities of DLLAD models.
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RQ2. How does the resampling ratio of normal to abnormal data affect
existing DLLAD model performance? Due to the varying levels of class imbalance
in the different datasets, it is challenging to establish a fixed resampling ratio of
normal to abnormal data, such as maintaining a consistent 10:1 ratio of normal to
abnormal log sequences across all datasets. Conducting an exhaustive exploration of
countless potential ratios to identify an optimal resampling ratio for each dataset is not
practically feasible. Considering the substantial data imbalance, we avoid pursuing
a 1:1 ratio of normal to abnormal data during the data resampling process. This is
particularly evident in the Thunderbird dataset, where the training set has a mere 0.16%
anomaly rate with a window size of 20. Applying a 1:1 ratio in such cases would
result in excessive data removal during undersampling, leading to a significant loss
of information. Thus, this resampling ratio is not considered. Instead, we adopt the
quarter as a foundational unit for our empirical investigations in a flexible and adaptive
manner, as shown in Table 6.2.

RQ3. Does data resampling improve the effectiveness of existing DLLAD
approaches? In this RQ, we utilize the recommended resampling ratios of normal
to abnormal data observed in RQ2 within evaluated data resampling methods.
Subsequently, we assess the effectiveness of these resampling methods when applied
to existing DLLAD approaches.

6.2.4 Implementations

We implement the existing approaches introduced in Section 6.1.2 using their
respective GitHub repositories or reproduced codebases. Following previous works
[11, 12], in our dataset setup, the training set comprises the first 80% of raw logs, while
the remaining 20% is allocated for testing. To reduce computational complexity and
memory demands during data resampling operations, for NeuralLog [11], we reduce
the embedding dimension from 768 to 256. For CNN [47] and LogRobust [10], we
utilize the implementations [12], adhering to the instructions provided by the authors.
The implementation of data resampling methods is carried out using the Python toolbox
[242] Imbalanced-learn'. Our experiments encompass 27 distinct instances, resulting
from the combination of 3 DLLAD approaches, 3 datasets, and 3 window sizes. For
each experimental instance, we investigate 10 data resampling methods with 3 different
resampling ratios of normal to abnormal data and NoSampling. As a result, we have a

total of 3 X 3 x 3 x (10 x 3 + 1) combinations, summing up to 837 unique scenarios.

"https://imbalanced-learn.org/stable/references/index.html

111



Chapter 6. On the Influence of Data Resampling for Deep Learning-Based Log
Anomaly Detection: Insights and Recommendations

To mitigate the variations in performance across different runs, we perform five runs
for each data resampling method (including NoSampling), culminating in a total of
4,185 experiments conducted in this study. These five-run results are utilized for
statistical significance analysis using the Scott-Knott ESD test, which calculates the
group ranking of each data resampling method across different datasets. Furthermore,
the averages of the five-run results are provided in Tables 6.3—6.6 in Section 6.3. We
run our experiments on a Linux server with an Intel Xeon Silver 4210 CPU and four
Nvidia GeForce RTX 3090-Ti GPUs.

6.3 Results and Analysis

6.3.1 RQI1. Do the existing DLLAD approaches perform well

enough with varying degrees of class imbalance?

Table 6.3 provides an overview of the performance of CNN, LogRobust, and
NeuralLog on the BGL, Thunderbird, and Spirit datasets with three window sizes.
On the BGL and Thunderbird datasets, the best values for all evaluation metrics are
attained with a window size of 20 or 50. Specifically, on the BGL dataset, except for
NeuralLog achieving the highest Precision and Specificity with ws=50, setting ws=20
yields the best values for all evaluation metrics. Regarding the Thunderbird dataset,
LogRobust exhibits notably low precision with ws=20, resulting in subpar performance
in terms of F1 and MCC. However, LogRobust demonstrates better performance with
ws=50 than ws=100 in terms of all evaluation metrics. CNN and NeuralLog follow
a similar pattern, with all evaluation metrics achieving optimal results when ws=20,
except for NeuralLog achieving the highest AUC with ws=50. On the Spirit dataset,
CNN achieves similar performance with ws=20 and ws=100 in terms of F1 and MCC,
outperforming ws=50. LogRobust’s best performance is observed with ws=20 in terms
of Precision, Specificity, F1, and MCC, while LogRobust performs best in Recall and
AUC with ws=100. NeuralLog demonstrates comparable performance with ws=20
and 50, with slight variations < 0.001 in Specificity, F1, and MCC, but superior to
ws=100.

Regarding the Thunderbird dataset, it is notable that all three approaches
demonstrate relatively poor performance, particularly CNN and LogRobust, which
exhibit F1 and MCC values below 0.5. Although NeuralLog performs better with an F1
of 0.760 at ws=20, its performance remains unsatisfactory. This subpar performance
may be attributed to the dataset’s extreme imbalance across three window sizes,
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compromising the models’ ability to accurately detect both normal and abnormal log

sequences.

Finding 1: When the log sequence contains fewer logs, DLLAD approaches
tend to perform better since abnormal logs are more easily noticed in shorter
sequences.

Finding 2: When there is a severe data imbalance (e.g., Thunderbird
dataset), DLLAD approaches tend to perform poorly because a significant class
imbalance can lead to the models becoming biased.

6.3.2 RQ2. How does the resampling ratio of normal to abnormal
data affect existing DLLAD model performance?

We comprehensively evaluate the ten data resampling methods for each dataset using
quarter-based resampling ratios obtained by multiplying the original ratio of normal
data to abnormal data by 1/4, 1/2, and 3/4, as described in Section 6.2.1. The employed
data resampling methods are categorized into three distinct groups: OverSampling
(comprising SMOTE, ADASYN, ROS, and ROSy), UnderSampling (encompassing
NearMiss, IHT, RUS, and RUSF,), and HybridSampling, represented by SMOTEENN
and SMOTETomek. In Figure 6.2a, the three DLLAD approaches utilizing the ten data
resampling methods with the three resampling ratios are described through heatmaps,
with a special focus on the MCC metric, since MCC is a fully symmetric metric that
takes into account all four values (TP, TN, FP, and FN) in the confusion matrix. We
adopt an enumeration of “hits”, signifying instances where a particular resampling ratio
maximizes the performance of these DLLAD approaches.

In Figures 6.2a—6.2c, the analytical scope centers on three datasets that use the
same window size of 20. As an illustrative example, the MCC values for NeuralLog’s
performance using SMOTE with three resampling ratios on the BGL dataset (ws=20)
are 0.947, 0.939, and 0.937, respectively. In this specific case, the resampling ratio
equal to one-quarter of the original data ratio of normal to abnormal data yields the
highest MCC value. Consequently, a “hit” is recorded for the corresponding entry,
aligning with the cell marked with a count of 8 in the lower left corner. If all three MCC
values were identical, there would be no hits recorded. In Figure 6.2a, oversampling
methods demonstrate superior performance when the resampling ratio is one-quarter

of the original ratio of normal to abnormal data. This phenomenon is particularly
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three DLLAD approaches across the three datasets, each with three different window

Table 6.3 The Recall, Precision, Specificity, F1-score, MCC, and AUC values of the
sizes. Bold font highlights the best performance among the three window sizes.

Chapter 6. On the Influence of Data Resampling for Deep Learning-Based Log
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Fig. 6.2 The heatmap depicting the statistics of the best performance of the
data resampling methods (including OverSampling (OS), UnderSampling (US), and
HybridSampling (HS)) with the three resampling ratios (r representing the original
ratio of normal to abnormal data) across the three datasets with different window sizes.
(a) ws=20. (b) ws=50. (c) ws=100.
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pronounced in BGL and Thunderbird datasets, both yielding 8 hits out of a total of
12. Regarding the Spirit dataset, the DLLAD approaches with NoSampling exhibit
strong performance in accurately detecting anomalies, with the MCC ranging from
0.716 to 0.931. Interestingly, for this dataset, the selected resampling ratio of normal
to abnormal data appears to have less impact on the performance of oversampling
methods. When considering undersampling methods, removing a smaller amount of
original normal log sequences can enhance the effectiveness of these methods. This
effect is particularly prominent when examining the Spirit dataset, yielding 8 out of
12 hits. For hybrid sampling methods, it is difficult to determine the most appropriate
resampling ratio of normal to abnormal data for the studied approaches. Especially in
the Thunderbird dataset, both one-quarter and three-quarter resampling ratios exhibit
an equal likelihood of achieving the best DLLAD performance.

In Figures 6.2b and 6.2c, our findings exhibit a remarkable consistency with those
presented in Figure 6.2a. When the resampling ratio is set to one-quarter of the
original ratio of normal to abnormal data, employing oversampling methods on the
three datasets demonstrates the highest likelihood of achieving optimal performance,
particularly in the BGL dataset, with 8 or 9 out of 12 hits. Conversely, when the
resampling ratio is adjusted to three-quarters of the original ratio of normal to abnormal
data, the effectiveness of undersampling methods is maximized. This is notable in the
Spirit dataset, where 8 or 9 out of 12 hits are observed, signifying optimal performance.
Concerning hybrid sampling methods, offering robust recommendations regarding the
optimal resampling ratio of normal to abnormal data remains a challenging task. The
effectiveness varies inconsistently across the three datasets. Specifically, the most
suitable resampling ratio within the predefined range is three-quarters of the original
ratio for the BGL dataset, one-quarter of the original ratio for the Thunderbird dataset,

and one-second of the original ratio for the Spirit dataset, respectively.
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Finding 3: DLLAD approaches tend to show robust initial performance (i.e.,
Figure 6.3) on certain datasets (i.e., Spirit), making the chosen resampling ratio
of normal to abnormal data for oversampling relatively less sensitive in these
cases.

Finding 4: In general, to enhance the performance of DLLAD approaches
with oversampling, it is recommended to increase the degree of minority class
amplification (i.e., generating more abnormal log sequences). Conversely, for
DLLAD approaches employing undersampling, it is advisable to reduce the
degree of majority class reduction (i.e., removing fewer normal log sequences).
Notably, there is no specific recommended resampling ratio preference for
hybrid sampling methods.

The effectiveness of this finding is mainly attributed to two aspects: 1) the
introduction of diverse features through extensive oversampling of abnormal log
sequences, and 2) the retention of valuable information from the original data while
efficiently removing a limited number of normal log sequences. Oversampling
and undersampling under these specific conditions contribute to enhancing the
classification capabilities of DLLAD approaches.

6.3.3 RQ3. Does data resampling improve the effectiveness of

existing DLLAD approaches?

Tables 6.4—6.6 present the results of the three DLLAD approaches with ten data
resampling methods and NoSampling on the three datasets. We utilize three distinct
colors to underscore the statistical differences among data resampling methods and
NoSampling in terms of all evaluation metrics: Recall, Precision, Specificity, F1,
MCC, and AUC. These methods are categorized into multiple groups using the
Scott-Knott ESD test, often resulting in more than six groups. Darker colors indicate
higher-ranked groups, with each color representing two groups (i.e., the darkest
purple denotes the first and second groups, moderate purple indicates the third and
fourth groups, and the lightest purple represents the fifth and sixth groups). If some
data resampling methods fall outside the top six groups but significantly outperform
NoSampling, the results of these data resampling methods will be bolded.

In general, our analysis reveals consistent patterns in the performance of ten data
resampling methods across different DLLAD approaches in terms of comprehensive
metrics F1, MCC, and AUC. For instance, in Table 6.4, oversampling methods
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Table 6.4 The Recall, Precision, Specificity, F1-score, MCC, and AUC values of CNN
when employing various data resampling methods (i.e., NoSampling (NS), SMOTE
(SMO), ADASYN (ADA), NearMiss (NM), InstanceHardnessThreshold (IHT),
SMOTEENN (SE), SMOTETomek (ST), RandomOverSampling in the feature space
(ROS 1), RandomUnderSampling in the feature space (RUS 1), RandomOverSampling
applied to raw data (ROS ), and RandomUnderSampling applied to raw data (RUSy))
to the three datasets, each with the three different window sizes. Darker cells signify
superior performance, while various colors denote statistical significance among data
resampling methods for each evaluation metric (determined by the Scott-Knott ESD
test with a p-value<0.05), as observed in the subsequent tables.

Dataset | ws | Metric | NS | SMO ADA| NM IHT| SE ST |ROS, RUS,|ROS; RUSg

R 0.948 | 0.963 0.962 0.956 10.967 | 0.961 0.962 | 0.962 0.960 | 0.961 0.961
P 0.985 | 0.978 0.982 0.989 0.945 | 0.995 0.989 | 0.984 0986 | 0.984 0.986
S 0.999 | 0.999 0.999 0.999 0.996 | 1.000 0.999 | 0.999 0.999 | 0.992  0.999
20 | F1 0.966 | 0.970 0.972 0972 0.956 | 0.977 0975 | 0973 0973 | 0972 0.974

MCC | 0.964 | 0.968 0.970 0970 0.953 | 0.976 0973 | 0971 0971 | 0972 0.972
AUC ]0977 | 0.982 0.978 | 0.978 0.974 | 0.977 0979 | 0984 0.974 | 0.984 0.983

R 0.907 | 0.910 0.912 | 0.898 [10.944 | 0.896 0915 | 0931 0.915| 0.918 0.899

P 0.708 | 0.853 0.877 0.895 0.192 [0.882" 0.761 | 0.538 0.205 | 0.885 0.885

S 0.965 | 0.987 0.990 0.991 0.684 [ 0.990 0971 | 0916 0.717 | 0.990 0.991

50 | F1 0.787 | 0.880 1 0.894 0.896 0.319 | 0.888 0.820 | 0.665 0.335 | 0.901 0.892

BGL MCC |0.779 | 0.871 0.886 0.888 0.341 | 0.880 0.814 | 0.665 0.352 | 0.893  0.883
AUC ]0919 | 0.941 0.959 00952 0.824 | 0.937 0943 | 0929 0.857 | 0.944 0.951

R 0.916 [10:930" 0.900 0.911 [0.9377]1 0.894 0.902 | 0.927 0.901 | 0.907 0.898

P 0.362 | 0.857 0.832 10923 0.218 | 0.885 0.665 | 0.905 0.798 | 0.928 0.613

S 0.827 | 0.996 0.983 0.993 0.681 | 0.989 0.920 | 0.991 0.977 | 0.993 0.945

100 | F1 0.510 | 0.891 0.865 0917 0.353 | 0.888 0.729 | 0916 0.844 | 0.917 0.727
MCC | 0.509 | 0.889 0.852 0.909 0.359 | 0.878 0.722 | 0.908 0.831 | 0.910 0.713
AUC ]0.903 | 0.962 0.928 0.958 0.837 | 0.953 0.912 | 0954 0.929 | 0.953 0.907

R 0.495 | 0.495 0.532 0.532 70.550°] 0.000 0.495 | 0.568 0.541 | 0.550° 0.495
P 0.443 | 0.821 0.426 | 0.123 0.185 ['1.000° 0.821 | 0.154 0.230 | 0.825 0.817
S 0.999 | 1.000 0.999 0.997 0.998 | 1.000 1.000 | 0.998 0.998 | 1.000 1.000

20 | F1 0.441 | 0.618 0.443 | 0.198 0.274 | 0.000 ' 0.618 | 0.241 0.315 | 0.659 0.613
MCC | 0.454 | 0.637 0.460 | 0.253 0.316 | 0.000 ' 0.638 | 0.293 0.347 | 0.673 0.634
AUC | 0.866 | 0.840 0.873 "0.880 0.894 | 0.545 0.839 | 0.894 0.865 | 0.881 0.843

R 0:4607| 0.379 [0:414 | 0.000 1 0.391 | 0.000 0.345 | 0.402 0.000 | 0.345 0.000

P 0.169 [ 0.800 0.315 | 0.000 0.255 | 0.000 0.537 | 0.481 0.000 | 0.923 0.000

S 0.997 | 1.000 0.999 1.000 0.998 | 1.000 0.999 | 0.999 1.000 | 1.000 1.000

50 | F1 0.247 | 0.490 0.355 0.000 0.299 | 0.000 0.383 | 0.376 0.000 | 0.501 0.000

TB MCC | 0.277 | 0.536 0.359 | 0.000 0.309 | 0.000 0.410 | 0.406 0.000 | 0.563 0.000
AUC ] 0.812 | 0.799 0.826 | 0.713 ' 0.816 | 0.638 0.793 | 0.810 0.725 | 0.841 0.738

R 0.304 | 0.290 10:348 | 0.043 0.261 | 0.000 0.319 | 0:348 0.000 | 0:348 0.000

P 0.213 { 0.326 0.447 0.333 0.092 | 0.000 0.465 | 0.463 0.000 | 0.600 0.000

S 0.997 | 0.998 0.999 1.000 0.996 | 1.000 0.998 | 0.999 1.000 | 0.999 1.000

100 | F1 0.241 | 0.276 0.391 | 0.077 0.136 | 0.000 0.334 | 0.397 0.000 | 0.420 0.000
MCC | 0.247 | 0.290 0.393 | 0.120 0.153 | 0.000 0.360 | 0.400 0.000 | 0.444 0.000
AUC [0.786 | 0.788 0.776 0.736 10.786 | 0.656  0.788 | 0.801 0.733 | 0.802 0.730

R 0.815 | 0.822 0.814 0.822 10.851 | 0.614 0.823 | 0:826 0.808 | 0.823 0.800
P 0.797 | 0.922 0.864 | 0.797 0.482 | 0.845 0.934 | 0.975 0.975 | 0.991 0.946
S 0.999 | 1.000 0.999 0.999 0.995|0.999 1.000 | 1.000 1.000 | 1.000 1.000

20 | F1 0.806 | 0.868 0.837 | 0.806 0.615 | 0.646 0.875 | 0.894 0.884 | 0.899 0.866
MCC | 0.805 | 0.869 0.837 | 0.807 0.638 | 0.681 0.876 | 0.897 0.887 | 0.902 0.869
AUC ]0.967 | 0.969 0.968 0.968 10.974 | 0.963 0969 | 0971 0.973 | 0.972 0.971

R 0.893 | 0.907 0.888 0.908 70.9637| 0.065 0.893 | 0.935 0.903 | 0.908 0.889

P 0.582 | 0.677 0.769 | 0.415 0.243 | 0.080 0.592 | 0.873 0.510 | 0.786 0.618

S 0.991 | 0.994 0.996 | 0.983 0.959 | 0.990 0.992 | 0.998 0.988 | 0.997 0.992

. 50 | F1 0.704 | 0.774 1 0.823 | 0.570 0.388 | 0.071 0.712 | 0.903 0.652 | 0.842 0.728
Spirit MCC | 0.716 | 0.780 0.823 | 0.607 0.472 | 0.060 0.723 | 0.902 0.673 | 0.842 0.737
AUC ]0.996 | 0.997 0.997 | 0.993 0.978 | 0.921 0.996 | 0.998 0.995 | 0.998 0.997

R 0.909 | 0.919 0.919 | 0.899 [[0.961 | 0.888 0.908 | 0.931 0.907 | 0.925 0.924

P 0.726 | 0.853 0.771 | 0.510 0.311 | 0.623 0.657 | 0.904 0.784 | 0.880 0.803

S 0.991 | 0.996 0.993 | 0.977 0.945 | 0.986 0.988 | 0.997 0.994 | 0.997 0.994

100 | F1 0.807 | 0.882 0.838 | 0.649 0.470 | 0.730 0.762 | 0917 0.841 | 0.902 0.858

MCC | 0.807 | 0.881 0.837 | 0.666 0.530 | 0.735 0.765 | 0.915 0.839 | 0.899 0.857

AUC ]0.995 | 0.998 0.998 | 0.992 0.976 | 0.994 0997 | 0.999 0.988 | 0.998 0.988
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Table 6.5 The Recall, Precision, Specificity, Fl1-score, MCC, and AUC values of
LogRobust when employing various data resampling methods to the three datasets,
each with the three different window sizes.

Dataset | ws | Metric | NS |SMO ADA| NM IHT| SE ST |ROSp RUS. |ROS, RUSg

R 0.949 [10:.958" 0.955 0.951 0.952 10.952 0956 | 0938 0.942 | 0.951 0.948

P 0.860 | 0.885 0.889 | 0.882 0.858 | 0.887 0.889 | 0.892 0.892 | 0.912 0.904

20 S 0.989 | 0.992 0.992 | 0.991 0.989 | 0.992 0992 | 0992 0.992 | 0.994 0.993
Fl1 0.903 | 0.920 0.921 | 0.915 0.903 | 0.918 0.921 | 0914 0916 | 0.931 0.925
MCC | 0.897 | 0.915 0.916 | 0.910 0.897 | 0.913 0916 | 0.909 0.911 | 0.926 0.920

AUC ]0970 | 0.985 0.988 0.980 0.974 | 0.983 0982 | 0974 0.975| 0.980 0.982

R 0.911 | 0.901 1 0.920 | 0.871 [0.940 | 0.944 0.904 | 0.919 0.901 | 0.901 0.898

P 0.709 | 0.895 0.879 | 0.648 0.565 | 0.821 0.823 | 0.891 0.872 | 0.902  0.896

50 S 0.968 | 0.992 0.990 | 0.953 0.942 | 0.983 0.983 | 0.991 0.989 | 0.992 0.992
BGL F1 0.792 |1 0.898 0.899 | 0.726 0.706 | 0.877 0.859 | 0.905 0.886 | 0.901 0.897
MCC | 0.783 | 0.890 0.891 | 0.718 0.703 | 0.869 0.849 | 0.897 0.877 | 0.893 0.889

AUC | 0.960 | 0.966 0.966 0.964 0.962 | 0.960 0.942 | 0.966 0.965 | 0.963 = 0.966

R 0.903 | 0.928 0.878 0.917 10.945 | 0.887 0.908 | 0.889 0.900 | 0:936 0.887

P 0.793 | 0.892 0.908 | 0.870 0.803 | 0.896 ' 0.957 | 0914 0.900 | 0.894 0.896

100 S 0.978 | 0.989 0.992 0.987 0.978 | 0.990 0.996 | 0.992 0.990 | 0.989  0.990
F1 0.844 1 0.909 0.892 | 0.893 0.868 | 0.892 0.932 | 0.901 0.900 | 0.915 0.892
MCC | 0.831 | 0.901 0.882 | 0.883 0.858 | 0.882 0.926 | 0.892 0.890 | 0.907 0.882

AUC | 0954 | 0.963 0.961 | 0.959 0.961 | 0.961 0971 | 0.967 0.964 | 0.966 0.961

R 0.766 | 0.459 0.641 0.775 "0.811 | 0.000 0.775 | 0:802° 0.703 | 0.652 0.529

P 0.084 [10.708" 0.218 | 0.108 0.127 | 0.000 0.111 | 0.141 0.313 | 0.285 0.352

20 S 0.994 | 1.000 0.998 | 0.995 0.996 [[1.000" 0.995 | 0.996 0.997 | 0.998 0.998
F1 0.151 | 0.532 0.313 | 0.189 0.220 | 0.000 0.193 | 0.239 = 0.368 | 0.376 0.371
MCC | 0.252 | 0.557 0.364 | 0.286 0.319 | 0.000 0.290 | 0.335 0.425 | 0.415 0.403

AUC | 0915 0.849 0.903 0.920 0.933 | 0.544 0916 | 0.922 0.905 | 0.685 0.870

R 0.609 | 0.529 10.598 | 0.347 [10.644 | 0.000 0.540 | 0.552 0.425 | 0.598 0.425

P 0.317 [10.804" 0.433 0.647 0.236 | 0.000 0.271 | 0.404 0.636 | 0.852 0.805

50 S 0.998 | 1.000 0.999 1.000 0.996 | 1.000 0.998 | 0.998 1.000 | 1.000 1.000
TB Fl 0.415 | 0.637 0.481 | 0.450 0.333 | 0.000 0.355 | 0.444 0.497 | 0.703 0.554
MCC | 0437 | 0.651 0.497 | 0.473 0.379 | 0.000 0.378 | 0.459 0.513 | 0.713 0.583

AUC | 0.861 | 0.881 0.864 | 0.847 [ 0.885 | 0.524 ' 0.872 | 0.854 0.860 | 0.870 0.865

R 0.449 | 0.464 0.435 10.536 0.565 | 0.029 0.485 | 0.435 0.507 | 0.464 0.420

P 0.277 | 0.436 0.510 | 0.216 0.146 [0.667 0.374 | 0.597 0.469 | 0.655 0.488

100 S 0.997 | 0.998 0.999 | 0.995 0.992 | 1.000 0.998 | 0.999 0.999 | 0.999 0.999
F1 0.340 | 0.429 0.457 | 0.297 0.232 | 0.056 0.418 | 0.501 0.484 | 0.526 0.450
MCC | 0.350 | 0.438 0.463 | 0.331 0.284 | 0.139 0.422 | 0.507 0.485 | 0.541 0451

AUC | 0.826 | 0.868 0.846 0.851 0.848 | 0.727 0.859 | 0.865 0.864 | 0.831 0.837

R 0.892 | 0.910 0.914 0.910 [0.9377]1 0.791 0913 | 0913 0.915 | 0.918 0.915

P 0.973 | 0.991 0.990 | 0.836 0.510 | 0.547 0.975 | 0.993 0.996 | 0.990 0.989

20 S 1.000 | 1.000 1.000 0.999 0.995 | 0.992 1.000 | 1.000 1.000 | 1.000 1.000
F1 0.930 | 0.949 0.950 | 0.862 0.660 | 0.542 0.943 | 0951 0.954 | 0.953 0.950
MCC | 0931 | 0.950 0.951 | 0.867 0.689 | 0.599 0.943 | 0.951 0.954 | 0.953 0.951
AUC ] 0.991 | 0.990 | 0.993 | 0.988 0.991 | 0.980 0.992 | 0.993 0.994 | 0.993 0.992

R 0.910 | 0.903 0.914 | 0.896 [[0.974 | 0.899 0.903 | 0.907 0.910 | 0.925 0.907

P 0.805 [10:.949" 0.763 | 0.736 0.218 | 0.717 0.893 | 0.957 0.884 | 0.905 0.917

50 S 0.997 | 0.999 0.996 | 0.996 0.952 | 0.995 10.999 | 0.999 0.998 | 0.999 0.999
Spirit F1 0.832 | 0.925 0.832 | 0.808 0.356 | 0.798 0.898 | 0.931 0.897 | 0.915 0.912
MCC | 0.854 | 0.925 0.833 | 0.809 0.449 | 0.800 0.897 | 0.930 0.896 | 0914 0.911

AUC ] 0.990 | 0.990 0.990 | 0.989 0.967 | 0.989 0.990 | 0.990 0.990 | 0.991 0.990

R 0918 | 0.923 0.920 0.925 70.981 ] 0.765 0913 | 0939 0.923 | 0.909 0.916

P 0.863 | 0.945 0.904 | 0.609 0.330 | 0.725 0.644 | 0.972 0.895 | 0.983 0.950

100 S 0.994 | 0.999 0.996 | 0.984 0.949 | 0.991 0987 | 0999 0.997 | 1.000 0.999
F1 0.889 | 0.933 0911 | 0.733 0.493 | 0.717 0.753 | 0.955 0.908 | 0.945 0.932
MCC | 0.885|0.932 0.908 | 0.742 0.553 | 0.725 0.759 | 0.954 0.906 | 0.944 0.931

AUC ] 0.996 | 0.999 0.997 | 0.993 0.982 | 0.994 0.995 | 0998 0.997 | 0.997 0.996

(SMOTE and ADASYN) and the oversampling method ROSp applied to raw
data, significantly enhance the overall performance of CNN across datasets, with
improvements ranging from 0.1% to 102.7% in F1, 0.5% to 103.2% in MCC, and
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Table 6.6 The Recall, Precision, Specificity, Fl1-score, MCC, and AUC values of
NeuralLog when employing various data resampling methods to the three datasets,
each with the three different window sizes.

Dataset | ws | Metric | NS |SMO ADA| NM IHT| SE ST |ROSp RUS. |ROS, RUSg

R 0.896 [0:.951 0.929 | 0.842 0.766 | 0.867 0.875 | 0.939 0.897 | 0.937 0.925

P 0.852 | 0.932 0.908 | 0.166 0.818 | 0.908 0.925 | 0.894 | 0.958 | 0.923 0.910

20 S 0.989 | 0.995 0.994 | 0.691 0.987 | 0.994 0.995 | 0.992 = 0.997 | 0.995 0.994
Fl1 0.872 1 0.941 0.918 | 0.275 0.788 | 0.886 0.899 | 0.915 0.926 | 0.930 0.917
MCC | 0.864 | 0.937 0.913 | 0.282 0.776 | 0.880 0.893 | 0.910 0.922 | 0.925 0.912
AUC ]0943 | 0.971 0.956 | 0.767 0.877 | 0.930 0.935 | 0.966 0.947 | 0.966 0.955

R 0.627 | 0.753 [0:891 ] 0.755 0.732 | 0.645 0.675 | 0.899 0.680 | 0.880 0.807

P 0.872 | 0.825 0.840 | 0.284 0.740 | 0.900 0.888 | 0.844 ~0.956 | 0.897 0.903

50 S 0.991 | 0.985 0.984 | 0.621 0.979 | 0.992 0.990 | 0.986 = 0.998 | 0.992 0.992
BGL F1 0.721 | 0.770 1 0.854 | 0.325 0.735 | 0.739 0.747 | 0.869 0.794 | 0.888 0.837
MCC | 0.718 | 0.763 0.849 | 0.297 0.715 | 0.740 0.749 | 0.860 0.794 | 0.879 0.836

AUC | 0.809 | 0.869 0.937 | 0.688 0.856 | 0.819 0.833 | 0.943 0.839 | 0.936 0.899

R 0.598 [10:892" 0.828 | 0.640 ' 0.874 | 0.755 0.713 | 0.842 0.520 | 0.878 0.656

P 0.671 | 0.715 0.831 | 0.323 0.190 | 0.799 0.887 | 0.883 0.808 | 0.879 ~ 0.904

100 S 0.878 | 0.963 0.982 | 0.601 0.650 | 0.980 0.991 | 0.989 0.985 | 0.989  0.993
F1 0.496 | 0.787 0.818 | 0.336 0.312 | 0.767 0.789 | 0.859 0.603 | 0.878 0.759
MCC | 0.511 | 0.774 0.807 | 0.259 0.300 | 0.751 0.778 | 0.848 0.608 | 0.866 0.752

AUC | 0.738 | 0.919 0.916 | 0.620 0.763 | 0.890 0.852 | 0.905 0.753 | 0.927 0.829

R 0.772 |10:862" 0.561 0.821 0.683 | 0.496 0.691 | 0.772 0.683 | 0.756 0.740

P 0.758 | 0.800 0.852 | 0.717 0.825 | 0.886 0.869 | 0.842 0.886 | 0.942 0.883

20 S 1.000 | 1.000 1.000 1.000 1.000 | 1.000 1.000 | 1.000 1.000 | 1.000 1.000
F1 0.760 | 0.827 0.676 0.765 0.738 | 0.635 0.770 | 0.805 0.771 | 0.838  0.805
MCC | 0.762 | 0.829 0.691 0.766 0.745 | 0.662 0.775 | 0.806 0.778 | 0.843 0.808

AUC | 0.856 | 0.931 | 0.780 [0.910 0.841 | 0.748 0.845 | 0.886 0.841 | 0.886 0.878

R 0.730 | 0.854 0.805 0.854 0.748 | 0.537 0.748 | 0.813 0.813 | 0:879 0.715

P 0.469 | 0.788 0.797 | 0.700 0.803 | 0.880 0.671 | 0.808 0.603 | 0.986 0.935

50 S 0.999 | 1.000 1.000 1.000 1.000 | 1.000 1.000 | 1.000 0.999 | 1.000 1.000
TB F1 0.571 [ 0.812 0.797 0.769 0.770 | 0.667 0.686 | 0.808 0.683 | 0.928 0.811
MCC | 0.585 | 0.816 0.799 0.773 0.773 | 0.687 0.697 | 0.809 0.695 | 0.930 0.818
AUC | 0.865 | 0.927 0.902 0.927 0.874 | 0.768 0.874 | 0.906 0.906 | 0.939 0.899

R 0.756 | 0.756 [0:911 ] 0.683 0.732 | 0.512 0.618 | 0.805 0.780 | 0.813 0.732

P 0.470 | 0.697 0.497 | 0.583 0.698 | 0.778 0.790 | 0.750 0.681 | 0.828 ~ 0.882

100 S 0.999 | 1.000 0.999 1.000 1.000 | 1.000 1.000 | 1.000 1.000 | 1.000 1.000
F1 0.579 | 0.718 0.641 | 0.629 0.714 | 0.618 0.642 | 0.776 0.727 | 0.820  0.800
MCC |0.596 | 0.722 0.671 | 0.631 0.714 | 0.631 0.672 | 0.777 0.729 | 0.820 0.803
AUC | 0.828 | 0.878 10.955 | 0.841 0.866 | 0.756 0.832 | 0.902 0.890 | 0.906 0.866

R 0.899 | 0.919 0.929 10950 0.940 | 0.881 0.925| 0939 0.920 | 0.919 0.924

P 0.899 | 0.969 0.902 | 0.380 0.510 [0.976 0.945 | 0.928 0.800 | 0.976  0.889

20 S 0.999 | 1.000 0.999 | 0.990 0.995 | 1.000 1.000 | 1.000 0.999 | 1.000 0.999
F1 0.895 1 0.943 0.915 | 0.534 0.661 | 0.925 0.935| 0933 0.855| 0.946 0.905
MCC | 0.897 | 0.943 0.915 | 0.591 0.690 | 0.927 0.935 | 0.933 0.857 | 0.947 0.905
AUC ]0.949 | 0.959 0.964 0970 0.968 | 0.940 0.962 | 0.969 0.960 | 0.960 0.962

R 0.931 | 0.913 1 0.937 10944 0.946 | 0.889 0919 | 0932 0.933 | 0.923 0.919

P 0.864 | 0.975 0.921 | 0.446 0.588 | 0.969 0.957 | 0.947 0.921 | 0.997 0.997

50 S 0.999 | 1.000 1.000 | 0.993 0.996 | 1.000 1.000 | 1.000 1.000 | 1.000 1.000
Spirit F1 0.896 | 0.943 0.929 | 0.603 0.724 | 0.926 0.937 | 0.939 0.927 | 0.959 0.957
MCC | 0.896 | 0.943 0.928 | 0.644 0.743 | 0.927 0.937 | 0939 0.926 | 0.959 0.957
AUC ] 0.965 | 0.962 0.968 0.968 10.971 | 0.944 0.960 | 0.966 0.966 | 0.962 0.961

R 0.938 | 0.930 0.937 | 0.829 [[0.951 | 0.853 ' 0.937 | 0.923 0.926 | 0.937 0.937

P 0.800 | 0.985 0.989 ‘ 0.810 0.556 | 0.938 0.927 | 0.989 0.974 | 0.996 0.947

100 S 0.999 | 1.000 1.000 1.000 0.996 | 1.000 1.000 | 1.000 1.000 | 1.000 1.000
F1 0.862 | 0.957 0.962 | 0.819 0.702 | 0.893 0.932 | 0.955 0.950 | 0.966 0.942
MCC | 0.865 | 0.957 0.962 | 0.819 0.726 | 0.894 0.932 | 0.955 0.950 | 0.966 0.941
AUC | 0.964 | 0.965 0.968 | 0.915 [0.973 | 0.926 0.968 | 0.961 0.963 | 0.968 0.964

0.1% to 6.6% in AUC. Table 6.5 illustrates that utilizing SMOTE, ROS., and RUS -
within the feature space, in addition to the resampling methods applied directly to raw

data (ROSR and RUS,), leads to significant performance improvements for LogRobust
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across all datasets. These methods demonstrate notable enhancements in F1 (improved
by 1.3% to 252.3%), MCC (improved by 1.3% to 121.0%), and AUC (improved by
0.3% to 5.1%). Additionally, in many cases, ADASYN and SMOTETomek significantly
perform better than NoSampling. Similarly, Table 6.6 highlights the effectiveness of
data resampling for NeuralLog. Most data resampling methods, including SMOTE,
SMOTETomek, ROS, ROSR, and RUSR, can achieve significantly better performance
than NoSampling across all datasets with improvements ranging from 1.1% to 77.0%
in F1, 1.8% to 69.5% in MCC, and 0.1% to 25.6% in AUC. In summary, SMOTE,
ROSE, ROSR, and RUSR, applied to DLLAD approaches significantly outperform
NoSampling. Additionally, improvements are observed in other metrics such as Recall
and Precision.

In addition, we observe that employing ROSR on all three DLLAD approaches
consistently yields superior performance. Specifically, ROSy ranks within the top two
groups (represented by the darkest purple color) in all 27 cases (3 DLLAD approaches
x 3 datasets x 3 window sizes) in terms of at least two comprehensive metrics.
SMOTE emerges as the second recommended data resampling method, demonstrating
significantly better performance than NoSampling in 26 out of 27 cases across all
datasets in terms of at least two comprehensive metrics. Similarly, ROS and RUSR
outperform NoSampling in 25 out of 27 cases, followed by ADASYN in 24 out of
27 cases. In contrast, NearMiss, IHT, and SMOTEENN exhibit poor performance,
succeeding in only 10 out of 27, 4 out of 27, and 13 out of 27 cases, respectively.

Finding 5: Employing SMOTE, ROS., ROSR, and RUS, to alleviate the class
imbalance can yield better results compared to NoSampling in DLLAD. 7
Finding 6: Data resampling on the raw data (ROSp and RUSj) tends to
outperform data resampling in the feature space (including the advanced hybrid
one SMOTETomek), particularly in the case of undersampling. *

Finding 7: In general, oversampling exhibits better performance compared to
undersampling and hybrid sampling.

In datasets characterized by moderate imbalance, such as BGL and Spirit, several
data resampling methods contribute to improved performance in DLLAD approaches.
Given the consistent results between F1 and MCC, and the minimal changes in
AUC in certain cases, our analysis primarily focuses on the outcomes of MCC, a
recommended symmetric metric. For the BGL dataset with a ws of 20, CNN achieves
high performance with an MCC of 0.964 (as shown in Table 6.4). Most data resampling
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methods, excluding /HT, contribute to a slight improvement of 0.4%—1.2%. When the
ws is set to 100, the impact of data resampling methods becomes more significant, with
enhancements ranging from 40.1% to 78.8%. The Recall is increased by the reduction
in false positives, leading to a higher percentage of accurately predicted anomalies
and an overall enhancement in the comprehensive metric MCC. With ws=50, IHT,
ROSf, and RUS > perform inferiorly to NoSampling, while others improve NoSampling
by 5.5%—14.6%. Similarly, for the same dataset with ws=20, most data resampling
methods, except for /HT, enhance the performance of LogRobust (Table 6.5), with
improvements ranging from 1.3% to 3.2%. At ws=50, aside from undersampling
methods applied to the feature space (i.e., NearMiss and [HT), all other methods
positively impact the performance, with improvements of 8.4%—14.6%. Atws=100, all
data resampling methods enhance NoSampling with an increase of 3.2%—11.4%. In the
case of NeuralLog, data resampling methods consistently show improvement trends,
as shown in Table 6.6. Except for NearMiss and IHT, all other resampling methods
lead to improvements ranging from 1.9% to 69.5% across three window sizes.

For the Spirit dataset with ws=20, Table 6.4 illustrates that most data resampling
methods, except for NearMiss, IHT, and SMOTEENN, contribute to an improvement
in the performance of CNN, with enhancements ranging from 4.0% to 12.0% in
MCC. With ws=50, except for NearMiss, IHT, SMOTEENN, and RUSp, other
methods show positive effects, resulting in improvements of 1.0% to 26.0%. At
ws=100, except for NearMiss, IHT, SMOTEENN, and SMOTETomek, other methods
enhance NoSampling by 3.7% to 13.4%. Table 6.5 indicates that data resampling on
LogRobust has a comparable impact to data resampling on CNN. With the exception
of undersampling and hybrid sampling methods applied within the feature space, other
methods excluding ADASYN contribute to an increase in NoSampling by 1.3% to
8.9% across three window sizes. When applying data resampling to NeuralLog, only
NearMiss, IHT, and RUS do not enhance its performance across window sizes, as
demonstrated in Table 6.6. Other data resampling methods show improvements of
0.9% to 11.7% compared to NoSampling.

In the highly imbalanced Thunderbird dataset, both ROS, and SMOTE demonstrate
overall performance enhancements for DLLAD approaches, with ROS showing
statistically significant improvements across all cases. When applying data resampling
methods to CNN on this dataset, unexpected results appear. Undersampling methods,
such as RUS, RUS R, NearMiss, as well as the hybrid sampling method SMOTEENN,
uniformly cause the CNN to classify all log sequences as normal sequences, resulting
in performance metrics (i.e., Recall, Precision, F1, and MCC) being reduced to 0.
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Conversely, ROS improves NoSampling by 48.2%, 103.2%, and 79.8% for ws set
to 20, 50, and 100, respectively. Surprisingly, a statistically significant difference
in CNN performance is only observed with SMOTETomek and ROSp. Table 6.5
demonstrates that when applying data resampling to LogRobust on this dataset, all data
resampling methods except for NearMiss, IHT, SMOTEENN, and SMOTETomek yield
improvements ranging from 5.0% to 121.0% across three window sizes. In contrast to
the effects observed on CNN, it is worth noting that undersampling, oversampling, and
hybrid sampling methods except for ADASYN, IHT, and SMOTEENN, can positively
impact NeuralLog (as shown in Table 6.6). Particularly, random sampling applied to
raw data (i.e., ROSy and RUS}R) substantially enhances the MCC of NoSampling by
6.0% to 59.0%. In addition, concerning other metrics such as Recall and Precision,
data resampling methods (except for NearMiss, IHT, and SMOTEENN) significantly

outperform NoSampling across all datasets in most cases.

7~

Finding 8: In cases of severe class imbalance (e.g., the abnormal proportion
is less than 1%), ROSR consistently enhances the effectiveness of DLLAD
approaches. In cases of moderate class imbalance, SMOTE, ROS, ROSp, and
RUSF, exhibit effectiveness improvements across DLLAD approaches.

Furthermore, there are other noteworthy observations from the analysis. Some
undersampling methods (i.e., NearMiss and IHT) might not perform well in many
cases, particularly in the dataset with severe class imbalance. The limited performance
of these methods can be attributed to the significant reduction of the majority
class while addressing class imbalance. This reduction poses a risk of losing vital
information present in the log data. Hybrid sampling methods like SMOTEENN
attempt to address class imbalance by generating synthetic abnormal sequences and
subsequently eliminating normal log sequences that share overlapping features with
another class. Similarly, SMOTEENN cannot effectively improve the performance
of DLLAD approaches. One potential reason for this limitation is that removing
normal log sequences based on overlapping features between the synthetic abnormal
sequences (which may contain noise) and the normal data may also result in the loss
of crucial information. In contrast, oversampling methods, which focus on generating
additional log sequences of the minority class, effectively mitigate the class imbalance
issue. While this process may introduce some level of noise due to the replication
and generation of abnormal log sequences, it seems to be a more effective strategy

for preserving crucial information within log data. These observations emphasize the

123



Chapter 6. On the Influence of Data Resampling for Deep Learning-Based Log
Anomaly Detection: Insights and Recommendations

trade-off between addressing class imbalance and retaining critical data information

when applying the data resampling methods in DLLAD.

Finding 9: Undersampling methods NearMiss and IHT are often ineffective
in addressing the data imbalance problem. In addition, the hybrid method
SMOTEENN generally does not improve the performance of DLLAD
approaches. \

Table 6.7 An example of an abnormal log sequence from the Spirit dataset with ws=20,
where the second log event is highlighted in orange as it represents an anomaly (left),
and the top five tokens in the log sequence contributing to the DLLAD model’s correct
prediction are highlighted in orange (right).

# | Logevent | Top five tokens

1 | publickey for < * > from < * > port < * > ssh< * > NoSampling ¥: publickey, opened, closed, port, user

2 | LANai is not running. Allowing port=< * > open for debugging | SMOTE «: publickey, debugging , LANai , opened, user

3 | NOTICE: < * >

4 | closed for user < * > ADASYN #: publickey, debugging , opened, user, ssh

5 | opened for user < * > by < * >

6 | publickey for < s > from < % > port < % > ssh< % > NearMiss ¥: publickey, opened, closed, user, ' debugging

7 | opened for user < * > by < * >

8 | publickey for < * > from < * > port < % > ssh<< % > IHT «: publickey, debugging , LANai , opened, user

9 | opened for user < * > by < * >

10 | publickey for < * > from < * > port < % > ssh<< * > SMOTEENN X: publickey, closed, opened, user, NOTICE

11 | opened for user < * > by < * >

12 | publickey for < * > from < * > port < * > ssh< * > SMOTETomek «: publickey, opened, NOTICE, ' debugging , closed
13 | opened for user < * > by < * >

14 | publickey for < % > from < % > port < % > ssh<< * > ROS - ¥: publickey, debugging , NOTICE, LANai , closed
15 | opened for user < * > by < * >

16 | publickey for < * > from < * > port < * > ssh< * > RUS ¢: publickey, debugging , ' LANai , NOTICE, closed
17 | opened for user < * > by < * >

18 | publickey for < % > from < % > port < % > ssh<< % > ROS R +: | debugging , port , open , publickey, NOTICE
19 | opened for user < * > by < * >
20 | publickey for < % > from < * > port < * > ssh< * > RUS i +: | debugging , NOTICE, port , user, publickey

6.4 Discussion

6.4.1 Why Do(not) Data Resampling Methods Work

In RQ3, we investigate the impact of various data resampling methods on the
performance of DLLAD approaches. To enhance the interpretability of their
performance, we utilize Local Interpretable Model-agnostic Explanations (LIME)
[243], which is a widely-used model-agnostic explainable algorithm for explaining
deep learning models in software engineering [244-249]. LIME can identify the most
important tokens in a log sequence that contribute to the DLLAD model’s prediction.
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Table 6.8 An example of a normal log sequence from the Thunderbird dataset with
ws=20, along with the top five tokens in the log sequence contributing to the DLLAD
model’s prediction (right).

# | Log event | Top five tokens
1 | client does not accept options NoSampling X: client, no, free, leases, options
2 | client does not accept options SMOTE ¥ : client, options, Temperature, changed, stratum
3 | client does not accept options
4 | client does not accept options ADASYN #: client, options, Temperature, Celsius, stratum
5 | client does not accept options
6 | from < * > via ethl: network < * > no free leases NearMiss X: client, options, no, free, leases
7 | from < % > via ethl: network < * > no free leases
8 | /dev/sda, Temperature changed < * > Celsius to < * > Celsius since last report | IHT «: client, options, Temperature, stratum, network
9 | /dev/sda, Temperature changed < % > Celsius to < * > Celsius since last report
10 | to < * > stratum < * > SMOTEENN #: client, options, Celsius, Temperature, network
11 | to < % > stratum < * >
12 | to < * > stratum < * > SMOTETomek ¥: client, options, Celsius, Temperature, stratum
13 | /dev/sda, Temperature changed < * > Celsius to < * > Celsius since last report
14 | client does not accept options ROS ;. ¥: client, options, Temperature, Celsius, stratum
15 | client does not accept options
16 | client does not accept options RUS. ¢: client, options, Celsius, Temperature, stratum
17 | client does not accept options
18 | client does not accept options ROS; ¥: client, options, Temperature, Celsius, stratum
19 | client does not accept options
20 | client does not accept options RUS; ¢: client, options, Temperature, Celsius, stratum

In Tables 6.7 and 6.8, we present two examples showcasing the LIME results
for an actual abnormal and normal log sequence, both with and without employing
data resampling methods. The first column denotes the number of log events in the
log sequence, while the second column describes the specific content of each log
event. The last column displays the top five tokens contributing to the LogRobust
prediction with various data resampling methods. (1) The example in Table 6.7 is
derived from the Spirit dataset with ws=20, where certain data resampling methods
perform better than NoSampling in terms of Recall. The second log event, highlighted
in orange, signifies its abnormal nature. This event signifies the attempt to open a
port for debugging purposes, which is typically considered an abnormal operation in
a production environment. Such an action may suggest a potential security risk or an
effort to troubleshoot an issue. LogRobust with NoSampling erroneously predicts the
actual abnormal log sequence as normal. Examining the top five tokens reveals none
of them appearing in the abnormal log event, thereby failing to accurately capture
any abnormal information. However, when employing data resampling methods
except for SMOTEENN, LogRobust correctly predicts the abnormal sequence based
on highlighted abnormal tokens. Notably, with ROSy, three tokens overlap with
the abnormal log event, suggesting that properly duplicated log sequences in the raw
data could positively influence DLLAD models in learning real patterns for detecting
anomalies. (2) The example in Table 6.8 is derived from the Thunderbird dataset with
ws=20, where certain data resampling methods substantially improve the Precision
values compared to NoSampling. LogRobust with NoSampling erroneously predicts
the actual normal log event as abnormal. The top five tokens extracted by LogRobust
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with NoSampling primarily focus on the sixth and seventh log events. These events
describe the unavailability of an IP address for allocation. While this repetition of log
messages may imply network configuration or capacity planning issues, it is important
to consider that in a dynamically changing network environment, especially with a
large number of temporary devices or clients, such occurrences may be anticipated.
After employing data resampling methods, except for NearMiss, the LogRobust
model shifts its attention to different tokens, such as “Temperature”, “changed”,
and “Celsius”, and predicts the actual normal log event as normal. In summary,
certain data resampling methods can prioritize crucial tokens in log sequences, aiding
DLLAD models in making more accurate predictions than NoSampling. Consequently,
DLLAD models utilizing data resampling methods demonstrate improved prediction
capabilities for both abnormal and normal log sequences. These advancements may
result from the enhanced distribution of training data achieved through data resampling
methods, enabling the model to better distinguish between normal and abnormal log
sequences based on learned patterns.

6.4.2 Implications of Our Findings

The analysis of the experiments demonstrated the superiority of SMOTE, ROS,
ROSR, and RUSR, over other data resampling methods in most cases. The choice of
window size and DLLAD model significantly influence the comparative outcomes.
This research carries several practical implications for practitioners.

(1) Efficiency prioritization: Practitioners typically aim to efficiently train
DLLAD models to identify log anomalies within a short timeframe. In this regard,
CNN and LogRobust require less training time, and larger window sizes can notably
reduce costly processing time. Additionally, applying ROS and RUS methods on
raw data for data duplication and removal before embedding takes considerably less
time than data resampling methods in feature spaces. Based on our experimental
findings, LogRobust outperforms CNN overall. Hence, employing ROSy and RUSR
with LogRobust is recommended for efficient prediction.

(2) Effectiveness prioritization: For non-urgently training DLLAD models to
detect log anomalies, practitioners prioritize high accuracy in predicted results. In
datasets with smaller window sizes and more balanced distributions (e.g., BGL and
Spirit), the difference between LogRobust and NeuralLLog is not significant. However,
for highly imbalanced datasets (e.g., Thunderbird), NeuralLog noticeably outperforms
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LogRobust. Thus, it is advisable to adopt these data resampling methods (SMOTE,
ROS R, ROSR, and RUS ) with NeuralLog for effective prediction.

6.5 Threats to Validity

6.5.1 Limited Models and Datasets

One potential concern pertains to our selection of DLLAD approaches, we adapted
existing supervised approaches for our empirical investigation. This choice is
motivated by several factors: Semi-supervised approaches leverage only a fraction of
normal logs, whereas unsupervised methods assume datasets lack labels, diverging
from our fully supervised data scenario. Furthermore, some unsupervised and
semi-supervised approaches share a model structure similar to NeuralLog, as
observed in LAnoBERT [115] and Hades [14]. Previous empirical studies [11, 12]
have consistently shown inferior performance of unsupervised and semi-supervised
approaches compared to supervised ones. Hence, we deliberately include the latest
supervised approaches as our evaluated DLLAD approaches. Another concern arises
from the limited availability of datasets. Given that there are currently only several
public datasets available (i.e., HDFS, BGL, Thunderbird, and Spirit), approaches have
already demonstrated good performance on HDFS, we have chosen to exclusively use
the remaining three datasets for our experimental analysis. In future work, we intend

to investigate the generalizability of our conclusions across more datasets.

6.5.2 Hyperparameter Settings

The selection of an appropriate resampling ratio of normal to abnormal data constitutes
a threat when assessing the effectiveness of data resampling methods. Considering
numerous data resampling methods and the impracticality of evaluating all of them
across diverse datasets with exhaustive resampling ratio variations, it is crucial to
systematically choose the resampling ratio. To address this challenge, we introduce
a standardized quarter-based unit for a consistent benchmark across various data
resampling methods. On this basis, the general conclusions obtained aid researchers in

narrowing their focus for subsequent study phases.
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6.5.3 Generalizability

To enhance the generalizability of our findings, we intentionally select three distinct
categories encompassing a total of ten data resampling methods. These data resampling
methods are systematically applied to three existing DLLAD approaches on publicly
available datasets. Our objective does not compare the effectiveness of those DLLAD
approaches but rather focuses on evaluating the capabilities of different data resampling
methods applied to those approaches. As such, our findings aim to highlight general
trends in how data resampling affects different DLLAD approaches, with the ultimate
goal of offering valuable insights to inform future research endeavors.

6.6 Chapter Summary

In this chapter, our study represents a pioneering effort in comprehensively assessing
the impact of ten data resampling methods on alleviating class imbalance in DLLAD.
Through empirical analysis, we have derived several critical insights. Firstly, severe
data imbalances, like in the Thunderbird dataset, often lead to poor performance in
DLLAD approaches. Secondly, oversampling methods generally outperform both
undersampling and hybrid sampling methods. Moreover, data resampling on raw data
yields superior results compared to data resampling in the feature space. Notably,
ROSR exhibits outstanding performance, particularly in scenarios characterized by
severe class imbalances. Thirdly, certain undersampling and hybrid sampling methods,
such as SMOTEENN and IHT, show limited effectiveness in most cases. Furthermore,
our exploration of different resampling ratios of normal to abnormal data provides
actionable recommendations for optimizing the impact of data resampling on DLLAD
approaches. We suggest generating more data for minority classes (oversampling)
to significantly reduce class imbalance while removing less data from majority
classes (undersampling). In summary, our findings provide a valuable roadmap for
researchers seeking to address the issue of data imbalance in DLLAD. By adopting the
recommended strategies for data resampling, researchers can enhance the performance
and effectiveness of DLLAD approaches.
Data Availability. Our source-code and data are publicly available?.

Zhttps://github.com/ResamplingDLLAD/ResamplingEmpirical
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Chapter 7
Conclusion and Future Work

This thesis introduces innovative text representation learning approaches aimed at
overcoming challenges in four intelligent software engineering tasks: security bug
report detection, bug report title generation, log anomaly detection, and class imbalance
in log anomaly detection. The chapter wraps up with a summary of the contributions

made and offers insightful recommendations for future research directions.

7.1 Thesis Contributions

In the area of security bug report detection, we introduce CASMS. It employs ¢f —
1d f weighted CBOW for text representation and then applies the k-means clustering
algorithm to group data. Within each cluster, a specific number of non-security bug
reports closest to the centroid are chosen as representative samples. The Elbow method
is utilized to determine the optimal number of clusters. Subsequently, the selected
non-security samples and all security samples are fed into a CNN-BLSTM model to
enhance representation learning. Through extensive experiments conducted on 44,940
bug reports, our proposed approach demonstrates its capability to effectively detect
security bug reports and compete with baseline methods. It shows an improved recall
of 10.33% to 36.24% and an enhanced g-measure of 4.09% to 24.26%, coupled with
strong robustness.

In the area of bug report title generation, we propose AttSum. It employs an
encoder-decoder framework featuring a pre-trained RoOBERTa as the encoder and a
stacked Transformer as the decoder. In addition, we incorporate a copy mechanism
to learn some necessary tokens from the descriptive bug report body to the generated
title. Through experiments conducted on 333,563 bug reports and subsequent analysis
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using automatic and human evaluation methods, our approach demonstrates superiority
over extractive and abstractive baselines. Specifically, we observe improvements of
3.4%-58.8% in ROUGE F1 and 7.7%-42.3% in BLEU scores. Furthermore, manual
evaluation is conducted on 200 bug reports with titles generated by baselines and 50
low-quality bug reports with two titles (one generated by our approach and the other the
original). The results reveal that AttSum outperforms baselines across all modalities,
showcasing improvements of 1.9%-57.5% and statistically significant enhancements
in low-quality titles. These findings demonstrate that our approach excels in generating
more coherent and precise bug report titles.

In the area of log anomaly detection, we put forward AdalLog, which is a
semi-supervised approach. It leverages the pre-trained BERT for log representation
and uses k-means to roughly classify unlabeled and labeled training log data into
distinct groups. Subsequently, utilizing the distances between unlabeled samples
and cluster centroids, as well as the average distances between normal/abnormal
samples and their respective centroids, our self-adaptive clustering method divides
the calculation of the probability of each unlabeled sample being normal into
twelve scenarios. Following this, samples with probabilities falling within the
range [0,1] are fed into the transformer model for representation learning and
prediction. We conduct a comprehensive evaluation comparing AdaLog with SOTA
approaches. The experimental results demonstrate its superiority, with Adalog
enhancing semi-supervised baselines by an average of 17.8% to 2489.8% in terms
of F1 score. Additionally, AdaLog outperformed two supervised baselines in most
cases, with an average improvement of 10.9% to 23.8% in F1 score. Furthermore, we
recommend a reasonable undersampling ratio to further enhance performance.

Given the persistent challenge of class imbalance in log anomaly detection, we
investigate the impact of alleviating this imbalance through data resampling methods
on performance improvement. Initially, we assess the performance of representative
approaches on three public datasets, revealing that severe data imbalance often leads
to subpar results. Subsequently, we explore the effectiveness of various oversampling,
undersampling, and hybrid sampling methods on these approaches. Our observations
indicate that oversampling methods generally outperform both undersampling and
hybrid sampling methods, and data resampling on the raw data yields superior
results compared to resampling in the feature space. Moreover, we advise against
certain undersampling and hybrid sampling methods, such as SMOTEENN and
InstanceHardnessThreshold. Additionally, we recommend generating more minority
data for oversampling and removing less majority data for undersampling to optimize
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performance. These insights offer valuable guidance and strategic recommendations

for leveraging data resampling to enhance the effectiveness of log anomaly detection.

7.2 Contributions to Software Engineering

These contributions collectively enhance software engineering practices by providing
practical, validated tools and insights that address common challenges.

CASMS Approach for SBR Identification: The proposed CASMS approach aims
to effectively and efficiently identify SBRs within bug tracking systems, enhancing the
overall management and organization of bug reports. By accurately clustering similar
reports, CASMS helps reduce redundancy, streamline the triage process, and improve
prioritization, thus optimizing the workflow for developers and support teams.

AttSum for Generating High-Quality Bug Report Titles: AttSum, our proposed title
generation method, has been validated through both automated metrics and manual
evaluations, demonstrating its ability to produce high-quality bug report titles. This
method can be directly integrated into bug tracking systems as a tool to assist bug
reporters in drafting clear and informative titles. AttSum can act as a template or
suggestion feature, guiding users to create consistent and descriptive titles, which can
significantly enhance the readability and usability of bug reports.

AdalLog for Log Anomaly Detection: Adalog is a semi-supervised approach
designed to identify anomalies in log data, requiring only a subset of labeled logs. This
makes it particularly suitable as a plug-in function for log analysis in monitoring tools,
where labeled data is often scarce. By integrating AdalLog, log monitoring systems
can improve their ability to detect irregularities and potential issues in real-time, thus
supporting proactive maintenance and faster issue resolution.

Addressing Class Imbalance and Expanding Applications: The fourth contribution
tackles the issue of class imbalance in log anomaly detection, offering strategies and
insights that extend beyond the initial study’s context. These approaches are valuable
across various software engineering domains, including different types of anomaly
detection, fraud detection, and other areas where imbalanced data presents significant
challenges. This work lays the foundation for future research into advanced data
balancing techniques, aiming to enhance the robustness and reliability of machine
learning/deep learning models across diverse applications.
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7.3 Limitations and Future Research Work

While our approaches for representation learning have yielded notable successes, there
remain avenues for further enhancement based on our findings.

In the area of security bug report detection, our current methodology involves
utilizing a word2vec model for text representation, employing a clustering method, and
implementing a combined sequential model for semantic capture and representation
learning from bug reports. Moving forward, we aim to streamline these processes
by implementing a more generalized framework. This may entail integrating a
pre-trained language model with a classification model to establish an end-to-end
mapping between text representation and the learning classification objective. Such
an approach would facilitate automation and potentially improve overall performance
in bug report detection.

In the area of bug report title generation, our proposed deep attention-based
summarization model, AttSum, utilizes a RoOBERTa encoder for text representation and
a stacked transformer decoder for text generation. Additionally, a copy mechanism
is incorporated to address rare token occurrences. Large language models (LLMs),
such as RoBERTa, play a crucial role in natural language processing due to their
exceptional performance. We employ a common strategy of fine-tuning these models
using downstream datasets, yielding promising results. In the future, we aim to
explore methods for reducing tuning costs while preserving the effectiveness of LLMs,
especially considering their increasing size and the volume of training data. To this
end, we consider in-context learning as a novel approach, leveraging LLMs with
demonstrations to perform downstream tasks without requiring parameter updates.

In the area of log anomaly detection, we present a semi-supervised approach
AdalLog, which incorporates a self-adaptive clustering method for representation
features. Our focus in future work will be on improving the robustness of our approach
to resist external attacks. Previous studies [250-252] have pointed out that data-driven
deep learning models are vulnerable to perturbations in input data, making them
susceptible to adversarial attacks. While AdalLog leverages a transformer, a deep
learning model, for anomaly prediction, its semi-supervised nature and utilization of
a self-adaptive clustering technique mitigate sensitivity to input variations. However,
we recognize the importance of integrating adversarial attack techniques to bolster the
overall effectiveness and resilience of AdalLog. This enhancement will facilitate its

application across various domains within the log anomaly detection field.
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In the area of log anomaly detection, our empirical investigation has shed light on
the significance of data resampling in addressing class imbalance and its subsequent
impact on performance. According to these findings, we recommend several data
resampling methods to enhance model performance. In our future work, we plan
to 1) explore combining these methods, such as applying oversampling techniques
both to the raw data and in the feature space, to enrich and broaden the dataset
for more effective model training; and 2) investigate the role of loss functions in
model performance. Although these functions do not alter the data distribution, they
adjust weights, which can influence the overall effectiveness of log anomaly detection
models. Our aim is to gain deeper insights and optimize existing approaches through
thorough exploration in this domain.
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