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Context: Autonomous driving systems (ADSs) promise enhanced transportation efficiency but face critical
challenges in ensuring reliability across complex driving environments. Effective testing is essential to validate
ADS performance and mitigate real-world risks.

Objective: This study investigates current ADS testing practices for both modular and end-to-end systems,
identifies key demands (needs required by practitioners and researchers), and examines gaps between research
and real-world demands. We review critical testing techniques and extend to involve Vehicle-to-Everything
(V2X) communication and Foundation Models (FMs), including large language models and vision foundation
models, in enhancing ADS testing performance. We provide literature reviews and outline future directions for
each demand of industry practitioners and academic researchers.

Methods: A large-scale survey was conducted with 100 participants, including industry practitioners and
academic researchers. We first discuss survey questions with professionals, distribute them to industry
practitioners and academic researchers, and conduct follow-ups. Quantitative and qualitative analyses uncover
key trends and challenges.

Results: Findings reveal that existing ADS testing techniques struggle to evaluate real-world performance
comprehensively, including the diversity of corner cases, the gap between simulation and real-world testing, the
lack of comprehensive testing criteria, potential attacks, practical deployment for V2X, and the computational
costs for FMs. By analyzing participants’ responses and 105 relevant papers, we summarize the future research
directions.

Conclusion: Our study highlights critical research gaps in ADS testing and underscores the demands of industry
practitioners and academic researchers. We provide future directions for ADS: comprehensive testing criteria,
cross-model collaboration in V2X, enhancing cross-modality (e.g., text and image) adaptation in FM testing,
and scalable ADS validation frameworks. These insights contribute to advancing software engineering practices
for ADS development, ensuring safer and more reliable autonomous systems.
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1. Introduction in 2020, allowing experienced drivers to test the latest ADS capabili-
ties [1]. Waymo tested Level 4 [4] autonomous driving in multi-city

The rapid advancements in autonomous driving systems (ADSs) environments and launched the autonomous driving taxi service in

have revolutionized modern transportation, but safety concerns and
testing challenges remain critical barriers to widespread adoption [1-
3]. Testing autonomous driving systems requires addressing complex
challenges, including corner case diversity, real-world simulation fi-
delity, and the integration of emerging technologies like Vehicle-to-
Everything (V2X) communication. For instance, leading industry play-
ers such as Tesla launched the Full Self-Driving (FSD) Beta program

* Corresponding author.

2018, which is now employed more than a hundred thousand times per
week [2]. Apollo Go is subject to Baidu’s autonomous driving travel
service, which started in 2020 and has already provided nearly nine
hundred thousand rides [3]. However, despite these advancements, the
safety and reliability of ADSs remain a major concern, with reports of
nearly 400 crashes, particularly involving Tesla’s ADS [5]. Therefore,
rigorous testing methodologies are crucial to ensuring the robustness

E-mail addresses: yihanliao4-c@my.cityu.edu.hk (Y. Liao), jzhang2297-c@my.cityu.edu.hk (J. Zhang), jacky.keung@cityu.edu.hk (J. Keung),

xiaoy367 @mail.sysu.edu.cn (Y. Xiao), yrd224@lehigh.edu (Y. Dai).

https://doi.org/10.1016/j.infsof.2025.107859

Received 25 March 2025; Received in revised form 21 June 2025; Accepted 28 July 2025

Available online 5 August 2025

0950-5849/© 2025 Elsevier B.V. All rights are reserved, including those for text and data mining, Al training, and similar technologies.


https://www.elsevier.com/locate/infsof
https://www.elsevier.com/locate/infsof
https://orcid.org/0000-0002-8002-9190
https://orcid.org/0000-0001-6043-4239
https://orcid.org/0000-0002-3803-9600
https://orcid.org/0000-0002-2563-083X
https://orcid.org/0000-0002-2553-6915
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
https://github.com/ADSTestingSurvey/ADS-Testing
mailto:yihanliao4-c@my.cityu.edu.hk
mailto:jzhang2297-c@my.cityu.edu.hk
mailto:jacky.keung@cityu.edu.hk
mailto:xiaoy367@mail.sysu.edu.cn
mailto:yrd224@lehigh.edu
https://doi.org/10.1016/j.infsof.2025.107859
https://doi.org/10.1016/j.infsof.2025.107859
http://crossmark.crossref.org/dialog/?doi=10.1016/j.infsof.2025.107859&domain=pdf

Y. Liao et al.

of ADSs, a topic extensively explored in the software engineering
community.

In recent years, the software engineering community has presented
many testing insights and approaches, one of the prominent fields is
test case generation, which aims to create diverse and challenging
driving scenarios for ADS validation [6-12]. Besides, to reduce the
costs of ADS real-world testing, simulation platforms have emerged
as an effective alternative [3,13-15] by generating a large number of
driving test scenarios. V2X communication is another promising area
of research that enhances information exchange between vehicles and
their surroundings, allowing wireless communication with vehicles,
infrastructure, and pedestrians, improving safety and efficiency. Its
integration adds complexity to testing, as cooperative ADSs require
validation at both the individual vehicle and multi-agent/system-wide
levels. Existing testing frameworks mainly focus on single-agent per-
formance, neglecting V2X interactions [16]. This survey examines V2X
testing practices, identifying gaps between research and real-world im-
plementation and providing insights into future directions for ensuring
V2X-enabled ADSs’ robustness and reliability [17-19].

Additionally, emerging Foundation Models (FMs), such as Large
Language Models (LLMs) and Vision Foundation Models (VFMs), are
being integrated into ADS testing to improve methodologies [10,20].
LLMs can automate scenario generation, create adversarial corner
cases, and provide natural language explanations for test results [12,
21-23]. VFMs enhance perception by synthesizing realistic environ-
ments and identifying critical failure cases [24,25]. Current research
mainly explores theoretical applications, with few surveys on the
practical integration of FMs into ADS testing frameworks. This gap
highlights the need to explore how FMs can improve testing method-
ologies. Thus, we aim to investigate FMs’ role in ADS testing, identify
challenges, and propose future directions to enhance ADS robustness
and reliability.

With the rapid development of ADS testing techniques, many survey
papers have summarized and compared them [26,27]. The most related
paper to our work is from Lou et al. [26], which conducted a survey
and literature review on ADS testing. However, compared to their work,
we have (1) covered a broader scope by incorporating over three times
the number of survey questions as their study (31 questions) with a
similar number of responses and analyzed the results separately for
academic and industry participants, (2) expanded the discussion to
include testing criteria, potential attacks, V2X collaboration, FMs, etc.
Consequently, a gap exists in understanding how emerging research
aligns with the current ADS testing demands of industry practitioners
and academic researchers, particularly for Level-3 to Level-5 ADSs as
defined by the SAE J3016 standard [28], which describe conditional
to full driving automation and are the primary focus of both industrial
deployment and academic investigation. To address this, we present
a large-scale survey and literature review on two systems under test
(SUT): modular and end-to-end (E2E) ADSs. Modular ADSs are com-
posed of separate perception, planning, and control modules, while E2E
ADSs rely on a unified deep learning model to directly map sensor
inputs to driving actions. This study aims to explore three key research
questions (RQs):

» RQ1: What are the current practices and demands in ADS testing?

* RQ2: To what extent does the current work contribute to the
industry practitioners’ and academic researchers’ demands?

» RQ3: What are the challenges and future directions of demands?

Our survey methodology has three stages: discussion, survey, and
follow-up. Specifically, we first discuss current practices and demands
with professionals to acquire an initial understanding. Based on these,
we design a 107-question survey and distribute it to gather industry
practitioners’ and academic researchers’ experiences and expectations.
Finally, in the follow-up stage, participants explain the reasons for their
demands, helping us explore current demands in depth.
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Our survey studies three aspects: the basic information about ADS
and its testing techniques, testing on V2X communication, and the
utilization of FMs in ADS testing. Based on the response, we sum-
marized 7 demands, including 1 V2X-related and 2 FM-related ADS
testing demands. We analyzed the perspectives of both practitioners
and researchers on each demand, highlighting their respective concerns
and priorities. The demands are (1) diversity in corner cases, (2)
bridging gaps between simulation and real-world testing, (3) more
comprehensive testing criteria, (4) effective defenses against current
attacks, and (5) seamless cross-model collaboration in V2X systems. The
demands of FMs for testing contain (6) Test case quality generated by
LLMs and (7) reliable cross-modality integration when using FMs. To
the best of our knowledge, we are the first to conduct surveys on the
V2X system and utilization of FMs in ADS testing. To understand the
state-of-the-art techniques in ADS testing, we conduct literature reviews
on papers published in mainstream venues across various domains,
including software engineering (TSE, TOSEM, ICSE, ISSTA, FSE, ASE,
etc.), vehicle intelligence (TITS, TIV, IV, etc.) and artificial intelligence
(AAAI, CVPR, NeurIPS, etc.) Along with the survey responses, we
conclude seven emerging challenges and demands.

Contribution. The main contributions of this work are as follows:

* We conduct an advanced ADS testing survey by investigating
testing practices and challenges in two SUTs: modular and E2E
ADS.

+ We are the first to extend the ADS testing survey by investigating
V2X collaboration and the role of FMs in ADS testing, discussing
their challenges and the gaps in current testing frameworks.

» We conduct a large-scale survey (107 questions) with both aca-
demic and industrial participants, identifying key testing demands
and gaps between research and real-world practices.

2. Related work

Huang et al. conducted a comprehensive literature review of the
safety of Deep Neural Networks (DNNs) by surveying 202 papers [29].
They discussed the testing of DNNs and identified 11 prominent chal-
lenges. Wang et al. surveyed software testing with LLMs by analyzing
102 relevant papers and summarizing several challenges, such as the
case coverage and real-world application [30]. Compared to their work,
our study focuses on ADS testing by not only conducting literature
reviews but also a large-scale survey.

Many literature reviews center around ADS testing reviews [11,
26,27,31], including scenario-based ADS testing [11], critical scenario
identification and challenges [31]. Compared to these reviews, we
conducted a comprehensive survey of the ADS testing and discussed
the general testing challenges. Among those overall reviews, the work
from Tang et al. presented a thorough literature review of ADS testing
and identified the challenges and opportunities [27]. Compared to their
work, our work invited 100 ADS testing practitioners or researchers to
participate in our survey and follow-up open-ended questions to ana-
lyze the current practices and challenges of ADS testing. The reviews
conducted by [26] also focus on ADS testing and are most related to our
study. However, they do not discuss the V2X system and the utilization
of FMs in ADS testing, which we include in our paper.

3. Methodology

Following practices in [26,32], our survey design contains three
stages: Discussion, Survey and Follow-up as displayed in Fig. 1. We
first discussed with four professionals in the ADS industry to initially
understand the current practices and expectations for ADS testing.
Then, we designed a comprehensive and large-scale survey of 100
ADS testing practitioners and researchers. For participants who meet
our follow-up criteria, we further invited them to answer open-ended
questions.
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Stage 1 - Discussion

Stage 2 - Survey Study

~ Stage 3 - Follow-up
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Fig. 1. The process of our survey.
Table 1 and data-driven methods rely on real-world data. A more detailed
Professionals on survey design discussion stage. literature review is provided in Section 6. Participants rated the meth-
Professionals  Organization Role Experience ods on a 7-point Likert scale [40], from “Strongly disagree” (level-1)
P1 Company A ADS Testing Engineer 5 years to “Strongly agree” (level-7). Those familiar with both module-level
P2 Company B ADS Testing Engineer 8 years and system-level testing answered questions for both. Respondents
P3 Research Institute A ADS Software Engineer 4 years ith E2E . ked ab 1
P4 Research Institute A ADS Testing Engineer 3 years wit] experience were asked about sensors, output control ac-

3.1. Discussion

We invited four professionals from two automobile companies and
one research institute specializing in ADS to discuss current prac-
tices, challenges, and future opportunities in ADS testing. They bring
extensive experience from collaborations with top-tier automobile man-
ufacturers. Their roles and expertise are outlined in Table 1. Three are
experienced ADS testing specialists, with one having five years and
two with three years of involvement in ADS research and development.
The fourth is a senior software engineer with four years of experience
designing and optimizing ADSs.

The discussions took place across three sessions totaling six hours,
where professionals provided in-depth analysis and perspectives on
ADS testing. In the first session, we introduced our research motivation
and then discussed current ADS testing practices, including sensors,
datasets, V2X experiences, classical methods, relevant definitions, and
their feedback on testing methods. In the second session, we explored
tasks of modular and E2E ADSs, testing approaches, and the implemen-
tation of FMs [33] (i.e., LLMs and VFMs) in two aspects: their use in
testing techniques and integration into ADSs. Afterward, we reviewed
the literature to cover topics not addressed in the first two sessions,
such as potential attacks and defenses. The third session focused on
these missing aspects and summarized the future direction of ADS
testing.

3.2. Survey

Survey design. Based on the discussion, we designed a survey with 107
questions divided into six sections: Background, Basic Information, V2X
Practices, Testing Practices, FMs Utilization, and Follow-up (Fig. 1). The
background section covered participants’ organizations, roles, genders,
and work experience in ADS testing. The second section focused on the
ADS they work with, including sensors and datasets. The third section
gathered V2X experience. In the fourth section, we introduced the
multi-module and E2E ADS structures. Participants were asked to select
the ADS they were most familiar with based on their experience. Those
familiar with both structures were asked to choose one to continue the
survey. After selecting the multi-module structure, participants were
asked about module-level or system-level testing, with deeper questions
on tasks and methods for testing.

Specifically, we asked participants to present their testing tech-
niques, including black-box (model inputs and outputs) [34], white-box
(full access) [35], and grey-box (partial access) [36]. Based on the
discussion and literature [31], common methods for generating test-
ing scenarios include knowledge-based [37], search-based [9], and
data-driven [38]. Knowledge-based methods use expert knowledge,
search-based methods employ algorithms (e.g., genetic algorithm [39]),

tions, and testing ratings. The fifth section explored their experience
with FMs, including usage and effectiveness compared to traditional
methods. In the final section, participants could provide their email
to receive study results and were invited for follow-up. “Other” op-
tions were included for each multi-choice question to capture diverse
responses. Additionally, some survey questions allowed multiple selec-
tions to capture the real-world use of combined testing approaches.
For example, participants could select more than one testing strategy
(e.g., black-box, white-box, gray-box) or scenario generation method
(e.g., knowledge-based, search-based, data-driven), reflecting hybrid
practices commonly adopted in ADS testing.

Participants. We invited participants using two approaches: (1) per-
sonal networks and (2) emails crawled in GitHub. Specifically, our per-
sonal networks included individuals from both academia and industry,
such as partner ADS research institutions and commercial companies.
This allowed us to ensure a diverse pool of respondents in terms of
organizational background and professional role. Ten pilot participants
from these networks completed the questionnaire to help us identify
and mitigate any sensitive or ambiguous questions.

To reach a broader audience, we further identified 48 keywords
relevant to ADS testing and used GitHub’s API to extract publicly
available email addresses of contributors to related repositories. In
total, we sent 5,200 emails and received 206 responses. However, due
to the large scale of the survey, many responses were incomplete. More-
over, responses from professionals not involved in testing activities
(e.g., vehicle dispatchers) were excluded.

The first two authors independently reviewed all responses and
each selected 90 complete and high-quality answers. Among these, 88
responses overlapped, resulting in a 97.78% selection consistency. The
final 90 responses were determined through discussion and consensus.
Including the 10 pilot responses, we obtained 100 valid and complete
survey responses for analysis. Regarding participant demographics, the
majority (59%) are from research institutes, with research scientists
(43%) being the largest professional group. The male-to-female ratio is
approximately 8:2, and 73.3% have 1 to 5 years of experience in ADS
testing. The respondents include both researchers and practitioners,
allowing us to compare perspectives across different roles. We explicitly
differentiate their responses throughout our analysis to highlight the
varying concerns and testing priorities from both communities.

Additionally, participants span eight countries, with the majority
from China (21 participants), the USA (17), and Japan (12). These
respondents were primarily recruited through our professional net-
work, which includes collaborators from both academic institutions and
industry organizations in these countries. Together, they represent over
half of our sample and cover key ADS markets with diverse regulatory
and deployment paradigms: China and the USA emphasize rapid field
application and commercialization, while Japan and several European
countries prioritize safety and cautious deployment strategies [41].
Although our survey may not fully reflect every global regulatory envi-
ronment, the inclusion of participants from these major regions ensures
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that our findings capture broadly relevant practices and challenges in
ADS testing.

Data Analysis. In this study, we counted and summarized all the data
collected in the survey in the form of text or graphs. In the survey, we
placed “Other” options for each multiple-choice question to prevent
the provided options from not covering the participants’ experience.
We also analyzed this part of the alternative answer. If the answer
belonged to a given option, it was correctly categorized. Otherwise, it
was briefly introduced when summarizing the relevant questions. We
analyzed participants’ demands in linear-scale ratings by comparing the
rating distributions.

3.3. Follow-up

We conducted follow-up surveys of participants with the following
criteria: (1) rating low/high on the 7-point Likert scale, (2) willing to
attend the follow-up stage. There were 27 participants in our follow-up
phase, and we developed multiple targeted open-ended questions for
each of them according to their responses. For instance, Please specify
why the current testing approaches cannot meet the testing requirements.
Regarding the data analysis in this stage, the first two authors catego-
rized and summarized all open-ended questions collected separately to
identify current demands further. The results were then discussed with
each other to refine the results.

3.4. Literature review

We follow the literature review guidelines proposed by [42] to en-
sure a comprehensive and structured exploration of relevant research.
Our literature search strategy consists of three main methods: keyword
search, citation tracking, and journal browsing.

For the keyword search, we carefully designed 52 keywords based
on a preliminary review of ADS testing research and relevant survey
papers (e.g., autonomous driving testing, E2E testing, online testing,
CARLA, etc.). The keyword list was iteratively refined to ensure broad
coverage of relevant studies. The final set of keywords was combined
using Boolean operators such as “OR” and “AND” to expand cover-
age, and adapted for use in major databases including IEEE Xplore,
ACM Digital Library, SpringerLink, and ScienceDirect. Search results
were first automatically filtered by removing duplicates and unrelated
domains, followed by manual screening based on titles and abstracts.
Where ambiguity remained, the full-text review was conducted. To
reduce bias, two authors independently screened each candidate paper,
resolving disagreements through discussion. This ensured consistency
and minimized selection bias in the final corpus of reviewed literature.

We then employed citation tracking, which includes both forward
and backward tracking. Forward tracking identifies papers that have
cited a given study, helping us trace its impact and subsequent advance-
ments, while backward tracking involves reviewing the reference lists
of key papers to identify foundational and related works. To ensure
the robustness of our selection, we prioritize highly cited papers and
those published in premier SE, ADS, and Al venues. Forward tracking is
conducted using Google Scholar, while backward tracking is performed
manually. To further refine our selection, we conduct journal and
conference browsing. In particular, we focused on software engineering
journals and conferences (TSE, TOSEM, IST, ICSE, ESEC/FSE, ASE,
ISSTA, ICST, etc.), and ADS and Al-related venues (TITS, TIV, IV,
AAAI, NeurIPS, CVPR, etc.). We prioritized recent papers from the last
five years while including seminal works significantly shaping ADS
testing research. A detailed discussion of these contributions, existing
challenges, and research gaps is presented in Section 6.
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4. Common practices of ADS testing

This section provides an overview of ADS testing practices used
by industry and academia. Based on our survey results, academic
researchers tend to focus on innovation and novel techniques, while
industry practitioners are more concerned with system dependability,
robustness, and practical deployment. Reflecting these differences, we
examine the testing practices of two types of SUT: multi-module and
E2E ADSs, followed by a review of the sensors involved. We then ex-
amine testing practices for single-agent ADSs, including sensor testing,
and analyze multi-module systems with module-level and system-level
testing. We also cover E2E system testing approaches and focus on V2X
communication testing for multi-agent and E2E systems. Finally, we
highlight the use of FMs in ADS testing and their impact on system
performance.

4.1. Autonomous driving systems under test

Participants in our survey work on two types of ADSs: multi-module
and E2E. In this section, we first introduce the definition and structure
of these two ADSs and then analyze the survey results, followed by the
utilization rate of sensors.

Multi-module ADSs: Multi-module ADSs use a modular architecture,
decomposing the system into interconnected components, each dedi-
cated to a specific task. This structure is shown in Fig. 2(a), enables
flexibility, scalability, and easier debugging compared to monolithic
designs. Typically, a multi-module ADS includes sensing, perception
and localization, planning, and control modules. The Sensing module
collects raw data from sensors like cameras, LiDAR, Radar, and GPS to
understand the vehicle’s surroundings. The Perception and Localization
module processes this data to detect road objects (e.g., vehicles, pedes-
trians) and localize the ego vehicle. The Planning module then gener-
ates an optimal driving trajectory considering road constraints, traffic
rules, and dynamic obstacles. Finally, the Control module converts
the planned trajectory into vehicle control commands (e.g., steering,
throttle, braking) to execute the driving behavior.

Regarding the distribution of models used in ADSs, participants
were allowed to select multiple techniques used in their systems, as
real-world ADS modules often integrate several approaches simultane-
ously. Although DL, reinforcement learning (RL), and traditional ML are
all categorized as subfields of ML, we analyze them separately in our
survey. Because each has distinct application patterns in ADS testing,
and they can also be used in combination (e.g., deep reinforcement
learning). To capture this flexible and often overlapping usage, we de-
signed the question as a multiple-choice item. This allows respondents
to report all applicable methods and enables to analysis of the adoption
trends and co-occurrence patterns of these techniques.

Our survey results show that 80% participants work on multi-
module ADSs, with 45% from research institutes and 35% from com-
panies, indicating strong adoption in both academia and industry. As
shown in Fig. 3(a), 64 respondents integrate DL into their modules
(45% industry practitioners), while 55% use ML techniques, of which
approximately 58% are academic researchers, including supervised
and unsupervised learning models. RL is used by 18.75% of respon-
dents, half of whom are practitioners. Only 8.75% use rule-based or
logic-based systems, mostly from industry and confined to Planning
and Control modules. The rationale behind this trend is discussed in
Section 4.2.1, where we analyze the role of hybrid approaches in
enhancing ADS performance.

End-to-end ADSs: The E2E system integrates all modules into a single
DNN, mapping sensor data directly to control actions, as shown in Fig.
2(b). Compared to multi-module ADSs, E2E systems have a simpler
structure and rely more on data-driven learning, reducing the need for
manual rules or feature engineering. Most E2E systems use imitation
learning, where DNNs are trained on expert datasets to mimic human
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(a) Multi-module system.

(b) End-to-end system.

Fig. 2. The structure of the multi-module system and end-to-end system.
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(ML, DL, and RL are shown separately to reflect their distinct
applications and overlapping combinations in practice).
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(b) Distributions of sensors in ADSs.

Fig. 3. The survey results related to multi-module and end-to-end systems.

driving behavior [8]. Despite their simplicity, E2E ADSs face challenges
in generalization and interpretability, as decision-making is embedded
within the network’s representations, complicating debugging and fail-
ure analysis. Our survey shows that 20% of participants work on E2E
ADSs, much lower than the 80% adoption rate of multi-module systems.
Among E2E users, 75% are from research institutes, and 95% use
DNN-based architectures, while ML and RL are only used by academic
researchers, with 35% and 20% adoption rates, respectively.

Given the heavy reliance on DL models in both multi-module and
E2E ADSs, safety concerns, particularly adversarial attacks, have gained
attention in autonomous driving [43]. Among survey participants, 54%
have conducted adversarial testing, with 87.04% using defenses like
adversarial training and model regularization. In addition to adversarial
robustness, privacy vulnerabilities in ML-based ADSs are emerging as
a concern. One expert noted that ML-based ADSs are susceptible to
inference attacks, such as membership and attribute inference [44],
which could allow adversaries to infer sensitive user data like locations,
restaurants, or driving habits from sensor data.

Practice 1: The majority of participants use DL/ML-based
ADSs as system components under test, which are 87.50% and
45% on average, respectively, where the adversarial attack is
a common threat.

All of the professionals expressed their preference for LiDAR and
cameras, which can provide precise 3D point clouds and abundant

visual information. While radar and GPS&IMU contribute to specific
scenarios, such as collision warning systems, they have limitations in
perception and semantic information.

Fig. 3(b) shows the distribution of sensor types used in ADSs, based
on participants’ multiple-choice responses. LiDAR and cameras are the
most widely adopted, with utilization rates of 95% and 93%, while
Radar and GPS & IMU are used in approximately 50% of systems. The
sensor utilization is similar among industry practitioners and academic
researchers. All industry professionals preferred LiDAR and cameras
for their high-resolution depth perception and rich visual information,
crucial for object detection, localization, and scene understanding.
Radar and GPS & IMU serve complementary roles, where Radar is
valued for its robustness in adverse weather and its ability to measure
object velocity, while GPS & IMU are essential for global localization
and vehicle odometry in GPS-denied environments. However, Radar
and GPS & IMU have limitations in perception, resulting in lower
utilization rates. Sensor fusion is a key trend, and integrating these
sensors effectively remains a research challenge to improve system
robustness across diverse driving conditions.

4.2. Testing for single-agent ADSs

Next, we focus on single-agent ADS testing. We first summarize
the testing distribution of single-agent ADS, followed by presenting the
sensor-related findings, and then analyze the testing methods in further
detail by dividing multi-module into module-level and system-level
testing. Finally, we discuss testing issues related to the E2E system.

Fig. 4(a) shows the distribution of testing practices in single-agent
ADSs, where multi-module ADSs account for 80% of participants, with
36% from industry. 39% focus on module-level testing (over half from
academia), and 21% conduct both module and system-level testing.
We found 52.73% of industry practitioners focus on real-world test-
ing, while 62.30% of academic researchers use simulation platforms,
likely due to cost and safety constraints in real-world testing. Fig. 4(b)
shows CARLA [13] is the most popular simulation platform, praised
for its flexibility, high-fidelity urban scenarios, and open-source nature.
Since the question allowed multiple selections, 74% of participants
worked on online testing, while 55% conducted offline testing, with
more industry practitioners preferring offline testing and more re-
searchers using online testing for cost reasons. Professional discussions
highlighted that system-level testing emphasizes cooperative behavior,
requiring online testing for real-time evaluation, while offline testing is
used for controlled experiments and reproducible evaluations.

Testing on Sensors. 27% of participants reported conducting sen-
sor testing, with physical attacks like jamming and spoofing posing
significant risks to ADS perception, leading to sensor failures or mis-
detections. To mitigate these risks, 85.19% of respondents, both from
industry and academia, utilize multi-sensor fusion and anomaly de-
tection. Multi-sensor fusion enhances robustness by cross-validating
data from multiple sensors, while anomaly detection flags or discards
corrupted sensor data. Additionally, 30% of participants use adversarial
training, primarily among researchers (59.52%), to improve model
robustness against adversarial sensor data. Beyond algorithms, 18.5%
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Fig. 4. The survey result of single-agent testing in ADSs.

have implemented physical protection measures, such as shields, to
safeguard sensors from interference and tampering. These findings
highlight the importance of combining software-based defenses with
physical protection to ensure sensor reliability and ADS perception
integrity.

Practice 2: The attacks (jamming, spoofing) of sensors have
common defenses, including multi-sensor fusion (85.19%),
anomaly detection (85.19%), adversarial training (30%), and
physical protection (18.5%).

4.2.1. Multi-module system.

In this section, we present the multi-module ADS, where func-
tional components are separately designed and tested. We discuss
the corresponding testing methodologies, including module-level and
system-level testing. Module-level testing ensures individual compo-
nents function correctly in isolation, while system-level testing evalu-
ates the entire ADS’s performance, ensuring seamless integration of all
modules in real-world scenarios.

Module-level Testing. There are 75% participants who conduct
module-level testing in the multi-module system, of which 25% are
industry practitioners. Among these participants, 70% are testing the
perception module, 65% are focusing on the planning module, and
26.67% working on the control module.

In our survey, 95.24% of perception modules utilize DL models for
downstream tasks (e.g., object detection), with 9.52% (mainly industry
practitioners) using rule-based, scan-matching, or classical algorithms.
Among the respondents, 76.19% focus on object detection and tracking,
while semantic segmentation accounts for around 20%, highlighting
object detection as the foundation of ADS perception. In the planning
module, ML-based and DL-based approaches each make up about 40%,
with RL-based approaches at 12.82%. The “Other” option includes rule-
based, and the state machine also occupied 12.82%, indicating that
hybrid approaches combining classical and learning-based methods are
still prevalent. The most common tasks are path planning (84.62%)
and behavior planning (58.94%). In the control module, the majority
of participants (62.5%) shared the classical algorithms they used from
both academia and industry, such as proportional integral derivative
(PID), model predictive control (MPC), or private algorithms. The
specific practices we investigated found that all of the control module
respondents engaged in steering control, in which 87.5% and 56.25%
of them also worked on speed and stability control.

The distribution of testing approaches in module-level testing and
system-level testing is shown in Fig. 5, both of which are multiple-
choice questions for reflecting real-world testing practices, where dif-
ferent techniques are often used in combination. Not only reveals
the popularity of individual methods but also captures how they are
jointly applied in practice, offering a more delicate view of ADS testing
strategies.

According to Fig. 5(a), black-box testing is more commonly applied
at the module-level testing (60%), likely due to its ability to evaluate
functional correctness and system behavior without requiring internal
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Fig. 5. The survey result of testing approaches in single-agent systems.

model access, making it suitable for testing individual components
in isolation. Data-driven testing is also prevalent, with 60.66% of
participants adopting this approach, indicating a preference for testing
in real-world scenarios or realistic simulation environments to evaluate
module performance under diverse and dynamic conditions. Among
the three testing approaches, knowledge-based and data-driven meth-
ods receive equal attention from both industry and academia, and
search-based testing is more prevalent in research institutes.

System-level Testing. In system-level testing, black-box testing is the
most commonly used method, with a usage rate of 90.24%, as shown
in Fig. 5(b). This method evaluates the overall performance of ADSs
without focusing on the internal details of individual modules. The
knowledge-based approach is also widely used, with a rate of 71.79%,
of which 60% are from industry. Industry professionals emphasize that
system-level testing involves evaluating the interaction and integration
of multiple modules, which introduces complexity. The knowledge-
based method is particularly useful for designing critical scenarios
that reflect real-world challenges, such as unexpected road conditions,
multi-agent interactions, and rare corner cases. It leverages domain
knowledge and predefined rules to explore inter-module dependencies,
ensuring safe and reliable operation in diverse environments.

Practice 3: The module-level testing is more flexible in multi-
module systems, and both module-level and system-level
testing tends to black-box testing, which is 74.63% on average.

4.2.2. End-to-End system.

In this section, we present the findings of the E2E system. We
introduce the E2E system first, summarizing the output actions utilized
by respondents and the testing methodology. The questions in this
section also allow participants to select multiple answers.

The E2E system is an architecture that maps sensor data directly
to outputs (e.g., steering, speed, trajectory, etc.). One professional
specializing in E2E systems noted that although E2E is less widespread
in ADSs, it reduces system complexity compared to multi-module
architectures due to fewer interface and integration points. How-
ever, we observed diverging views based on participants’ roles. Re-
searchers and algorithm developers often view E2E as simpler, given
its streamlined pipeline and lack of inter-module dependencies. In con-
trast, deployment-focused practitioners emphasized that E2E systems
may be more complex in practice. Specifically, the opacity and non-
interpretability of DNNs make validation, debugging, and compliance
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Fig. 6. The survey result of end-to-end system in ADSs.

verification more challenging. This contrast highlights how professional
backgrounds shape perceptions of architectural trade-offs in ADSs.

Our survey results show that E2E testing mainly focuses on key
sensors and output actions, as seen in Fig. 6(a). LiDAR (70%) and
cameras (70%) are the most commonly tested sensors, while Radar
(30%) is used less due to its lower spatial resolution. On the output side,
speed control (80%) is the most frequently tested function, followed
by steering (55%), trajectory generation (40%), and location tracking
(20%), which reflect core vehicle motion control tasks.

Regarding testing methodologies, our findings (Fig. 6(b)) show that
E2E testers employ both black-box (65%) and gray-box (50%) testing
approaches. Black-box testing is useful for evaluating overall system
behavior without internal access. While some participants reported ap-
plying gray-box testing, this may reflect efforts to improve transparency
through techniques such as model interpretability tools, intermediate
signal analysis, or limited observability into DNN structures. For ex-
ample, some practitioners may use feature attribution methods like
SHAP to understand model sensitivity to specific input features [45,46].
Others might insert diagnostic checkpoints at intermediate layers of
the DNN (e.g., activations from the perception module or intermediate
driving intention vectors) to analyze whether internal representations
behave as expected during simulation. However, the scope and depth of
such testing are still limited compared to conventional gray-box testing
in traditional software systems.

Notably, no participant reported using white-box testing, due to E2E
systems involving integrated components where the system’s internal
workings (such as DNNs and fused sensor data) are not directly accessi-
ble. We acknowledge that directly applying white-box or even gray-box
testing techniques to neural networks remains an open challenge in the
field, and interpretability research may play a crucial role in enabling
such testing in the future.

Additionally, the focus is often on testing the system’s external
behaviors and interactions rather than its internal workings. Among
testing techniques, data-driven testing is the most widely used, as illus-
trated in Fig. 6. Respondents emphasize the importance of simulating
real-world environments and leveraging historical driving data to gen-
erate diverse testing scenarios that closely resemble actual deployment
conditions.

4.3. Testing for V2X communication

Following the discussion on single-agent ADS testing, we now turn
to the testing of V2X communication systems. V2X communication is
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essential for enabling effective interactions between ADSs and other
vehicles or infrastructure. In this section, we explore how V2X testing
varies between multi-agent systems and E2E systems. We begin by
defining V2X and then present the survey results regarding the use and
testing of V2X approaches across different ADS types.

V2X is a wireless communication technology that enables data
exchange between vehicles and external entities, such as other ve-
hicles (V2V), infrastructure (V2I), pedestrians (V2P), and networks
(V2N), with the primary goal of enhancing traffic safety and optimiz-
ing transportation efficiency [16]. By sharing real-time information,
V2X improves situational awareness, cooperative decision-making, and
collision avoidance, making it vital for the development of ADSs.
These benefits drive the need to explore its current use and testing in
real-world applications.

The structure of V2X is shown in Fig. 7. A key aspect of V2X-enabled
ADSs is data fusion, which integrates information from multiple vehi-
cles and roadside sensors. Data fusion in V2X is categorized into three
levels: early, intermediate, and late fusion [47]. Early fusion combines
raw sensor data (e.g., LIDAR, camera images) from multiple sources
before feature extraction, requiring high bandwidth and computation.
Intermediate fusion uses processed feature representations, while late fu-
sion integrates final predictions (e.g., detected objects, planned trajec-
tories), minimizing communication overhead but limiting cross-vehicle
feature learning.

The questions in the V2X section are multiple-choice questions.
Our survey shows that common V2X datasets include V2X-Sim [48]
and V2X-Seq [49], which feature communication scenarios between
vehicles and infrastructure. Additionally, 36.36% of V2X users re-
ported conducting cyber security evaluations to assess communication
safety and data integrity, mainly in simulated environments. These
evaluations focus on threats such as message spoofing, jamming, and
data injection. Defense mechanisms include encrypted communica-
tion, security protocols, identity authentication, and intrusion detection
systems.

V2X for Multi-module Agents. According to our survey, 48.75% of
participants have used V2X in multi-module ADSs, with 60% from
academia, highlighting its growing role in collaborative perception and
decision-making. Regarding data fusion, 71.79% transmitted raw data,
58.97% used intermediate features, and none used late fusion (Fig.
8(a)). Specifically, 60% of those using early fusion are from research
institutes, while intermediate fusion is equally favored by both industry
and academia. The preference for early and intermediate fusion reflects
the need for rich perception and better scene understanding, while the
absence of late fusion suggests a focus on lower-latency, high-fidelity
fusion to enhance real-time performance.



Y. Liao et al.

71.79%% Early
58.97% Intermediate
64.28% Early

64.28% Intermediate

20% 40% 60% 80% 100%
V2X for Multi-module V2X for End-to-End

(a) Distribution of data fusion.

76% V2X Perception
64% V2X Planning
71.42% V2X for End-to-End

20% 40% 60% 80% 100%
V2X for Multi-module V2X for End-to-End

(b) Distribution of V2X testing.

40% Black-box
65.71%  White-box

20% Grey-box
48.57% Knowledge-based
34.29% Search-based
54.28% Data-driven
20% 40% 60% 80%
Testing Technique Testing Methods

(c) Distribution of V2X testing approaches.

Fig. 8. The survey result related to V2X communication.

From our professional discussion, we identified perception and plan-
ning as the primary ADS modules utilizing V2X communication. Among
V2X users in multi-module systems, 64.10% reported conducting V2X-
specific testing, with 36% from industry (Fig. 8(b)). Specifically, 44%
of academic researchers and 32% of industry practitioners tested V2X-
enhanced perception, while 44% of researchers and 20% of practi-
tioners tested V2X-based planning. No participants tested V2X inte-
gration in other modules, highlighting its key role in environmental
understanding and decision making.

V2X for E2E agents. In the E2E system, half of the participants stated
they used V2X communication, where participants used early fusion
and intermediate fusion are both 64.28%, which is exhibited in Fig. 8(a).
The preference for these fusion strategies aligns with the nature of E2E
systems, which rely on rich sensory data and learned feature repre-
sentations for autonomous decision-making. Regarding testing-related
findings, according to Fig. 8(b), 71.42% of V2X users in E2E systems
have conducted testing, of which 64.29% are academic researchers.
Our survey shows that 100% of participants tested LiDAR point cloud
transmission, making it the most widely adopted V2X-perceived modal-
ity. 80% utilized RGB images, highlighting the importance of visual
perception, while 40% incorporated radar point clouds, with half from
industry, likely due to their robustness in adverse weather conditions.

The testing techniques result is shown in Fig. 8(c). Black-box testing
is the most prevalent (40%) used by all E2E testers for overall system
evaluation without internal access. 65.71% of multi-module V2X testers
use white-box testing to analyze module interactions and verify logic
compliance. No participant conducts white-box testing in E2E ADSs be-
cause it requires deep knowledge of the internal structure of the system,
which may not always be feasible or practical in V2X systems due to
the complexity of interactions between various vehicle models, sensors,
and communication networks. Additionally, 20% of V2X testers have
conducted gray-box testing, the majority of whom are affiliated with
research institutes. This type of testing is primarily employed for as-
sessing model interpretability and robustness. In certain cases, gray-box
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testing also encompasses partial inspections of communication modules
or sensor fusion outputs.

In terms of test generation strategies, data-driven (54.28%) and
knowledge-based (48.57%) are the most frequently employed. Besides,
the use of knowledge-based and data-driven approaches is evenly dis-
tributed between industry and academia, while search-based methods
are predominantly adopted by academic researchers (75%). On the
basis of the professionals’ statements, the data-driven method can meet
the requirements of V2X systems that need to process large volumes
of real-time data, and the knowledge-based method contributes to
infrequent corner cases, such as edge cases in cooperative perception,
or communication failures.

Practice 4: Most participants leverage early data fusion in
V2X communication and conduct testing on perception and
planning modules by leveraging the black-box testing tech-
nique (65.71%) and the data-driven method (54.28%) most
frequently.

4.4. Utilization of FMs

This section introduces LLMs and VFMs, discusses FMs’ utilization
for testing, and also slightly introduces survey results on FMs-based
ADS, which use VFMs and LLMs for tasks like scenario generation, test
case evaluation, and system validation. Survey questions in the FMs
sections also allow participants to select multiple choices to share their
experiences.

LLMs are rapidly growing DL-based NLP models with powerful
generative capabilities in autonomous driving [50]. Traditional ADS
testing approaches struggle with the diversity of real-world driving
scenarios, but FMs, especially LLMs, can generate diverse test scenarios
to improve test coverage and adaptability [12,51]. Besides, VFMs are
models for describing and modeling vehicle characteristics, which are
utilized broadly in ADSs [52]. For instance, ADS perception mod-
els are highly susceptible to environmental variations (e.g., lighting
changes, occlusions, adversarial perturbations), and VFMs can provide
a robust way to simulate complex sensor inputs, allowing for stress
testing of ADS perception modules under diverse and adversarial condi-
tions. Additionally, they enable data augmentation for synthetic dataset
generation, helping improve model generalization and robustness [24].

FMs for Testing ADSs. According to the discussion results, all four
professionals have relevant experience in testing with FMs, and one has
both experience using LLMs-based and VFMs-based ADSs. Professionals
stated that LLMs and VFMs both contribute to generating critical sce-
narios in testing, while VFMs can help retrain by providing real-time
feedback from the vehicle.

Survey results show that 70% of respondents are from research
institutes. 26.25% use LLMs in multi-module ADS testing, while 12.5%
use VFMs, as shown in Fig. 9(a). Among module-level testers, 63.64%
focus on perception, and 45.45% on planning. The lower adoption
of VFMs suggests their strength lies in system optimization rather
than module-level testing. VFMs are primarily used for camera-based
perception systems, where they model scene variations and generate
perturbations. However, radar and LiDAR-based systems, which rely on
different principles, may need alternative approaches for testing.

In the E2E system, we found that using VFMs is more frequent
(25%) than LLMs. Unlike multi-module ADSs, where decision-making is
modularized, E2E architectures require rapid, continuous feedback for
real-time adjustments, making VFM-driven optimization particularly
effective in enhancing response time and control stability.

Additionally, from Fig. 9(b), participants are more likely to choose
LLMs to generate testing scenarios (67.86%) due to their ability to
synthesize complex environments, while VFMs are preferred for re-
training (60.71%). This aligns with the observation that LLMs are
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well-suited for generating diverse, scenario-based tests, whereas VFMs
are more effective for refining real-time feedback loops. The differences
in sensor modality and testing target suggest the need for a more
tailored approach when selecting FMs for ADS evaluation.

FMs-based ADSs. LLMs-based ADSs utilize LLMs for tasks like decision-
making, scenario understanding, and human-machine interaction,
while VFMs-based ADSs improve perception, scene recognition, and
environmental understanding. LLMs focus on reasoning and language
tasks, while VFMs enhance visual data interpretation. Emerging models
like CLIP [53], when combined with Vision Transformers (ViT) and
CNNs, enhance tasks like semantic segmentation and object recogni-
tion, crucial for ADS perception. Our survey showed 10% of partici-
pants have integrated FMs into ADS workflows, with only 2% using
them as a core component, likely due to computational and adaptation
challenges. Respondents also reported using SAM [54] to improve
semantic segmentation in ADS perception.

Practice 5: Participants tend to employ LLMs to generate
diverse and complex testing scenarios in multi-module and
utilize VFMs for retraining in E2E systems.

4.5. Hybrid testing practices

Across the ADS testing survey results, participants often employ a
combination of testing techniques in ADS testing, which is reflected in
the multi-selection design of our survey question. This design choice
was intentional, as it mirrors real-world practices where different meth-
ods are combined to meet varied testing goals. For instance, combining
black-box and white-box testing allows testers to verify both system
behavior and internal logic. Similarly, integrating knowledge-based
and data-driven methods helps cover domain-specific edge cases and
statistically representative scenarios. These hybrid strategies highlight
the practical demands of ADS testing, where achieving comprehensive
test coverage often requires the complementary strengths of multiple
approaches.

Additionally, we observe that even among researchers, testing prac-
tices may vary based on their roles. Those focused on developing novel
techniques for future ADSs tend to experiment with exploratory or
Al-driven testing approaches, while those responsible for evaluating
deployed systems prioritize robustness and regulatory compliance. This
variation further supports the adoption of hybrid testing practices
tailored to different development stages and responsibilities.

5. Demands

In this section, we summarize 7 demands of ADS testing, including 1
V2X-related and 2 FM-related demands. We analyze demands according
to the ratings and the follow-up open-ended questions. The rating
result of current testing approaches of single-agent ADSs is illustrated
in Fig. 10(a), which contains a 7-level rate from strongly disagree to
strongly agree. According to the result, at the module-level testing,
the perception module and the control module received the most and
the least positive ratings, 79% and 63%, respectively, while 2% and
12% of the participants expressed disagreed that the current testing
meets the requirements (e.g., safety, robustness, real-time response,
user experience), respectively. Besides, no one fully agreed that the
current testing of the control module fulfilled the requirements. In the
system-level testing, only 5% of the participants indicated test methods
sometimes failed to meet the testing requirements. The E2E system
received the most negative voices (20% sometimes disagree, at level-3).

In summary, 13% of the participants strongly disagreed or disagreed
that their current testing approaches meet their testing requirements.
We designed follow-up questions to investigate further (e.g., Please spec-
ify why the current testing approaches cannot meet the testing requirements),
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Fig. 9. The survey result of FMs in ADSs.

and the response rate reached 84.61%. 30% of the participants take a
neutral stance on the testing approaches they leverage, the follow-up
questions including Please briefly list the advantages and disadvantages
of the current testing approaches, and received an 80% response rate.
64% of the participants sometimes agree on the effectiveness of current
testing approaches. The open-ended questions contain Please describe
the shortcomings of the current testing approaches, with a 60.94% response
rate.

For those respondents with experience with FMs, we asked two
types of questions: “Compared with other testing methods, the introduction
of LLM:s into ADS testing improves the testing capability. (Strong disagree to
strong agree)” and “Compared with other ADS, the introduction of LLMs-
based ADS improves the performance. (Strong disagree to strong agree)”.
The rating result is displayed in Fig. 10(b). Overall, both LLMs for
testing and LLMs-based ADSs were rated better than ADSs involving
VFMs. The average percentage of those who indicated agreement in
LLMs-related usage amounted to 65.50%.

In general, we analyze the demands for both industry and academic
researchers separately, and we totally summarized 7 demands: (1)
diversity in corner cases, (2) bridging gaps between simulation and
real-world testing, (3) more comprehensive testing criteria, (4) effective
defenses against current attacks, (5) seamless cross-model collaboration
in V2X systems, (6) Test case quality generated by LLMs and (7) reliable
cross-modality integration when using FMs.

5.1. Demand 1: Diversity in corner cases

Corner cases are extreme or rare driving scenarios under which the
ADSs may make wrong decisions due to improper responses, leading
to severe traffic accidents [55]. From the follow-up result, 58.90%
responses have mentioned the lack of diversity of corner cases. Among
them, 53.49% of participants are from industry, and 46.51% are from
research institutes. This demand is primarily put forward by perception
module testers and E2E testers, who rely on diverse and realistic
edge-case scenarios to evaluate model reliability. Practitioners focus
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Fig. 10. The rating result of current testing approaches.

on constructing challenging real-world scenarios, while academia may
explore methods for automatically generating or identifying new corner
cases. Some responses said that “Lack of complex corner cases, like a
vehicle driving at high speed in heavy fog at night, suddenly encounter
a black animal crossing the road.” and “The current corner cases are
limited, especially when combined with different extreme situations, such as
pedestrians suddenly appearing to cross the road in blizzard weather.” Both
of these statements are sophisticated corner cases that are currently
lacking, particularly those involving adverse weather conditions, poor
visibility, dynamic obstacles, and multi-agent interactions. Therefore,
the diversity of corner cases is one of the crucial bottlenecks in ADS
testing.

5.2. Demand 2: Bridging gaps between simulation and real-world testing

50.68% of the follow-up responses (including 21.92% from indus-
try) indicated that simulation environments may fail to fully capture
real-world conditions (e.g., lighting variations, sensor noise), poten-
tially causing performance discrepancies when transitioning to real-
world deployment. Practitioners are primarily concerned with the dis-
crepancy between simulation and real-world testing, and researchers
focus on building higher-fidelity simulation models to bridge the gap
between simulation and reality. A key issue raised by many practi-
tioners is the difference between open-loop and closed-loop testing,
which affects how ADSs interact with dynamic environments. Closed-
loop testing enables real-time feedback, where system outputs influence
subsequent inputs, allowing the ADS to dynamically adjust its decisions
based on evolving perception data. In contrast, open-loop testing lacks
feedback, meaning that perception errors cannot propagate to down-
stream modules, making it difficult to evaluate the full impact of sensor
inaccuracies or decision-making flaws [56]. One response said, “The
open-loop testing lacks feedback, so it is hard to measure the perception
error on downstream modules.”

The professionals argue that both open-loop and closed-loop testing
are conducted in simulation environments, but their purposes differ,
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where open-loop testing is primarily used for evaluating individual
components (e.g., perception accuracy), whereas closed-loop testing
is crucial for assessing system interactions and decision-making under
dynamic conditions. While closed-loop testing is often considered more
representative of real-world behavior, most practitioners still rely on
simulation-based closed-loop testing before real-world deployment due
to the high cost and complexity of physical testing [57]. In this demand,
29.73% of participants emphasized “the lack of dynamic simulation”,
reflecting concerns that existing simulation environments may not fully
support closed-loop evaluations. Additionally, some practitioners who
worked on control module testing claimed that the dynamics modeling
needs to be more precise.

5.3. Demand 3: More comprehensive testing criteria

Our follow-up survey results reveal that 30.14% (with 19.18% of
researchers) of participants identified the lack of comprehensive testing
criteria as one of the demands, especially in system-level testing and
E2E system testing, which both evaluate the performance of the en-
tire ADS. Researchers are more focused on developing comprehensive
evaluation systems, such as new metrics, to improve test coverage and
interoperability. Unlike module-level testing, in which specific com-
ponents can be independently validated, system-level and E2E testing
suffer from poor interpretability, making it difficult to pinpoint the
root cause of failures. A follow-up response has mentioned that “We
can acquire outcomes easily when conducting system-level testing, but it is
hard to find what part went wrong.” This highlights a critical limitation
that while system-level testing can indicate ADS performance, it often
fails to provide actionable insights into which specific components
contributed to errors.

To address this challenge, researchers have introduced quantitative
metrics to evaluate ADSs, such as Vulnerable Road User (VRU), Oper-
ational Design Domain (ODD), Conflict Area (CA), etc. [58]. However,
these metrics do not always correlate with real-world driving quality.
One practitioner pointed out this limitation, stating that “A good metric
does not equal a good driving performance. For example, an ADS that shows
a low collision rate in testing as it chooses too conservative a driving strategy,
such as braking hard frequently, may lead to rear-end collisions or impact
on user experiences.” Hence, the comprehensive testing criteria is one of
the demands for ADS testing.

5.4. Demand 4: Effective defenses against current attacks

26.03% of follow-up responses came up with concerns about safety
by referring to various current attacks, including adversarial, sensor,
cyber, and inference attacks. Out of these participants, 84.21% are con-
ducting academic work, indicating that the industry has fewer concerns
about ADS attacks. Practitioners are concerned with deploying defenses
in real-world systems, such as adversarial training and encrypted com-
munication. In this demand, 15.79% of participants claimed the lack of
polygonal defenses, and one of them said, “Autonomous vehicle security
not receive enough attention (maybe only until the accident happens).”
This reflects a reactive rather than proactive approach to ADS security,
suggesting that current defenses are often implemented only after vul-
nerabilities have been taken advantage of in real incidents, rather than
being integrated into the system from the outset. Regarding specific
attack vectors, 73.68% of practitioners emphasized adversarial attacks,
which exploit small perturbations in sensor inputs (e.g., images, LiDAR
point clouds) to mislead ADS perception models. While adversarial
training is a common defense, many practitioners noted that it requires
extensive computational resources and can introduce latency, which is
often unacceptable in real-time, safety-critical ADS operations. Besides,
sensor attacks obtained 52.63% attention, in which the main focus
is jamming (e.g., sending interference signal), spoofing (e.g., sending
forging signal), and physical damage attack.
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Moreover, 26.32% of responses reported that most of the cyber
attacks involved the V2X system, “In ADSs, some communication paths
are unique, and a single point of failure for communications makes the
vehicle unable to obtain the real-time data.” Additionally, 10.53% of
participants mentioned inference attacks in ADSs, and one of the state-
ments said that “In collaborative perception scenarios, such as V2X system,
real-time data sharing between vehicles may disclose sensitive information.”
This reflects the growing challenge of privacy-preserving cooperative
ADS perception, where ensuring effective data sharing while mitigating
privacy risks is an open research problem. The prevalence of these secu-
rity concerns highlights the urgent demand for stronger, multi-layered
defense mechanisms in ADSs.

5.5. Demand 5: Seamless cross-model collaboration in V2X systems

V2X ADSs enhance autonomous driving by enabling vehicles to
share real-time data and contribute to traffic efficiency and safety.
However, current V2X communication among different vehicles has
an inevitable challenge in seamless cross-model collaboration, where
autonomous vehicles equipped with different DL models and sensors
cannot effectively communicate and make joint decisions due to com-
patibility issues.

Almost all V2X users in our survey identified model compatibility
as a major barrier to the widespread deployment of V2X-enabled ADSs,
83.33% of them are industry practitioners. The primary concern stems
from interoperability challenges between different automobile manu-
facturers and their proprietary DL models. Specifically, a response said,
“If an autonomous vehicle is in the V2X DNN of a Tesla company, it is dif-
ficult to transmit data with vehicles that joined other automobile companies,
such as BYD.” Specifically, the core challenge includes adopting distinct
DL architectures and frameworks, using different sensor configurations
(e.g., variations in LiDAR, camera, and radar setups) that lead to
information inconsistencies, and storing and transmitting data in non-
standardized formats, all of which prevent seamless cross-company data
exchange and real-time decision-making.

5.6. Demand 6: Test case quality generated by LLMs

The advantages of FMs in ADSs include scalability, adaptability,
and automation, enabling more diverse scenario construction. VFMs
can process and generate realistic driving scenes, while LLMs offer
significant advantages in generating test cases in ADSs by reducing
manual effort and increasing diversity in testing scenarios. However,
LLMs often struggle with real-world consistency, which refers to their
ability to align with the physical laws of the world, adhere to traffic
regulations, and maintain logical coherence across generated scenar-
ios. This inconsistency leads to test cases that may defy the laws of
physics (e.g., vehicles accelerating instantly from 0 to 100 mph), violate
established traffic rules (e.g., traffic lights changing unpredictably),
or contain contradictions in the sequence of events (e.g., a vehicle
stopping at an intersection but still being described as moving forward).
76.19% of responses put forward the testing scenarios generated by
LLMs are not accurate (violation of real-world physical or inconsistent
logic), most of them are researchers (81.25%), and one of the responses
declared that “Repeated modifications and confirmations with the LLMs
are necessary to generate a satisfactory critical scenario,” highlighting the
inefficiency of the current process. It implies that the LLMs lack a
deep understanding of real-world physical interactions, affecting testing
scenario generation. Besides, professionals also claimed that the limi-
tation of LLMs in context and multi-modal understanding exacerbates
the situation of non-accurate testing scenarios.
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5.7. Demand 7: Reliable cross-modality integration when using FMs

Apart from test case quality, cross-modality adaptation poses a
significant challenge. LLMs, trained on textual data, struggle to pro-
cess raw sensor inputs (e.g., camera, LiDAR, radar), requiring manual
conversion into text, which can lead to errors or missing details. Addi-
tionally, translating real-world scenarios into language-based prompts
often results in vague test cases, as natural language lacks the precision
to capture sensor-driven data. Even with multi-modal FMs, inconsisten-
cies arise in unifying low-level sensor fusion (e.g., camera and LiDAR
for object detection) with high-level decision-making (e.g., safe driving
maneuvers), creating incoherent tests across modalities.

42.85% of FMs users mentioned the cross-modality adaptation be-
tween NLP and vision. This demand involves frontier topics that are
primarily driven by academic research, which extract more attention
from researchers. Specifically, FMs in ADS testing may struggle with
integrating full-scale awareness (an understanding of all relevant ob-
jects and events) in complex driving environments. As one practitioner
noted, “LLMs are hard to get the input of the scenario, we have to translate
the scenario into language,” underscoring the fundamental challenge
of mapping low-level sensor data into high-level textual descriptions.
The inherent ambiguity of natural language further complicates the
precise generation of required test scenarios, increasing the risk of
misinterpretation in testing. These limitations collectively highlight the
effective integration of FMs into ADS testing, especially when bridging
perception and reasoning across different modalities.

6. Literature review, current challenges and future direction

In this section, we summarize the literature related to the demands
we identified in Section 5, followed by analyzing the challenges and
future directions. This work contains 105 references in total, includ-
ing software engineering journals (TSE, TOSEM, JSS, IST, ESE, SOSP,
and SPE) and conferences (ICSE, ISSTA, ASE, FSE, QRS, ICST, and
COMPSAQ), intelligence vehicle journals (TITS, TII, RAL, IV, and TIV)
and conferences (ICRA, CoRL, and DSC), and artificial intelligence
conferences (NeurIPS, ICML, AAAI, CVPR, ICCV, and ECCV).

6.1. Challenges and directions for demand 1

Literature: We briefly discussed the testing critical scenario approaches
in Section 4.3, including knowledge-based [37,59,60], search-based [6,
9,61-65], and data-driven [38,66,67] methods. In the knowledge-based
approach, Deng et al. introduced a rule-based metamorphic testing
framework for flexible testing scenarios [37]. Li et al. focused on gener-
ating test cases for road topology, especially junctions [59]. Guo et al.
proposed FuzzScene, which generates perturbations to capture rare
behaviors [60]. In the search-based approach, Zhou et al. combined
specification-based methods with search techniques to automatically
find test cases that violate specifications [62]. The MOSAT uses genetic
algorithms to generate test scenarios [61], and scenoRITA identifies and
eliminates duplicate scenarios [9]. Tian et al. leveraged real-world traf-
fic data to generate road topology test scenarios [6]. In the data-driven
approach, Amini et al. introduced VISTA, a data-driven simulation to
generate test cases for transformations and perturbations [66]. Zohdi-
nasab et al. developed DeepAtash-LR, combining data-driven methods
with search-based strategies for resource-efficient ADS testing [38].
Additionally, corner case coverage has drawn significant attention.
Zhang et al. categorized corner cases and evaluated the suitability of
existing metrics and datasets [68]. Li et al. created CODA, a real-world
road corner case dataset [55], and Biagiola et al. proposed GenBo,
which generates challenging scenarios at the behavior boundary [69].

Challenges: Many papers discuss the limitation of coverage in corner
cases [31,68]. Whether in simulation or real-world testing, generating
corner cases is difficult. Although the existing testing datasets cover
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common driving scenarios, the coverage for extreme scenarios is still an
issue. Moreover, the evolving nature of real-world traffic conditions ne-
cessitates continuous dataset updates and scenario adaptation, further
complicating comprehensive coverage.

Future Directions: (1) LLMs can generate diverse and rare scenarios
by integrating knowledge and complex combinations of objects and
environments. Recent studies have demonstrated the potential of LLMs
in scenario-based reasoning for autonomous driving [10,20]. However,
challenges remain in ensuring scenario validity and physical plausi-
bility. (2) Appeal companies and institute open-source datasets, boost
the ADSs community to accumulate more data on corner cases. Efforts
such as Waymo Open Dataset [70] have enhanced the diversity of test
scenarios. One participant pointed out, “To improve ADS robustness, we
need more datasets with real-world adversarial scenarios, not just synthetic
data.” Future work should focus on curating datasets with more ad-
versarial and long-tail driving situations, ensuring better generalization
and safety evaluation for ADSs.

6.2. Challenges and directions for demand 2

Literature: Simulation platforms like CARLA [13], Apollo [3], and
BeamNG.tech [15] bridge the gap between real-world and simula-
tion testing by offering realistic environments, diverse scenarios, and
automated feedback. Studies have provided insights into their effec-
tiveness [57,71-73]. Osinski et al. evaluated simulation-based RL in
real-world performance, showing high noise levels with limited ran-
domness [71]. Stocco et al. examined the transferability between sim-
ulation and real-world testing, identifying gaps due to random noise
and mechanical stochastic effects [57]. Dai et al. introduced SCTrans
to generate simulation scenarios from real-world traffic datasets, but it
lacked other objects, which may cause discrepancies [74]. Wang et al.
tested an E2E ADS in the real world, achieving good performance but
with slow inference speed [73].

Challenges: Although simulators can provide a large number of testing
data, the uncertainty of the real-world cannot be fully covered, which is
mainly attributed to the discrepancies in the received data from sensors
between the simulation platforms and the real-world [7,16,68,75,76].
This results in ADSs that perform well in simulators but degrade in the
real-world. Additionally, the imprecise dynamic modeling of real-world
physics and traffic behavior further exacerbates the problem [77-80].
Consequently, achieving reliable transferability between simulated and
real-world testing remains an ongoing challenge.

Future Directions: (1) Testing on hybrid simulation and real-world by
screening valuable testing scenarios in simulators and then validating
them in real-world experiments, this hybrid approach improves test-
ing efficiency while ensuring scenarios reflect real-world conditions.
Simulators can identify valuable scenarios, which are then tested in
controlled real-world settings, bridging the gap between simulation
limitations and real-world traffic complexities. (2) Explore the fusion
technology of multi-modal sensors, especially testing when sensor data
fails in extreme environments to enhance the ADSs’ robustness. This
would improve ADS reliability by ensuring it can adapt and function
even when typical sensor inputs fail or are inaccurate. One professional
noted, “Heavy rain or fog often degrades LiDAR and camera performance,
making it critical to rely on radar or sensor fusion techniques.” Recent
advancements in multi-sensor fusion, particularly in real-world test-
ing [16], can significantly improve ADS robustness in dynamic and
unpredictable environments.

6.3. Challenges and directions for demand 3

Literature: Evaluation metrics for simulation and real-world testing are
designed to measure the safety, reliability, and ability of ADSs, typically
including collision rates, trajectory deviations, passenger comfort, etc.
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In system-level and E2E simulation testing of ADSs, many studies
utilized prevalent simulation benchmarks [81-83] like CoRL2017 [13],
NoCrash [84] and CARLA Leaderboard [85] to assess performance.
The benchmarks focus on criteria such as task success rate, infraction,
navigation, etc. CoRL2017 pays more attention to decision-making
ability in complex navigation tasks [86], NoCrash mainly evaluates the
robustness and adaptability of automatic driving systems in complex
traffic scenarios [87], and CARLA Leaderboard provides a compre-
hensive assessment framework [88,89]. Laurent et al. presented an
alternative method that combines different parameters for testing to
evaluate different decision outputs, thus ensuring each decision path
of the ADS is tested [90]. Besides, in the real-world testing, the criteria
also mainly focused on lane-following and obstacle avoidance [73].

Challenges: Despite the widespread use of simulation benchmarks such
as CoRL2017, NoCrash, and CARLA Leaderboard for evaluating ADS
performance, the existing evaluation metrics often fail to address the
full spectrum of challenges faced by autonomous systems in real-world
environments. One of the primary limitations is that these metrics focus
on specific, isolated aspects of ADS performance. However, they do not
sufficiently assess the long-term stability or robustness of ADSs during
continuous operation. This oversight becomes crucial when considering
the need for an ADS to operate safely and reliably over extended
periods, often under varying conditions [91]. Additionally, these met-
rics lack the ability to provide granular feedback on system failures,
making it difficult to diagnose performance issues or bottlenecks. This
limitation also hinders the ability to compare ADS performance directly
with human driving behavior [72,92].

Future Directions: (1) Consider the long-term performance of ADSs
and assess adaptability in multi-tasking scenarios. This includes assess-
ing the system’s ability to handle diverse and dynamic environments,
particularly in multi-tasking scenarios where the system must handle
multiple tasks simultaneously or transition between tasks smoothly.
Therefore, one participant emphasized that “We need better ways to test
how ADSs adapt to long-term driving scenarios instead of just short tests.”
(2) Introduce comprehensive feedback systems that measure reaction
time in complex scenarios and assess responses to unexpected driving
scenarios.

6.4. Challenges and directions for demand 4

Literature: We investigate attacks frequently mentioned in the re-
sponses: physical, cyber, inference, and adversarial attacks. Physical
attacks disrupt sensor data or fabricate signals using external hardware.
Two common examples are jamming [93] and spoofing attacks [27].
Jamming adds noise to degrade sensor data, while spoofing injects
signals during data collection. Beyond model-agnostic defenses, Sun
et al. proposed an ADS defense against sensor attacks, though it leads
to false alarms [34]. Cao et al. compared existing defenses, noting that
the best defense only reduces the attack success rate to 66% [94].

Cyber-attacks on vehicle systems and transport infrastructure pose
significant threats to V2X communication [95]. For instance, attackers
can control the upload process of HD Maps to the cloud [96]. Denial of
Service attacks can also disrupt V2X network availability [97]. Defenses
against cyber-attacks span areas like data transmission, authentication,
and network routing, though they require considerable computational
resources [95]. Additionally, inference attacks, evaluated in IoT and
cloud techniques, pose threats [98,99]. He et al. showed that member-
ship inference attacks leak information about the perception training
dataset, with defenses like Gaussian noise and differential privacy
potentially reducing model accuracy [100].

Adversarial attacks, which involve pixel-level perturbations to input
data, cause models to make incorrect decisions [101-104]. ADEPT
generates adversarial attacks based on ADS feedback from various
test scenarios [103]. Von et al. applied adversarial testing to vehicle
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trajectories to refine perturbations [104], while Wu et al. developed
white-box adversarial attacks against the E2E system [101], and Xi-
ang et al. integrated adversarial attacks into the V2X system [102].
The most common defense is adversarial training, though it requires
significant resources [102,104].

Challenges: These attacks can affect multiple components of an ADS
simultaneously, requiring defense mechanisms that address various
dimensions of the system, including data integrity, communication se-
curity, sensor fusion, and more [27,68,96,105]. A major challenge lies
in ensuring that defenses can work across the physical, communication,
and model layers to provide robust protection without significantly
hindering system performance.

Future Directions: (1) Construct a unified, comprehensive security
assessment standard or framework that is flexible to adapt to emerging
attack strategies and ensure a holistic defense across different ADS
components [68]. The professionals agree that “Different companies use
different security testing criteria, making it hard to compare ADS security
levels objectively.” Therefore, a well-defined framework should integrate
attack simulation, real-time threat detection, and system-wide robust-
ness evaluation. (2) Develop ADSs that can sense threats in real-time
and respond dynamically. This would require the implementation of
adaptive security mechanisms that continuously monitor the vehicle’s
environment, system state, and communication network for potential
threats [27].

6.5. Challenges and directions for demand 5

Literature: Communication and cross-model collaboration are
inevitable issues in the V2X system [17-19]. Sedar et al. presented
an onboard unit that contributes to communication among various
equipment manufacturers, who leveraged different V2X protocols [17].
Besides, the standard communication protocols and Ethernet-based
networks have leverage widespread [18]. However, different organi-
zation develops their own DNN models for ADSs, which impacts model
compatibility. The common DNN model in ADSs, including Tesla’s
Full Self-Driving (FSD) DNN [1], Apollo DNN [3], Waymo DNN [70],
etc. Among them, Tesla’s FSD and Waymo DNNs rely on their closed-
loop ADS, which makes it difficult to exchange data with other ADSs
seamlessly.

Challenges: The research on model compatibility among multi-vendors
is limited [106]. The DNN models developed by different automo-
bile manufacturers utilized different data processing methods, feature
extraction methods, or differences in decision modules, making dis-
tinct ADS difficult to collaborate seamlessly. For example, different
V2X interaction models choose different data fusion strategies (early,
intermediate, late) according to their application requirements.

Future Directions: (1) Introduce knowledge distillation to extract
useful knowledge from different DNN models and transfer it into a com-
mon lightweight model that can be applied across platforms [107]. One
of the professionals states that “If we can distill a smaller, cross-model
collaboration ADS, it would greatly improve real-time decision-making.”
It proposes that knowledge distillation may serve as a bridge be-
tween proprietary ADS models, ensuring cross-platform compatibility
and computational efficiency. (2) Establish standardized interfaces for
models in V2X systems, calling for models from various vendors to col-
laborate through the unified interface. This would reduce the barriers
to cross-platform collaboration, enabling better communication and co-
operation in V2X systems [19]. One participant indicates the potential
benefits of a standardized framework, “If every company uses its own
protocol, cross-vehicle communication will always be a challenge. A stan-
dardized model interface would significantly improve vehicle coordination
in V2X.”
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6.6. Challenges and directions for demand 6 and demand 7

Because Demand 6 and Demand 7 are both related to FMs, we
present literature relevant to LLMs and VFMs in the same section and
discuss the challenges, respectively.

Literature: Several studies have applied LLMs to generate testing sce-
narios for ADSs [10,12,20-23]. Zhang et al. [20] used GPT-3.5 to
generate metamorphic relations for metamorphic testing. Guo et al.
proposed SoVAR, utilizing GPT-4’s ability to extract textual information
and generate driving trajectories in the Apollo simulator [10]. Zhang
et al. also used GPT-4 to create complex testing scenarios in the CARLA
simulator [12]. Lu et al. leveraged GPT-4 to diagnose safety violations
in simulation testing [23]. In VFMs, SAM [54] segments objects from
images without specific training datasets, while DINO [24] uses self-
supervised learning to generate visual representations, enabling the
generation of diverse testing scenarios in unseen driving environments.

Challenge of Demand 6: Improving the generated scenario qual-
ity is a demand for introducing LLMs for testing ADSs. The current
LLMs do not provide satisfactory results in understanding traffic jar-
gon and non-standard phrase structures in accident reports [10,21].
Specifically, Song et al. leveraged GPT-4 to identify benign scenar-
ios, but the scenarios lacking surrounding objects were recognized as
inconsistent [108].

Challenge of Demand 7: LLMs are based on natural languages. [22,
23,108] translates domain-specific language into natural language or
leverages LLMs setup viewpoint’s position and angle by input natu-
ral language. However, the tasks for the generation may not match
the expectations due to natural language ambiguity. Errors in LLMs’
comprehension of commands also affect task accuracy. Besides, testing
standardization and consistency are hard to guarantee, and the different
test instructions may generate different scenarios.

Future Directions: (1) Divide test cases into multiple levels (e.g., basic
driving behavior, scene complexity, interaction dynamics), allowing
LLMs to generate high-quality test cases by controlling different lev-
els. One of the professionals argues that “LLMs generate test cases but
often lack structure. If we categorize test cases into different levels, we
can systematically control scenario difficulty and complexity.” Another
professional also agrees, “Some test cases are too trivial, while others
are unrealistic. If we define structured levels, LLMs can better generate
relevant and meaningful cases.” (2) Building the translation module,
transforming the natural language description into the parameterized
scene configuration, which helps to generate more controllable scenes.
One practitioner claims the limitations of current test case creation,
“We often describe a scenario verbally. If we had an automated way
to translate test descriptions into simulation-ready parameters, it would
significantly streamline testing.” It shows a direction for setting up a
translation layer that bridges high-level test case descriptions with
executable simulation parameters, ensuring that generated scenarios
are both realistic and reproducible.

7. Threats to validity

We summarize threats to validity following the criteria from [109],
which are divided into four parts: internal, external, construct, and
conclusion validity.

Internal Validity. To ensure internal validity and avoid sensitive ques-
tions, we avoided questions that might make respondents worried about
disclosing company information to encourage truthful responses from
participants. During the pilot survey, we adjusted the questions based
on feedback until all 10 pilots claimed that the questions were reason-
able and did not involve sensitive information. Besides, the anonymity
and confidentiality of the data were explained to respondents before
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our survey to ensure their answers did not reveal any personal or
company information.

External Validity. Two main external threats may affect the gener-
alizability of our findings: participant sampling bias and discussion
bias.

Regarding participant sampling bias: (1) our recruitment strategy
relied on personal networks and GitHub email crawling. While these
methods may introduce sampling bias, potentially favoring academic
researchers and open-source ADS developers, we ensured diversity
within our personal network by including both industry practition-
ers and academic contacts. Additionally, we applied strict filtering
to remove incomplete, low-quality, or irrelevant responses (e.g., from
vehicle scheduling). As a result, our final sample comprises 100 vali-
dated ADS testers, with 59% from academia and 41% from industry,
supporting a balanced representation of perspectives. Nonetheless, we
acknowledge that practitioners working on confidential, closed-source
ADS projects may still be under-represented. To mitigate this further,
we explicitly differentiate academic and industry perspectives through-
out our analysis. (2) Geographical imbalance may exist. While our
participants span eight countries, the majority were recruited through
our professional network and are from China (24 participants), the USA
(16), Japan (12), and the UK, which together represent major markets
and deployment paradigms in ADS development. Although countries
like Germany and other regions may be underrepresented, the inclusion
of these leading regions, covering both aggressive field deployment
(e.g., China, USA) and cautious safety-focused strategies (e.g., Japan,
UK), helps ensure that our findings reflect diverse and globally relevant
testing practices and challenges.

Regarding the discussion bias, the results may be affected by the
initial discussion during the study. Discussions with four professionals
involved in ADS testing may have been subjective due to their different
experiences and backgrounds, resulting in the lack of representation of
the general population. To prevent the survey from focusing only on
areas more familiar to the professionals, we conducted literature re-
views to summarize the large-scale survey with 107 questions. Besides,
we invited 10 experienced candidates as pilot respondents to double-
check the comprehensiveness of the survey. The survey was distributed
to academic researchers and industry practitioners, and 100 responses
were received.

Construct Validity. If the survey cannot adequately cover the different
test dimensions, may lead to misunderstandings about the overall
performance of the ADS testing. To improve construct validity, we
comprehensively analyzed ADS testing by covering multiple subareas
involved, including V2X, module-level testing, system-level testing,
etc. Although most surveys are multiple-choice, we have provided
alternative answers to receive more voices. In the follow-up section,
we designed open-ended questions for distinct respondents to further
investigate their demands.

Our study did not explicitly restrict the scope to a particular Society
of Automotive Engineers (SAE) automation level, which defines six
levels of driving automation from Level 0 (no automation) to Level
5 (full automation) [28]. Although responses suggest alignment with
Level-3 to Level-5 systems based on system descriptions and affiliations,
this lack of explicit separation may introduce interpretation variance
across participants. Nevertheless, this was intended to ensure broad
coverage of ADS testing practices across all automation levels, and
many companies evaluate features spanning multiple levels (e.g., Level-
3 and Level-4) under unified testing frameworks. We inferred the
approximate SAE levels based on participants’ affiliations and response
content, where practitioners primarily referenced Level-3 and Level-4
systems, while researchers discussed challenges related to Level-4 and
Level-5 autonomy. Therefore, the collected responses still reasonably
reflect a wide range of ADS testing practices and challenges.

Conclusion Validity. Regarding the conclusion validity of the survey,
the first two authors selected 90 complete and high-quality responses

14

Information and Software Technology 187 (2025) 107859

separately, with a consistency rate of 97.78%, and finally obtained a
total of 100 responses as the thematic analysis foundation. Additionally,
we further surveyed participants who met the follow-up criteria with
a response rate of 68.22%. To capture respondents’ thoughts, we de-
signed different open-ended questions based on the participants’ ratings
to determine the responses’ consistency.

8. Conclusion

This paper presents a comprehensive survey of testing practices
for ADSs, including both modular and E2E systems. It highlights the
key demands and challenges faced by both industry practitioners and
academic researchers. The survey methodology involved discussions
with professionals, a detailed survey of ADS testers and researchers,
and follow-up open-ended questions. Seven critical demands were iden-
tified, with a particular focus on the diversity of corner cases, testing
criteria, potential attacks, and V2X interoperability. Additionally, the
increasing use of LLMs for generating test scenarios is noted, alongside
demands for improving the quality of test cases through FMs. The paper
also provides an in-depth literature review of software engineering
research to evaluate progress in addressing these challenges. This work
offers actionable insights and future research directions to enhance
ADS testing methodologies, ultimately contributing to safer and more
reliable autonomous driving systems.
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