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Abstract—Adversarial attacks play an important role in testing
and enhancing the reliability of deep learning (DL) systems.
Most existing attacks for DL-based autonomous driving systems
(ADSs) demonstrate strong performance under the white-box
setting but struggle with black-box transferability, while black-
box attacks are more practical in real-world scenarios as they
operate without full model access. Numerous transferability-
enhancement techniques have been proposed in other fields (e.g.,
image classification), however, they remain unexplored for end-
to-end (E2E) ADSs.

Our study fills the gap by conducting the first comprehensive
empirical analysis of nine transferability-enhancement methods
on E2E ADSs, covering two types: three input transforma-
tion enhancements and six attack objective enhancements. We
evaluate their effectiveness on two datasets with four steering
models. Our findings reveal that, out of nine enhancements,
Resizing+Translation delivers the best black-box transferability,
producing up to 9.39° increase in MAE. Pred+Attn serves as
the best objective enhancement, producing a maximum of 5.55°
(white-box) and 6.21° (black-box) increase in MAE. Through at-
tention heatmap visualizations, we discover that different models
focus on similar regions when predicting, thereby enhancing the
transferability of attention-based attacks.

In conclusion, our study provides valuable results and insights
into the transferability-enhancement techniques for E2E ADSs,
which also serve as a robust benchmark for further advancements
in the autonomous driving field.

Index Terms—Software Testing, Adversarial Attacks, Cross-
model Transferability, Autonomous Driving, Deep Learning

I. INTRODUCTION

The great success of Deep Neural Networks (DNNs) has led
to dramatic performance improvement in many autonomous
systems. One such domain is autonomous driving, where the
current state-of-the-art Autonomous Driving Systems (ADSs)
can be categorized into two types: multi-module and E2E
[1]-[3]. Multi-modular ADSs decompose the whole system
into interconnected modules (e.g., perception, decision). E2E
ADSs, on the other hand, combine multiple modules into
a single DNN that directly maps sensor data (e.g., RGB,
LiDAR) to the numerical control actions such as steering. The
simplicity of E2E learning has attracted researchers to develop
state-of-the-art models [3]-[5]. Despite their achievements,
studies have shown that E2E ADSs are highly vulnerable
to maliciously crafted adversarial samples [6]-[9]. A subtle,
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human-eye-imperceptible adversarial perturbation can cause
severe misbehavior, posing serious threats to the reliability
and trustworthiness of such safety-critical systems [10]. Re-
cent ADS accidents [11] further highlight the importance of
comprehensive testing before commercialization.

Recent research on ADS testing has predominantly focused
on generating adversarial and synthetic examples to trigger
system misbehavior [6], [12]. Adversarial attacks in E2E ADSs
can be generally categorized into white-box and black-box
attacks [7]-[9]. White-box attacks involve full model access,
while black-box attacks operate with limited query access with
no knowledge of model parameters. Both types of attacks have
been extensively explored for steering models (E2E ADSs
predicting steering control) [6]-[8]. Black-box attacks are
comparatively more practical in real-world scenarios due to
their minimal information requirement [13], though generating
effective adversarial samples remains challenging in such cases
[14]. To address this issue, a line of research has proposed
attacking a surrogate white-box model in which we know
the parameter to generate adversarial samples, and leveraging
cross-model transferability to attack black-box models for the
same task [15]-[17]. Cross-model transferability (hereafter as
transferability) involves using adversarial perturbations gener-
ated with a white-box model to attack black-box models [18].
Several studies demonstrate poor transferability of the white-
box generated adversarial samples for steering models but did
not explore methods to enhance it [15], [19].

Many works have proposed transferability-enhancement
techniques and validated their effectiveness on image clas-
sification tasks (e.g., ImageNet dataset) [16], [20], [21] and
perception tasks (e.g., object detection) [22], [23]. Two com-
monly used approaches are input transformation enhancements
[16], [20] and attack objective enhancements [24], [25]. Input
transformation enhancements involve using an ensemble of
transformed and original images (e.g., resizing) to generate
the adversarial perturbation, thereby preventing overfitting to
the white-box model. Attack objective enhancements apply
different objectives to generate more transferable adversarial
samples, such as disrupting model-agnostic features. However,
there is limited research exploring methods to enhance attack
transferability and assess the effectiveness of transferability-
enhancement techniques on E2E ADSs.
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Therefore, there are two main challenges yet to be solved
in the current research: (1) How to improve the transferability
of adversarial attacks on the E2E steering regression task?
(2) Can the existing transferability-enhancement techniques
designed for other tasks be implemented for the E2E steering
regression task, and how effective are they? Our work seeks to
fill the gap in autonomous driving research by conducting an
empirical study on different transferability-enhancement tech-
niques for steering models and identifying the most effective
ones. We summarize the following findings:

1) The transformation Resizing+Translation achieves the
best black-box transferability, producing a 0.28° to 9.39°
improvement in MAE compared to the basic framework
(baseline). 2) The objective Pred+Attn achieves high effective-
ness in both black-box and white-box attacks, with increases
of up to 5.55° (white-box) and 6.21° (black-box) in MAE
compared to the baseline. 3) The objective Feat+Attn is not
recommended for either attack type, showing a decrease of
up to 4.51° (black-box) and 66.09° (white-box) in MAE
compared to the baseline. 4) The best transformation Resiz-
ing+Translation (0.06s) for transferability enhancements takes
only half the runtime compared to the best objective Pred+Attn
(0.11s) on average. Furthermore, based on our results, we also
provide insights to pave the way for future advancements in
attack transferability within the field.

We summarize key contributions of this paper as follows:

o To the best of our knowledge, we undertake the first
comprehensive study aimed at systematically assessing
the effectiveness of various transferability-enhancement
techniques for E2E steering models.

« We identify nine enhancements in total-three input trans-
formations and six attack objectives—applicable to E2E
steering models. We evaluate their effectiveness in both
white-box and black-box attacks using two datasets and
four steering models. For black-box and timely attacks,
Resizing+Translation is recommended. For high effec-
tiveness in both attack types, Pred+Attn is recommended.
However, we do not recommend Feat+Attn for either
attack type.

« We provide insights into the superior performance of
these techniques and open-source our implementation at
https://github.com/EnhanceRepo/EnhanceTransferability.

II. RELATED WORK
A. Deep Learning in E2E ADSs

With advances in DNNs, E2E ADSs have reached state-of-
the-art performance. The history of DNN-based ADSs can be
traced back to the 1980s when Pomerleau et al. [26] proposed
a three-layer network designed for the road following task,
dubbed ALVINN. ALVINN takes images from a camera and
a laser range finder as input and outputs the travel direc-
tion. Subsequently, the E2E behavior cloning for autonomous
driving attracted significant interest from academia, prompt-
ing researchers to continually develop new architectures and
learning procedures to enhance performance [5], [27]. In 2016,

the NVIDIA research group introduced Dave2 [27], which
trained a convolutional neural network (CNN) to map raw
pixels from a single front-facing camera directly to steering
commands. This system successfully steers on local roads and
highways. At the same time, Udacity Inc. launched the second
self-driving car challenge, encouraging participants to design
DNN models predicting the appropriate steering angle using
images [28]. Teams achieving state-of-the-art performance
were ranked on the Udacity leaderboard !. Many successful
research works have demonstrated the power of the E2E
learning approach in DNN-based ADSs, and this evolution
continues unabated.

B. Adversarial Attacks in E2E ADSs

Adversarial attacks for E2E ADSs can be broadly cat-
egorized into two types: white-box attacks and black-box
attacks. In this paper, we utilize white-box attacks to generate
perturbation on a surrogate white-box model and leverage
the transferability of that perturbation to attack black-box
models for the same task. For white-box attacks, the at-
tacker has full access to the targeted model and can use its
gradient information to craft adversarial perturbations [29],
[30]. In 2017, DeepXplore [7] utilized neuron coverage as the
objective to perform white-box attacks on steering models.
DeepBillboard [6] and PhysGAN [12] leveraged gradient-
based white-box attacks and generative models, respectively,
to generate adversarial billboard patterns to attack steering
models. Von et al. used variants of prediction difference as the
objective to attack steering models within the BeamNG sim-
ulator. Recently, Zhang et al. introduced UniAda to generate
adversarial examples that can simultaneously attack multiple
vehicle controls in a white-box manner.

Black-box attacks involve scenarios where the attacker is
limited only to the query access to the model, knowing only the
model’s output for a given input [31]. For example, DeepRoad
[8] implemented a black-box variational-autoencoder-based
method that applied various weather transformations to craft
adversarial images that mimic real-world weather conditions.
The adversarial samples can induce misbehavior in the steering
model. Some works also utilized the transferability of white-
box-generated adversarial examples to perform black-box at-
tacks. For instance, Deng et al. [19] discovered that adversarial
examples generated with optimization-based and generative-
network-based methods for E2E steering models perform
poorly on other black-box models. Zhang et al. [15] observed
similar results for multi-output E2E ADSs and pointed out
several research directions to enhance transferability, however,
they did not validate them experimentally.

Overall, many existing research on E2E ADSs has focused
on improving the effectiveness of white-box attacks, while
enhancements for black-box attacks remain largely underex-
plored. Notably, there is a lack of research on techniques that
enhance the attack transferability on black-box models for E2E
ADS:s.

Uhttps://github.com/udacity/self-driving-car/tree/master/challenges/challenge-
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C. Transferability and its Enhancement

The cross-model transferability of adversarial examples
generated with the white-box model can be used to attack
black-box models for the same task [17], [20], [23]. Directly
transferring the generated adversarial perturbation to black-box
models usually results in poor performance due to overfitting
to the white-box model [19]. Various methods have been
proposed to improve the transferability in the field of image
classification. Common methods include but are not limited
to applying various input transformations [16], [20], attack-
ing model-agnostic features [32], [33], and attacking model-
agnostic semantic properties (e.g., attention) [21], [34]. For
example, Xie et al. [16] proposed to improve the transferability
of adversarial examples by creating diverse input patterns,
while Dong et al. [20] used a set of translated images to
optimize an adversarial sample.

Similarly, in the field of perception, several studies have
expanded on these concepts to enhance the transferability for
object detection or semantic segmentation tasks [22], [23],
[35]. For example, Lu et al. [22] and Hashemi et al. proposed
to enhance transferability by attacking intermediate feature
maps for semantic segmentation and object detection tasks.

The proven effectiveness and importance of transferable
adversarial samples in other fields encourage us to address the
research gap regarding transferability analysis in the steering
task for E2E ADSs.

III. PRELIMINARIES

In this section, we define the notations used throughout this
paper and formalize the goals and capabilities of attackers to
the targeted ADSs. Then, we provide a formulated definition
of (1) adversarial attacks on the steering regression task
and (2) Transferability-enhancement techniques employed in
this paper (Input Transformation Enhancement and Attack
Objective Enhancement).

A. Notations and Threat Model

e x,.;: the original input image.

® T.4,: the generated legitimate adversarial image, such that
the pixel values must be within the range [0,1]. We denote as
Zady = Process(xori + 7).

e x: to represent the general image input.

e m: the white-box model that we craft the adversarial
perturbation on. We denote m(x) € R as the predicted steering
angle value with the input z.

o 7: the adversarial perturbation pattern.

e ¢: the maximum perturbation.

Threat Model: We perform iterative white-box gradient-
based attacks with specified attack objectives to generate an
adversarial sample and use the transferability to conduct black-
box attacks on other steering models for which we have limited
access. Steering models take RGB images as input and output
real continuous steering values. Specifically, we intentionally
craft a malicious adversarial sample x,4, to fool the steering
model m into making wrong steering decisions. Our attack is
image-specific such that we generate a unique 7 for each RGB

image. The adversarial image .4, is visually similar to the
ZTori and conforms to the training distribution. Moreover, our
attacks are non-targeted, in which we do not guide m towards
a specified prediction direction. The crafted z,4, can induce
m to predict a steering value that is either larger or smaller
than the original prediction m(z ;).

B. Adversarial Attacks

Adversarial attacks in DNNs aim to generate a subtle,
human-imperceptible perturbation 7 that induces the model
to make false predictions. In the steering regression task, the
goal of adversarial attacks is maximizing the model prediction
difference between the original and the adversarial input [19],
expressed as argmax._ |m(Zqqn) — m(xori)| subject to the
imperceptibility constraint ||7|, <e. ||, could be Ly, Ly or
L norm (we use Lo,) [29]. A common objective to perform
white-box gradient-based attacks is prediction-difference loss.
We take the absolute value to give equal importance to
different error scales:

Lyrea(zym) = =Im(xaqy) — m(Tori)| 1

By minimizing the loss, we are maximizing the difference
between the prediction on the original and adversarial sample.

C. Transferability-Enhancement Techniques

Input Transformation Enhancement: Input Transformation
is one of the most effective approaches to improve attack trans-
ferability. Crafting with diverse input patterns, the generated
T is expected to be less sensitive to the discriminative region
of the white-box model being attacked [16], [20].

In this paper, we explore two input transformations that
are commonly-used in other fields [16], [20], [36], [37]:
Random Resizing and Translation. Each transformation is
applied to = during the perturbation generation process with
the prediction-difference loss L,,..q (Eq. 1) as the attack
objective.

(1) Random Resizing [16] first resizes the input image to a
random size and then randomly pads zeros around it (i.e., pads
back to the original size). The transformation 7" is applied
with probability p € [0, 1] at each attack iteration. Specifically,
we use the transformed image 7'(x) with probability p and
the non-transformed image x with probability 1 — p. In our
experiments, we set p = 0.5, following the default settings in
[16]. The input is initially randomly resized to rnd x rnd x 3
with rnd € [90,100), and then it is padded back to the size
100 x 100 x 3 with zeros.

(2) Translation operation [20] T;;(-) shifts the image x by i
and j pixels along the two-dimensions, respectively. In other
words, each pixel (a,b) of the translated image is defined
as T (x)ap = Ta-ip—j- We set i,j € {-k,...,0,....,k} with
k < 10 for small translations to hold the assumption for fast
gradient calculation with kernel matrix. Following [20], we
use the default Gaussian kernel with a kernel length of 15 and
a radius of 3 for our experiments.

Attack Objective Enhancement: Another line of research
attempts to enhance attack transferability by investigating
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model-agnostic features and disrupting them using novel loss
functions during the perturbation generation process. We
consider two well-known objective improvements: Feature-
disruptive Loss and Attention-distractive Loss [21], [33]. In
our experiments, we generate 7 using images without trans-
formations and employing different enhancement losses as
attack objectives.

(1) Feature-disruptive Loss: Previous studies [24], [25]
have revealed that shallow-layer features learned by different
models are similar. Based on this observation, literature in both
image classification [33] and perception [22], [23] proposed
to craft the adversarial sample by maximizing the discrepancy
in the intermediate feature between the clean sample and
the perturbed sample. Specifically, the goal is achieved by
amplifying the less significant channel-wise features while
weakening the significant channel-wise features.

Lfear(z;m) = log(} 3 Imy, () @ Vi, (2)]:)

i,J peS

~10g(3 Y Imy(x) © Vmy(@)i5)

7 qes

(@)

where © is the element-wise product, S and S represent the
channel index set of significant and less significant channel-
wise features, respectively (partitioned by channel-wise mean-
based strategy described in [33]). |- | is the absolute value
function. mé(x) refers to the feature map of p-th channel at
the [-th layer of the model. Vmé(as) represents the gradient of
the predicted steering angle with respect to the input image =
at the p-th channel of the [-th layer of the model m. We sum
over all (i,7) elements in the feature map and all channels in
the index set, and then take the logarithm of it and compute
the difference as the loss function. By minimizing the loss
function, the generated perturbation causes important channel-
wise features to become less important, while less significant
features become more important. As suggested in [33], we
select the first convolutional layer of each model for [.

(2) Attention-distractive Loss: Most steering models, includ-
ing those we studied, employ CNN-based architectures to learn
and extract local features from input images. Understanding
the visual attention of these models is crucial to comprehend
which areas they prioritize during predictions [38]. Previous
studies have introduced efficient attention-guided adversarial
samples in tasks like image classification and object detection.
They also demonstrated the transferability effectiveness of the
generated adversarial samples [21], [34], [39].

Following common practices [39], [40], we adopt Grad-
CAM [38], originally designed for classification problems,
to interpret predictions made by steering models. To locate
the attention area, we first obtain the activation value A*
(i.e., feature map) of a specific convolution layer (usually the
last convolution layer) through forward propagating the input
image x. Then, we back-propagate the model prediction signal
Leam to Aj and obtain positive contribution regions.

Adapting Grad-CAM for regression tasks involves using the

prediction signal L., instead of softmax values 2. Specifi-
cally, we divide and adjust steering angles y into three ranges
by 4. J is a self-defined small positive threshold, where we
select § = 5°, which is relatively small according to the
distribution of steering angle data. In this way, by taking the
derivative of L4, the positive gradients always contribute to
the model prediction, regardless of whether the current steering
prediction is positive, negative, or nearly zero.

The resulting gradient values 0L cqm, /aAfj are then aggre-
gated via global average pooling to derive the importance
weight a), of the feature map A* for each channel k. The
attention map h(x,y) is then computed as the weighted sum
of AF:

y, ify>6 ak = £ ¥; ¥; OLcam/0AT;,
Leam = {~y, ify<-8 = h(z,y) = ReLU(X, ar A")
+ x sign(y), otherwise
3
We choose the feature map A” of the last convolutional layer
for each model, as suggested in [38]. We employ attention-
distractive loss L4y, to distract the focus from the original
attention map:

h({l?,y) h(xoriyyori)
La n ; = - 4
oo (231) Hmamw(x,y» maz(h (o g} |, P
where || - |1 stands for the L; norm. Self-normalization is

imposed to eliminate the influence of different magnitudes.
By minimizing Lg.,, Wwe maximize the difference between
the original attention map h(«ori,Yor;) and the adversarial
attention map h(zx,y).

IV. STUDY DESIGN
A. Experimental Procedure

Figure 1 illustrates the framework utilized in our study,
containing three workflows. Each workflow is distinguished
by color: the basic framework (Workflow 1, red), the input
transformation enhancement framework (Workflow 2, green),
and the attack objective enhancement framework (Workflow
3, blue).

In the basic framework, we generate adversarial pertur-
bations without employing any transferability-enhancement
techniques. We use the non-transformed image to iteratively
search for the perturbation 7 by attacking the white-box model
m with prediction-difference loss minimization (Eq. 1). After
that, we apply the optimized 7 to the seed image to obtain
the adversarial image. Then, we evaluate the white-box and
black-box attack effectiveness by computing the corresponding
metric. The results of the basic framework are served as the
baseline in this paper.

When applying the input transformation enhancements
(workflow 2, green), we use the transformed image to iter-
atively search for the perturbation by attacking the white-box

2we follow https://jacobgil.github.io/deeplearning/vehicle-steering-angle-

visualizations
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Image-specific Perturbation 7

Fig. 1: The framework of adversarial attacks on steering models. Workflow 1: the Basic Framework. Workflow 2: Input
Transformation Enhancement. Workflow 3: Attack Objective Enhancement. m denotes the white-box model we craft the
perturbation on. meg, ..., m,, denotes the black-box models being tested for transferability evaluation.

model m with prediction-difference loss minimization. The
optimized 7 is then evaluated for attack effectiveness.

For attack objective enhancements (workflow 3, blue), we
use the non-transformed image to iteratively search for the
perturbation with enhanced attack objectives (i.e., feature-
disruptive loss (Eq. 2), attention-distractive loss (Eq. 4), and
combination losses). After the searching process, we obtain
the perturbation 7 and evaluate its white-box and black-box
attack effectiveness.

Algorithm 1 elaborates the details of the image-specific
adversarial perturbation generation process. Input: The al-
gorithm requires seven key inputs outlined in the Require
lines. Specifically, z,,; denotes a single input seed image; m
is the white-box steering model that we know its parameters
and architecture to perform the white-box attack; Ir, e, iters
are hyperparameters, their values are listed and explained in
the Section IV-C; The loss functions used as the objective
to search for the perturbation; 7" is the input transformation.
Initialization: Line 1 creates an image copy that requires gra-
dients. Line 2 initializes the perturbation 7 as a vector of zeros,
with the same shape as the input RGB image. Perturbation
Generation: For each iteration, it computes the loss [ with
different workflows (Line 4-10). Note that for Workflow 3, we
set the weights of the other two losses as 0 when testing the
individual loss. Then, we compute the gradient G and take the
sign operator on it (Line 11). Line 12 updates the perturbation
via gradient descent, with a maximum perturbation size of e
(Lo norm) to maintain imperceptibility. Afterward, the image
x undergoes updates, subject to processing for legitimacy, for
example, the pixel values should be within the range [0,255]
(Line 13). Output: Upon reaching the maximum number of
iterations, the algorithm yields an image-specific human-eye-
imperceptible perturbation 7 for the seed input z,,; (Line 15).

B. Research Questions

RQ1: Which input transformation performs the best?
We compare three input transformations (Resizing, Transla-
tion, Resizing+Translation) with None (i.e., adopt no input
transformation, the baseline). We analyze their performance

175

Algorithm 1 Adversarial Perturbation Generation Process.

Require:
Require:
Require:
Require:

Torit the seed image

m: the white-box steering model

Ir: the learning rate

e: the maximum perturbation

Require: iters: the number of iterations

Require: the loss functions - {Lyred, L feats Lattn}

Require: 7': input transformation - {Resizing, Translation, Combination}
1: = = copy(zori)
2: T = zeros(z.shape)
3: for i in iters do

4: if Workflow 1: Basic Framework then

5: l= Lpred(z;m)

6: else if Workflow 2: Input Transformation Enhancement then

7. l= Lprcd(T(z)§ m)

8: else if Workflow 3: Attack Objective Enhancement then

9: l=a><Lp'red(aj;m)+ﬂXLfeat(a:;m)+7XLattn($;m)
10: end if

11: G = sign(9l/dx)

12: Update 7 < Clipe (7 - Ir x G)

13: Update z « Process(xori + T)

14: end for
15: return 7

in both black-box (i.e., transferability) and white-box attacks
under two public datasets.

RQ2: Which attack objective yields the best performance.
How does it compare to input transformations?
We study seven loss functions, including three individual
losses (the baseline Ly,.cq in Eq. 1, Lyeq¢ in Eq. 2, and Layin
in Eq. 4) and four combinations (L fca¢ + Lattn, Lpred + Lfeat,
Lpred + Lattn, and Lpreq + Lgeat + Laten). We analyze their
performance in both black-box and white-box attacks for both
datasets.

RQ3: What is the runtime of studied techniques in generat-
ing a single adversarial perturbation?
We examine the average runtime and its standard deviation of
all studied techniques for both datasets for all models.

C. Experimental Setup

Datasets: Our experimentation uses two public datasets that
are widely used in autonomous driving research [6], [12]:
(1) the Udacity self-driving car challenge dataset [28], which
contains 101,396 real-world driving images for training and
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5614 images for testing, which is captured by a dashboard-
mounted camera of a human-driven car. We use the Udacity
test set for experimentation; (2) the Dave testing dataset
[41], which contains 45,568 real-world driving images. The
images are recorded from a dashcam with labeled steering
angles, captured around Rancho Palos Verdes and San Pedro
California.

Models: We perform adversarial attacks separately on four
normally trained steering models, which have been widely
used in autonomous driving testing [6], [7], [9]. Specifi-
cally, we employ three models based on the Dave2 archi-
tecture (CNN-based, detailed in Section II-A) from NVIDIA,
denoted as Dave2V1 [27], Dave2V2 [42], Dave2V3 [43],
and one model (Epoch) from the Udacity challenge [4].
Specifically, Dave2V1 is the original model proposed by
NVIDIA. Dave2V2 is a variation of Dave2V1, which ini-
tializes weights using a truncated normal continuous random
variable. Dave2V3 is another variant that adds pooling layers
between each convolutional layer. Epoch is a CNN-based
steering model that ranked sixth in the final leaderboard of
Udacity Self-driving Car Challenge 2 3.

We employed the PyTorch re-implementation code provided

by Von et al. *. Following the training process provided by
the official Udacity GitHub page >, we trained them on the
Udacity train set with Mean Square Error (MSE) as the loss
function, defined as % YN (m(x)-y)?. y denotes the ground
truth steering label for the input image x and N denotes the
number of images. We evaluated the model performance on
the Udacity test set, where Dave2V 1, Dave2V2, Dave2V3, and
Epoch produce an MAE of 0.022, 0.028, 0.023, and 0.015,
respectively.
Evaluation Metrics: To assess the attack effectiveness of
the generated examples, we adhere to established practices
and employ a widely used metric for the offline evaluation
of steering models: Mean Absolute Error (MAE) [6], [7],
[9], [44], [45]. Note that since we perform non-targeted
attacks (see Section III-A), we use the sign-invariant operator
(absolute value) in the metric to avoid incorrect punishment
for negative errors (situations where the attacker induces the
model predicts a smaller steering than the original one). Let
N denote the number of images:

1 X , ,
MAE = ~ > Im(wtg,) = m(ay,.,)| (5)
A

A larger MAE indicates better attack effectiveness. To
provide a more straightforward presentation of the attack
effectiveness in the experiment results, we convert the steering
values in MAE from radians to degrees (°) by xu@.
Hyperparameters: The max perturbation € of each pixel
in the image is set to 5 for all experiments. Following the

optimal setting in Co et al. [46], the learning rate Ir is set
3https://github.com/udacity/self-driving-car/tree/master/challenges/challenge-
“https://github.com/MissMeriel/DeepManeuver/

Shttps://github.com/udacity/self-driving-car/tree/master/steering-
models/community-models

to 0.8, and the number of iterations is set to 3. For the
weights in the combination losses, we set o = 1 as the
reference magnitude for Ly,.q. For £ and ~, we conduct a grid
search on a small subset of the dataset from candidate values
£€{0.1,0.3,0.5,0.7,1} and v € {le-6,1e-7,1e—-8,1e-9},
and choose the best combination for experimentation. Small
values for « are selected to ensure three losses can have
a similar variance for different inputs [21]. Specifically, we
select 8 = 0.7 and y = 1e—8. For the hyperparameters related to
the individual enhancements, we adhere to the optimal settings
described in the original paper and list the values as introduced
in Section III.

V. RESULTS AND ANALYSIS

In this section, we present the results of our experiments to
answer RQ1, RQ2, and RQ3. Moreover, we provide insights
into the superior performance of the studied transferability-
enhancement techniques.

A. RQI. Input Transformation Enhancement

With L,,..q as the attack objective, we perform adversarial
attacks under three different input transformation enhance-
ments (Resizing, Translation, and Resizing+Translation) on
two datasets. We also show the results of no transformation
None (Workflow 1, Basic Framework) as the baseline for
comparison. We craft the adversarial perturbation on each
white-box model and test the perturbation on all models. Each
cell in Table I indicates the MAE result in degrees. The first
column shows the white-box models used to generate the
adversarial perturbation, and the first row denotes the model
that we test the perturbation on. Larger MAEs indicate better
performance.

Overall, we observe a consistent performance trend for
both datasets from Table I. For black-box attacks, under both
datasets, Resizing+Translation outperforms all other methods
by a decent margin in all cases. Compared to the baseline
None, it improves transferability by producing a 0.39° to 5.76°
(0.28° to 9.39°) increase in MAE for Udacity (Dave). Trans-
lation achieves the second best results, which outperforms
Resizing and None in all cases, with a 0.34° to 2.85° (0.13° to
4.32°) improvement in MAE compared to the baseline None
for Udacity (Dave). In 66.6% cases, Resizing outperforms the
baseline, with the improvement in MAE up to 1.67° (0.13°)
for Udacity (Dave). Diving into individual cases, taking the
adversarial perturbation crafted on Epoch and test on Dave2V1
(Epoch-Dave2V1) as an example, the Resizing+Translation re-
sults in an MAE of 7.47° under Udacity, which is 5.76°, 4.09°,
and 2.91° larger than the MAEs caused by None, Resizing, and
Translation, respectively. For the Dave dataset, taking Epoch-
Dave2V3 as an example, the Resizing+Translation causes an
MAE of 15.18°, where Translation, Resizing, and None only
result in MAEs of 7.50°, 5.92°, and 5.79°, respectively.

In short, we suggest applying Resizing+Translation if the
attacker’s goal is to attack black-box models.
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Input Udacity Dave

Transformation Dave2V1  Dave2V2  Dave2V3  Epoch | Dave2V1 Dave2V2 Dave2V3  Epoch

None (Basic Framework) 18.40* 4.11 1.95 1.75 26.48* 4.57 2.65 3.35

Dave2V1 Resizing 16.37* 4.01 1.95 1.83 23.26% 4.57 2.71 3.42
Translation 16.39* 5.21 2.29 2.24 24.12% 5.49 2.86 3.48
Resizing+Translation 17.50% 5.49 2.34 2.31 22.42% 5.66 2.93 3.72

None (Basic Framework) 3.64 14.26* 1.93 1.69 5.23 17.37* 2.45 2.33

Dave2V2 Resizing 3.84 12.43%* 2.06 1.83 5.08 14.78* 2.46 2.34
Translation 4.55 10.89* 2.98 2.64 6.53 13.92% 3.88 3.45
Resizing+Translation 6.53 10.46* 3.03 2.73 8.86 13.46* 741 5.03

None (Basic Framework) 0.34 0.36 52.21%* 0.58 0.55 0.42 69.91°* 1.54

Dave2V3 Resizing 0.37 0.36 31.11* 0.63 0.54 0.43 49.05* 1.67
Translation 2.36 2.32 19.61* 3.02 2.80 2.72 31.51* 5.86
Resizing+Translation 4.05 2.43 15.91* 3.11 3.40 4.05 31.72% 7.75
None (Basic Framework) 1.71 2.98 4.87 16.21* 3.96 2.75 5.79 35.98*
Epoch Resizing 3.38 2.98 4.90 14.32% 3.86 2.80 5.92 31.70%*
Translation 4.56 4.18 5.69 13.06* 5.46 391 7.50 26.33*
Resizing+Translation 747 4.54 6.06 12.68* 7.77 10.26 15.18 31.64*

TABLE I: MAE results (in degrees) of Input Transformation Enhancement (with L,,..q as the attack objective). The superscript
* indicates the white-box attack, and the others are black-box attacks (i.e., transferability). We highlight the results of the best

technique in bold.

Finding 1: For black-box attacks, across two datasets,
Resizing+Translation achieves the best performance. Com-
pared to the baseline, the improvement in MAE ranges from
0.28° to 9.39°. Translation produces the second best results,
with the improvement in MAE ranging from 0.13° to 4.32°.
Only 66.6% of the time Resizing outperforms the baseline.

For white-box attacks, the baseline None performs the
best in all cases across both datasets compared to the input
transformation enhancements. In 6 out of 8 cases, Resizing out-
performs Translation. Resizing+Translation shows the poorest
attack effectiveness in 5 out of 8 cases. Specifically, the MAE
of the baseline can reach up to 52.21° (69.91°) for Udacity
(Dave). Resizing demonstrates a decrease in MAE compared
to the baseline, ranging from 1.83° to 21.1° (2.59° to 20.86°)
for Udacity (Dave). Similarly, the decrease in MAE under
Translation ranges from 2.01° to 32.6° (2.36° to 38.4°) for
Udacity (Dave). We observe the same phenomenon in Resiz-
ing+Translation, with 0.9° to 36.3° (3.91° to 38.19°) decrease
in MAE under Udacity (Dave). With input transformations,
the adversarial perturbation is crafted based on an ensemble
of transformed and non-transformed images, which may tend
to underfit the white-box model parameters and result in
inferior white-box performance. Therefore, we suggest using
no transformation for white-box attacks.

Finding 2: All transformation methods degrade the white-
box attack performance compared to the baseline None, with
a decrease in MAE ranges from 0.9° to 38.4°.

B. RQ?2. Attack Objective Enhancement and its Comparison
with Input Transformation

We use seven losses separately to craft adversarial pertur-
bation on each of the four white-box models and test the
generated perturbation on all models. The MAE results (in

degrees) are reported in Table II. The first column shows
the white-box models that we craft the perturbation on. The
first row denotes the model that we test the perturbation
on. Specifically, the diagonal blocks (numbers with asterisks)
under each dataset indicate the white-box attack performance
and others indicate the black-box attack performance. Larger
MAE:s indicate better performance. For simplicity, we use
Pred, Feat, Attn to denote L..q (Workflow 1), Lfcq:, and
Lgttn, respectively.

For white-box attacks, Pred+Attn demonstrates the best
effectiveness in 6 out of 8 cases, reaching up to 5.55°
improvements over the baseline in MAE. We observe that,
in 7 out of 8 cases, generating the perturbation with Feat
or its combination loss (Feat+Attn or Pred+Feat) results in
the worst white-box performance. Especially, Feat+Attn leads
to a surprisingly poor white-box performance in many cases,
such as Dave2V3-Dave2V3 under Udacity. For transferability
on black-box models, compared to the baseline, Pred+Attn
reaches the best performance in 18 out of 24 cases, achieving
0.08° to 6.21° improvements. Feat, Feat+Attn, and Pred+Feat
do not produce outstanding performance in most cases for
both datasets. Specifically, in 13 out of 24 cases, Feat+Attn
outputs the worst performance on black-box attacks, producing
a maximum decrease of 4.51°.

Finding 3: For both white-box and black-box attacks, we
suggest using Pred+Attn as the attack objective, producing
a maximum of 5.55° (white-box) and 6.21° (black-box)
improvements in MAE compared to the baseline. We do
not suggest using Feat+Attn for either attack type.

We then compare the best input transformation Resiz-
ing+Translation for transferability enhancement with the best
objective Pred+Attn. For black-box transferability, the former
outperforms the latter in 21 out of 24 cases, with an average of
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Attack Udacity Dave
Objective Dave2V1  Dave2V2  Dave2V3  Epoch | Dave2V1  Dave2V2  Dave2V3  Epoch
Pred (Basic Framework) 18.40%* 4.11 1.95 1.75 26.48%* 4.57 2.65 3.35
Dave2V1 Feat 7.10% 2.65 1.54 1.35 14.09* 3.83 2.46 2.18
Attn 18.82% 429 1.78 1.81 6.11%* 4.15 3.87 3.23
Feat+Attn 2.24% 1.28 1.64 1.24 8.10%* 3.01 2.56 2.83
Pred+Feat 9.62%* 3.34 1.63 1.16 16.49* 5.27 2.93 2.88
Pred+Attn 23.95°% 4.71 2.25 2.10 27.94* 6.37 3.20 3.46
Pred+Feat+Attn 17.80%* 4.34 2.10 1.92 27.72% 6.15 3.09 4.94
Pred (Basic Framework) 3.64 14.26* 1.93 1.69 5.23 17.37* 2.45 2.33
Dave2V2 Feat 2.39 5.06* 1.77 1.21 2.29 3.08% 222 2.42
Attn 4.08 13.97* 1.84 1.74 2.49 6.87* 3.06 2.90
Feat+Attn 0.88 2.61% 1.20 0.80 2.07 3.68* 1.31 0.92
Pred+Feat 1.24 2.40% 1.41 0.84 1.19 3.45% 2.71 2.18
Pred+Attn 3.85 15.31* 2.15 3.30 7.48 22.68* 5.19 3.93
Pred+Feat+Attn 3.04 4.82% 1.13 1.14 3.87 11.06* 2.80 1.82
Pred (Basic Framework) 0.34 0.36 52.21* 0.58 0.55 0.42 69.91* 1.54
Dave2V3 Feat 0.43 0.36 30.26% 0.61 0.47 0.40 36.08%* 0.61
Attn 0.37 0.39 50.02%* 0.57 0.29 0.32 22.97* 1.23
Feat+Attn 0.43 0.29 2.64* 0.63 0.39 0.43 3.82% 2.08
Pred+Feat 0.46 0.45 50.00%* 0.74 0.61 0.62 55.66%* 0.89
Pred+Attn 0.75 0.46 47.15% 0.66 0.72 0.50 63.12% 1.90
Pred+Feat+Attn 0.42 0.39 43.81%* 0.82 0.59 0.48 53.19% 1.86
Pred (Basic Framework) 1.71 2.98 4.39 16.21%* 3.96 2.75 5.79 35.98%*
Epoch Feat 1.78 2.19 3.02 8.28% 2.70 2.57 4.45 19.82%
Attn 1.98 2.86 4.07 16.10%* 0.75 1.53 2.38 3.36*
Feat+Attn 0.43 0.80 0.91 1.67* 0.66 1.40 1.28 1.84*
Pred+Feat 491 3.15 4.20 12.75% 5.17 4.28 7.95 33.29%
Pred+Attn 6.06 3.38 4.89 17.34* 6.91 717 12.00 39.83*
Pred+Feat+Attn 5.32 3.28 443 13.91% 6.00 5.45 7.62 38.95%

TABLE II: MAE results (in degrees) of Attack Objective Enhancement (with NO input transformation). The superscript *
indicates the white-box attack, and the others are black-box attacks (i.e., transferability). We highlight the results of the best

technique in bold.

1.61° improvement in MAE. In white-box attacks, Pred+Attn
consistently outperforms Resizing+Translation, achieving an
improvement of 12.69° in MAE on average.

Finding 4: On average, Resizing+Translation outperforms
Pred+Attn in black-box attacks, showing a 1.61° in-
crease in MAE. Conversely, Pred+Attn outperforms Re-
sizing+Translation in white-box attacks, demonstrating a
12.69° increase in MAE.

C. RQ3. Runtime Efficiency Analysis

In RQ1 and RQ2, we have validated that adversarial samples
generated with both types of enhancements demonstrate supe-
rior performance over the baseline for black-box transferabil-
ity. To implement techniques into practice, efficiency is also
an important factor to consider. For example, to realize real-
time attacks, the attacker needs to timely generate an effective
perturbation when encountering the seed input. With this
consideration, we compute the average runtime (in seconds)
and the standard deviation (std) of crafting a single adversarial
perturbation on each of the four models for the Udacity dataset
for all studied techniques. We put the results for Dave on
GitHub due to limited space and similar runtime.

In Table III, for all models, the basic framework (baseline)
takes the shortest time to generate an adversarial perturbation
for the input image, with only 0.01s on average and a tiny

std. Feat+Attn and Pred+Feat+Attn take similar and the
longest time, taking approximately 0.4s to generate a single
perturbation. Their std is also higher than other techniques.
Among the four models, Epoch takes the longest runtime in
60% cases, which may be attributed to its deeper architecture.

The best input transformation for black-box transferability
Resizing+Translation takes only 0.06s on average to generate
an adversarial sample, whereas the best objective Pred+Attn
takes 0.11s, nearly double the time. Therefore, it is expected
that Resizing+Translation can perform more timely attacks in
real-world applications.

Finding 5: The best transformation Resizing+Translation
(0.06s on average) for transferability demonstrates a nearly
half runtime than the best objective Pred+Attn (0.11s).

D. Insights of Superior Performance

Based on the results from RQ1 and RQ2, we present
insights into the superior performance produced by different
transferability-enhancement techniques.

1) Input Transformation Enhancements: Black-box Supe-
riority: With input transformation, an adversarial sample is
crafted with an ensemble of images composed of the original
one and its transformed versions. The generated adversarial
sample will be less correlated to the gradient of the white-box
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Method \ Basic Resize Trans Resize+Trans Feat Attn Feat+Attn Pred+Feat Pred+Attn Pred+Feat+Attn
Dave2V1l | 0.01£0.002  0.01+0.002  0.05£0.010 0.05+0.008 0.04£0.001  0.09+0.012  0.39+0.020  0.05+£0.002  0.09+0.010 0.37+0.029
Dave2V2 | 0.01£0.002  0.02+0.001  0.04+0.011 0.05+0.008 0.04+0.002  0.09+0.010  0.38+0.020  0.04+0.002  0.09+0.011 0.38+0.027
Dave2V3 | 0.01£0.001  0.01+0.001  0.03+0.009 0.03+0.007 0.03+0.002  0.08+£0.006  0.37+0.023 ~ 0.03+0.001  0.10+0.005 0.36+0.011

Epoch | 0.01+0.001  0.01x0.001  0.11x0.005 0.11+0.003 0.03+0.002  0.14+£0.016  0.41+0.017  0.03+0.002  0.14+0.012 0.42+0.017

TABLE III: The average runtime (in seconds) of perturbation generation and its standard deviation for Udacity.

(a) Da

ve2V1 ori pred (b) Dave2V2 ori pred
- o) ¢

r(c) Epoch ori pred
P

i

(d) MAE=44.8°,¢=5.0 (¢) MAE=15.0°,¢=5.0 (f) MAE=9.60°,¢=5.0

Fig. 2: Attention Heatmap on Udacity sample image.

model at the given input, which is expected to enhance the
black-box transferability performance.

2) Attack Objective Enhancements: From the experiments,
we identify Pred+Attn as the best attack objective for both
white-box and black-box attacks. To explore the insights, we
explore the relationship between the model’s attention area
and the model’s prediction (i.e., can adversarial attacks change
the model’s attention?). We implement the baseline white-box
attacks for simplicity and visualize attention heatmaps with
and without attack in Figure 2.

White-box superiority of Pred+Attn: As shown in Figure
2a, Dave2V1 focuses on the pixel region around the front car
when making steering predictions from the original image.
However, its attention shifts to the lower-right region when
predicting an adversarial image (Figure 2d). We can see that
for each white-box attack, distracting the model’s attention is
complementary to distracting its prediction. Therefore, joint
optimization of Pred+Attn achieves the best performance in
white-box attacks 75% of the time.

Black-box superiority of Pred+Attn: In Figure 2a, 2b, 2c,
all three models concentrate around the front car area for
making steering predictions. The similarity in concentrated
areas potentially encourages the black-box transferability of
adversarial samples generated by distracting the white-box
model’s attention region. Our results in black-box attacks also
prove this point.

VI. THREATS TO VALIDITY

Internal Validity: Threats to internal validity can be at-
tributed to (1) the reproducibility of studied methods imple-
mented on the E2E ADSs. To alleviate this, we carefully
follow the publicly available code provided by the authors
of original papers and open-source our implementation to
facilitate checking; (2) Effective manipulation of hyperparam-
eters. To alleviate this, we follow the optimal hyperparameter
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configurations described in the original papers. For the weights
in the combination objectives, we perform a comprehensive
grid search with a sufficient number of candidate values
(Section IV-C) on a small subset of the dataset to determine
the optimal hyperparameter values.

External Validity: Threats to external validity to our exper-
iment conclusions include (1) the selected datasets. We allevi-
ate this by selecting two widely used datasets in autonomous
driving research [6], [7], [12]. They cover various real-world
driving scenarios, such as driving in urban towns, highways,
and under different weather conditions.; (2) The selected E2E
ADSs. We alleviate this by selecting four ADSs that reach
competitive performance in the E2E steering angle prediction
task [3], [4], [42], [43]. They are constructed with different
architectures, ranging from 6 million (Dave2) to 33 million
(Epoch) parameters. Therefore, our experimental conclusions
are expected to be generalized to other real-world driving
datasets and models.

VII. CONCLUSION

In this paper, we undertake an empirical study on
transferability-enhancement techniques for E2E ADSs by ex-
amining three input transformations and six objective enhance-
ments. Our findings indicate that Resizing+Translation per-
forms the best in black-box attacks but shows degraded white-
box performance. Using Pred+Attn as the attack objective im-
proves both attack types. Additionally, our runtime efficiency
assessment also demonstrates that Resizing+Translation takes
only half the runtime of Pred+Attn, making it more practical
for real-world black-box attacks. In future work, we plan to
validate techniques’ effectiveness in the real physical world.
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